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Chapter 1. Shell Programming! 


No programming language is perfect. There is 
not even a single best language; there are only 
languages well suited or perhaps poorly suited 
for particular purposes. 


--Herbert Mayer 
A working knowledge of shell scripting is essential to anyone wishing to become reasonably proficient at 
system administration, even if they do not anticipate ever having to actually write a script. Consider that as a 
Linux machine boots up, it executes the shell scripts in /etc/rc.d to restore the system configuration and 
set up services. A detailed understanding of these startup scripts is important for analyzing the behavior of a 
system, and possibly modifying it. 


The craft of scripting is not hard to master, since scripts can be built in bite-sized sections and there is only a 
fairly small set of shell-specific operators and options [1] to learn. The syntax is simple -- even austere -- 
similar to that of invoking and chaining together utilities at the command line, and there are only a few "rules" 
governing their use. Most short scripts work right the first time, and debugging even the longer ones is 
straightforward. 


In the early days of personal computing, the BASIC language enabled 
anyone reasonably computer proficient to write programs on an early 
generation of microcomputers. Decades later, the Bash scripting 
language enables anyone with a rudimentary knowledge of Linux or 
UNIX to do the same on modern machines. 


We now have miniaturized single-board computers with amazing 
capabilities, such as the Raspberry Pi. 

Bash scripting provides a way to explore the capabilities of these 
fascinating devices. 


A shell script is a quick-and-dirty method of prototyping a complex application. Getting even a limited subset 
of the functionality to work in a script is often a useful first stage in project development. In this way, the 
structure of the application can be tested and tinkered with, and the major pitfalls found before proceeding to 
the final coding in C, C++, Java, Perl, or Python. 


Shell scripting hearkens back to the classic UNIX philosophy of breaking complex projects into simpler 
subtasks, of chaining together components and utilities. Many consider this a better, or at least more 
esthetically pleasing approach to problem solving than using one of the new generation of high-powered 
all-in-one languages, such as Perl, which attempt to be all things to all people, but at the cost of forcing you to 
alter your thinking processes to fit the tool. 


According to Herbert Mayer, "a useful language needs arrays, pointers, and a generic mechanism for building 
data structures." By these criteria, shell scripting falls somewhat short of being "useful." Or, perhaps not. . . . 


When not to use shell scripts 
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e Resource-intensive tasks, especially where speed is a factor (sorting, hashing, recursion [2] ...) 

* Procedures involving heavy-duty math operations, especially floating point arithmetic, arbitrary 
precision calculations, or complex numbers (use C++ or FORTRAN instead) 

* Cross-platform portability required (use C or Java instead) 

* Complex applications, where structured programming is a necessity (type-checking of variables, 
function prototypes, etc.) 

* Mission-critical applications upon which you are betting the future of the company 

e Situations where security is important, where you need to guarantee the integrity of your system and 
protect against intrusion, cracking, and vandalism 

* Project consists of subcomponents with interlocking dependencies 

* Extensive file operations required (Bash is limited to serial file access, and that only in a 
particularly clumsy and inefficient line-by-line fashion.) 

* Need native support for multi-dimensional arrays 

* Need data structures, such as linked lists or trees 

* Need to generate / manipulate graphics or GUIs 

* Need direct access to system hardware or external peripherals 

* Need port or socket I/O 

* Need to use libraries or interface with legacy code 

* Proprietary, closed-source applications (Shell scripts put the source code right out in the open for all 
the world to see.) 


If any of the above applies, consider a more powerful scripting language -- perhaps Perl, Tcl, Python, Ruby 
-- or possibly a compiled language such as C, C++, or Java. Even then, prototyping the application as a 
shell script might still be a useful development step. 


We will be using Bash, an acronym [3] for "Bourne-Again shell" and a pun on Stephen Bourne's now classic 
Bourne shell. Bash has become a de facto standard for shell scripting on most flavors of UNIX. Most of the 
principles this book covers apply equally well to scripting with other shells, such as the Korn Shell, from 
which Bash derives some of its features, [4] and the C Shell and its variants. (Note that C Shell programming 
is not recommended due to certain inherent problems, as pointed out in an October, 1993 Usenet post by Tom 
Christiansen.) 


What follows is a tutorial on shell scripting. It relies heavily on examples to illustrate various features of the 
shell. The example scripts work -- they've been tested, insofar as possible -- and some of them are even useful 
in real life. The reader can play with the actual working code of the examples in the source archive 
(scriptname.sh or scriptname.bash), [5] give them execute permission (chmod u+rx 
scriptname), then run them to see what happens. Should the source archive not be available, then 
cut-and-paste from the HTML or pdf rendered versions. Be aware that some of the scripts presented here 
introduce features before they are explained, and this may require the reader to temporarily skip ahead for 
enlightenment. 


Unless otherwise noted, the author of this book wrote the example scripts that follow. 
His countenance was bold and bashed not. 


--Edmund Spenser 
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Chapter 2. Starting Off With a Sha-Bang 


Shell programming is a 1950s juke box... 


--Larry Wall 
In the simplest case, a script is nothing more than a list of system commands stored in a file. At the very least, 
this saves the effort of retyping that particular sequence of commands each time it is invoked. 


Example 2-1. cleanup: A script to clean up log files in /var/log 


# Cleanup 
# Run as root, of course. 


cd /var/log 

cat /dev/null » messages 

cat /dev/null » wtmp 

echo "Log files cleaned up." 


There is nothing unusual here, only a set of commands that could just as easily have been invoked one by one 
from the command-line on the console or in a terminal window. The advantages of placing the commands in a 
script go far beyond not having to retype them time and again. The script becomes a program -- a tool -- and it 
can easily be modified or customized for a particular application. 


Example 2-2. cleanup: An improved clean-up script 


!/bin/bash 
Proper header for a Bash script. 


Cleanup, version 2 


Run as root, of course. 
Insert code here to print error message and exit if not root. 


LOG DIR-/var/log 
Variables are better than hard-coded values. 
cd $LOG DIR 


cat /dev/null » messages 

cat /dev/null » wtmp 

echo "Logs cleaned up." 

exit 4$ The right and proper method of "exiting" from a script. 


# A bare "exit" (no parameter) returns the exit status 
#+ of the preceding command. 


Now that's beginning to look like a real script. But we can go even farther . . . 
Example 2-3. cleanup: An enhanced and generalized version of above scripts. 


#!/bin/bash 
# Cleanup, version 3 
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# Warning: 
# This script uses quite a number of features that will be explained 
#+ later on. 


# By the time you've finished the first half of the book, 
#+ there should be nothing mysterious about it. 


LOG_DIR=/var/log 


ROOT_UID=0 # Only users with SUID 0 have root privileges. 
LINES=50 # Default number of lines saved. 

E XCD-86 # Can't change directory? 

E NOTROOT-87 # Non-root exit error. 


# Run as root, of course. 

ie [ "SUID -me VSROOT Ui" | 

then 
echo WMUSIE De WOOIE CO iin CiS Gyereajorc e H 
exit $E NOTROOT 

1E3L 


sor [ ew USE ] 
# Test whether command-line argument is present (non-empty). 
then 

lines-$1 
else 

lines=SLINES 4 Default, if not specified on command-line. 
ita 


Stephane Chazelas suggests the following, 
+ as a better way of checking command-line arguments, 
ar deir. baie cbe grill a lowe exelweue(ererel ite Coia Stage Oi the cutorieil, 


E WRONGARGS-85 # Non-numerical argument (bad argument format). 


case "$1" in 

NN ) lines-50;; 

*[!0-9]*) echo "Usage: 'basename SO lines-to-cleanup"; 
exit $E WRONGARGS;; 

* ) labomesrESisr 

esac 


* Skip ahead to "Loops" chapter to decipher all this. 


cd $LOG DIR 


iit [ pre l= Use Dum" ] $ ow at [ VeewB" De VSuge DIRU | 
# Not in /var/log? 
then 
echo "Can't change to SOG DIR." 
exit $E XCD 
fi # Doublecheck if in right directory before messing with log file. 


# Far more efficient is: 


# 
ur Cel wee/loer ||| 4 
# echo "Cannot change to necessary directory." >&2 


d exit $E XCD; 
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*] 


tail -n $lines messages > mesg.temp 4 Save last section of message log file. 
mv mesg.temp messages # Rename it as system log file. 


# cat /dev/null > messages 
#* No longer needed, as the above method is safer. 


cat /dev/null > wtmp # ': > wtmp' and '> wtmp' have the sam itat (eXOnE e 
echo "Log files cleaned up." 

# Note that there are other log files in /var/log not affected 

wr lox) CALS Sicledjoe c 


exit 0 
# A zero return value from the script upon exit indicates success 
#+ to the shell. 


Since you may not wish to wipe out the entire system log, this version of the script keeps the last section of 
the message log intact. You will constantly discover ways of fine-tuning previously written scripts for 
increased effectiveness. 


The sha-bang ( #!) [6] at the head of a script tells your system that this file is a set of commands to be fed to 
the command interpreter indicated. The #! is actually a two-byte [7] magic number, a special marker that 
designates a file type, or in this case an executable shell script (type man magic for more details on this 
fascinating topic). Immediately following the sha-bang is a path name. This is the path to the program that 
interprets the commands in the script, whether it be a shell, a programming language, or a utility. This 
command interpreter then executes the commands in the script, starting at the top (the line following the 
sha-bang line), and ignoring comments. [8] 


#!/bin/sh 
#!/bin/bash 
#!/usr/bin/perl 
#!/usr/bin/tcl 
#!/bin/sed -f 
#!/bin/awk -f 


Each of the above script header lines calls a different command interpreter, be it /bin/sh, the default shell 
(bash in a Linux system) or otherwise. [9] Using #! /bin/sh, the default Bourne shell in most commercial 
variants of UNIX, makes the script portable to non-Linux machines, though you sacrifice Bash-specific 
features. The script will, however, conform to the POSIX [10] sh standard. 


Note that the path given at the "sha-bang" must be correct, otherwise an error message -- usually "Command 
not found." -- will be the only result of running the script. [11] 


#! can be omitted if the script consists only of a set of generic system commands, using no internal shell 
directives. The second example, above, requires the initial #!, since the variable assignment line, Lines=50, 
uses a shell-specific construct. [12] Note again that #! /bin/sh invokes the default shell interpreter, which 
defaults to /bin/bash on a Linux machine. 


į ) This tutorial encourages a modular approach to constructing a script. Make note of and collect 
"boilerplate" code snippets that might be useful in future scripts. Eventually you will build quite an 
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extensive library of nifty routines. As an example, the following script prolog tests whether the script has 
been invoked with the correct number of parameters. 


E WRONG ARGS-85 
sxensatqoiet- Treue Witeterencis— "el lok =a mp4 
a els h = help, etc. 


if [ $4 -ne $Number of expected args ] 
then 

echo "Usage: 'basename $0^ $script parameters" 

# ^basename $0^ is the script's filename. 

exit $E WRONG ARGS 
itat 
Many times, you will write a script that carries out one particular task. The first script in this chapter is 
an example. Later, it might occur to you to generalize the script to do other, similar tasks. Replacing the 
literal ("hard-wired") constants by variables is a step in that direction, as is replacing repetitive code 


blocks by functions. 


2.1. Invoking the script 


Having written the script, you can invoke it by sh. scriptname, [13] or alternatively bash 
scriptname. (Not recommended is using sh <scriptname, since this effectively disables reading from 
stdin within the script.) Much more convenient is to make the script itself directly executable with a chmod. 


Either: 

chmod 555 scriptname (gives everyone read/execute permission) [14 
or 

chmod +rx scriptname (gives everyone read/execute permission) 


chmod u+rx scriptname (gives only the script owner read/execute permission) 


Having made the script executable, you may now test it by ./scriptname. [15] If it begins with a 
"sha-bang" line, invoking the script calls the correct command interpreter to run it. 


As a final step, after testing and debugging, you would likely want to move it to /usr/local/bin (as root, 
of course), to make the script available to yourself and all other users as a systemwide executable. The script 
could then be invoked by simply typing scriptname [ENTER] from the command-line. 


2.2. Preliminary Exercises 


1. System administrators often write scripts to automate common tasks. Give several instances where 
such scripts would be useful. 

2. Write a script that upon invocation shows the time and date, lists all logged-in users, and gives the 
system uptime. The script then saves this information to a logfile. 
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Chapter 3. Special Characters 


What makes a character special? If it has a meaning beyond its literal meaning, a meta-meaning, then we refer 


to it as a special character. Along with commands and keywords, special characters are building blocks of 
Bash scripts. 


Special Characters Found In Scripts and Elsewhere 


# 


Comments. Lines beginning with a # (with the exception of #!) are comments and will not be 
executed. 


# This line is a comment. 


Comments may also occur following the end of a command. 


echo "A comment will follow." # Comment here. 
d ^ Note whitespace before # 
Comments may also follow whitespace at the beginning of a line. 


# A tab precedes this comment. 


Comments may even be embedded within a pipe. 


imitial=i "eat "Ssttarrzile” | sed =a "J/S/e" | tr =€ "Xa" [Y 
# Delete lines containing '#' comment character. 

eec —-e "g/NXI/N.S fg!" e "s/ /. fg" ) 
# Excerpted from life.sh script 


d A command may not follow a comment on the same line. There is no method of 
terminating the comment, in order for "live code" to begin on the same line. Use a new 
line for the next command. 


H) Of course, a quoted or an escaped # in an echo statement does not begin a comment. 
Likewise, a # appears in certain parameter-substitution constructs and in numerical 
constant expressions. 


echo "The # here does not begin a comment." 
echo 'The # here does not begin a comment. ' 
cho The \# here does not begin a comment. 
cho The # here begins a comment. 


echo ${PATH#*: } # Parameter substitution, not a comment. 
echo $(( 24101011 )) # Base conversion, not a comment. 


5s; laine, SoC, 


The standard quoting and escape characters (" ' \) escape the #. 
Certain pattern matching operations also use the #. 


Command separator [semicolon]. Permits putting two or more commands on the same line. 


cho hello; cho ther 
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if [ -x "$filename" ]; then # Note the space after the semicolon. 
#+ NA 

echo "File $filename exists."; cp $filename $filename.bak 
else # ae 

echo "File $filename not found."; touch $filename 


fi; echo "File test complete." 


Note that the ";" sometimes needs to be escaped. 
Terminator in a case option [double semicolon]. 


case "Svariable" in 


abe) ela '\Sweicialolle = else! Re 
xyz) echo "\Svariable = xyz" ;; 
esac 


33&, 3& 
Terminators in a case option (version 4+ of Bash). 


"dot" command [period]. Equivalent to source (see Example 15-22). This is a bash builtin. 


"dot", as a component of a filename. When working with filenames, a leading dot is the prefix of a 
"hidden" file, a file that an ls will not normally show. 


bash$ touch .hidden-file 
bash$ 1s -1 


Total 10) 

Saye =e 1 bozo 4034 Jul 18 22:04 datal.addressbook 
Saye ea JL DOzo 4602 May 25 13:58 datal.addressbook.bak 
cue UTE iL Joxovao 877 Dec 17 2000 employment.addressbook 


bash$ ls -al 


total 14 
drWXIWXr-X 2 bozo li9)oze 1O24 Mote 29 200992 ./ 
Clap => SS = 52 bozo bozo 3072, Mc 29 20951 1.7 
cU Sas iL Jexoze 19079 4034 Jul 18 22:04 datal.addressbook 
Taye ig ib dexoyao: 19020 4602 May 25 13:58 datal.addressbook.bak 
SEW aE iL DOZO 190270 877 Dec 17 2000 employment.addressbook 
EVEN O 1 bozo bozo 0 Aug 29 20:54 .hidden-file 


When considering directory names, a single dot represents the current working directory, and two dots 
denote the parent directory. 


bash$ pwd 
/home/bozo/projects 


bash$ cd 
bash$ pwd 


/home/bozo/projects 


bash$ cd 
bash$ pwd 
/home/bozo/ 


The dot often appears as the destination (directory) of a file movement command, in this context 
meaning current directory. 
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bash$ cp /home/bozo/current work/junk/* . 


Copy all the "junk" files to SPWD. 


"dot" character match. When matching characters, as part of a regular expression, a "dot" matches a 
single character. 


partial quoting [double quote]. "STRING" preserves (from interpretation) most of the special 
characters within STRING. See Chapter 5. 


full quoting [single quote]. ‘STRING’ preserves all special characters within STRING. This is a 
stronger form of quoting than "STRING". See Chapter 5. 


comma operator. The comma operator [16] links together a series of arithmetic operations. All are 
evaluated, but only the last one is returned. 


Je “ee = ((a = 9, 15» 3)»)w 
up ee We SU cue Up — ds ^ sv 


The comma operator can also concatenate strings. 


foie ine iid y 4] me out "eee 


d e Find all executable files ending in "calc" 
#+ in /bin and /usr/bin directories. 
do 

aie Jp o UeMESHIRSS | 

then 

echo Siew Te 

i231 

done 


# /bin/ipcalc 

# /usr/bin/kcalc 

# /usr/bin/oidcalc 
# /usr/bin/oocalc 


# Thank you, Rory Winston, for pointing this out. 


Lowercase conversion in parameter substitution (added in version 4 of Bash). 


\ 
escape [backslash]. A quoting mechanism for single characters. 
XX escapes the character X. This has the effect of "quoting" X, equivalent to 'X'. The \ may be used to 
quote " and ', so they are expressed literally. 
See Chapter 5 for an in-depth explanation of escaped characters. 
/ 


Filename path separator [forward slash]. Separates the components of a filename (as in 
/home/bozo/projects/Makefile). 


This is also the division arithmetic operator. 


command substitution. The ‘command’ construct makes available the output of command for 
assignment to a variable. This is also known as backquotes or backticks. 
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null command [colon]. This is the shell equivalent of a "NOP" (no op, a do-nothing operation). It 


may be considered a synonym for the shell builtin true. The ":" command is itself a Bash builtin, and 
its exit status is true (0). 


ESO $? a O 
Endless loop: 


while 

do 
operation-1 
operation-2 


operation-n 
done 
# Same as: 
# while true 
# do 
# Ws 
d done 
Placeholder in if/then test: 


if condition 


then : # Do nothing and branch ahead 
else # Or else 

take-some-action 
iran 


Provide a placeholder where a binary operation is expected, see Example 8-2 and default parameters. 


$(username-'whoami') 


# S(username-' whoami'] Gives an error without the leading : 
d unless "username" is a command or builtin... 
$(1?"Usage: $0 ARGUMENT") # From "usage-message.sh example script. 


Provide a placeholder where a command is expected in a here document. See Example 19-10. 


Evaluate string of variables using parameter substitution (as in Example 10-7). 


S{HOSTNAME?} S$(USER?) S$(MAIL?] 
# Prints error message 
#+ if one or more of essential environmental variables not set. 


Variable expansion / substring replacement. 


In combination with the > redirection operator, truncates a file to zero length, without changing its 
permissions. If the file did not previously exist, creates it. 


» data.xxx # File "data.xxx" now empty. 
# Same effect as cat /dev/null »data.xxx 
# However, this does not fork a new process, since ":" is a builtin. 


See also Example 16-15. 
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In combination with the >> redirection operator, has no effect on a pre-existing target file(: >> 


target file).Ifthe file did not previously exist, creates it. 


$^; This applies to regular files, not pipes, symlinks, and certain special files. 


May be used to begin a comment line, although this is not recommended. Using # for a comment 
turns off error checking for the remainder of that line, so almost anything may appear in a comment. 
However, this is not the case with :. 


: This is a comment that generates an error, ( if [ $x -eq 3] ). 


The ":" serves as a field separator, in /etc/passwd, and in the $PATH variable. 


bash$ echo $PATH 


/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin:/sbin:/usr/sbin:/usr/games 


A colon is acceptable as a function name. 


:0 

{ 
echo "The name of this function is "SFUNCNAME" " 
# Why use a colon as a function name? 
4 It's a way of obfuscating your code. 


} 


# The name of this function is 
This is not portable behavior, and therefore not a recommended practice. In fact, more recent releases 
of Bash do not permit this usage. An underscore _ works, though. 


A colon can serve as a placeholder in an otherwise empty function. 


not_empty () 
{ 


} # Contains a : (null command), and so is not empty. 


reverse (or negate) the sense of a test or exit status [bang]. The ! operator inverts the exit status of 
the command to which it is applied (see Example 6-2). It also inverts the meaning of a test operator. 
This can, for example, change the sense of equal ( = ) to not-equal ( != ). The ! operator is a Bash 


keyword. 


In a different context, the ! also appears in indirect variable references. 


In yet another context, from the command line, the ! invokes the Bash history mechanism (see 
Appendix L). Note that within a script, the history mechanism is disabled. 


wild card [asterisk]. The * character serves as a "wild card" for filename expansion in globbing. By 
itself, it matches every filename in a given directory. 


bash$ echo * 


abs-book.sgml add-drive.sh agram.sh alias.sh 
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The * also represents any number (or zero) characters in a regular expression. 


* 
arithmetic operator. In the context of arithmetic operations, the * denotes multiplication. 
** A double asterisk can represent the exponentiation operator or extended file-match globbing. 
? 
test operator. Within certain expressions, the ? indicates a test for a condition. 
In a double-parentheses construct, the ? can serve as an element of a C-style trinary operator. [17 
condition?result-if-true:result-if-fals 
CC watO = warbecgg?9:21 9 
ate || VeNWeued 9" Je OS | 
then 
var0-9 
else 
var0=21 
FA 
In a parameter substitution expression, the ? tests whether a variable has been set. 
? 
wild card. The ? character serves as a single-character "wild card" for filename expansion in 
globbing, as well as representing one character in an extended regular expression. 
$ 
Variable substitution (contents of a variable). 
Wielie N35) 
var2=23skidoo 
echo $varl #5 
echo $var2 # 23skidoo 
A $ prefixing a variable name indicates the value the variable holds. 
$ 
end-of-line. In a regular expression, a "$" addresses the end of a line of text. 
St 
Parameter substitution. 
Date 


Quoted string expansion. This construct expands single or multiple escaped octal or hex values into 
ASCII [18] or Unicode characters. 
$*, $@ 


$? 
exit status variable. The $? variable holds the exit status of a command, a function, or of the script 
Itself. 

$$ 
process ID variable. The $$ variable holds the process ID [19] of the script in which it appears. 

O 


command group. 
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(a=hello; echo $a) 


(D A listing of commands within parentheses starts a subshell. 


Variables inside parentheses, within the subshell, are not visible to the rest of the 
script. The parent process, the script, cannot read variables created in the child 
process, the subshell. 


a-123 
( 8-321; ) 


echo "a = $a" # a = 123 
# "a" within parentheses acts like a local variable. 


array initialization. 


Array=(elementl element2 element3) 


{XXX,VVY,ZZZ,... } 
Brace expansion. 


echo \"{These, words, are, quoted} \" # " prefix and suffix 
# "These" "words" "are" "quoted" 


cat (filel,file2,file3) » combined file 
# Concatenates the files filel, file2, and file3 into combined file. 


cp file22.{txt,backup} 
7 CoOoLes Wiedile22 EU quo Utile." 


A command may act upon a comma-separated list of file specs within braces. [20] Filename 
expansion (globbing) applies to the file specs between the braces. 


d No spaces allowed within the braces unless the spaces are quoted or escaped. 


echo {filel,file2}\ :{\ A," B",' C'} 


UJ 


file2 


filel : A filel : B filel : C file2 : A file2 
C 


{a..z} 


Extended Brace expansion. 


Gola tacsa sy aaee ele i c lm 3b Jj k lm@nmopgrt es t UY We YW Z 
# Echoes characters between a and z. 


elo 0.49)» s 0 1 235 
# Echoes characters between 0 and 3. 


base64 charset-( {A..Z} {a..z} {0..9} + / =) 
# Initializing an array, using extended brac xpansion. 
# From vladz's "base64.sh" example script. 


The /a..z] extended brace expansion construction is a feature introduced in version 3 of Bash. 


u 


Block of code [curly brackets]. Also referred to as an inline group, this construct, in effect, creates 
an anonymous function (a function without a name). However, unlike in a "standard" function, the 
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variables inside a code block remain visible to the remainder of the script. 


bash: local: can only be used in a 
function 


a-123 
PaE ZA 
echo "a = $a" # a = 321 (value inside code block) 


Maan RS So. 


The code block enclosed in braces may have I/O redirected to and from it. 


Example 3-1. Code blocks and I/O redirection 


#!/bin/bash 
# Reading lines in /etc/fstab. 


File=/etc/fstab 


{ 

read linel 
read line2 
} < SFile 


echo Verret exe alin Smile igs 
EERO WSI NEA 

echo 

echo "Second line in $File is:" 
Gehio WS ilaine2) H 


exit 0 
# Now, how do you parse the separate fields of each line? 


i? luae USS engl, Or 
# . . . Hans-Joerg Diers suggests using the "set" Bash builtin. 


Example 3-2. Saving the output of a code block to a file 


!/bin/bash 
rpm-check.sh 


Queries an rpm file for description, listing, 
+ and whether it can be installed. 
Saves output to a file. 


This script illustrates using a code block. 


SUCCESSO 
E NOARGS-65 


dE [ E US ui ] 
then 
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echo "Usage: ^basename $0? rpm-file" 
exit $E NOARGS 
fat 


( # Begin code block. 


echo 
echo "Archive Description:" 
Rem -cpi Sil # Query description. 
echo 
echo "Archive Listing:" 
iow eol Sil # Query listing. 
echo 
rpm -i --test $1 # Query whether rpm file can be installed. 
if [ "Sem -ec SSUCERSS' | 
then 
echo "$1 can be installed." 
else 
echo "$1 cannot be installed." 
fi 
echo # End code block. 
ECOSSE # Redirects output of everything in block to file. 


echo "Results of rpm test in file $1.test" 
# See rpm man page for explanation of options. 


ev © 


$^; Unlike a command group within (parentheses), as above, a code block enclosed by 
(braces) will not normally launch a subshell. [21] 


It is possible to iterate a code block using a non-standard for-loop. 


{} 
placeholder for text. Used after xargs —i (replace strings option). The () double curly brackets are a 
placeholder for output text. 
Js s || sxensgjsk —3L —1 Clo off} Sil 
# AN ^^ 
# From "ex42.sh" (copydir.sh) example. 
UN 
pathname. Mostly used in find constructs. This is not a shell builtin. 
Definition: A pathname is a filename that includes the complete path. As an example, 
/home/bozo/Notes/Thursday/schedule.txt. This is sometimes referred to as the 
absolute path. 
xg) The ";" ends the -exec option of a find command sequence. It needs to be escaped to 
protect it from interpretation by the shell. 
[] 


test. 
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Test expression between [ ]. Note that [ is part of the shell builtin test (and a synonym for it), not a 
link to the external command /usr/bin/test. 


test. 

Test expression between [[ ]]. More flexible than the single-bracket [ ] test, this is a shell keyword. 
See the discussion on the [[ ... ]] construct. 

array element. 

In the context of an array, brackets set off the numbering of each element of that array. 


Array[1]-slot 1 
echo ${Array[1]} 


range of characters. 

As part of a regular expression, brackets delineate a range of characters to match. 
integer expansion. 

Evaluate integer expression between §[ ]. 

a= 
loe 
echo $[$a+$b] # 10 

echo $[Sa*Sb] Dil 

Note that this usage is deprecated, and has been replaced by the (( ... )) construct. 
integer expansion. 


Expand and evaluate integer expression between (( )). 


See the discussion on the (( ... )) construct. 


> &> >& >> < <> 


redirection. 


scriptname >filename redirects the output of scriptname to file filename. Overwrite 
filename if it already exists. 


command &>filename redirects both the stdout and the stderr of command to filename. 


$^; This is useful for suppressing output when testing for a condition. For example, let us 
test whether a certain command exists. 


bash$ type bogus command &>/dev/null 
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bash$ echo $? 
T 


Or in a script: 


command test () ( type "$1" &»/dev/null; } 
# ^ 
cmdermdir # Legitimate command. 
command test $cmd; echo $? # 0 
cmd=bogus_command # Illegitimate command 
command test $cmd; echo $? # 1 


command >&2 redirects stdout of command to stderr. 


scriptname >>filename appends the output of scriptname to file filename. If 
filename does not already exist, it is created. 


[i]«»filename opens file filename for reading and writing, and assigns file descriptor i to it. If 
filename does not exist, it is created. 


process substitution. 


(command) > 
< (command) 
In a different context, the "<" and ">" characters act as string comparison operators. 


In vet another context, the "«" and ">" characters act as integer comparison operators. See also 
Example 16-9. 
«« 
redirection used in a here document. 
<<< 
redirection used in a here string. 


ASCII comparison. 


vegl=carrots 
veg2=tomatoes 


a [p HSV u «c Uses JT 

then 
echo "Although $vegl precede $veg2 in the dictionary," 
echo -n "this does not necessarily imply anything " 
echo "about my culinary preferences." 

else 


echo "What kind of dictionary are you using, anyhow?" 
E 


\<, \> 
word boundary in a regular expression. 
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bash$ grep '\<the\>' textfile 


pipe. Passes the output (stdout) of a previous command to the input (st din) of the next one, or to 
the shell. This is a method of chaining commands together. 


echo lsd) ssh 
# Passes the output of "echo ls -1" to the shell, 
#+ with the same result as a simple "ls -1". 


ele Saler || sore || ware 
# Merges and sorts all ".lst" files, then deletes duplicate lines. 


A pipe, as a classic method of interprocess communication, sends the st dout of one process to the 
stdin of another. In a typical case, a command, such as cat or echo, pipes a stream of data to a 
filter, a command that transforms its input for processing. [22 


cat $filenamel $filename2 | grep $search_word 


For an interesting note on the complexity of using UNIX pipes, see the UNIX FAQ, Part 3. 
The output of a command or commands may be piped to a script. 


#!/bin/bash 
# uppercase.sh : Changes input to uppercase. 


He ral 
# Letter ranges must be quoted 
#+ to prevent filename generation from single-letter filenames. 


exit 0 


Now, let us pipe the output of Is -l to this script. 
bash$ ls -1 | ./uppercase.sh 
-RW-RW-R-- 1 BOZO BOZO 109 APR 7 19:49 1.TXT 


AR SIR — 1 BOZO BOZO LOS) INR IRE Ide IG galls! 2 s IIe 


INNS E 1 BOZO BOZO 725 APR 20 20:56 DATA-FILE 


H) The stdout of each process in a pipe must be read as the st din of the next. If this 
is not the case, the data stream will block, and the pipe will not behave as expected. 


Gene. scale ex: |} Ike = || Seite 
# The output from "cat filel file2" disappears. 


A pipe runs as a child process, and therefore cannot alter script variables. 


variable="initial_value" 
cho "new_value" | read variable 
echo "variable = $variable" # variable = initial_value 
If one of the commands in the pipe aborts, this prematurely terminates execution of the 
pipe. Called a broken pipe, this condition sends a STGP IPE signal. 


force redirection (even if the noclobber option is set). This will forcibly overwrite an existing file. 
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OR logical operator. In a test construct, the ll operator causes a return of 0 (success) if either of the 
linked test conditions is true. 


Run job in background. A command followed by an & will run in the background. 


bash$ sleep 10 & 
[3L] 850 


[1]+ Done 


Within a script, commands and even loops may run in the background. 


Example 3-3. Running a loop in the background 


#!/bin/bash 
# background-loop.sh 


foe a am dL 23 45 6 y & 9 9 # First loop. 
do 
Secho -n Voi V 
done & 4 Run this loop in background. 
# Will sometimes execute after second loop. 


echo # This 'echo' sometimes will not display. 


woe aL abe di 12 19 14 15 Io iy le 19 20 # Second loop. 


do 
Secho —i Voi W 
done 
echo # This 'echo' sometimes will not display. 


The expected output from the script: 
1 2 9451106 7 S € i 
Jil 12. 35. 34 4205 i346 17 i$ 39 20 


Sometimes, though, you get: 

ii 12 13 i42 35 16 17 is 19 20 

1l 2 94 56 7 8 9 10 lose S 

(The second 'echo' doesn't execute. Why?) 


Occasionally also: 
l2 9 4 5 6 78 9 10 iid 32 13 324 i5 16 17 3X9 i9 20 
(The first 'echo' doesn't execute. Why?) 


Very rarely something like: 
dak le is} 3L 02 Sg b 5. 6 y S 9 0 x4 35 365.17 ale ae 2 
The foreground loop preempts the background one. 


exit 0 
# Nasimuddin Ansari suggests adding sleep 1 
#+ after th Cleo Sia UNS iim limes © amei 14, 


#+ for some real fun. 
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A command run in the background within a script may cause the script to hang, 
waiting for a keystroke. Fortunately, there is a remedy for this. 
&& 


AND logical operator. In a test construct, the && operator causes a return of 0 (success) only if both 


the linked test conditions are true. 


option, prefix. Option flag for a command or filter. Prefix for an operator. Prefix for a default 
parameter in parameter substitution. 


COMMAND -[Optionl1][Option2][...] 
ls -al 
sort -dfu $filename 


ii || SuXdel ou Sale | 
then 4 m 

echo "File $filel is older than $file2." 
ÍE3L 


LF [ "mec -eq "Sp" ] 


then # i 
echo "$a is equal to $b." 
fe 
if [ "Se" -eq 24 -a "Sd" -eg 47 | 
then 4 i fs 
echo "$c equals 24 and $d equals 47." 
Herd 


param2-$(paraml:-$DEFAULTVAL) 
# ^ 


The double-dash —— prefixes long (verbatim) options to commands. 

sort --ignore-leading-blanks 

Used with a Bash builtin, it means the end of options to that particular command. 

į ) This provides a handy means of removing files whose names begin with a dash. 


bash$ 1s -1 
ciwe l bozo leewo (0 Now 25 12829 —losclncune 
bash$ rm -- -badname 


bash$ 1s -1 
tonem. 9 


The double-dash is also used in conjunction with set. 


set —- $variable (as in Example 15-18) 
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redirection from/to stdin or stdout [dash]. 


As expected, cat — echoes stdin, in this case keyboarded user input, to stdout. But, does I/O 
redirection using - have real-world applications? 


(cd /source/directory && tar cf = . ) | (cd /dest/directory && tar xpvf =) 
Mov ntire file tr from one directory to another 
[courtesy Alan Cox <a.cox@swansea.ac.uk>, with a minor change] 


1) cd /source/directory 
Source directory, where the files to be moved ar 


2) && 
WNC liera sur ipe "rel" opera cien. SUCCESS SEW; 
then execute the next command. 
D (elie wir = 
The 'c' option 'tar' archiving command creates a new archive, 
the 'f' (file) option, followed by '-' designates the target fil 
as Sicouir, ane lo ic iim CGwueweint Cclimecitomy iue (UU) « 
4) 
Piped to 
SANE ae A) 
a subshell 


6) cd /dest/directory 
Change to the destination directory. 


7) && 
"And-list", as above 
9) car SOWIE = 
Unarchive ('x'), preserve ownership and file permissions ('p'), 


and send verbose messages to stdout ('v'), 
reading data from stdin ('f' followed by '-'). 


INDIES: thoe "xc" 2S a Guo, mol Yo", "uw", "Ux" are ODIOS, 


Whew! 


More elegant than, but equivalent to: 
cd source/directory 
tee ce = | (eel is/gem/guaeexeteuy:; iue xeu =) 


Also having same effect: 

cp -a /source/directory/* /dest/directory 
(One g 

cp -a /source/directory/* /source/directory/.[^.]* /dest/directory 
If there are hidden files in /source/directory. 


vinatoa: =C l3umusx-2 20.16.15 31927 | tae xewib = 
--uncompress tar file-- | e—timem ass Lr tg "ieu —— 
If "tar" has not been patched to handle "bunzip2", 
+ this needs to be done in two discrete steps, using a pipe. 
The purpose of th xercise is to unarchive "bzipped" kernel source. 
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Note that in this context the "-" is not itself a Bash operator, but rather an option recognized by certain 
UNIX utilities that write to stdout, such as tar, cat, etc. 


bash$ echo "whatever" | cat - 

whatever 

Where a filename is expected, - redirects output to stdout (sometimes seen with tar c£), or 
accepts input from stdin, rather than from a file. This is a method of using a file-oriented utility as 
a filter in a pipe. 


bash$ file 
Usage: file [-bciknvzL] [-f namefile] [-m magicfiles] file... 


By itself on the command-line, file fails with an error message. 


Add a "-" for a more useful result. This causes the shell to await user input. 


bash$ file - 
abc 
standard input: ASCII text 


standard input: Bourne-Again shell script text executabl 


Now the command accepts input from st din and analyzes it. 


The "-" can be used to pipe stdout to other commands. This permits such stunts as prepending lines 
to a file. 


Using diff to compare a file with a section of another: 
grep Linux filel | diff file2 - 


Finally, a real-world example using — with tar. 


Example 3-4. Backup of all files changed in last day 


!/bin/bash 


Backs up all files in current directory modified within last 24 hours 
+ in a "tarball" (tarred and gzipped file). 


BACKUPFILE-backup-$ (date +%m-%d-%Y) 
Embeds date in backup filename. 
Thanks, Joshua Tschida, for the idea. 
archive-$(1:-S$BACKUPFILE) 

If no backup-archive filename specified on command-line, 
ap 3t vaU qierenubulis, TO Weer l<iuiye Iul DID- NACE s Erato Spr e, Y 


teue (yis = Emek o mana l iue E ies > Seen eue 
gzip Sarchive.tar 
ceho Directory SIMD) backe us alin archivs rila ySarchivs cate c pa \ ol 
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Stephane Chazelas points out that the above code will fail 
+ if there are too many files found 
+ or if any filenames contain blank characters. 


He suggests the following alternatives: 


Enel e meine ~l =ryps de cqgacabeus() || zarga -0 tar rye US esee e ieu 
using the GNU version of "find". 


í'ixwel . mie -1 =ctyjoe E esee tar rvi VSeicclanwe arc’ YER" Wo 
portable to other UNIX flavors, but much slower. 


exit 0 


D Filenames beginning with "-" may cause problems when coupled with the "-" 
redirection operator. A script should check for this and add an appropriate prefix to 
such filenames, for example . / -FILENAME, $PWD/-FILENAME, or 
SPATHNAME/-FILENAME. 


If the value of a variable begins with a -, this may likewise create problems. 


var="—-n" 
echo $var 
# Has the effect of "echo -n", and outputs nothing. 


previous working directory. A cd - command changes to the previous working directory. This uses 
the SOLDPWD environmental variable. 


"on "on 


Do not confuse the "-" used in this sense with the "-" redirection operator just 
discussed. The interpretation of the "-" depends on the context in which it appears. 


Minus. Minus sign in an arithmetic operation. 


Equals. Assignment operator 


a-28 

echo $a # 28 

In a different context, the "=" is a string comparison operator. 

Plus. Addition arithmetic operator. 

In a different context, the + is a Regular Expression operator. 

Option. Option flag for a command or filter. 

Certain commands and builtins use the + to enable certain options and the - to disable them. In 


parameter substitution, the + prefixes an alternate value that a variable expands to. 
% 


modulo. Modulo (remainder of a division) arithmetic operation. 
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let %7 = 5% 3 
echo Sz s 2 
In a different context, the % is a pattern matching operator. 


home directory [tilde]. This corresponds to the $HOME internal variable. ~bozo is bozo's home 
directory, and ls ~bozo lists the contents of it. ~/ is the current user's home directory, and ls ~/ lists the 
contents of it. 


bash$ echo ~bozo 


/home/bozo 


bash$ echo ~ 
/home/bozo 


bash$ echo ~/ 
/home/bozo/ 


bash$ echo ~: 
/home/bozo: 


bash$ echo ~nonexistent-user 
~nonexistent-user 


current working directory. This corresponds to the $PWD internal variable. 

previous working directory. This corresponds to the $OLDPWD internal variable. 
regular expression match. This operator was introduced with version 3 of Bash. 
beginning-of-line. In a regular expression, a "^" addresses the beginning of a line of text. 


Uppercase conversion in parameter substitution (added in version 4 of Bash). 


Control Characters 


change the behavior of the terminal or text display. A control character is a CONTROL + key 
combination (pressed simultaneously). A control character may also be written in octal or 
hexadecimal notation, following an escape. 


Control characters are not normally useful inside a script. 
0 Ct1-A 


Moves cursor to beginning of line of text (on the command-line). 
0 Ct1-B 


Backspace (nondestructive). 
Y 
Ctl-C 


Break. Terminate a foreground job. 
0 
Ctl-D 
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Log out from a shell (similar to exit). 

EOF (end-of-file). This also terminates input from st din. 

When typing text on the console or in an xterm window, Ct1-D erases the character under 
the cursor. When there are no characters present, Ct 1-D logs out of the session, as expected. 
In an xterm window, this has the effect of closing the window. 


0 Ct1-E 


Moves cursor to end of line of text (on the command-line). 
0 ctl-F 


Moves cursor forward one character position (on the command-line). 
Ctl-G 


BEL. On some old-time teletype terminals, this would actually ring a bell. In an xterm it 
might beep. 


Ctl-H 
Rubout (destructive backspace). Erases characters the cursor backs over while backspacing. 


#!/bin/bash 
# Embedding Ctl-H in a string. 


eis SY Two (QCul-Bs == loacksoaces 
Gel=y quedb-i, weine wal / vain 

echo "abcdef" abcdef 

echo 

echo =n “ValoyeicleieSal U abcd f 

# Space at end ^ ^ Backspaces twice. 

echo 

Scho =n Vabecdersa” abcdef 

# No space at end ^ Doesn't backspace (why?). 
Results may not be quite as expected. 

echo; echo 


Constantin Hagemeier suggests trying: 
a=$'\010\010' 

a=$'\b\b!' 

a=$'\x08\x08' 

But, this does not change the results. 


FE HEE HH HE HE HH EH EE EE EE 


Nom, Ciy TELS s 
Yewslloxobue e sl Ais eles i o oe Celle, 


Seha a WZS SO Te 
sleep 2 
Gein =m Wehewlexeyutie 
sleep 2 


o Ct1-I 
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Horizontal tab. 
o 
Ctl-J 


Newline (line feed). In a script, may also be expressed in octal notation -- ^012' or in 
hexadecimal -- ^x0a'. 
0 Ct1-K 


Vertical tab. 


When typing text on the console or in an xterm window, Ct1-K erases from the character 
under the cursor to end of line. Within a script, Ct 1-K may behave differently, as in Lee Lee 
Maschmeyer's example, below. 

0 Ct1-L 


Formfeed (clear the terminal screen). In a terminal, this has the same effect as the clear 

command. When sent to a printer, a Ct 1—L causes an advance to end of the paper sheet. 
0 

Ctl-M 


Carriage return. 


#!/bin/bash 
# Thank you, Lee Maschmeyer, for this example. 


read -n 1 -s -p \ 

$'Control-M leaves cursor at beginning of this line. Press Enter. \x0d' 
# Of course, '0d' is the hex equivalent of Control-M. 

echo >&2 # The '-s' makes anything typed silent, 
#+ so it is necessary to go to new line explicitly. 


read -n 1 -e -p $'Control-J leaves cursor on next line. \x0a' 
# '0a' is the hex equivalent of Control-J, linefeed. 


echo >&2 
HHH 


read -n 1 -s -p $'And Control-K\x0bgoes straight down.' 
echo >&2 #  Control-K is vertical tab. 


# A better example of th itiBexen ONE @ yercical telo LS: 


var-$'NxOaThis is the bottom line\x0bThis is the top line\x0a' 

echo "Svar" 

This works the same way as the abov xample. However: 

echo "Svar" | col 
This causes the right end of the line to be higher than the left end. 
It also explains why we started and ended with a line feed -- 

+ to avoid a garbled screen. 


As Lee Maschmeyer explains: 


In the [first vertical tab example] . . . the vertical tab 

+ makes the printing go straight down without a carriage return. 
This is true only on devices, such as the Linux console, 

+ that can't go "backward." 
The real purpose of VT is to go straight UP, not down. 
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# It can be used to print superscripts on a printer. 
# The col utility can be used to emulate the proper behavior of VT. 


exit 0 


> CE 1-N 


Erases a line of text recalled from history buffer [23] (on the command-line). 
0 ct1-O 


Issues a newline (on the command-line). 
0 Ct1-P 


Recalls last command from history buffer (on the command-line). 
0 Ct1-Q 


Resume (XON). 


This resumes stdin ina terminal. 
0 Ct1-R 


Backwards search for text in history buffer (on the command-line). 
0 ctl-S 


Suspend (XOFF). 


This freezes st din in a terminal. (Use Ctl-Q to restore input.) 
0 ctl1-T 


Reverses the position of the character the cursor is on with the previous character (on the 
command-line). 
0 Ct1-U 


Erase a line of input, from the cursor backward to beginning of line. In some settings, CC1-U 
erases the entire line of input, regardless of cursor position. 
0 Ct1-v 


When inputting text, CE1—V permits inserting control characters. For example, the following 
two are equivalent: 


echo -e '\x0a!' 

Sele <—Cel-VS<Cr I JE 

Ct1-V is primarily useful from within a text editor. 
0 Ct1-W 


When typing text on the console or in an xterm window, Ct 1-W erases from the character 
under the cursor backwards to the first instance of whitespace. In some settings, CE1-W 
erases backwards to first non-alphanumeric character. 

0 Ct1-x 


In certain word processing programs, Cuts highlighted text and copies to clipboard. 
0 ctl-Y 
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Pastes back text previously erased (with Ct 1-U or CC 1-W). 
0 ct1-Z 


Pauses a foreground job. 
Substitute operation in certain word processing applications. 
EOF (end-of-file) character in the MSDOS filesystem. 
Whitespace 
functions as a separator between commands and/or variables. Whitespace consists of either 
spaces, tabs, blank lines, or any combination thereof. [24] In some contexts, such as variable 


assignment, whitespace is not permitted, and results in a syntax error. 


Blank lines have no effect on the action of a script, and are therefore useful for visually separating 
functional sections. 


SIES, the special variable separating fields of input to certain commands. It defaults to whitespace. 


Definition: A field is a discrete chunk of data expressed as a string of consecutive characters. 


Separating each field from adjacent fields is either whitespace or some other designated character 
(often determined by the $IFS). In some contexts, a field may be called a record. 


To preserve whitespace within a string or in a variable, use quoting. 


UNIX filters can target and operate on whitespace using the POSIX character class [:space:]. 
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Variables are how programming and scripting languages represent data. A variable is nothing more than a 
label, a name assigned to a location or set of locations in computer memory holding an item of data. 


Variables appear in arithmetic operations and manipulation of quantities, and in string parsing. 


4.1. Variable Substitution 


The name of a variable is a placeholder for its value, the data it holds. Referencing (retrieving) its value is 
called variable substitution. 


$ 


Let us carefully distinguish between the name of a variable and its value. If variablel is the name 
of a variable, then $variablel is a reference to its value, the data item it contains. [25 


bash$ variable1=23 


bash$ echo variablel 
variablel 


bash$ echo $variablel 


As) 
The only times a variable appears "naked" -- without the $ prefix -- is when declared or assigned, 
when unset, when exported, in an arithmetic expression within double parentheses (( ... )), or in the 


special case of a variable representing a signal (see Example 32-5). Assignment may be with an = (as 
in vari-27),in a read statement, and at the head of a loop (for var2 in 1 2 3) 


Enclosing a referenced value in double quotes (" ... ") does not interfere with variable substitution. 
This is called partial quoting, sometimes referred to as "weak quoting." Using single quotes (' ... ') 
causes the variable name to be used literally, and no substitution will take place. This is full quoting, 
sometimes referred to as 'strong quoting.' See Chapter 5 for a detailed discussion. 


Note that $variable is actually a simplified form of $ {variable}. In contexts where the 
$variable syntax causes an error, the longer form may work (see Section 10.2, below). 


Example 4-1. Variable assignment and substitution 


#!/bin/bash 
# ex9.sh 


# Variables: assignment and substitution 
a=375 


hello-$a 
# A Fm 
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No space permitted on either side of = sign when initializing variables. 
What happens if there is a space? 


"VARIABLE -value" 


^ 


$ Script tries to run "VARIABLE" command with one argument, "-value". 


"VARIABLE- value" 


oe 


Script tries to run "value" command with 
the environmental variable "VARIABLE" set to "". 


ES 


echo hello # hello 
Not a variable reference, just the string "hello" 


echo $hello # 375 
à This *is* a variable reference. 
echo $(hello) 4 375 


Likewise a variable reference, as above. 


Quoting A 
echo "Shello" # 375 
eco V"Sfhello" s 375 
echo 


hello="A B C jp) 
echo $hello # ABCD 
echo "Shello" # AB C D 


# As we see, echo Shello and Scho VW Sieveyl ies give different results. 
# 

# Quoting a variable preserves whitespac 

# 

echo 


echo '$hello' # $hello 

# ^ ^ 

# Variable referencing disabled (escaped) by single quotes, 
#+ which causes the "S$" to be interpreted literally. 


# Notice the effect of different types of quoting. 


hello= # Setting it to a null value. 

echa Y\Sihelie (mull value) = Shelo # Selle (mwili wails) = 
Note that setting a variable to a null value is not the same as 

+ unsetting it, although the end result is the same (s below). 


It is permissible to set multiple variables on the same line, 
+ if separated by white space. 
Caution, this may reduce legibility, and may not be portable. 


weedel-21  weu2-22  queües-eW3 
echo 
echo "varl-$varl var2=Svar2 Wise J=Shyfetie S) U 
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# May cause problems with legacy versions of "sh" 


# 


echo; echo 


numbers="one two three" 


^ ^ 


other numbers-"] 2 3" 


^^ 


If there is whitespac mbedded within a variable, 
+ then quotes are necessary. 


other numbers-1 2 3 

echo "numbers - $numbers" 

echo "other numbers = $other numbers" 
Escaping the whitespace also works. 
mixed bag-2wN \ Whatever 

e DES pace arter escape ((\)) « 


echo "$mixed bag" # 2 --- Whatever 


echo; echo 


# Gives an error messag 


+ Other invmlssies = I 2 


echo "uninitialized_variabl 


le e Siimalinaie Lalliuwecl weuislole" 


4 Uninitialized variable has null value (no value at all!). 


uninitialized variable- 


echo "uninitialized variabl 


uninitialized variable-23 
unset uninitialized variabl 
echo "uninitialized_variabl 


Declarcinep bwt not imicializiac iip == 
+ same as setting it to a null value, as 
le e pumimicielizec variabla” 
It still has a null value. 


WP eu aig 
le # Unset it. 
he = gumimitializecl variabla” 


s? amimnitializec variable = 


# It still has a null value. 


above. 


An uninitialized variable has a "null" value -- no assigned value at all (not zero!). 


se | —- VWStinassicmec!” | 
then 

echo "\Sunassigned is NULL." 
Fa # Sunassigned is NULL. 


Using a variable before assigning a value to it may cause problems. It is nevertheless 


possible to perform arithmetic operations on an uninitialized variable. 


echo "Suninitialized" # (blank line) 
lege Uuyoslioulicaleul seer) r= 5% 4 Add 5 to it. 
echo "Suninitialized" # 5 


# Conclusion: 
# An uninitialized variable has no value, 
#+ however it evaluates as 0 in an arithmetic operation. 


See also Example 15-23. 
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4.2. Variable Assignment 


the assignment operator (no space before and after) 
® Do not confuse this with = and -eq, which test, rather than assign! 


Note that = can be either an assignment or a test operator, depending on context. 


Example 4-2. Plain Variable Assignment 


#!/bin/bash 
# Naked variables 


echo 


# When is a variable "naked", i.e., lacking the '$' in front? 
# When it is being assigned, rather than referenced. 


# Assignment 
a-879 
ceho Warleye: valia (uc We is fuels 


# Assignment using 'let' 
let a=16+5 
echo "The value of \"a\" is now $a." 


echo 


# Ina 'for' loop (really, a type of disguised assignment): 
echo -n "Values of \"a\" in the loop are: " 
for a im 7 S 9 IA 
do 
echo =m Vga 2 
done 


echo 
echo 


# In a 'read' statement (also a type of assignment): 
echo -m Vanter WU U 

read a 

echo "The value of \"a\" is now $a." 


echo 


exit 0 


Example 4-3. Variable Assignment, plain and fancy 


#!/bin/bash 
a=23 # Simple case 


echo $a 
b=Sa 


Chapter 4. Introduction to Variables and Parameters 


Advanced Bash-Scripting Guide 
echo $b 


# Now, getting a little bit fancier (command substitution). 


a= echo Hello!" # Assigns result of 'echo' command to 'a' 
echo $a 
# Note that including an exclamation mark (!) within a 


#+ command substitution construct will not work from the command-line, 
#+ since this triggers the Bash "history mechanism." 
# Inside a script, however, the history functions are disabled by default. 


ae ils = 7 Assieme resule oi "Js —I" commemel ito Ya 

echo Sa # Unquoted, however, it removes tabs and newlines. 
echo 

echo "Sa" # The quoted variable preserves whitespac 


# (See the chapter on "Quoting.") 


esate © 


Variable assignment using the $(...) mechanism (a newer method than backquotes). This is likewise a 
form of command substitution. 


# From /etc/rc.d/rc.local 
R=$ (cat /etc/redhat-release) 
arch=$ (uname -m) 


4.3. Bash Variables Are Untyped 


Unlike many other programming languages, Bash does not segregate its variables by "type." Essentially, Bash 
variables are character strings, but, depending on context, Bash permits arithmetic operations and 
comparisons on variables. The determining factor is whether the value of a variable contains only digits. 


Example 4-4. Integer or string? 


#!/bin/bash 
ar aliene She re aL ime; 5 ey 


a=2334 Integer. 
deve. Mie. rally 
echo "a = $a " a = 2395 
echo Integer, still. 
b-$[(a/23/BB) SloEdT(uNEG. Wey oie WZSW. 
This transforms $b into a string. 
Geno Wie; = feu b = BB35 
declare -i b Declaring it an integer doesn't help. 
echo "b = $b" b = BB35 
etes. wem BSS) ar Al 
echo "b = $b" b= 1 
echo Bash sets the "integer value" of a string to 0. 
c=BB34 
oleo. Vor = sre? c = BB34 
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d-$(c/BB/23] i; expoEEOLIEDE] VAS Tox Wil. 
# This makes $d an integer. 

echo "d = $d" # d = 2334 

dens. Mek sop IU # 2334 + 1 

echo "d = $d" # d = 2335 


echo 


# What about null variables? 


ez'' eoe (One Ke AA Shae Oia oe 

echo "e = Se" e = 

Tet, "es a Arithmetic operations allowed on a null variable? 
echo "e = Se" e= 1 

echo Null variable transformed into an integer. 


What about undeclared variables? 


echo Woe = Sie! f = 
"EE TAS Arithmetic operations allowed? 
echo "f = Sf" f=1 
echo Undeclared variable transformed into an integer. 
However 
& Wag vA EXTERIS Odo Avene! Divide by zero? 
lers ic /= 3 Syniverse Orrori OPeranc Eigorciriec! (error token als) YW wy 


Syntax error! Variable $undecl var is not set to zero here! 


Büt Seal IL 

let "f /= 0" 

lers ae /= Oe chyision by (0 (error token abe Uu) 
Expected behavior. 


Bash (usually) sets the "integer value" of null to zero 
+ when performing an arithmetic operation. 

But, Oane tey itinas: en leomus, EOS] 

It's undocumented and probably non-portable behavior. 


Conclusion: Variables in Bash are untyped, 
+ with all attendant consequences. 


exit $? 

Untyped variables are both a blessing and a curse. They permit more flexibility in scripting and make it easier 
to grind out lines of code (and give you enough rope to hang yourself!). However, they likewise permit subtle 
errors to creep in and encourage sloppy programming habits. 


To lighten the burden of keeping track of variable types in a script, Bash does permit declaring variables. 


4.4. Special Variable Types 


Local variables 

Variables visible only within a code block or function (see also local variables in functions) 
Environmental variables 

Variables that affect the behavior of the shell and user interface 


8^; In a more general context, each process has an "environment", that is, a group of 
variables that the process may reference. In this sense, the shell behaves like any other 
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process. 


Every time a shell starts, it creates shell variables that correspond to its own 
environmental variables. Updating or adding new environmental variables causes the 
shell to update its environment, and all the shell's child processes (the commands it 
executes) inherit this environment. 


d The space allotted to the environment is limited. Creating too many environmental 
variables or ones that use up excessive space may cause problems. 


bash$ eval "seq 10000 | sed -e 's/.*/export var&-ZZZZZZZZZZZZZZz/"''" 


bash$ du 
bash: /usr/bin/du: Argument list too long 


Note: this "error" has been fixed, as of kernel version 2.6.23. 


(Thank you, Stéphane Chazelas for the clarification, and for providing the above 
example.) 
If a script sets environmental variables, they need to be "exported," that is, reported to the 
environment local to the script. This is the function of the export command. 


8^) A script can export variables only to child processes, that is, only to commands or 
processes which that particular script initiates. A script invoked from the 
command-line cannot export variables back to the command-line environment. 
Child processes cannot export variables back to the parent processes that spawned 
them. 


Definition: A child process is a subprocess launched by another process, its 
parent. 
Positional parameters 
Arguments passed to the script from the command line [26] : $0, $1, $2, $3... 


$0 1s the name of the script itself, $1 is the first argument, $2 the second, $3 the third, and so forth. 


[27] After $9, the arguments must be enclosed in brackets, for example, ${10}, $(11), $(12). 


The special variables $* and $@ denote all the positional parameters. 


Example 4-5. Positional Parameters 


#!/bin/bash 


# Call this script with at least 10 parameters, for example 
w ooer peneme 1 23 45 6 7 9 9 i1 
MINPARAMS=10 


echo 
echo "The nema OH chis script is EOI Y 


# Adds ./ for current directory 
echo "The name of this script is basename $0^N"." 
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# Strips out path name info (see 'basename') 


echo 

alse P iy Sh 3 # Tested variable is quoted. 
then 

echo "Parameter #1 is $1" 4 Need quotes to escape # 
ira 


Ap [ -n "$2" ] 

then 

echo "Parameter #2 is $2" 
ít 


if [ =n "$3" ] 

then 

echo "Parameter #3 is $3" 
ita 


aie L xa. US pw ] # Parameters > $9 must be enclosed in {brackets}. 
then 

echo Veeiccineceie lO ae LIE) 

Fal 


(egy. 1 
echo "All the command-line parameters are: "$*"" 


if [ $4 -lt "SMINPARAMS" ] 
then 

echo 

echo "This script needs at least SMINPARAMS command-line arguments!" 
fut 


echo 


exit 0 
Bracket notation for positional parameters leads to a fairly simple way of referencing the last 
argument passed to a script on the command-line. This also requires indirect referencing. 


args=S# # Number of args passed. 
lastarg=S{!args} 
# Note: This is an *indirect reference* to Sargs 


# Or: lastarg=${!#} (Thanks, Chris Monson.) 
# This is an *indirect reference* to the $# variable. 
# Note that lastarg=${!$#} doesn't work. 


Some scripts can perform different operations, depending on which name they are invoked with. For 
this to work, the script needs to check $0, the name it was invoked by. [28] There must also exist 
symbolic links to all the alternate names of the script. See Example 16-2. 


į ) If a script expects a command-line parameter but is invoked without one, this may 
cause a null variable assignment, generally an undesirable result. One way to prevent 
this is to append an extra character to both sides of the assignment statement using the 
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expected positional parameter. 


variableal ssl ^ 3 Rarer chan weicaelolel=Sil 
# This will prevent an error, even if positional parameter is absent. 


critical_argument01=Svariablel_ 
The extra character can be stripped off later, like so. 
wieuedLeloled-Swsuessloled / /] 

Side effects only if $variablel begins with an underscore. 

This uses one of the parameter substitution templates discussed later. 
(Leaving out the replacement pattern results in a deletion.) 


A more straightforward way of dealing with this is 
+ to simply test whether expected positional parameters have been passed. 


abs. qp comp SYL oq 
then 

exit $E MISSING POS PARAM 
ít 


# However, as Fabian Kreutz points out, 

#+ the above method may have unexpected sid ffects. 
# A better method is parameter substitution: 

# $(1:-SDefaultVal] 

# See the "Parameter Substition" section 

#+ in the "Variables Revisited" chapter. 


Example 4-6. wh, whois domain name lookup 


!/bin/bash 
ex18.sh 


Does a 'whois domain-name' lookup on any of 3 alternate servers: 
ripe.net, cw.net, radb.net 


Place tails exeuesjoxe == meileniecl Myla" == in usie/ ieee /Iosim 


Requires symbolic links: 

ln -s /usr/local/bin/wh /usr/local/bin/wh-ripe 
ln -s /usr/local/bin/wh /usr/local/bin/wh-apnic 
ln -s /usr/local/bin/wh /usr/local/bin/wh-tucows 


Er 


__NOARGS=75 


ig i-z "917 j 

then 
echo "Usage: ^basename $0' [domain-name]" 
exit $E NOARGS 

ít 


# Check script name and call proper server. 


case ~basename $0^ in # Or: case S{O##*/} in 
"wh" ) whois $1@whois.tucows.com;; 
Prinse supers" whois $1@whois.ripe.net;; 


"wh-apnic" 
"wh-cw" 
* 


whois $1@whois.apnic.net;; 
whois $1@whois.cw.net;; 
echo "Usage: 'basename $0' [domain-name]";; 


) 
) 
) 
) 
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The shift command reassigns the positional parameters, in effect shifting them to the left one notch. 
$1 «-— $2, $2 <--- $3, $3 <--- $4, etc. 


The old $1 disappears, but $0 (the script name) does not change. If you use a large number of 
positional parameters to a script, shift lets you access those past 10, although [bracket] notation also 
permits this. 


Example 4-7. Using shift 


#!/bin/bash 
# shft.sh: Using 'shift' to step through all the positional parameters. 


# Name this script something like shft.sh, 
#+ and invoke it with some parameters. 
#+ For example: 


d sh shft.sh a b c def 83 barndoor 
iuowcatiL dp c Wea 7 # Until all parameters used up 
do 

Seo — WE U 

shift 
done 
echo # Extra linefeed. 


# But, what happens to the "used-up" parameters? 

echo "$2" 

# Nothing echoes! 

5: Wasa S2 enrica aus Sil (anc chare 1S me SS qn Smirre Sus S2) 
#+ then $2 remains empty. 

# So, it is not a parameter *copy*, but a *move*. 


exit 


# See also the echo-params.sh script for a "shiftless" 
#+ alternative method of stepping through the positional params. 


The shift command can take a numerical parameter indicating how many positions to shift. 


#!/bin/bash 
# shift-past.sh 


Slavic S TORTE CORPOS EONS 
s m=3° Salir Sin 
# Has the same effect. 


Seno YST 


exit 0 
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$ em saiit- paston J 9 3 4 5 
4 


However, as Eleni Fragkiadaki, points out, 

+ attempting a 'shift' past the number of 

positional parameters ($4) returns an exit status of 1, 

+ and the positional parameters themselves do not change. 
This means possibly getting stuck in an endless loop. 
For example: 


E 


Wrest Jp ye VSLW T 
do 

echo =a UL Y 

Sins 20) # If less than 20 pos params, 
done #+ then loop never ends! 


When in doubt, add a sanity check. 
shift 20 || break 


AKKRKAARAAA 


$^) The shift command works in a similar fashion on parameters passed to a function. See 
Example 36-18. 
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Chapter 5. Quoting 


Quoting means just that, bracketing a string in quotes. This has the effect of protecting special characters in 
the string from reinterpretation or expansion by the shell or shell script. (A character is "special" if it has an 
interpretation other than its literal meaning. For example, the asterisk * represents a wild card character in 


globbing and Regular Expressions). 


bash$ ls -1 [Vv]* 

RENE E L bezo looo 324 Apr 2 15:05 VIEWDATA.BAT 
ZEW EW E — IL loxowao) exeo 507 May 4 14:25 vartrace.sh 
SAW EW Ie JL JexovXo: exea 539 Apr 14 17:11 viewdata.sh 


bash$ ls -1 '[Vv]*' 
digg IYE Juke» SiGn nils oye (cline uas 


In everyday speech or writing, when we "quote" a phrase, we set it apart and give it special meaning. In a 
Bash script, when we quote a string, we set it apart and protect its literal meaning. 


Certain programs and utilities reinterpret or expand special characters in a quoted string. An important use of 
quoting is protecting a command-line parameter from the shell, but still letting the calling program expand it. 


bash$ grep '[Ff]lirst' *.txt 
ANSI AEC S Wiha S: She edes drinxene slings (ue dex INS il . ise . 
IIIS ACE os dbieube ale) ilove Walsesiic. llbeWey eyit eal USP exe; 


Note that the unquoted grep [Ff]irst *.txt works under the Bash shell. [29] 


Quoting can also suppress echo's "appetite" for newlines. 


bash$ echo $(1s -1) 
itg § —irW-ixwi-ic—— dL loo loo 13 Aug 21. 12/8 9] 1b eia —Bidewy-iew-ic—— 1 leo loo JG Aug 21 1/2857 wea 


bash$ echo "$(1s -1)" 

total 8 

cuewr-ivg-i—— i loo loo  JL9 Aug 2L 128957 i. sin 
-uwy-stwy-1c—— ll lex joo 7.9 Aue; Zi 1.2857 use 


5.1. Quoting Variables 


When referencing a variable, it is generally advisable to enclose its name in double quotes. This prevents 
reinterpretation of all special characters within the quoted string -- except $, ` (backquote), and \ (escape). [30] 
Keeping $ as a special character within double quotes permits referencing a quoted variable 
("Svariable"), that is, replacing the variable with its value (see Example 4-1, above). 


Use double quotes to prevent word splitting. [31] An argument enclosed in double quotes presents itself as a 
single word, even if it contains whitespace separators. 


List-"one two three" 
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cor a slm SLISE # Splits the variable in parts at whitespace. 
do 
echo "$a" 
done 
# one 
# two 
# three 


Sho Woo! 


for a2 im “Sasi! # Preserves whitespace in a single variable. 
do # $ E 
echo "$a" 
done 
# one two three 


A more elaborate example: 


variablel-"a variable containing five words" 
COMMAND This is Svariablel # Executes COMMAND with 7 arguments: 
ap ioke Wate S Werercacioile! Weomecsuming| "iae Uus 


COMMAND "This is $variablel" # Executes COMMAND with 1 argument: 
# "This is a variable containing five words" 


variable2="" Empty. 


COMMAND $variable2 Svariable2 Svariable2 

Executes COMMAND with no arguments. 

COMMAND "Svariable2" "Svariable2" "Svariable2" 

Executes COMMAND with 3 empty arguments. 
COMMAND "$variable2 $variable2 Svariable2" 

Executes COMMAND with 1 argument (2 spaces). 


# Thanks, Stéphane Chazelas. 


į ) Enclosing the arguments to an echo statement in double quotes is necessary only when word splitting or 
preservation of whitespace is an issue. 


Example 5-1. Echoing Weird Variables 


#!/bin/bash 
# weirdvars.sh: Echoing weird variables. 


echo 

wena) E] SOT NSN? 

echo $var i CEES? 

echo Vevar! ce UNS Doesn't make a difference. 
echo 

Je Ses NU 

echo $var Jap Gi S \ converted to space. Why? 
echo "Svar" uc V XUI Sv 

# Examples above supplied by Stephane Chazelas. 
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echo 
WEA NCC 
echo $var2 # " 
echo "$var2" feo Ne 
echo 
BNE. ooa WCQ S ORNA UE Sis: alilikevefeul, Wo 
var3='\\\\' 
echo "Swaies # \\\\ 


Strong quoting works, though. 


KKK KKK KKK KK KKK KKK KKK KKK KKK KKK KEK KK KKK KKK KKK KKK Ck kk Ck kv Sk Sk ko k ko KKK KK # 


As the first example above shows, nesting quotes is permitted. 


echo "S (echo UAE Ay AD # " 


^ ^ 


At times this comes in useful. 


varl="Two bits" 
echo "\Swaril = US eed i Gwar c wwe louis 


^ ^ 


Or, as Chris Hiestand points out 


at [hp “(ek Uem frail) aie Ue Uem. Imiike2")" py] 


^ ^ KIAN ^ ACA 


Ck CK Ck ck ck ck kk ck Ck kk Ck Sk Ck Ck Sk Ck kk Ck kk Ck ck kk Ck kk Ck kk Ck kk kk Sk kk Sk kk Sk kk Ck kc kk kc kc KKK KKK # 


Single quotes ('') operate similarly to double quotes, but do not permit referencing variables, since the special 
meaning of $ is turned off. Within single quotes, every special character except ' gets interpreted literally. 
Consider single quotes ("full quoting") to be a stricter method of quoting than double quotes ("partial 
quoting"). 


8^; Since even the escape character (X) gets a literal interpretation within single quotes, trying to enclose a 
single quote within single quotes will not yield the expected result. 


echo "Why can't I write 's between single quotes" 
echo 


# The roundabout method. 

Echo "Wa"; Cant WU ie JE orite UM UU VS. Toerum Galilee Cilicices! 

# | | | | | | 

# Thr single-quoted strings, with escaped and quoted single quotes between. 


# This example courtesy of Stéphane Chazelas. 


5.2. Escaping 


Escaping is a method of quoting single characters. The escape (V preceding a character tells the shell to 
interpret that character literally. 
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With certain commands and utilities, such as echo and sed, escaping a character may have the opposite 
effect - it can toggle on a special meaning for that character. 


Special meanings of certain escaped characters 


used with echo and sed 


\n 

means newline 
\r 

means return 
\t 

means tab 
\v 

means vertical tab 
\b 

means backspace 
\a 

means alert (beep or flash) 
\Oxx 


translates to the octal ASCII equivalent of Onn, where nn is a string of digits 
The $' ... ' quoted string-expansion construct is a mechanism that uses escaped 
octal or hex values to assign ASCII characters to variables, e.g., quote=$'\042'. 


Example 5-2. Escaped Characters 


!/bin/bash 
scaped.sh: escaped characters 


Hat Ht Ha TE at aE HE HE aE HE aE EE E aE HE EE EE HE aE EE HE aE HE EOE aE HE aE EE EE aE EEE E E E E E EE EE EE 
## First, let's show some basic escaped-character usage. ### 
Hatt HH Hat aE HE HE aE HE aE EE HE aE HE aE EE HE EEE HE aE aE aE EE HE aE EEE aE EE EE HEE EE EE EE EE 


Escaping a newline. 


echo "" 


echo "This will print 
as two lines." 

# This will print 

# as two lines. 


echo "This will print \ 
as one line." 


# This will print as one line. 


echo; echo 


echo "\v\v\v\v" # Prints \v\v\v\v literally. 
# Use the -e option with 'echo' to print escaped characters. 
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c ho NR m ret " 

echo "VERTICAL TABS" 

echo -e "\v\v\v\v" # Prints 4 vertical tabs. 
c ho " " 


echo "QUOTATION MARK" 
echo e WUW942w # Prints " (quote, octal ASCII character 42). 
[e ho " LL 


# The $'NX' construct makes the -e option unnecessary. 


echo; echo "NEWLINE and (maybe) BEEP" 
echo S Nn" # Newline. 
Gel Sav # Alert (beep). 
# May only flash, not beep, depending on terminal. 


# We have seen $'\nnn" string expansion, and now 


# # 
# Version 2 of Bash introduced the $'\nnn' string expansion construct. 
# # 
echo Virre rccuei ile WS X. sos WU STi meeen On Comeiriemer 5 5 s V 
echo ". . . featuring more quotation marks." 

ecole SY WE \O4A2 Ve? # Quote (") framed by tabs. 

# Note that '\nnn' is an octal value. 

s We algo Works wien Inesecloinmel wellwes, ain gid SY xan! (eXSyGLSIE TETTE TE, c 

echo SYNE N22 NEU i Quietus (UU) remedi by Taos, 


# Thank you, Greg Keraunen, for pointing this out. 
f Earlier Bash versions allowed '\x022'. 


ecno 


# Assigning ASCII characters to a variable. 
# 
quote=$'\042' # " assigned to a variable. 

echo "Squote Quoted string $quote and this lies outside the quotes." 


echo 


# Concatenating ASCII chars in a variable. 
TExcalioyll e havoleuellsiinvs= SY WNILS WIES QNS" Ge dLSEy aks) oeta IASCC ode segue "Us 
echo "$Striple underline UNDERLINE $triple underline" 


ecno 


ABC=S'\101\102\103\010' if duod. 07. 199: eice wciral Zo 1 Cz 
echo SABC 


echo 
escape=$'\033' # 033 is octal for escape. 


echo "\"escape\" echoes as Sescape" 
E: no visible output. 


ecno 
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Example 5-3. Detecting key-presses 


#!/b 


# Author: 


in/bash 


Sigurd Solaas, 


20 Apr 2011 


# Used in ABS Guide with permission. 
# Requires version 4.2+ of Bash. 


key="no value yet" 


, Home, End, Page_Up and Page_Down" 


while true; do 
clear 
echo "Bash Extra Keys Demo. Keys to try:" 
echo 
echo "* Insert, Delet 
echo "* The four arrow keys" 
echo "* Tab, enter, escape, and space key" 
echo "* The letter and number keys, etc." 
echo 
echo " d = show date/time" 
echo " Gp = uu 
Eho 
echo 


# Convert the separat 
| Sikes WY = SALA edly? T p. canen 
key=$'\x1b\x5b\x31\x7e' 

Quoted string-expansion construct. 


SLE 


T 
fi 


home-key to home-key num 7: 


# Convert the separat 
[ "Skey" = $'\xlb\x4f\x46' ]; then 
key-$'Nx1bNx5bNx34Nx7e' 


plist 


E aL 


Case US m 


nd-key to end-key num 1. 


S$'NAxlbNx5bNx32Nx7e') Insert 

(Clay) TASET KSN 

Pr 

SEN ATON XOLNI SNe) Delete 
cho Delete Key 

n 

SAN TONO ON dE Nose Tes 1) Home key num 7 

echo Home Key 

Pr 

Sj Aloo Vos old Nose Tres V )) End key num 1 

echo End Key 

Pr 

SENTONO DN XS ONAN) Page_Up 

Scho Page Up 

Pg 

S'\xlb\x5b\x36\x7e') Page_Down 

echo Page_Down 

ad 

$'NXxlbNx5bNx41') 4 Up arrow 

Soho Up arrow 

Pr 

S'\xlb\x5b\x42') 4 Down arrow 

echo Down arrow 
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EF 

S NSXIL Soy NAMES UO gy RIGME ACTON 
echo Right arrow 

Pr 
Salo Nexo ox 44) # Left_arrow 
echo Left arrow 

ad 
SALOS) Tab 
echo Tab Key 
Pr 
$'\x0a') Enter 
echo Enter Key 


SU \sx ills)! ) Escape 
echo Escape. Key 


Sa ON) Space 
echo Space Key 


ad 
d) 

date 

ad 
q) 
echo Time to quit... 
echo 
exit 0 

Pr 

=) 

echo Vou pressed YU Eae N" 
vr 


esac 


echo 
Chow 


unset K1 K2 K3 

read -s l -p "Press a key: 
LS SIRI INH 

neacl —g SANZ =c 10.5 (1E 
K2="SREPLY" 

weacl —m SNL -t (0501 
K3-"SREPLY" 

key="$K1$K2SK3" 


done 


exit $? 


See also Example 37-1. 


gives the quote its literal meaning 


echo "Hello" # Hello 
Gclne WW sebbo\ us le Sauicl, y ur Uis. 55. "ore fuent 


gives the dollar sign its literal meaning (variable name following V$ will not be referenced) 


echo "NA$variable01" # Svariable0l 
echo "The book cost \$7.98." # The book cost $7.98. 
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gives the backslash its literal meaning 


Semon UU x Reiley aba. y 
# Whereas 


(exelooy WU # Invokes secondary prompt from the command-line. 
# In a script, gives an error messag 


# However 


ceho UN" # Results in \ 


$^; The behavior of \ depends on whether it is escaped, strong-quoted, weak-quoted, or appearing within 
command substitution or a here document. 


Simple escaping and quoting 


echo \z Z 
echo \\z NZ 
exeo) Ux ZE Mz 
exelao. UN WNZU Ww 
exoloyo) NZ Az 
cxoiagy JU Nain \Z 


Command substitution 


echo "echo Nz^ Z 
echo "echo NNMz^ Z 
echo "echo NNNz? Nz 
eco echo WWW iz 
ceio echo wv VZD \z 
echo ‘echo \\\\\\\z° \\z 
scho echo Ul Neu NZ 
eci ~ clave, ANA \Z 


Here document 
cat ««EOF 
\z 

EOF NZ 


cat ««EOF 
\\z 
EOF tee NZ 


These examples supplied by Stéphane Chazelas. 


Elements of a string assigned to a variable may be escaped, but the escape character alone may not be 
assigned to a variable. 


variable=\ 
echo "Svariable" 


# Will not work gives an error messag 

# test.sh: : command not found 

# A "naked" escape cannot safely be assigned to a variable. 

# 

# What actually happens here is that the "\" escapes the newline and 
#+ the effect is variable-echo "$variable" 

T invalid variable assignment 


variable=\ 
23skidoo 
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echo "Svariable" 4  23skidoo 
# This works, since the second line 
#+ is a valid variable assignment. 


variable=\ 
# NA escape followed by space 
echo "Svariable" # space 


variable=\\ 
echo "Svariable" # \ 


variable=\\\ 
echo "Svariable" 


# Will not work gives an error messag 

# test.sh: \: command not found 

# 

# First escap scapes second one, but the third one is left "naked", 


#+ with same result as first instance, above. 


variable-NNNN 

echo "$variable" WoW 
# Second and fourth escapes escaped. 
H Laws as Tonk. 


Escaping a space can prevent word splitting in a command's argument list. 


file_list="/bin/cat /bin/gzip /bin/more /usr/bin/less /usr/bin/emacs-20.7" 
# List of files as argument(s) to a command. 


a? ACL ewe: seks 1B rhe laste, evel asic alli, 
ls -1 /usr/X11R6/bin/xsetroot /sbin/dump $file list 


(eg) 


# What happens if we escape a couple of spaces? 

ls -l /usr/X11R6/bin/xsetroot\ /sbin/dump\ $file list 

# Error: the first three files concatenated into a single argument to 'ls -1' 
# because the two escaped spaces prevent argument (word) splitting. 


The escape also provides a means of writing a multi-line command. Normally, each separate line constitutes a 
different command, but an escape at the end of a line escapes the newline character, and the command 
sequence continues on to the next line. 


(eel Jexouueteie/ehieexeiEouey Gu tar ce = s y | Y 

(cd /dest/directory && tar xpvf -) 

Repeating Alan Cox's directory tree copy command, 
but split into two lines for increased legibility. 


As an alternative: 

tae qt = -© /eouces/gnmectosy 
tar xpvf C /dest/directory 
See note below. 

(Thanks, Stéphane Chazelas.) 


$^ If a script line ends with a l, a pipe character, then a V, an escape, is not strictly necessary. It is, however, 
good programming practice to always escape the end of a line of code that continues to the following 
line. 


echo "foo 
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echo 'foo 
loeng v # No difference yet. 


echo 


echo foo\ 
bar # Newline escaped. 
#foobar 


echo 
echo "foo\ 


lou # Same here, as \ still interpreted as escape within weak quotes. 
# foobar 


echo 


echo 'foo\ 


Dany # Escape character \ taken literally because of strong quoting. 
#£00\ 
#bar 


# Examples suggested by Stéphane Chazelas. 
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Chapter 6. Exit and Exit Status 


... there are dark corners in the Bourne shell, and 
people use all of them. 


--Chet Ramey 
The exit command terminates a script, just as in a C program. It can also return a value, which is available to 
the script's parent process. 


Every command returns an exit status (sometimes referred to as a return status or exit code). A successful 
command returns a 0, while an unsuccessful one returns a non-zero value that usually can be interpreted as an 
error code. Well-behaved UNIX commands, programs, and utilities return a 0 exit code upon successful 
completion, though there are some exceptions. 


Likewise, functions within a script and the script itself return an exit status. The last command executed in the 
function or script determines the exit status. Within a script, an exit nnn command may be used to deliver 
an nnn exit status to the shell (nnn must be an integer in the 0 - 255 range). 


8^) When a script ends with an exit that has no parameter, the exit status of the script is the exit status of the 
last command executed in the script (previous to the exit). 


#!/bin/bash 


COMMAND 1 


COMMAND LAST 
# Will exit with status of last command. 


exit 


The equivalent of a bare exit is exit $? or even just omitting the exit. 


#!/bin/bash 


COMMAND 1 


COMMAND LAST 
# Will exit with status of last command. 


exu $7 


#!/bin/bash 


COMMAND 1 


COMMAND_LAST 
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# Will exit with status of last command. 


$? reads the exit status of the last command executed. After a function returns, $? gives the exit status of the 
last command executed in the function. This is Bash's way of giving functions a "return value." [32 


Following the execution of a pipe, a $? gives the exit status of the last command executed. 

After a script terminates, a $? from the command-line gives the exit status of the script, that is, the last 
command executed in the script, which is, by convention, 0 on success or an integer in the range 1 - 255 on 
error. 


Example 6-1. exit / exit status 


#!/bin/bash 


echo hello 


echo $? # Exit status 0 returned because command executed successfully. 
lskdf # Unrecognized command. 

echo $? # Non-zero exit status returned -- command failed to execute. 
echo 


exe alas # Will return 113 to shell. 
# To verify this, type "echo $?" after script terminates. 


# By convention, an 'exit 0' indicates success, 
#+ while a non-zero exit value means an error or anomalous condition. 
# See the "Exit Codes With Special Meanings" appendix. 


$2 is especially useful for testing the result of a command in a script (see Example 16-35 and Example 16-20). 


$^) The 1, the logical not qualifier, reverses the outcome of a test or command, and this affects its exit status. 


Example 6-2. Negating a condition using ! 


true # The "true" builtin. 

echo "exit status of \"true\" = $2" # 0 

! true 

Solo) Venit Strarus (ous YU d eis y = Su # 1 

# Note that the "!" needs a space between it and the command. 

# ‘true leads to a "command not found" error 

# 

# The '!' operator prefixing a command invokes the Bash history mechanism. 
Rowe 

'true 


# No error this time, but no negation either. 
# It just repeats the previous command (true). 


# # 
# Preceding a _pipe_ with ! inverts the exit status returned. 
ls | bogus, command # bash: bogus command: command not found 
echo $? # 127 


Chapter 6. Exit and Exit Status 52 


Advanced Bash-Scripting Guide 


! ls | bogus command # bash: bogus command: command not found 


echo $? # 0 
# Note that the ! does not change the execution of the pipe. 


# Only the exit status changes. 
# 


# Thanks, Stéphane Chazelas and Kristopher Newsome. 


® Certain exit status codes have reserved meanings and should not be user-specified in a script. 
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Chapter 7. Tests 


Every reasonably complete programming language can test for a condition, then act according to the result of 
the test. Bash has the test command, various bracket and parenthesis operators, and the if/then construct. 


7.1. Test Constructs 


* An if/then construct tests whether the exit status of a list of commands is 0 (since 0 means "success" 
by UNIX convention), and if so, executes one or more commands. 

* There exists a dedicated command called [ (left bracket special character). It is a synonym for test, 
and a builtin for efficiency reasons. This command considers its arguments as comparison expressions 
or file tests and returns an exit status corresponding to the result of the comparison (0 for true, 1 for 
false). 

e With version 2.02, Bash introduced the [[ ... I] extended test command, which performs comparisons 
in a manner more familiar to programmers from other languages. Note that [[ is a keyword, not a 
command. 


Bash sees [[ $a -lt $b ]]lasasingle element, which returns an exit status. 
e. 


The (C... )) and let ... constructs return an exit status, according to whether the arithmetic expressions 
they evaluate expand to a non-zero value. These arithmetic-expansion constructs may therefore be 
used to perform arithmetic comparisons. 


(( 0 && 1 )) # Logical AND 

echo S9 # 1 * 

# And so 

let name = (4p E Lu" 

echo $num # 0 

# But 

let "num = (( 0 && 1 ))" 

echo $? # 1 kxk 

({ 200 lj aw 35 # Logical OR 

echo $? 0 aa 

d TE 

lec "usu = XC 2290). p] aah pv 

echo $num 1 

ike ionom = (€ ZOO |] ikl jy 

echo $? 0 S 

(( 200) | iwi 5) # Bitwise OR 

eel SP # 0 Ea 

hee Munn = C 290. | du yw 

echo $num # 203 

lee womi = C Zoo | du jw 

eel $? # 0 deben 
The "let" construct returns the same exit status 
+ as the double-parentheses arithmetic expansion. 
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D Again, note that the exit status of an arithmetic expression is not an error value. 


var=-2 && (( var+=2 )) 
excino $È # 1 
var--2 && (( var+=2 )) && echo Svar 


# Will not echo $var! 


An if can test any command, not just conditions enclosed within brackets. 


if cmp a b &> /dev/null # Suppress output. 
then echo "Files a and b are identical." 
else echo "Files a and b differ." 

Ta 


# The very useful "if-grep" construct: 
d 
if grep -q Bash file 

then echo "File contains at least one occurrence of Bash." 
fest 


word=Linux 
letter_sequence=inu 


if echo "Sword" | grep -q "$letter sequence" 
# The "-q" option to grep suppresses output. 
then 

echo "Sletter sequence found in Sword" 
else 

echo "Sletter sequence not found in Sword" 
ít 


if COMMAND WHOSE EXIT STATUS IS 0 UNLESS ERROR OCCURRED 
then 620 “Commence stieceeclec!, " 
else echo "Command failed." 
Ra 
e These last two examples courtesy of Stéphane Chazelas. 


Example 7-1. What is truth? 


#!/bin/bash 

# Tip: 

# If you're unsure how a certain condition might evaluate, 
#+ test it in an if-test. 


echo 


echo Wresicslioe Oye 


ass (| ©) J # zero 
then 
ceho “YO as cite Y 
else # Or else 
echo V9) is alge Y 
JE ai # 0 is true. 
echo 
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NUL UR 


# one 


cohort 


else 


eelao Wil als ceailee s 


iE 
echo 


echo "Testing 


efe REIN] 
then 

Scho W=il aus 
else 

eclag Wil sus 
f 
echo 


echo "Testing 
alae E |] 
then 


# 1 is true. 


SN " 


# minus one 
true." 


false." 
# -l is true. 


N "NULL\ ww 
# NULL (empty condition) 


Scho "NIE, ake CEUS 


else 


echo "JU, sis ralge, | 


íi 

echo 

echo "Testing 
abi T sew J 
then 


# NULL is false. 


Wea " 
# string 


echo "Random string is true." 


else 


echo "Random string is false." 


TEIL 
echo 


echo "Testing 
aie jp esz | 


then 


# Random string is true. 


NUN Bises NU " 
i; dusk 3b Seay als mwh JONES ec 
# it's only an uninitialized variable. 


exelewg) WiUynakioaiic stalls yrevel sueussbedodhe ais; EGUES 


else 


echo "Uninitialized variable is false." 


eal 

echo 

echo "Testing 
aie [ aay Sexy! 
then 


# Uninitialized variable is false. 


\"=n Weser eu 
] # More pedantically correct. 


echo "Uninitialized variable is true." 


else 


coh om unuitsirasiisz e cameli esese asserat 


fest 


echo 


# Uninitialized variable is false. 
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xyz- # Initialized, but set to null value. 


echo Vwesteaincgy Um Wee NU 


aig [ em USssym" TI 
then 
echo Wiwi variabile aS icisure Y 
else 
colour adole al Sa 
f # Null variable is false. 
echo 


# When is "false" true? 


echo Vresting \ Virals y Ue? 


quta NET fasi se | # It seems that "false" is just a string 
then 
echo U"NU PA Se ais troe. Y pr ual alie TESTS Crua, 
else 
echo W\Niralseyl ais ralas. ! 
ít # "false" is true. 
echo 
echo "Testing \"\$false\"" # Again, uninitialized variable. 
abi. qp uscire 7 
then 
echo VAUXSETalseW"U ide (eue. 
else 
exelag; "XU SfelseWU ie rales.” 
fest # "Sfalse" is false. 


# Now, we get th xpected result. 


# What would happen if we tested the uninitialized variable "Strue"? 
echo 


exit 0 


Exercise. Explain the behavior of Example 7-1, above. 


ar || Gxoxxebisgwiswe ] 
then 

command 1 

command 2 


else # Or else 
4 Adds default code block executing if original condition tests false. 
command 3 
command 4 


=) When if and then are on same line in a condition test, a semicolon must terminate the if statement. Both if 
and then are keywords. Keywords (or commands) begin statements, and before a new statement on the 
same line begins, the old one must terminate. 
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if [ -x "Sfilename" ]; then 


Else if and elif 


elif 
elif is a contraction for else if. The effect is to nest an inner if/then construct within an outer one. 


ie | Comeltcacmll || 
then 
command1 
command2 
command3 
eas. || eeunchiiesein2 ] 
# Same as else if 
then 
command4 
command5 
else 
default-command 
Ea 


The if test condition-true construct is the exact equivalent of if [ condition-true ]. As 
it happens, the left bracket, [ , is a token [33] which invokes the test command. The closing right bracket, ] , in 
an if/test should not therefore be strictly necessary, however newer versions of Bash require it. 


$^; The test command is a Bash builtin which tests file types and compares strings. Therefore, in a Bash 
script, test does not call the external /usr/bin/test binary, which is part of the sh-utils package. 
Likewise, [ does not call /usr/bin/ [, which is linked to /usr/bin/test. 


bash$ type test 

test is a shell builtin 
bash$ type '[' 

[ set cr SloveiL I) lobi 
bash$ type '[[' 

[[ is a shell keyword 
bash$ type ']]' 

]] is a shell keyword 
bash$ type ']' 

bash: type: ]: not found 


If, for some reason, you wish to use /usr/bin/test in a Bash script, then specify it by full 
pathname. 


Example 7-2. Equivalence of test, /usr/bin/test, [ ],and /usr/bin/[ 


#!/bin/bash 
echo 


abi cest -~z Volw 
then 
echo "No command-line arguments." 
else 
echo "First command-line argument is $1." 
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feat 
echo 
abi /usr/bin/regt cv "US" # Equivalent to "test" builtin. 
TNCS DI OQ Que # Specifying full pathname. 
then 
echo "No command-line arguments." 
else 
echo "First command-line argument is $1." 
ied 
echo 
ak dp e Wis] # Functionally identical to above code blocks. 
# abus e dp a Sa SOCO. worka ONE o 45 
#+ Bash responds to a missing close-bracket with an error message. 
then 
echo "No command-line arguments." 
else 
echo "First command-line argument is $1." 
ita 
echo 
aie /asr/sin/ | =~ "SL" | # Again, functionally identical to above. 
ar alte Juste Aora | =x YGL # Works, but gives an error messag 
# # Note: 
# MALS hias been isKSel in Bashy Version Soko 
then 
echo "No command-line arguments." 
else 
echo "First command-line argument is $1." 
ít 
echo 


The [[ ]] construct is the more versatile Bash version of [ ]. This is the extended test command, adopted from 
ksh&8. 


No filename expansion or word splitting takes place between [[ and ]], but there is parameter expansion and 
command substitution. 


file=/etc/passwd 


aie [[ e Stile 1] 
then 

echo "Password file exists." 
ít 


Using the [[ ... ]] test construct, rather than [ ... ] can prevent many logic errors in scripts. For example, the 
&&, ll, <, and > operators work within a [[ ]] test, despite giving an error within a [ ] construct. 
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Arithmetic evaluation of octal / hexadecimal constants takes place automatically within a [[ ... ]] construct. 


# [[ Octal and hexadecimal evaluation ]] 
# Thank you, Moritz Gronbach, for pointing this out. 


decimal=15 
octal=017 # = 15 (decimal) 
hex=0x0f # = 15 (decimal) 
aie | WScleeimail sae “Social? | 
then 
echo "Sdecimal equals Soctal" 
else 
echo "Sdecimal is not equal to Soctal" iy l5 te nog csreil co (007) 
P # Doesn't evaluate within [ single brackets ]! 
ie [p Mewenmml? -e0 Mees” Ii 
then 
echo "Sdecimal equals Soctal" # 15 equals 017 
else 
echo "Sdecimal is not equal to Soctal" 
fay # Evaluates within [[ double brackets ]]! 
aie [p “Selective -ec “Sins” Ii 
then 
echo "Sdecimal equals $hex" # 15 equals 0x0f 
else 
echo "Sdecimal is not equal to Shex" 
fae # [[ Shexadecimal ]] also evaluates! 


£^; Following an if, neither the test command nor the test brackets ( [ ] or [[ ]] ) are strictly necessary. 


dir-/home/bozo 


aie (rel Usci UU Ae/oleny/ ili Enen # "2>/dev/null" hides error messag 
echo "Now in $dir." 

else 
echo "Can't change to $dir." 

agat 


The "if COMMAND" construct returns the exit status of COMMAND. 


Similarly, a condition within test brackets may stand alone without an if, when used in combination with 
a list construct. 


varl=20 
var2=22 
[ "Wessel m WshyeueZ | me echo eyar SL mor Geviell To sweieZ 


home-/home/bozo 

[ eL "Suseune" I |l cho "Show ciirectory Coes moe Exalsic. Y 
The (C)) construct expands and evaluates an arithmetic expression. If the expression evaluates as zero, it 
returns an exit status of 1, or "false". A non-zero expression returns an exit status of O, or "true". This is in 
marked contrast to using the test and [ ] constructs previously discussed. 
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Example 7-3. Arithmetic Tests using (( )) 


#!/bin/bash 
# arith-tests.sh 
# Arithmetic tests. 


# The (( ... )) construct evaluates and tests numerical expressions. 

Wr EDLs Srat GXsjooScES crow | sos || Gomsicicucic | 

CC 9 »j 

exeo Wises rarte oit WOCO Ww ae Ge. il 

(€ 2 )) 

exo. Wikis Stems gi WC d jy as $99. 0 

(( 9 2 4 )) true 

Seino. Wile. SsUS ot WC S )5)y" as 9e." 0 

(CS > 9)) false 

Sego Wake Stawia Gu VCC 5 = 9 )wW" as S. al 

(( 5 == )) true 

exeo. Wise stes or VY CC 5 i5 )j)y" xg 99. 0 

# (( 5 = 5 )) gives an error messag 

(( S S 3») 0 

exhi Wises erette ot WECO =- SINY ae SE. il 

(ib asusta y Dalwalsuiein Orka 

echo. Hirsti ess git WU(( 5/4 )»)yW9-xe 9p. 0 

(CL Z2 Division mecwilie < i. 

ceho mbar sracte or VC d 7 2 )j\ as S9. Rounded off to O0. 
T 

((1/0)) 2>/dev/null Illegal division by 0. 

exa. JE Statis oue V(t 1 7 © »)W" as S9. 1 


What effect does the "2>/dev/null" have? 
What would happen if it were removed? 
Try removing it, then rerunning the script. 


# 


(( ooo 9» Guise wisi aa ete 3bie-—ielareud. TeSSte , 


varl=5 

var2=4 

abit (C yeri. S syase2 ») 

then £^ fs Nocas Not Swell, Swalie2., may? 
echo "Svarl is greater than S$var2" 

Ít3 # 5 is greater than 4 

exit 0 
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7.2. File test operators 


Returns true if... 


file exists 

file exists 

This is identical in effect to -e. It has been "deprecated," [34] and its use is discouraged. 
file is a regular file (not a directory or device file) 

file is not zero size 

file is a directory 


file is a block device 


file is a character device 


device0="/dev/sda2" # / (root directory) 
as | So Wessel ] 
then 
echo "$device0 is a block device." 
iE ak 


# /dev/sda2 is a block device. 


devicel-"/dev/ttyS1" # PCMCIA modem card. 
Xii [ e U"Sdewxeel" I 
then 
echo "Sdevicel is a character device." 
Eai 


# /dev/ttyS1 is a character device. 
file is a pipe 


function show input type() 


{ 


[ -p /dev/fd/0 ] && echo PIPE || echo STDIN 
} 
show_input_type "Input" # STDIN 
echo "Input" | show_input_type # PIPE 


# This example courtesy of Carl Anderson. 


file is a symbolic link 


Chapter 7. Tests 


62 


-r 


-W 


-X 


-8 


-U 


-k 


-G 
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file is a symbolic link 
file is a socket 
file (descriptor) is associated with a terminal device 


This test option may be used to check whether the stdin [ -t 0 ]orstdout [ -t 1 ]ina 
given script is a terminal. 


file has read permission (for the user running the test) 

file has write permission (for the user running the test) 

file has execute permission (for the user running the test) 

set-group-id (sgid) flag set on file or directory 

If a directory has the sgid flag set, then a file created within that directory belongs to the group that 
owns the directory, not necessarily to the group of the user who created the file. This may be useful 
for a directory shared by a workgroup. 

set-user-id (suid) flag set on file 

A binary owned by root with set-user-idflag set runs with root privileges, even when an 
ordinary user invokes it. [35] This is useful for executables (such as pppd and cdrecord) that need to 
access system hardware. Lacking the suid flag, these binaries could not be invoked by a non-root 
user. 

SAWS IOs SE i roor IVBZ236 Ox 2 2000 /usie/Sloainy/ pyejsrl 

A file with the suid flag set shows an s in its permissions. 

sticky bit set 

Commonly known as the sticky bit, the save-text-mode flag is a special type of file permission. If a 
file has this flag set, that file will be kept in cache memory, for quicker access. [36] If set on a 
directory, it restricts write permission. Setting the sticky bit adds a ¢ to the permissions on the file or 
directory listing. This restricts altering or deleting specific files in that directory to the owner of those 


files. 


drwxrwxrwt d LOO 1024 May 19 21:26 tmp/ 


If a user does not own a directory that has the sticky bit set, but has write permission in that directory, 
she can only delete those files that she owns in it. This keeps users from inadvertently overwriting or 
deleting each other's files in a publicly accessible directory, such as / tmp. (The owner of the 
directory or root can, of course, delete or rename files there.) 


you are owner of file 


group-id of file same as yours 
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-N 
file modified since it was last read 
f1-nt f2 
file £1 is newer than £2 
f1-ot f2 
file £1 is older than £2 
fl -ef f2 
files f1 and f2 are hard links to the same file 


"not" -- reverses the sense of the tests above (returns true if condition absent). 


Example 7-4. Testing for broken links 


!/bin/bash 

broken-link.sh 

Written by L bigelow <ligelowbee@yahoo.com> 
Used in ABS Guide with permission. 


A pure shell script to find dead symlinks and output them quoted 
+ so they can be fed to xargs and dealt with :) 
+ eg. sh broken-link.sh /somedir /someotherdir|xargs rm 


This, however, is a better method: 


find "somedir" -type 1 -printO0|N 

xargs -r0 file|\ 

grep "broken symbolic" | 

sed -e 's/*\|: *broken symbolic.*$/"/g' 


+ but that wouldn't be pure Bash, now would it. 
Caution: beware the /proc file system and any circular links! 
HEHEHE EEE HE TE EE HE TE FE HE EEE RE EE FE HE E EHE ERE E HEH E E 


If no args are passed to the script set directories-to-search 
+ to current directory. Otherwise set the directories-to-search 
+ to the args passed. 
ERE TERE E AE E TE EE EE E E EEE EH EHH 


S# -eq 0 ] && directorys=`pwd || directorys=$@ 


Setup the function linkchk to check the directory it is passed 
+ for files that are links and don't exist, then print them quoted. 


If one of th lements in the directory is a subdirectory then 
+ send that subdirectory to the linkcheck function. 
HEHE HEHE 
Jueces (jj) 1 
ror Gllemeime im S15 clo 
[ -h "Selement" -a ! "Sxeliexmwesw | £8 ceho W'Selensmeu y" 
[ -d "Selement" ] && linkchk Selement 
7 Qu Course, "-in" ies ig siymloolie Jas, Uo" tor obese eto. 
done 


# Send each arg that was passed to the script to the linkchk() function 
us bie sg Goes ep well Geo. IE IMO, imei ee ile rror messag 
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#+ and usage info. 


HEHEHE HEHE HEHEHE EHH 
ror cireerony alin Secliwecirionwey clo 
Xi | =Cl Schineciory | 
then linkchk $directory 
else 


echo "Sdirectory is not a directory" 
excleo mm ucagi S0 gue cli? 2452" 
iL 
done 


exit $? 


Example 31-1, Example 11-8, Example 11-3, Example 31-3, and Example A-1 also illustrate uses of the file 
test operators. 


7.3. Other Comparison Operators 


A binary comparison operator compares two variables or quantities. Note that integer and string comparison 
use a different set of operators. 


integer comparison 


-eq 

is equal to 

if [ " $a" —eq " $b" ] 
-ne 

is not equal to 

if [ " $a" —ne " $b" ] 
-gt 

is greater than 

if [ " $a" -gt " $b" ] 
-ge 

is greater than or equal to 

if [ " $a" -ge " $b" ] 
-It 

is less than 

if [ " $a" -lt " $b" ] 
-le 

is less than or equal to 

if [ " $a" -le " $b" ] 
« 

is less than (within double parentheses) 

(("Sa" « "$b")) 
<= 


is less than or equal to (within double parentheses) 


Chapter 7. Tests 65 


Advanced Bash-Scripting Guide 


(("$a" <= "$b")) 

is greater than (within double parentheses) 

(("$a" > "$b")) 

is greater than or equal to (within double parentheses) 
(("$a" >= "$b")) 


string comparison 


is equal to 
if [ " $a" = i" $b" J 


d Note the whitespace framing the =. 


if [ "$a"="$b" ]is not equivalent to the above. 


is equal to 
if [ "$a" =z "$b" ] 


This is a synonym for =. 


$^; The == comparison operator behaves differently within a double-brackets test than 


within single brackets. 


[[ $a == z* ]] # True if Sa starts with 
[[ $a == "z*" ]] # True if $a is equal to 
| Sa == 2 ] # File globbing and word 
[ "Sa" == "z*" ] # True if $a is equal to 


# Thanks, Stéphane Chazelas 


is not equal to 


if [ "$a" f= "Sb" ] 


an "z" (pattern matching). 


z* (literal matching). 


splitting take place. 
z* (literal matching). 


This operator uses pattern matching within a [[ ... ]] construct. 


is less than, in ASCII alphabetical order 
if [I "Sa" < "Sb" ] ] 


if [ "$a" \< "Sb" ] 
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Note that the "«" needs to be escaped within a [ ] construct. 

is greater than, in ASCII alphabetical order 

if [[ "$a" » "$b" ]] 

if [ "$a" \> "$b" ] 

Note that the ">" needs to be escaped within a [ ] construct. 

See Example 27-11 for an application of this comparison operator. 
string is null, that is, has zero length 


Sii seabimgres V. V # Zero-length ("null") string variable. 


ate | ew "SSuEsueg | 
then 

eero Vestring is iil, 
else 

echo UWNSSELmg iS NOT mu. 
E 4 $String is null. 


string is not null. 


The -n test requires that the string be quoted within the test brackets. Using an 


unquoted string with / -z, or even just the unquoted string alone within test brackets 
(see Example 7-6) normally works, however, this is an unsafe practice. Always quote a 


tested string. [37] 


Example 7-5. Arithmetic and string comparisons 


#!/bin/bash 


# Here "a" and "b" can be treated either as integers or strings. 
# There is some blurring between the arithmetic and string comparisons, 
#+ Since Bash variables are not strongly typed. 


# Bash permits integer operations and comparisons on variables 
#+ whose value consists of all-integer characters. 
# Caution advised, however. 


echo 


dE [ "me -ne Ug ] 


then 
echo "$a is not equal to $b" 
echo "(arithmetic comparison)" 
iru 
echo 
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T [ Wee l2 ST ] 
then 
echo "$a is not equal to $b." 
echo "(string comparison)" 
# wan l2 TEN 
# ASCII 52 != ASCII 53 
fi 
ge Jum eane joeuccewllerc mmsiteincSs, looeln VE cuag. KES Tore. 
echo 
exit 0 


Example 7-6. Testing whether a string is null 


!/bin/bash 
str-test.sh: Testing null strings and unquoted strings, 
+ but not strings and sealing wax, not to mention cabbages and kings 


Using alise s [loce al 


If a string has not been initialized, it has no defined value. 


This state is called "null" (not the same as zero!). 
abít || cm Setini | # stringl has not been declared or initialized. 
then 
excelso. WSiswesiag Nerina \ abe more Ae 7 
else 
echo WSicwaioe \Usicwaliove il \ shes Tono dL s n 
fest # Wrong result. 


# Shows $stringl as not null, although it was not initialized. 
echo 


# Let's try it again. 


aie (| =a WS Gieweaiye il jj] y uUa Cine, Sering 1s ~erurereSel. 
then 
ceho Verrine \Wsiciesling NU is nor melie 4 
else 
echo Werring WU Enero dL NU as mokil t 
fi # Quote strings within test brackets! 
echo 
ait [— Setwimgil | # This time, $stringl stands naked. 
then 
Cine) Verrine \Weicriiavesl NU ber now moll Y 
else 
exeleg YSEA N ASTENN LN sies ablaa 
deat # This works fine. 
4 The [ ... ] test operator alone detects whether the string is null. 
sr However it 19 good practice tO Grots aie Ge [| YSsicienine il 1.5 
# 
# As Stephane Chazelas points out, 
# ai | Serete | has one argument, "]" 
d az [| Vestringi | has two arcuments Che emoty "Ssticigwsl amci UI 
echo 
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stringl-initialized 


ai [ Senex | f Again, $stringl stands unquoted. 
then 
Seha “Wiese; \Wsicseiiave il NU ber now mil UU 
else 
exelexo VOTEL NESTELE ae: molila w 
feat # Again, gives correct result. 


iy heal, ait ale) berre tO cote ake (USeiviestie il"), loeis 


Sismeaiae lave = eju 


ae || Suum # Again, $stringl stands unquoted. 
then 
echo Verrine Warring NU is nor Yonónlb dl. 
else 
echo Yerriag \Vsicwalinel\ as mol, A 
FA # Not quoting "$stringl" now gives wrong result! 
exit 0 # Thank you, also, Florian Wisser, for the "heads-up". 


Example 7-7. zmore 


#!/bin/bash 
# zmore 


# View gzipped files with 'more' filter. 
E_NOARGS=85 


E_NOTFOUND=8 6 
E NOTGZIP-87 


if [ $4 -eq 0 ] 4 same effect as: if [ -z "$1" ] 
# $1 can exist, but be empty:  zmore "" arg2 arg3 
then 


echo "Usage: ^basename $0^ filename" >&2 

# Error message to stderr. 

exit $E NOARGS 

# Returns 85 as exit status of script (error code). 
fL. 


filename-$1 


aie [ d» ex Weislemweung" ] # Quoting $filename allows for possible spaces. 
then 
echo "File $filename not found!" >&2 # Error message to stderr. 
exit $E NOTFOUND 
E 
if [ ${filename##*.} != "gz" ] 
4 Using bracket in variable substitution. 
then 


ceho rile Sil As) not a Gyadgeyerol itablhe] V 
exit $E NOTGZIP 
F 


zcat $1 | more 
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# Uses the 'more' filter. 
# May substitute 'less' if desired. 


exu S # Script returns exit status of pipe. 
# Actually "exit $?" is unnecessary, as the script will, in any case, 
#+ return the exit status of the last command executed. 


compound comparison 


-à 
logical and 


expl -a exp2 returns true if both expl and exp2 are true. 
logical or 
expl -o exp2 returns true if either expl or exp2 is true. 
These are similar to the Bash comparison operators && and Il, used within double brackets. 


Lil xexsveltiesboadl Ke corche toma [| 


The -o and -a operators work with the test command or occur within single test brackets. 


ii [ WSesgori" =e "Sersgoe2" | 
then 

echo "Both exprl and expr2 are true." 
else 

echo "Either exprl or expr2 is false." 
ial 


D But, as rihad points out: 


iL -eg i T] && [ -a Techo rrue i92 V | # true 
i eg 2 || && | —— V echo tue 1-92 " || # (no output) 
^^^^^^^ False condition. So far, everything as expected. 


Howewver ono 
iL er 2 a =m V ecaa time 1&2" || # true 
A277. maloe GOMCEIELOM, SO, vin "iue" gu? 


Is it because both condition clauses within brackets evaluate? 
| 3 eg 2 && am "echo true 4-2 " p] # (no output) 
ING, iEleue"e ioe LEs 


Apparently && and || "short-circuit" while -a and -o do not. 


Refer to Example 8-3, Example 27-17, and Example A-29 to see compound comparison operators in action. 


7.4. Nested if/then Condition Tests 


Condition tests using the i £/then construct may be nested. The net result is equivalent to using the && 
compound comparison operator. 


a-3 
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ait | wes" eu Qj 
then 
aha D USA dE 5. |] 
then 
echo "The value of \"a\" lies somewhere between 0 and 5." 
SEL 
ita 


# Same result as: 


ait [p wea exem 0) owe [ wee Se ] 
then 

echo "The value of \"a\" lies somewhere between 0 and 5." 
fak 


Example 37-4 and Example 17-11 demonstrate nested i f/t hen condition tests. 


7.5. Testing Your Knowledge of Tests 


The systemwide xinitrc file can be used to launch the X server. This file contains quite a number of if/then 
tests. The following is excerpted from an "ancient" version of xinitrc (Red Hat 7.1, or thereabouts). 


aut | = SRO .x«edbaesers |y Tien 
exec $HOME/.Xclients 

elif [ —f /etc/X11/xinit/Xcltents ]; then 
exec /etc/X11/xinit/Xclients 

else 


# failsafe settings. Although we should never get here 

# (we provide fallbacks in Xclients as well) it can't hurt. 

xclock -geometry 100x100-5+5 & 

xterm -geometry 80x50-50+150 & 

if [ -f /usr/bin/netscape -a -f /usr/share/doc/HTML/index.html ]; then 

netscape /usr/share/doc/HTML/index.html & 

I2 al, 
i€3L 
Explain the test constructs in the above snippet, then examine an updated version of the file, 
/etc/X11/xinit/xinitrc, and analyze the if/then test constructs there. You may need to refer ahead to 


the discussions of grep, sed, and regular expressions. 
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8.1. Operators 


assignment 


variable assignment 


Initializing or changing the value of a variable 
All-purpose assignment operator, which works for both arithmetic and string assignments. 


var=27 
category=minerals # No spaces allowed after the "=". 


® Do not confuse the "=" assignment operator with the = test operator. 


# = as a test operator 
ai [ VSeieviingil! = VWSsgrag2U ] 
then 
command 
ira 
n; ab qp Ss eraino A = x sering? || als) safer, 
#+ to prevent an error message should one of the variables be empty. 
# (The prepended "X" characters cancel out.) 


arithmetic operators 


+ 


"ek 


% 


plus 

minus 

multiplication 

division 

exponentiation 

# Bash, version 2.02, introduced the "**" exponentiation operator. 
dE AU i? eee mctu 

echo Uz oM t z = 125 


modulo, or mod (returns the remainder of an integer division operation) 


5/3 = 1, with remainder 2 
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Example 9-11 and Example 9-15) and formatting program output (see Example 27-16 and Example 


A-6). It can even be used to generate prime numbers, (see Example A-15). Modulo turns up 


surprisingly often in numerical recipes. 


Example 8-1. Greatest common divisor 


!/bin/bash 


qr he dci) 


The "greatest common divisor" 


In each pass, 


The gcd = dividend, 


on 


gcd.sh: greatest common divisor 
Uses Euclid's algorithm 


Euclid's algorithm uses successive division. 


dr gisyaleleswo| «——-— qiias 
dp Cliwisioie x Enan neer 
+ until remainder = 0. 


the final pass. 


For an excellent discussion of Euclid's algorithm, 
+ Jim Loy's site, http://www. jimloy.com/number/euclids.htm. 


(gcd) of two integers 
largest integer that will divide both, 


SSeS 


Argument check 
ARGS=2 
E_BADARGS=85 


aie || Sie Sore Usu eS | 


then 
echo "Usage: ~“basename $0' first-number second-number" 
exit $E BADARGS 
ira 
# 
gcd () 
{ 
dividend=$1 Arbitrary assignment. 
divisor=$2 ! It doesn't matter which of the two is larger. 
Why not? 
remainder-1 If an uninitialized variable is used inside 
+ test brackets, an error messag 
waril [p Wesesaneubagkess" -e0 © | 
do We OO OS OOA EMS e TOK) JOIEEN LOUIS yy alimalieateila: va exe] 
let "remainder = Sdividend % Sdivisor" 


dividend=Sdivisor 
divisor=Sremainder 
done 


GEC Sil 92 


leaving no remainder. 


results. 


Euclid's algorithm 


Last $dividend is the gcd. 
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Seiere selec “ECD ox Sil angel S2 = Selivieldincle seine 


# Exercises 


# 1) Check command-line arguments to make sure they ar 


#+ and exit the script with an appropriat rror messag 
# 2) Rewrite the gcd () function to use local variables. 
exit 0 


plus-equal (increment variable by a constant) [38] 

let "var += 5" results in var being incremented by 5. 
minus-equal (decrement variable by a constant) 

times-equal (multiply variable by a constant) 

let "var *- 4" results in var being multiplied by 4. 
slash-equal (divide variable by a constant) 

mod-equal (remainder of dividing variable by a constant) 


Arithmetic operators often occur in an expr or let expression. 


Example 8-2. Using Arithmetic Operations 


#!/bin/bash 
# Counting to 11 in 10 different ways. 


n=l; echo -n "Sn " 


dene: Ung. SL qp diu ur let Wier = jay ar 30 aSo wicks}. 
echo -n "Sn " 


Som = Sia r 1) 
# ":" necessary because otherwise Bash attempts 
#+ to interpret "S((m = $n + 1))" as a command. 
echo -n "Sm" 


(( um eum sp db )) 

# A simpler alternative to the method above. 

# Thanks, David Lombard, for pointing this out. 
Sehor sia Uma N 


ime C (Usum. + 3) 
echo —n "$m " 


SJ m = Sima a d | 
#  ":" necessary because otherwise Bash attempts 
#+ to interpret "$[ n = $n + 1 ]" as a command. 
# Works even if "n" was initialized as a string. 
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ceho =a “Sia Ui 


iS Sin s X | 
Works even if "n" was initialized as a string. 

* Avoid this type of construct, since it is obsolete and nonportable. 
Thanks, Stephane Chazelas. 

echo =m VSin Y 


Now for C-style increment operators. 
Thanks, Frank Wang, for pointing this out. 


ler "upset Je Yarra? alg Torka: 
exelao im "gu UU 


(( ima }) )) (( snm 3) also works). 
echo n "Sn " 


S imme D) : $(( ++n )) also works. 
echo -n "Sm " 


Sl ame 1 : $[ ++n ] also works 
echo -n "$n " 


echo 


exit 0 


$^; Integer variables in older versions of Bash were signed long (32-bit) integers, in the range of 


-2147483648 to 2147483647. An operation that took a variable outside these limits gave an erroneous 


result. 


echo $BASH VERSION 1.14 


a-2147483646 


echo "a = $a" a — 2147483646 

let Weta Increment "a" 

echo "a = Sa" a = 2147483647 

let "at+t=1" increment "a" again, past the limit. 
echo "a = Sa" a = -2147483648 


ERROR: out of range, 
+ and the leftmost bit, the sign bit, 
ae has been set, making the result negativ 


As of version >= 2.05b, Bash supports 64-bit integers. 


Bash does not understand floating point arithmetic. It treats numbers containing a decimal point as 
strings. 


e 5 


lee Wioy = Sa we dios) ap rOn 


# t2.sh: let: b = 1.5 + 1.3: syntax error in expression 
# (error token ig “5 4+ 1.3%) 
echo "b = $b" # b=1 


Use bc in scripts that that need floating point calculations or math library functions. 
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bitwise operators. The bitwise operators seldom make an appearance in shell scripts. Their chief use seems to 
be manipulating and testing values read from ports or sockets. "Bit flipping" is more relevant to compiled 
languages, such as C and C++, which provide direct access to system hardware. However, see vladz's 
ingenious use of bitwise operators in his base64.sh (Example A-54) script. 


bitwise operators 


<< 

bitwise left shift (multiplies by 2 for each shift position) 
<<= 

left-shift-equal 

let "var <<= 2" results in var left-shifted 2 bits (multiplied by 4) 
>> 

bitwise right shift (divides by 2 for each shift position) 
>>= 

right-shift-equal (inverse of <<=) 
& 

bitwise AND 
&= 


bitwise AND-equal 
bitwise OR 

bitwise OR-equal 
bitwise NOT 
bitwise XOR 
bitwise XOR-equal 


logical (boolean) operators 


! 


NOT 
a jq fx GPI | 
then 
&& 
AND 
ass | Sxexexeelieabwa dL J| te | Seomelicaem2 || 
# Same as: if | Sconditionl -a $condition2 ] 


mo RSMEANS) ire: abis Doth Conche ronl -uoxel reneeliticsloin2 MOE ice, os 


if [[ Sconditionl && $condition2 ]] # Also works. 
# Note that && operator not permitted inside brackets 
sur Ox [| sao ] (GG. 


8^; && may also be used, depending on context, in an and list to concatenate commands. 
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OR 
Xi | Sewewwebiiowd | [l| I SeesebiEsom || 
i? Same mes at || Scomebicaemil -© Se@nchiciem2 || 


s; ISN INNS! CUS 1E Zalielnlene Comreliiesemll Cie COn Eeron NALS CSS cc 


ait ||| Sees | | Seemgeiiem2 | | # Also works. 
# Note that || operator not permitted inside brackets 
sr OE c [| aso | COmeicieuicic. 


$^) Bash tests the exit status of each statement linked with a logical operator. 


Example 8-3. Compound Condition Tests Using && and ll 


#!/bin/bash 


a=24 
b=47 
ict [ (Gal ew 24 ] ms [ WE? ew Ay ] 
then 
echo "Test £1 succeeds." 
else 
echo "Test #1 fails." 
PL 
ERROR: ii ([ "Sal seq 24 me US" —es AT T 
+ attempts to execute ' [ "$a" -eq 24 ' 
+ emwel ails iO iimcliiag merecianime "TU 
Noces ir [| Se “ec 24 ce Se see; 24 I] works). 


The double-bracket if-test is more flexible 
+ than the single-bracket version. 
(The "&&" has a different meaning in line 17 than in line 6.) 
Thanks, Stephane Chazelas, for pointing this out. 


ir [ "Sa" -ea 99 ] || ( VS" =e 47 ] 
then 
echo "Test #2 succeeds." 
else 
echo "Test #2 fails." 
Ea 


# The -a and -o options provide 
#+ an alternative compound condition test. 
# Thanks to Patrick Callahan for pointing thus out. 


ii | "Sa" see 24 =a “Sig! -ee 47 || 
then 
echo "Test #3 succeeds." 
else 
echo "Test #3 fails." 
E 


Chapter 8. Operations and Related Topics 


Advanced Bash-Scripting Guide 


ae | WSa" seq 99 =o "SIS" -ee 47 || 
then 
echo "Test #4 succeeds." 
else 
echo "Test #4 fails." 
Ít3L 
a-rhino 
b=crocodile 
ae qp WS = celebs ] tate [p WS = Creecieyclilile | 
then 
echo "Test #5 succeeds." 
else 
echo "Test #5 fails." 
EI 
exit 0 


The && and ll operators also find use in an arithmetic context. 


bash$ echo $(( 1 && 2 )) $((3 && 0)) $((4 II 0)) $((0 II 0) 
X 0 1 @ 


miscellaneous operators 


Comma operator 


The comma operator chains together two or more arithmetic operations. All the operations are 
evaluated (with possible side effects. [39 


Jkexe Wig. e (GaP Sip 3 c db. dy conu 
CXcle(oy Wiel = Sicily RRS ce ata tel sel ied 
# Here tl is set to the result of the last operation. Why? 


lec Yez = (fa = 9. 15 / 3) toet Weill and eclletiletiag Wie2W. 
echo "t2 = $t2 a = $a" # t2 = 5 a= 9 


The comma operator finds use mainly in for loops. See Example 11-13. 


8.2. Numerical Constants 


A shell script interprets a number as decimal (base 10), unless that number has a special prefix or notation. A 
number preceded by a 0 is octal (base 8). A number preceded by 0x is hexadecimal (base 16). A 
number with an embedded # evaluates as BASE#NUMBER (with range and notational restrictions). 


Example 8-4. Representation of numerical constants 


#!/bin/bash 
# numbers.sh: Representation of numbers in different bases. 


# Decimal: the default 


Fet Weekes es S2 
echo "decimal number = Sdec" # 32 
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Nothing out of the ordinary here. 


Octal: numbers preceded by '0' (zero) 

let "oct = 032" 

echo "octal number = Soct" # 26 
Expresses result in decimal. 


Hexadecimal: numbers preceded by '0x' or 'OX' 
let “hex = 0x32" 


echo "hexadecimal number = Shex" # 50 
echo $((0x9abc) ) # 39612 
# a, ER double-parentheses arithmetic expansion/evaluation 


# Expresses result in decimal. 


Other bases: BASE#NUMBER 
BASE between 2 and 64. 
UMBER must use symbols within the BASE range, see below. 


let "bin = 24111100111001101" 
echo "binary number = Sbin" # 31181 


let "b32 = 32477" 


echo "base-32 number = $532" # 231 
let "b64 = 644Q0 " 
echo "base-64 number = $b64" # 4031 
This notation only works for a limited range (2 - 64) of ASCII characters. 


10 digits + 26 lowercase characters + 26 uppercase characters + @ + _ 
echo 
echo $((36#zz)) $((2#10101010)) $((16#AF16)) $((53#1aA) ) 


ui LADS LN) A322 SI STA 


lBuoxoweEruahE deYoXE 8 


Using a digit out of range of the specified base notation 
+ gives an error messag 


let "bad oct = 081" 
(Partial) error message output: 


bad oct = 081: value too great for base (error token is "081") 
Octal numbers use only digits in the range 0 - 7. 
ezit SE i? exit valves = il (error) 


# Thanks, Rich Bartell and Stephane Chazelas, for clarification. 
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8.3. The Double-Parentheses Construct 


Similar to the let command, the (( ... )) construct permits arithmetic expansion and evaluation. In its simplest 
form, a=$(( 5 + 3 )) wouldsetato5 + 3,or 8. However, this double-parentheses construct is also a 
mechanism for allowing C-style manipulation of variables in Bash, for example, (( var++ )). 


Example 8-5. C-style manipulation of variables 


#!/bin/bash 
# c-vars.sh 


# Manipulating a variable, C-style, using the (( ... )) construct. 
echo 
(n au 2:912)5) Setting a value, C-style, 
+ with spaces on both sides of the "=". 
echo "a (initial value) - $a" # 23 
CC rab» Post-increment 'a', C-style. 
echo "a (after arn) = $a" # 24 
(i a= j) Post decrement 'a', C-style. 
echo "a (after a--) = $a" # 23 
(( ++a )) # Pre-increment 'a', C-style. 
echo "a (after tta) = $a" # 24 
(( =a) J #  Pre-decrement 'a', C-style. 
echo "a (after --a) = Sa" 4 23 
echo 


HERE HEE EE EEE ERE EEE EE EEE HE EE EEE EE EEE HE HE EEE EE HE HE EE 
# Note that, as in C, pre- and post-decrement operators 
#+ have different sid PESCESo 


n=1; let || echo "False" # False 
n-1; let n && echo "True" || echo "False" # True 


# Thanks, Jeroen Domburg. 
PRET EE HE E HE HH HE HE HE HEHE HE HH HE EE HH HE HH EH EE EE HEHE HEF 


echo 

(Cox — seeds Sy 4 C-style trinary operator. 
ache "If a < 45, then t = 7, else t = 11." # a = 23 
Sele: Wie = Sie OH # t= 7 
echo 

# 


# Easter Egg alert! 
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Chet Ramey seems to have snuck a bunch of undocumented C-style 
+ constructs into Bash (actually adapted from ksh, pretty much). 
In the Bash docs, Ramey calls (( ... )) shell arithmetic, 
+ but it goes far beyond that. 

Sorry, Chet, the secret is out. 


Sexe ubere) Wire’ hovel Weu ileyoyos; US Inoa icles (0 gan CONS t NUCE: 


These work only with version 2.04 or later of Bash. 


exit 


See also Example 11-13 and Example 8-4. 


8.4. Operator Precedence 


In a script, operations execute in order of precedence: the higher precedence operations execute before the 
lower precedence ones. [40 


Table 8-1. Operator Precedence 


Loo 0 5 | ^  |HIGHESTPRECEDENCE — 
Dévar --var — — _ preineemenpm-decemen | 
PNE: 


! negation logical / bitwise, inverts sense of 
following operator 
== o arithmetic operation 


P: multiplication, division, modulo — arithmetic operation 
He addition, subtraction arithmetic operation 


left, right shift bitwise — | 
string is/is-not null 


unary comparison file-test 


< -lt > -gt <= -le >= -ge compound comparison [string and integer 
Ent -ot -ef [compound comparison __file-test 
== -eq != -ne equality / inequality test operators, string and integer 


Po KOR — Jaclusive OR, bitwise 


bitwise 
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Bs ca AND logical, compound comparison 


E Pe aa -e 


D: o o Miyop: Oye 


test) 


x= /= $= 4 Xx SEG combination assignment times-equal, divide-equal, 
mod-equal, etc. 
— links a sequence of operations 


O [LOWEST PRECEDENCE 


In practice, all you really need to remember is the following: 


* The "My Dear Aunt Sally" mantra (multiply, divide, add, subtract) for the familiar arithmetic 
operations. 

e The compound logical operators, &&, ll, -a, and -o have low precedence. 

* The order of evaluation of equal-precedence operators is usually left-to-right. 


Now, let's utilize our knowledge of operator precedence to analyze a couple of lines from the 
/etc/init.d/functions file, as found in the Fedora Core Linux distro. 


Weaile || a Weewnsuumine]4 =a Werer see O Iz clo 


This looks rather daunting at first glance. 


Separate the conditions: 
maiile | =a “Sseemeiimiung'! men "S: gt 9 lg co 
=—COmeiiziom == ^ =-comelticm 2= 


If variable "Sremaining" is not zero length 
ap AND (-a) 
+ variable "$retry" is greater-than zero 
+ then 
* th [ expresion-within-condition-brackets ] returns success (0) 
+ and the while-loop executes an iteration. 


Iw: Werorclici@m i mueve! Weomelicieim 2 exytslexet ouem ts 

+ ANDing them. Why? Because the AND (-a) has a lower precedence 
4s iaeo Elm n and -gt operators, 
+ and therefore gets evaluated *last*. 


FE HE AE HT HT EH HT FE AE FE EH FE FE AE FE AE FE EE EE EEE aE EE 


sit || est ee Sy COn te Len =a rz S NOOC =A ] p iem 


Again, separate the conditions: 
ait | =e /Scre/Syscomirne ilem =a =4 USINOLOCNLSSIV Jy gp. chen 


^^ 


=—Coinebiest@igy i = Comer rom Qa == 


If file "/etc/sysconfig/il8n" exists 


T AND (-a) 
+ variable SNOLOCALE is zero length 
+ then 
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the [ test-expresion-within-condition-brackets ] returns success (0) 
and the commands following execute. 


As before, the AND (-a) gets evaluated *last* 
because it has the lowest precedence of the operators within 
the test brackets. 


Nove? 

S{NOLOCALE:-} is a parameter expansion that seems redundant. 
But, if SNOLOCALE has not been declared, it gets set to *null*, 
in effect declaring it. 

This makes a difference in some contexts. 


To avoid confusion or error in a complex sequence of test operators, break up the sequence into 
bracketed sections. 


aie [[ WEI gue Vey sey Wisi lg “Sw a "Sfilename" ] 
# Unclear what's going on here... 


sie [pp VSwilY see VSZV Ty |) Pl USwil! =e USg2" py ee [1 e WSicileneme”? ]T 
# Much better -- the condition tests are grouped in logical sections. 
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Chapter 9. Another Look at Variables 


Used properly, variables can add power and flexibility to scripts. This requires learning their subtleties and 
nuances. 


9.1. Internal Variables 


Builtin variables: 
variables affecting bash script behavior 
SBASH 


The path to the Bash binary itself 


/bin/bash 
SBASH ENV 
An environmental variable pointing to a Bash startup file to be read when a script is invoked 
SBASH SUBSHELL 

A variable indicating the subshell level. This is a new addition to Bash, version 3. 


See Example 21-1 for usage. 

SBASHPID 
Process ID of the current instance of Bash. This is not the same as the $$ variable, but it often gives 
the same result. 


bash4$ echo $$ 
LAL OAS) 


bash4$ echo $BASHPID 
LIL OLS) 


bash4$ ps ax | grep bash4 
410315 js 2 R 0:00 bash4 


But ... 


#!/bin/bash4 


echo "\$\$ outside of subshell = $$" # 9602 

echo "\SBASH SUBSHELL outside of subshell = $BASH SUBSHELL" # 0 

echo "\SBASHPID outside of subshell = SBASHPID" # 9602 

echo 

( echa V\S\S ineice oi sulosineilil = SS! # 9602 
echo "\SBASH SUBSHELL inside of subshell = $BASH SUBSHELL" # 1 
echo VXSIEARXSISIEIUDD) inanda orf srbsnelil = Sievsieie IUD ) # 9603 


# Note that $$ returns PID of parent process. 
SBASH VERSINFO[n] 
A 6-element array containing version information about the installed release of Bash. This is similar 
to SBASH. VERSION, below, but a bit more detailed. 
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# Bash version info: 


ene im abs Q 3. 2 3 4 5 


do 

echo "BASH VERSINFO[$n] = S(BASH VERSINFO[$n])" 
done 
# BASH VERSINFO[0] = 3 # Major version no. 
# BASH VERSINFO[1] = 00 # Minor version no. 
# BASH VERSINFO[2] = 14 # Patch level. 
# BASH_VERSINFO[3] = 1 # Build version. 
# BASH_VERSINFO[4] = release # Release status. 
# BASH VERSINFO[5] i386-redhat-linux-gnu # Architecture 

# (same as SMACHTYPE). 


SBASH VERSION 


The version of Bash installed on the system 


bash$ echo $BASH VERSION 
3.2.25(1)-release 


tcsh$ echo $BASH VERSION 
BASH VERSION: Undefined variable. 


Checking $BASH, VERSION is a good method of determining which shell is running. $SSHELL does 
not necessarily give the correct answer. 


SCDPATH 


A colon-separated list of search paths available to the cd command, similar in function to the $PATH 
variable for binaries. The $CDPATH variable may be set in the local - / . bashrc file. 


bash$ cd bash-doc 
bash: cd: bash-doc: No such file or directory 


bash$ CDPATH-/usr/share/doc 
bash$ cd bash-doc 
/usr/share/doc/bash-doc 


bash$ echo $PWD 
/usr/share/doc/bash-doc 


SDIRSTACK 


ID 


The top value in the directory stack [41] (affected by pushd and popd) 


This builtin variable corresponds to the dirs command, however dirs shows the entire contents of the 
directory stack. 


ITOR 


The default editor invoked by a script, usually vi or emacs. 
"effective" user ID number 
Identification number of whatever identity the current user has assumed, perhaps by means of su. 


D The $EUID is not necessarily the same as the $UID. 
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SFUNCNAME 
Name of the current function 


XVZ 2S) 
{ 
echo "SFUNCNAME now executing." # xyz23 now executing. 
} 
KVAS 
echo "FUNCNAME = SFUNCNAME" # FUNCNAME = 


# Null value outside a function. 
See also Example A-50. 
SGLOBIGNORE 
A list of filename patterns to be excluded from matching in globbing. 
$GROUPS 
Groups current user belongs to 


This is a listing (array) of the group id numbers for current user, as recorded in etc/passwd and 
/etc/group. 


root# echo $GROUPS 
0 


root# echo ${GROUPS[1]} 
JL 


root# echo ${GROUPS[5] } 


SHOME 


Home directory of the user, usually /home/username (see Example 10-7) 
SHOSTNAME 
The hostname command assigns the system host name at bootup in an init script. However, the 
gethostname () function sets the Bash internal variable SHOSTNAME. See also Example 10-7. 
SHOSTTYPE 
host type 


Like $MACHTYPE, identifies the system hardware. 


bash$ echo S$HOSTTYPE 
1686 


internal field separator 


This variable determines how Bash recognizes fields, or word boundaries, when it interprets character 
strings. 


SIFS defaults to whitespace (space, tab, and newline), but may be changed, for example, to parse a 
comma-separated data file. Note that $* uses the first character held in $IFS. See Example 5-1. 
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bash$ echo "SIFS" 


SIFS set to default, a blank line displays.) 


echo "SIFS" | cat -vte 


whitespace: here a single space, ^I [horizontal tab], 
newline, and display "$" at end-of-line.) 


bash -c 'set w x y z; IFSz":-;"; echo "$*"' 
B7 


commands from string and assign any arguments to pos params.) 


Set SIFS to eliminate whitespace in pathnames. 


TSH" (ewesbeupa Um NE Yj) V # Per David Wheeler. 


d SIFS does not handle whitespace the same as it does other characters. 
Example 9-1. $IFS and whitespace 


#!/bin/bash 
# ifs.sh 


varl="atbt+c" 
var2="d-e-f" 
Ware seer, Ime i! 


IFS=+ 

# The plus sign will be interpreted as a separator. 
echo S$varl Wr ct lo e 

echo $var2 # d-e-f 

echo $var3 4$ g,h,i 

echo 

IFS="-" 


# The plus sign reverts to default interpretation. 
# The minus sign will be interpreted as a separator. 


echo $var1 # atbtc 
echo $var2 # def 
echo $var3 4$ g,h,i 
echo 

"ES " 


# The comma will be interpreted as a separator. 
# The minus sign reverts to default interpretation. 


echo S$varl # atbtc 
echo $var2 # d-e-f 
echo $var3 Pomi 
echo 
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IFS-" " 
# The space character will be interpreted as a separator. 
# The comma reverts to default interpretation. 


echo $varl # atbtc 
echo $var2 # d-e-f 
echo $var3 # g,h,i 
# d 


# However 
# SIFS treats whitespace differently than other characters. 


output args one per line() 
( 
TOR GUE) 
do 
echo "[Sarg]" 
döne m ^ A Embed within brackets, for your viewing pleasure. 


exelmos exeo VWiggSNU NU 
exo a A 


output args one per line Svar # output args one per line “echo "a bc um 
* [a] 
* [b] 
sia [E63] 


echo; echo "IFS=:" 
exclmp) "c M, 


vare GEO Slo tere dne # Same pattern as above, 
Cu IA TRA for IMS suos tie ning, “eg dog WY 
output_args_one_per_line Svar 


[] 


] 


[a 
[] 
[5] 
[c] 
[] 
[] 


Note "empty" brackets. 
The same thing happens with the "FS" field separator in awk. 


echo 


exit 


(Many thanks, Stéphane Chazelas, for clarification and above examples.) 


See also Example 16-41, Example 11-8, and Example 19-14 for instructive examples of using SIFS. 
$ IGNOREEOF 

Ignore EOF: how many end-of-files (control-D) the shell will ignore before logging out. 
$LC_COLLATE 
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Often set in the „bashrc or /etc/profile files, this variable controls collation order in filename 
expansion and pattern matching. If mishandled, LC. COLLATE can cause unexpected results in 


filename globbing. 


SLC, CTYPE 
This internal variable controls character interpretation in globbing and pattern matching. 
SLINENO 


8^) As of version 2.05 of Bash, filename globbing no longer distinguishes between 
lowercase and uppercase letters in a character range between brackets. For example, Is 
[A-M]* would match both Filel.txt and filel.txt. To revert to the customary 
behavior of bracket matching, set LC COLLATE to C by an export 
LC COLLATE-Cin /etc/profile and/or ~/.bashrc. 


This variable is the line number of the shell script in which this variable appears. It has significance 


(0) 


nly within the script in which it appears, and is chiefly useful for debugging purposes. 


d *** BEGIN DEBUG BLOCK *** 
last cmd arg-$  . 4 Save it. 


echo "At line number SLINENO, variable \"v1\" = $v1" 
echo "Last command argument processed = $1last cmd arg" 
sp ists JOJNID) IDINIEIOLE; JEJU(OYCIAS ates 


SMACHTYPE 


machine type 


Identifies the system hardware. 


bash$ echo $MACHTYPE 
1686 


SOLDPWD 
Old working directory ("OLD-Print- Working-Directory", previous directory you were in). 


SOSTYPE 


operating system type 


bash$ echo $OSTYPE 
letra 


Path to binaries, usually /usr/bin/, /usr/X11R6/bin/, /usr/local/bin, etc. 


SPATH 


When given a command, the shell automatically does a hash table search on the directories listed in 
the path for the executable. The path is stored in the environmental variable, SPATH, a list of 
directories, separated by colons. Normally, the system stores the SPATH definition in 


/etc/profile and/or ~/.bashrc (see Appendix H). 


bash$ echo $PATH 


/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin:/sbin:/usr/sbin 


PATH-$ (PATH) : /opt/bin appends the /opt /bin directory to the current path. In a script, it 
may be expedient to temporarily add a directory to the path in this way. When the script exits, this 
restores the original SPATH (a child process, such as a script, may not change the environment of the 
parent process, the shell). 
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8^; The current "working directory", . /, is usually omitted from the $PATH as a security 
measure. 
SPIPESTATUS 
Array variable holding exit status(es) of last executed foreground pipe. 


bash$ echo $PIPESTATUS 


bash$ ls -al | bogus command 
bash: bogus, command: command not found 
bash$ echo ${PIPESTATUS [1] } 


bash$ ls -al | bogus command 
bash: bogus command: command not found 
bash$ echo $? 


The members of the $PIPESTATUS array hold the exit status of each respective command executed 
in a pipe. SPIPESTATUS [0] holds the exit status of the first command in the pipe, 
SPIPESTATUS[1] the exit status of the second command, and so on. 


The $PIPESTATUS variable may contain an erroneous 0 value in a login shell (in 
releases prior to 3.0 of Bash). 


bash 


who | grep nobody | sort 


echo $(PIPESTATUS[*]) 


The above lines contained in a script would produce the expected 0 1 0 output. 


Thank you, Wayne Pollock for pointing this out and supplying the above example. 


8^; The SPIPESTATUS variable gives unexpected results in some contexts. 


bash$ echo $BASH VERSION 
3.00.14(1)-release 


bash$ $ 1s | bogus command | wc 
bash: bogus, command: command not found 
0 0 0 


bash$ echo $(PIPESTATUS[Q]) 


da ZT 


Chet Ramey attributes the above output to the behavior of Is. If /s writes to a pipe 
whose output is not read, then STGPIPE kills it, and its exit status is 141. Otherwise 
its exit status is 0, as expected. This likewise is the case for tr. 


H) SPIPESTATUS is a "volatile" variable. It needs to be captured immediately after the 
pipe in question, before any other command intervenes. 
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h$ $ 1s | bogus command | wc 
h: bogus command: command not found 
0 0 


h$ echo ${PIPESTATUS[@] } 
O 127 O 


h$ echo ${PIPESTATUS[Q]} 


-&; The pipefail option may be useful in cases where SPIPESTATUS does not give the 
desired information. 


The SPPID of a process is the process ID (pid) of its parent process. [42] 


Compare this with the pidof command. 


SPROMPT COMMAND 


SPS1 


SPS2 


SPS3 


SPS4 


SPWD 


A variable holding a command to be executed just before the primary prompt, $PS1 is to be 
displayed. 


This is the main prompt, seen at the command-line. 
The secondary prompt, seen when additional input is expected. It displays as ">". 


The tertiary prompt, displayed in a select loop (see Example 11-30). 


The quartenary prompt, shown at the beginning of each line of output when invoking a script with the 
-x [verbose trace] option. It displays as "+". 


As a debugging aid, it may be useful to embed diagnostic information in $PS4. 


P4='$(read time junk < /proc/$$/schedstat; echo "@@@ $time @@@ " )' 
# Per suggestion by Erik Brandsberg. 

SE =x 

# Various commands follow ... 


Working directory (directory you are in at the time) 
This is the analog to the pwd builtin command. 


#!/bin/bash 


E WRONG DIRECTORY-85 


clear # Clear the screen. 


TargetDirectory-/home/bozo/projects/GreatAmericanNovel 


cd $TargetDirectory 
echo "Deleting stale files in $TargetDirectory." 


as [| Ve gj WotTargstDirectory! | 
then # Keep from wiping out wrong directory by accident. 
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echo "Wrong directory!" 
echo "In $PWD, rather than $TargetDirectory!" 
Scho Vailin Oe lY 
exit $E_WRONG_DIRECTORY 
iE a 


Teil ISIE ow 


rm .[A-Za-z0-9]* # Delete dotfiles. 
iur es. I SPE eos to remove filenames beginning with multiple dots. 
((s)mgjs k s Aoro l Ob e m $9) will also work. 


WMS, SoCs ito DOme) Claas (XUL s 


A filename (^basename') may contain all characters in the 0 - 255 range, 
+ except "/". 
Deleting files beginning with weird characters, such as - 


+ is left as an exercise. (Hint: rm ./-weirdname or rm -- -weirdname) 
result-$? # Result of delete operations. If successful = 0. 

echo 

lg =@il # Any files left? 


echo "Done." 
echo "Old files deleted in $TargetDirectory." 
echo 


# Various other operations here, as necessary. 


exit $result 

SREPLY 
The default value when a variable is not supplied to read. Also applicable to select menus, but only 
supplies the item number of the variable chosen, not the value of the variable itself. 


#!/bin/bash 
# reply.sh 


# REPLY is the default value for a 'read' command. 


echo 
echo -n "What is your favorite vegetable? " 
read 


echo "Your favorite vegetable is S$REPLY." 
# REPLY holds the value of last "read" if and only if 
#+ no variable supplied. 


echo 

Gehe m Wnet als} yowe dEiwOucike: deep) V 
read fruit 

eche "Paese tavorirtrs frute as Seele sU 
Solor “lobe, os! 
echo VW qus OWENS. sis} STALE SIRI? s UU 

# SREPLY is still set to its previous value because 
#+ the variable Sfruit absorbed the new "read" value. 


echo 


exit 0 
$SECONDS 
The number of seconds the script has been running. 


#!/bin/bash 
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TIME LIMIT-10 


INTERVAL-1 
echo 
echo "Hit Control-C to exit before $TIME LIMIT seconds." 
echo 
while [| "SSECONDS" -le "STIME LIMIT" ] 
do # SSECONDS is an internal shell variable. 
ie || “SSMCONDSY ex d | 
then 
units=second 
else 
units=seconds 
f 


echo "This script has been running $SECONDS $units." 
# On a slow or overburdened machine, the script may skip a count 
#+ every once in a while. 
sleep SINTERVAL 
done 


echo -e "Na" 4 Beep! 


exit 0 
SSHELLOPTS 
The list of enabled shell options, a readonly variable. 


bash$ echo $SHELLOPTS 
braceexpand:hashall:histexpand:monitor:history:interactive-comments:emacs 


SSHLVL 


Shell level, how deeply Bash is nested. [43] If, at the command-line, $SHLVL is 1, then in a script it 


will increment to 2. 


<p”) This variable is not affected by subshells. Use $BASH SUBSHELL when you need 
an indication of subshell nesting. 


STMOUT 
If the $TMOUT environmental variable is set to a non-zero value t ime, then the shell prompt will 
time out after $t ime seconds. This will cause a logout. 


As of version 2.05b of Bash, it is now possible to use $ TMOUT in a script in combination with read. 


# Works in scripts for Bash, versions 2.05b and later. 
TMOUT=3 # Prompt times out at three seconds. 
echo "What is your favorite song?" 


echo "Quickly now, you only have $TMOUT seconds to answer!" 
read song 


xi [ zm "Ssmo" || 
then 
Song-" (no answer)" 
# Default response. 
f 
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echo "Your favorite song is $song." 


There are other, more complex, ways of implementing timed input in a script. One alternative is to set 
up a timing loop to signal the script when it times out. This also requires a signal handling routine to 
trap (see Example 32-5) the interrupt generated by the timing loop (whew!). 


Example 9-2. Timed Input 


!/bin/bash 
timed-input.sh 


TMOUT-3 Also works, as of newer versions of Bash. 


IMER, INTERRUPT-14 
IMELIMIT-3 4 Three seconds in this instance. 
# May be set to different value. 


PrintAnswer() 
{ 
i [| "Semsnec? = Wicwinioa ] 
then 
echo Sanswer 
else # Don't want to mix up the two instances. 


echo "Your favorite veggie is S$answer" 
kill $! 4 Kills no-longer-needed TimerOn function 
#+ running in background. 
# Sl is PID of last job running in background. 


r'imerOn() 


sleep STIMELIMIT && kill -s 14 $$ & 
# Waits 3 seconds, then sends sigalarm to script. 


Int14Vector () 

{ 
answer="TIMEOUT" 
PrintAnswer 
exit $TIMER INTERRUPT 


trap Intl4Vector S$TIMER INTERRUPT 
# Timer interrupt (14) subverted for our purposes. 


echo "What is your favorite vegetable " 


TimerOn 

read answer 

PrintAnswer 

# Admittedly, this is a kludgy implementation of timed input. 
# However, the "-t" option to "read" simplifies this task. 

u^ SCG rhe Verolic. lay siereajste.. 

# However, what about timing not just single user input, 
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#+ but an entire script? 
# If you need something really elegant 
#+ consider writing the application in C or C-*, 


#+ using appropriate library functions, such as 'alarm' and 'setitimer.' 


epaic (0) 


An alternative is using stty. 


Example 9-3. Once more, timed input 


#!/bin/bash 
# timeout.sh 


# Written by Stephane Chazelas, 
#+ and modified by the document author. 


INTERVAL=5 # timeout interval 


timedout_read() { 
timeout-$1 
varname-$2 
old tty settings-' stty -g' 
stty -icanon min 0 time ${timeout}0 
eval read $varname # or just read Svarname 
stty "Sold_tty_settings" 
# See man page for "stty." 


echo; echo -n "What's your name? Quick! " 
timedout read SINTERVAL your name 


# This may not work on every terminal type. 
# The maximum timeout depends on the terminal. 
dE (Site GN Ob emnm2bWomSeconcds) 


echo 
ase [[ U =~ "SNexhc manes dp Gp IRIE mane LoVe Derre eneve 
then 
echo "Your name is $your name." 
else 
echo "Timed out." 
fa 
echo 


# The behavior of this script differs somewhat from "timed-input.sh." 
# At each keystroke, the counter resets. 


ew © 


Perhaps the simplest method is using the -t option to read. 


Example 9-4. Timed read 


#!/bin/bash 
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t-out.sh [time-out] 
Inspired by a suggestion from "syngin seven" (thanks). 


IMELIMIT-4 4 4 seconds 


read -t STIMELIMIT variable «&1 


^^^ 


iin cale censeo, Weil ats! meere ror Basn dios moel Zax, 
but unnecessary for Bash 3+. 


echo 
age JD =e Wishyelicaieloike J| 42 db awa 
then 
echo "Timed out, variable still unset." 
else 
echo "variable = $variable" 
fi 
ew, © 


User ID number 
Current user's user identification number, as recorded in /etc/passwd 
This is the current user's real id, even if she has temporarily assumed another identity through su. 


SUID is a readonly variable, not subject to change from the command line or within a script, and is 
the counterpart to the id builtin. 


Example 9-5. Am I root? 


#!/bin/bash 
# am-i-root.sh: NO dt TOYO oue aou? 


ROOT_UID=0 # Root has SUID O0. 


if [ "SUID" -eq "SROOT UID" ] # Will the real "root" please stand up? 
then 

Cha Wou are seen s Y 
else 


echo "You are just an ordinary user (but mom loves you just the same)." 
ia 


exit 0 


# # 
# Code below will not execute, because the script already exited. 


# An alternate method of getting to the root of matters: 


ROOTUSER NAME-root 


username= id -nu' HO esr username-'whoami' 
if [ "$username" = "$ROOTUSER NAME" ] 
then 


EEA VIO, iO, loot. YOU ere oo." 
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else 


echo "You are just a regular fella." 
ies 


See also Example 2-3. 


p>) The variables SENV, $LOGNAME, $MAIL, $STERM, SUSER, and SUSERNAME are not 
Bash builtins. These are, however, often set as environmental variables in one of the 
Bash or login startup files. SSHELL, the name of the user's login shell, may be set 
from /etc/passwd or in an "init" script, and it is likewise not a Bash builtin. 


h% echo S$LOGNAME 
bozo 
tcsh$ echo $SHELL 
/bin/tcsh 

tcsh$ echo $TERM 
CAVE 


bash$ echo $LOGNAME 
bozo 
bash$ echo $SHELL 
/bin/tcsh 

bash$ echo $TERM 
EEV E 


Positional Parameters 


$0, $1, $2, etc. 


Positional parameters, passed from command line to script, passed to a function, or set to a variable 


(see Example 4-5 and Example 15-16) 


S# 
Number of command-line arguments [44] or positional parameters (see Example 36-2) 
S * 
All of the positional parameters, seen as a single word 
=) "S*" must be quoted. 
$e 


Same as $*, but each parameter is a quoted string, that is, the parameters are passed on intact, without 
interpretation or expansion. This means, among other things, that each parameter in the argument list 


is seen as a separate word. 


$^) Of course, "$@" should be quoted. 


Example 9-6. arglist: Listing arguments with $* and $@ 


#!/bin/bash 
# arglist.sh 
# Invoke this script with several arguments, such as "one two three" 


E_BADARGS=85 


mae |p a Sgt Se | 
then 


echo "Usage: basename $0° argumenti argument2 etc." 
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exit $E BADARGS 
itai 


echo 
index-1 # Initialize count. 


echo Yristing args wira VNS lg! 
ior argo alin UU i DOSSn eE work properly aie WSW diese E GOTEC 
do 
echo "Arg #$index = Sarg" 
let "index+=1" 
done 4 $* sees all arguments as single word. 
echo "Entire arg list seen as single word." 


echo 


index-1 # Reset count. 
# What happens if you forget to do this? 


echo “histidine erge wien WUXNSQN UE 
ioc duce ain WS 
do 
echo "Arg #$index = Sarg" 
let "index+t=1" 
done # $@ sees arguments as separate words. 
echo "Arg list seen as separate words." 


echo 
index-1 # Reset count. 


echo WiniGte sine; arge mica Wes fühuwexeqokoye tero) s 
Oe aeg im (gw 
do 
echo "Arg #$index = Sarg" 
let "index+t=1" 
done # Unquoted $* sees arguments as separate words. 
echo "Arg list seen as separate words." 


exit 0 
Following a shift, the $@ holds the remaining command-line parameters, lacking the previous $1, 
which was lost. 


#!/bin/bash 
# Invoke with ./scriptname 1 2 3 4 5 


echo "S@" un deem pA 

shift 

echo "S@" pce ou 

shift 

echo "S@" #345 

# Each "shift" loses parameter $1. 


4 "SQ" then contains the remaining parameters. 
The $@ special parameter finds use as a tool for filtering input into shell scripts. The cat "$9" 
construction accepts input to a script either from st din or from files given as parameters to the 


script. See Example 16-24 and Example 16-25. 
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The $* and $@ parameters sometimes display inconsistent and puzzling behavior, 
depending on the setting of SIES. 


Example 9-7. Inconsistent $* and $@ behavior 


#!/bin/bash 


# Erratic behavior of the "$*" and "S@" internal Bash variables, 
#+ depending on whether or not they are quoted. 
# Demonstrates inconsistent handling of word splitting and linefeeds. 


See == “wsuesic ome” Yasoomel WelnsicleomeY UU Winsirtelns seme 
i? SEIIEAING Teli Sialic GusejbWueiuES, Sil, S9. Si, e. 


echo 


echo JIS UiNnelnamescl, Celac Wise 


c=0 

for 3, am Wes # quoted 

do echo VS((esi»ys [Sa]! # This line remains the same in every instance. 
# Echo args. 

done 

echo ——— 


echo 'IFS unchanged, using $*' 


c-0 

fu 3 alin $7 # unquoted 
Glo Seine Yeltes [gau 

done 

excl) ——— 


echo "IES unchanged, using "$Q"' 
c-0 

itgue sb abe VEU 

Glo echo VS((er=1))s fsx] 

done 

echo -~-~ 


echo 'IFS unchanged, using $Q' 
c-0 

tou a aum Se 

Glo melo US(es-i)ys [Sx] 

done 

echon 


IFS=: 

eclae UTD =a n Wu 
c-0 

Boe 3i alin WS 

domeechomts cs d9) EIS" 
done 

(exeo) === 


echon TES eU. qwigsbegr Sesv 
c-0 

fior i im S* 

elo ceio VS((er=1))s [93] 
done 

echo —— 
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Gxcloo; Virsa. sme; Wee (yel) V 


c-0 
itis 3b ain "Suc 


elo echo US (eo))s [Su 

done 

@Clney === 

exclmo  "JgsSEs- aU. wean Sver (wen e) | 
c-0 

fei 3L xum Swen 

co caio VSC); TOY 

done 

echot- 

var-z"$*" 

eeano V IESS U Wn eher Ghweue ences eru) | 
c-0 

fou i iim Swen 

cO eao VSC DEN SN 

done 

SCE: -= 

Gelmo Vinal", quse WSiwenel! “(yee Sy) v 
c=0 

POr 3L dug "Sec 

Gio Sine We (ene) s [gap 

done 

echon === 

elie Visa ow issue; WIS U 

c=0 

fore a aha Wu 

Glo Echo VS((Gr=1))s [Sx] 

done 

ceho === 

Seo VIPO V U  quesbe Se! 

c=0 

ieu 3. am SE 

elo exime US((eu-1))s fen? 

done 

echo- 

var=S@ 

echo 'IFS=":", using $var (var-$Q)' 
c-0 

ioi 3L aim Syer 

elo Echo "S te= [9x] 

done 

excl: === 

echo 'IFS=":", using "Svar" (var=$@) ' 
c=0 

PO aL agg WiSe 

clei ceio MS Cien) 2 [Sab 

done 

Seley === 

var="Se" 

Selno Vins, saline; WsSwyene!! (yee SEN) V 
c=0 
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itgue. 3L ana US wee 

Glo exeo VMS((Gr=1))s [Sx]? 

done 

echon === 

echo 'IFS=": using Svar (var-"$Q")' 
c-0 

Oi 3L ain Syer 

elo echo Yg (e= [Sx] 

done 

echo 


ur Wie cakes: SEmi waca kS ie pasa -yo 


exit 0 


# This example script written by Stephane Chazelas, 
#+ and slightly modified by the document author. 


ə) The $@ and $* parameters differ only when between double quotes. 


Example 9-8. $* and $@ when SIFS is empty 


mecho 


IFS-2"" 


!/bin/bash 


EERSTES ESSE, 
ar phen Vew ame VSG" cle mot cho positional params aS ehqoiecicisc!. 


0 


exeo: Vsi S2, Sg 


set abc 


mecho 
# 
mecho 


mecho 
mecho 


# The behavior 


"Sem 


S 


$e 
"sa" 


but empty, 


Echo positional parameters. 


Set, but empty. 
Positional parameters. 


of $* and $80 when SIFS is empty depends 


#+ on which Bash or sh version being run. 
# It is therefore inadvisable to depend on this "feature" 


# Thanks, 


exit 


Other Special Parameters 


$- 


Stephane Chazelas. 


Flags passed to script (using set). See Example 15-16. 
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D This was originally a ksh construct adopted into Bash, and unfortunately it does not 
seem to work reliably in Bash scripts. One possible use for it is to have a script 
self-test whether it is interactive. 


PID (process ID) of last job run in background 


LOG-$0.10g 
COMMAND1="sleep 100" 


echo "Logging PIDs background commands for script: $0" >> "SLOG" 
# So they can be monitored, and killed as necessary. 
echo >> "SLOG" 


# Logging commands. 


echo -n “PID of \"SCOMMANDI\"; “ S> "SOG" 
${COMMAND1} & 

echo $! >> "SLOG" 

# PID of "Sleep 100": 1506 


# Thank you, Jacques Lederer, for suggesting this. 


Using $! for job control: 


possioly nanging Jeo & 4L Silecio SY uDMENOQUIP S eval Yill -9 SEV mS jelew/iawlile j 
# Forces completion of an ill-behaved program. 
# Useful, for example, in init scripts. 


# Thank you, Sylvain Fourmanoit, for this creative use of the "!" variable. 


Or, alternately: 


# This example by Matthew Sage. 
# Used with permission. 


TIMEOUT=30 # Timeout value in seconds 
count=0 


possibly_hanging_job & { 
wile ((eoumr < TIMÆOUT Jyp clo 
ewal UTD I sel “yormoe/SUY J ee (coumt = DIMISIT) )) ¥ 
# /proc is where information about running processes is found. 
# "-d" tests whether it exists (whether directory exists). 
# So, we're waiting for the job in question to show up. 


(eoume rah 
sleep 1 
done 
eval "| ed "U/pec/SUV" | && kill =15 $17" 


# If the hanging job is running, kill it. 


However, this may not not work as specified if another process 
+ begins to run after the "hanging job" 

In such a case, the wrong job may be killed. 

Ariel Meragelman suggests the following fix. 


IMEOUT-30 
count=0 
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# Timeout value in seconds 
possibly_hanging_job & { 


while ((count < TIMEOUT )); do 
evel Yi ll c “foroc/Siasicjolo”! || Ce (cow = 30i) ) v 
last job=$! 
CEEC) 
sleep 1 
done 
eval Uf -d "/proc/Slastjob" |] && kill -15 Slastjob' 
} 
exit 


Special variable set to final argument of previous command executed. 


Example 9-9. Underscore variable 


#!/bin/bash 


Gelncy S_ /bin/bash 
Just called /bin/bash to run the script. 
Note that this will vary according to 
+ how the script is invoked. 
du >/dev/null So no output from command. 
echon du 
ls -al >/dev/null So no output from command. 
echo $_ -al (last argument) 
ceho S 


Exit status of a command, function, or the script itself (see Example 24-7) 


Process ID (PID) of the script itself. [45] The $$ variable often finds use in scripts to construct 


"unique" temp file names (see Example 32-6, Example 16-31, and Example 15-27). This is usually 


simpler than invoking mktemp. 


9.2. Typing variables: declare or typeset 


The declare or typeset builtins, which are exact synonyms, permit modifying the properties of variables. This 
is a very weak form of the typing [46] available in certain programming languages. The declare command is 
specific to version 2 or later of Bash. The typeset command also works in ksh scripts. 


declare/typeset options 


-r readonly 


(declare -r vari works the same as readonly var1) 
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This is the rough equivalent of the C const type qualifier. An attempt to change the value of a 
readonly variable fails with an error message. 


declar se Waele Al 
echo "varl = $varl1" # varl = 1 


(( varl++ )) # x.sh: line 4: varl: readonly variable 


-i integer 


declar i number 
# The script will treat subsequent occurrences of "number" as an integer. 


number=3 
echo "Number = $number" # Number = 3 


number=three 

echo "Number = $number" # Number = 0 

# Tries to evaluate the string "three" as an integer. 

Certain arithmetic operations are permitted for declared integer variables without the need for expr or 
let. 


n=6/3 
echo "n = $n" $om = 6/3 


eexleuee =a m 
n=6/3 
echo "n = Sn" # n= 2 


-a array 


declare -a indices 
The variable indices will be treated as an array. 
-f function(s) 


Caclawe it 
A declare -f line with no arguments in a script causes a listing of all the functions previously 
defined in that script. 


declare -f function name 
A declare -f function name in a script lists just the function named. 
-x export 


GlexLeuee xx wei s 
This declares a variable as available for exporting outside the environment of the script itself. 
-x var=$value 


declar x Were S) 5178) 
The declare command permits assigning a value to a variable in the same statement as setting its 
properties. 


Example 9-10. Using declare to type variables 


#!/bin/bash 
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Euncl 1) 
{ 


echo mars is curren Gearon 


declare -f # Lists the function above. 

echo 

declare -i varl # varl is an integer. 

varl=2367 

echo "varl declared as $vari" 

varl-varl-*1l # Integer declaration eliminates the need for 'let'. 


echo "varl incremented by 1 is $varl." 

# Attempt to change variable declared as integer. 

echo "Attempting to change varl to floating point value, 2367.1." 
varl=2367.1 # Results in error message, with no change to variable. 
exeo "swewel as muESJLE Swen” 


echo 

declar r var2-13.36 'declare' permits setting a variable property 
* and simultaneously assigning it a value. 

echo “wee? ceclared as Svarz Attempt to change readonly variable. 

var2=13.37 Generates error message, and exit from script. 

echo varz ie still Swena” This line will not execute. 

exit 0 Script will not exit here. 


D Using the declare builtin restricts the scope of a variable. 


ToS (O) 

( 
FOO="bar" 

} 

ber () 

{ 

foo 

echo SFOO 
} 

bar # Prints bar. 
However... 
feo (i 


declare FOO-"bar" 
} 


bar () 
{ 


foo 
echo $FOO 
} 


beie q Dronte POTIC 


# Thank you, Michael Iatrou, for pointing this out. 
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9.2.1. Another use for declare 


The declare command can be helpful in identifying variables, environmental or otherwise. This can be 
especially useful with arrays. 


bash$ declare | grep HOME 
HOME-/home/bozo 


bash$ zzy-68 
bash$ declare | grep zzy 
ZZy=68 


bash$ Colors=([0]="purple" [1]="reddish-orange" [2]="light green") 
bash$ echo ${Colors[@] } 

purple reddish-orange light green 

bash$ declare | grep Colors 

Colors=([0]="purple" [1]="reddish-orange" [2]="light green") 


9.3. $RANDOM: generate random integer 


Anyone who attempts to generate random 
numbers by deterministic means is, of course, 
living in a State of sin. 


--John von Neumann 


SRANDOM is an internal Bash function (not a constant) that returns a pseudorandom [47] integer in the range 0 
- 32767. It should not be used to generate an encryption key. 


Example 9-11. Generating random numbers 


#!/bin/bash 


# SRANDOM returns a different random integer at each invocation. 
# Nominal range: 0 - 32767 (signed 16-bit integer). 


MAXCOUNT=10 
count=1 


echo 
echo "SMAXCOUNT random numbers:" 
(lag Y Ui 
while [ "$count" -le $MAXCOUNT ] # Generate 10 ($MAXCOUNT) random integers. 
do 
number-$RANDOM 
echo $number 
let "count += 1" # Increment count. 
done 
la. | y 


# If you need a random int within a certain range, use the 'modulo' operator. 
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# This returns the remainder of a division operation. 


RANGE-500 


ecno 


number-$RANDOM 
let "number %= SRANGE 
# AN 
echo "Random number less than SRANG 


Snumber" 


Er 
| 
| 
| 


ecno 


# If you need a random integer greater than a lower bound, 
#+ then set up a test to discard all numbers below that. 


FLOOR=200 
number=0 #initialize 
while [ "Snumber" -le SFLOOR ] 
do 
number=SRANDOM 
done 
echo "Random number greater than $FLOOR --- Snumber" 
echo 
# Let's examine a simple alternative to the above loop, namely 
# let "number = SRANDOM + SFLOOR" 
# That would eliminate the while-loop and run faster. 
# But, there might be a problem with that. What is it? 


# Combine above two techniques to retrieve random number between two 


number=0 #initialize 
while [ "$number" -le S$FLOOR ] 
do 


number-$RANDOM 

let "number %= SRANGE" # Scales $number down within SRANGE. 
done 
echo "Random number between $FLOOR and $RANG 
echo 


Lu 


- $number" 


[Ex] 
| 
| 


Generate binary choice, that is, "true" or "false" value. 
BINARY=2 
T=1 

number=$RANDOM 


let "number %= SBINARY" 


Jistumatte s c 


Note that let "number >>= 14" gives a better random distribution 
+ (right shifts out everything except last binary digit). 
die | “Sinuiicec” -ee Sa | 
then 
echo "TRUE" 
else 
echo "FALSE" 


PI 
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echo 


# Generate a toss of the dice. 
SPOTS=6 # Modulo 6 gives range 0 - 5. 
4 Incrementing by 1 gives desired range of 1 Gc 
# Thanks, Paulo Marcel Coelho Aragao, for the simplification. 


diel-0 
die2=0 
# Would it be better to just set SPOTS=7 and not add 1? Why or why not? 


# Tosses each die separately, and so gives correct odds. 


let "diel = SRANDOM % SSPOTS +1" # Roll first one. 

lee weisz SRANDOM % SSPOTS +1" # Roll second one. 

# Which arithmetic operation, above, has greater precedenc 
#+ modulo (%) or addition (+)? 


let "throw = $diel + $die2" 
echo "Throw of the dice = $throw" 
echo 


exit 0 
Example 9-12. Picking a random card from a deck 


#!/bin/bash 
# pick-card.sh 


# This is an example of choosing random elements of an array. 


# Pick a card, any card. 
Suites="Clubs 

Diamonds 

Hearts 


Spades" 


Denominations-"2 


# Note variables spread over multiple lines. 


suite-($Suites) # Read into array variable. 
denomination=(SDenominations) 
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num_suites=${#suite[*] } # Count how many elements. 
num_denominations=$ {#denomination[*] } 


echo -n "${denomination[$ ((RANDOM%num_denominations))]} of " 
echo ${suite[$((RANDOM%num_suites) ) ] } 


# Sbozo sh pick-cards.sh 
# Jack of Clubs 


# Thank you, "jipe," for pointing out this use of SRANDOM. 
exit 0 


Example 9-13. Brownian Motion Simulation 


!/bin/bash 

brownian.sh 

Author: Mendel Cooper 
Reldate: 10/26/07 
License: GPL3 


his script models Brownian motion: 

he random wanderings of tiny particles in a fluid, 

S they are buffeted by random currents and collisions. 
his is colloquially known as the "Drunkard's Walk." 


+ 
Hoe tH 


t can also be considered as a stripped-down simulation of a 
alton Board, a slanted board with a pattern of pegs, 
own which rolls a succession of marbles, one at a time. 
t iE logon Te ci WOW Gi Slloies Or elm loea de. oei 
he marbles come to rest at the end of their journey. 
hink of it as a kind of bare-bones Pachinko game. 
S you see by running the script, 
ost of the marbles cluster around the center slot. 
his is consistent with the expected binomial distribution. 
As a Galton Board simulation, the script 
+ disregards such parameters as 
+ board tilt-angle, rolling friction of the marbles, 
+ angles of impact, and elasticity of the pegs. 
To what extent does this affect the accuracy of the simulation? 


++++ 


ip ER ge bel ae get (Ou @) b 


PASSES-500 Number of particle interactions / marbles. 
ROWS-10 Number of "collisions" (or horiz. peg rows). 
RANGE-3 0- 2 output range from SRANDOM. 

POS-0 Left/right position. 

RANDOM-$$S$ Seeds the random number generator from PID 


q (Qt SSIS s 


declare -a Slots Array holding cumulative results of passes. 
NUMSLOTS-21 Number of slots at bottom of board. 
Hine neliwe slows ( f Zero out all elements of the array. 
for i in $( seq SNUMSLOTS ) 
do 
Slots[$i]-0 
done 
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echo # Blank line at beginning of run. 
} 
Show Slorcs 6p 1 
echo; echo 
celo YY 
for i in $( seq SNUMSLOTS ) 4 Pretty-print array elements. 
do 


joueakioncie Weasel! Si sous 9s) # Allot thr spaces per result. 
done 


echo # Row of slots: 
echo " | | | | | | | | | | | | | | | | | | | | 


echo " | fa: 
echo # Note that if the count within any particular slot exceeds 99, 
#+ it messes up the display. 


# Running only(!) 500 passes usually avoids this. 
} 

Move () { # Move one unit right / left, or stay put. 
Move=$RANDOM # How random is SRANDOM? Well, let's s 
let "Move $- RANGE" # Normalize into range of 0 - 2. 
case "SMove" in 

@. jk gee # Do nothing, i.e., stay in place. 
I.) ((ROS ==) BEL # Left. 
2) ((POS++));7; # Right. 
eC =m Hmo ree # Anomaly! (Should never occur.) 
esac 
} 

Piles? (0) 4 # Single pass (inner loop). 

i=0 

while Uem. ie MSS ] # One event per row. 

do 
Move 
( (alr) » 5 

done 

SHIFT=11 # Why 11, and not 10? 

let "POS += SSHIFT" # Shift "zero position" to center. 

(HC Saber | HSIEXOXSS as 31) # DEBUG: echo SPOS 


# echo -n "SPOS " 


Run () { # Outer loop. 
p=0 
wmile [ U$p" =r "SPASSAS” ] 
do 
Play 
(C ptt )) 
POS=0 # Reset to zero. Why? 
done 


} 
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d 
sr maim (0) 

Iimalic alive (Sos 
Run 

show Slots 

# 


exit $? 


Exercises: 
1) Show the results in a vertical bar graph, or as an alternative, 
T m SUE OE cft s 
2) Alter the script to use /dev/urandom instead of $RANDOM. 
Will this make the results more random? 
3) Provide some sort of "animation" or graphic output 
for each marble played. 


Jipe points out a set of techniques for generating random numbers within a range. 


Generate random number between 6 and 30. 
rnumber-$ ( (RANDOM%25+6) ) 


Generate random number in the same 6 - 30 range, 
+ but the number must be evenly divisible by 3. 
rnumber-$ ( ( (RANDOM%30/3+1) *3) ) 


Note that this will not work all the time. 
It fails if S$RANDOM%30 returns 0. 


Frank Wang suggests the following alternative: 
rnumber-$(( RANDOM%$27/3*3+6 )) 
Bill Gradwohl came up with an improved formula that works for positive numbers. 


rnumber-$ ( ( (RANDOM% (max-mintdivisibleBy) ) /divisibleBy*divisibleBy+min) ) 
Here Bill presents a versatile function that returns a random number between two specified values. 


Example 9-14. Random between values 


#!/bin/bash 


# random-between.sh 

# Random number between two specified values. 

# Script by Bill Gradwohl, with minor modifications by the document author. 
# Corrections in lines 187 and 189 by Anthony Le Clezio. 

# Used with permission. 

randomBetween() { 


Generates a positive or negative random number 
+ between $min and $max 
+ and divisible by $divisibleBy. 
Gives a "reasonably random" distribution of return values. 


Bill Gradwohl - Oct 1, 2003 


syntax() { 
Function embedded within function. 
echo 
echo "Syntax: randomBetween [min] [max] [multiple]" 
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echo 
echo -n "Expects up to 3 passed parameters, " 

echo "but all are completely optional." 

echo "min is the minimum value" 

echo "max is the maximum value" 

echo -n "multiple specifies that the answer must be " 

echo "a multiple of this value." 

echo ui i.e. answer must be evenly divisible by this number." 

echo 

echo "If any value is missing, defaults area supplied as: 0 32767 1" 
echo -n "Successful completion returns 0, " 

echo "unsuccessful completion returns" 

echo WituumenEaboum syne Gumel dL. 

cho -n "The answer is returned in the global variable " 

echo "randomBetweenAnswer" 

cho -n "Negative values for any passed parameter are " 

echo "handled correctly." 


local min=${1:-0} 

local max=${2:-32767} 

local divisibleBy-$(3:-1) 

# Default values assigned, in case parameters not passed to function. 


local x 
local spread 


# Let's make sure the divisibleBy value is positive. 
[ S(divisibleBy) -lt 0 ] && divisibleBy-$((0-divisibleBy)) 


# Sanity check. 

aie | Si gu 3 -e SichivisWoillesy} -e0 O —o Simia sec? Simes? Jp chen 
syntax 
return 1 

dE ak 


# See if the min and max are reversed. 
ait | Sila} ete Sivax Jp chen 

# Swap them. 

x-$ {min} 

min-$ {max} 

max=S {x} 


# If min is itself not evenly divisible by SdivisibleBy, 
#+ then fix the min to be within range. 
if [ $((min/divisibleBy*divisibleBy)) -ne ${min} ]; then 
if [| S{min} -lt 0 ]; then 
min=$ ((min/divisibleBy*divisibleBy) ) 
else 
min=S ((((min/divisibleBy) +1) *divisibleBy) ) 
ia. 


# If max is itself not evenly divisible by SdivisibleBy, 

#+ then fix the max to be within range. 

if [ $((max/divisibleBy*divisibleBy)) -ne ${max} ]; then 
dae || Sitimecs}! BE © JE. telacin 


max=S ( ( ( (max/divisibleBy) -1) *divisibleBy) ) 
else 
max-$ ( (max/divisibleBy*divisibleBy)) 


fe 
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Now, to do the real work. 


Note that to get a proper distribution for the end points, 
* the range of random values has to be allowed to go between 
+ 0 and abs (max-min)-*divisibleBy, not just abs (max-—min)+1. 


| 


he slight increase will produce the proper distribution for the 
+ end points. 


Changing the formula to use abs(max-min)-*1 will still produce 

+ correct answers, but the randomness of those answers is faulty in 

* that the number of times the end points ($min and $max) are returned 
* is considerably lower than when the correct formula is used. 


spread-$ ( (max-min) ) 
Omair Eshkenazi points out that this test is unnecessary, 
+ since max and min have already been switched around. 
$(spread) -lt 0 ] && spread-$((0-spread)) 
let spread-*-divisibleBy 
randomBetweenAnswer-$ ( ( (RANDOM%spread) /divisibleBy*divisibleBy+min) ) 


return 0 


# However, Paulo Marcel Coelho Aragao points out that 

#+ when $max and $min are not divisible by S$divisibleBy, 
#+ the formula fails. 
# 
# 
# 


He suggests instead the following formula: 
rnumber = S$(((RANDOM% (max-min+1)+min) /divisibleBy*divisibleBy) ) 


# Let's test the function. 
min--14 

max-20 

divisibleBy=3 


# Generate an array of expected answers and check to make sure we get 
#+ at least one of each answer if we loop long enough. 


declar a answer 
minimum=S {min} 
maximum=S {max} 
if [ $((minimum/divisibleBy*divisibleBy)) -ne ${minimum} ]; then 
tf [ S{minimum} -1t 0 ]; then 
minimum=S ( (minimum/divisibleBy*divisibleBy) ) 
else 
minimum-$ ( ( ( (minimum/divisibleBy) +1) *divisibleBy) ) 
TRIE 


# If max is itself not evenly divisible by $divisibleBy, 
#+ then fix the max to be within range. 


if [ $((maximum/divisibleBy*divisibleBy)) -ne ${maximum} ]; then 
3f [| S{maximum} -1t 0 ]; then 
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maximum-$ ((((maximum/divisibleBy)-1)*divisibleBy)) 
else 

maximum=S ((maximum/divisibleBy*divisibleBy)) 
ia 


# We need to generate only positive array subscripts, 
#+ So we need a displacement that that will guarantee 
#+ positive results. 


disp=$ ((0-minimum)) 

for ((i=${minimum}; i<=${maximum}; i+=divisibleBy)); do 
answer[i+disp]=0 

done 


# Now loop a large number of times to see what we get. 
loopIt=1000 # The script author suggests 100000, 
#+ but that takes a good long while. 


iu (Gier scele) mL) clo 


# Note that we are specifying min and max in reversed order here to 
#+ make the function correct for this case. 


randomBetween $(max) $(min) ${divisibleBy} 


# Report an error if an answer is unexpected. 

[ ${randomBetweenAnswer} -lt $(min) -o ${randomBetweenAnswer} -gt ${max} ] \ 
&& echo MIN or MAX error - S{randomBetweenAnswer} ! 

[ $((randomBetweenAnswer%${divisibleBy})) -ne 0 ] \ 

&& echo DIVISIBLE BY error - ${randomBetweenAnswer} ! 


# Store the answer away statistically. 
answer [randomBetweenAnswertdisp]=S ( (answer [randomBetweenAnswer+disp]+1) ) 
done 


# Let's check the results 


for ((i=S{minimum}; i«-$(maximum); i+=divisibleBy)); do 
[ S${answer[itdisp]} -eq 0 ] \ 
&& echo "We never got an answer of $i." \ 
|| echo "S$S(i) occurred ${answer[it+disp]} times." 
done 
exit 0 


Just how random is SRANDOM? The best way to test this is to write a script that tracks the distribution of 
"random" numbers generated by SRANDOM. Let's roll a SRANDOM die a few times . . . 
Example 9-15. Rolling a single die with RANDOM 


#!/bin/bash 
# How random is RANDOM? 


RANDOM=$$ # Reseed the random number generator using script process ID. 
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MAXTHROWS=600 


ilm 


on 
tw 
th 
fo 
iet 
si 
pr 
{ 
ec 
ec 
ec 


ec 
ec 


up 


ec 


wh 
do 


do 


pr 


ex 
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PS=6 # A die has 6 pips. 


# Increase this if you have nothing better to do with your time. 
have been cast. 


row=0 # Number of times the dic 


es=0 # Must initialize counts to zero, 
os=0 #+ since an uninitialized variable is null, NOT zero. 


rees=0 
urs=0 
ves=0 
xes=0 


abc. Jaen, (©) 

ho 

ho "ones - Sones" 

ho "twos = Stwos" 

ho "threes = Sthrees" 

no Vros ieu 

ho "fives = S$fives" 

ho "Sixes = Ssixes" 

ho 

date_count () 

sey STEM alin 

0) ((ones-*-4));; # Since a die has no "zero", this corresponds to 1. 
I) (EKOE Ia # And this to 2. 
2). (imma) po ge wee Sie) ibouica. 
3) (t (Grows) ) P9 

4» ELSES Imar )) PP 

5) ((saxesasr) ) pep 

ac 

ho 

ile [ "$throw" -lt "SMAXTHROWS" ] 


let "diel = RANDOM $ SPIPS" 
update count $diel 
let "throw += 1" 


ne 
int result 
sie SP 


The scores should distribute evenly, assuming RANDOM is random. 
With SMAXTHROWS at 600, all should cluster around 100, 


plus-or-minus 20 or so. 


Keep in mind that RANDOM is a ***pseudorandom*** generator, 


and not a spectacularly good one at that. 


Randomness is a deep and complex subject. 


Sufficiently long "random" sequences may 
chaotic and other "non-random" behavior. 


Exercise (easy): 
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# 
# Rewrite this script to flip a coin 1000 times. 


# Choices are "HEADS" and "TAILS." 

As we have seen in the last example, it is best to reseed the RANDOM generator each time it is invoked. Using 
the same seed for RANDOM repeats the same series of numbers. [48] (This mirrors the behavior of the 
random () function in C.) 


Example 9-16. Reseeding RANDOM 


#!/bin/bash 
# seeding-random.sh: Seeding the RANDOM variable. 
i? wo dd zelcere (09 Imei) ZlS 


MAXCOUNT=25 # How many numbers to generate. 
SEED= 


random_numbers () 
{ 

local count=0 
local number 


while [ "Scount" -lt "SMAXCOUNT" ] 
do 

number-$RANDOM 

echo -n "$number " 

ler Vegne i 
done 


} 


echo; echo 


SEED-1 

RANDOM-S$SEED # Setting RANDOM seeds the random number generator. 
echo "Random seed = $SEED" 

random numbers 


RANDOM=S SEED # Same seed for RANDOM 

echo; echo "Again, with same random seed ..." 

echo "Random seed = S$SEED" 

random numbers d reproduces th xact same number series. 
# 
# When is it useful to duplicate a "random" series? 

echo; echo 

SEED=2 

RANDOM=S SEED # Trying again, but with a different seed 

echo "Random seed = S$SEED" 

random numbers # . . . gives a different number series. 


echo; echo 


# RANDOM-$$ seeds RANDOM from process id of script. 
# It is also possible to seed RANDOM from 'time' or 'date' commands. 


wr (GAC MING) Jeu OW oo c 
SiS) (neac = Jekew/busewexelewn || Gcr =" 3b || aire V prine S2 Up Sel S/O) 
#  Pseudo-random output fetched 


E 
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#+ from /dev/urandom (system pseudo-random device-file), 

#+ then converted to line of printable (octal) numbers by "od", 
#+ then "awk" retrieves just one number for SEED, 

#+ finally "sed" removes any leading zeros. 

RANDOM=S SEED 

echo "Random seed = S$SEED" 

random_numbers 


echo; echo 


exit 0 


8^; The /dev/urandom pseudo-device file provides a method of generating much more "random" 
pseudorandom numbers than the $RANDOM variable. dd if=/dev/urandom of-targetfile 
bs-1 count-XX creates a file of well-scattered pseudorandom numbers. However, assigning these 
numbers to a variable in a script requires a workaround, such as filtering through od (as in above 


example, Example 16-14, and Example A-36), or even piping to md5sum (see Example 36-16). 


There are also other ways to generate pseudorandom numbers in a script. Awk provides a convenient 
means of doing this. 


Example 9-17. Pseudorandom numbers, using awk 


!/bin/bash 

random2.sh: Returns a pseudorandom number in the range 0 - 1, 
+ to 6 decimal places. For example: 0.822725 

Uses the awk rand() function. 


INWISSICISULE t=! fBweeuns( e excabawe. seeuoxeh(Q) d ! 
Command (s)/parameters passed to awk 
Note that srand() reseeds awk's random number generator. 


echo -n "Random number between 0 and 1 = " 


echo | awk "SAWKSCRIPT" 
# What happens if you leave out the 'echo'? 


ex O 


Exercises: 


1) Using a loop construct, print out 10 different random numbers. 
(Hint: you must reseed the srand() function with a different seed 
ar in each pass through the loop. What happens if you omit this?) 


2) Using an integer multiplier as a scaling factor, generate random numbers 
ar in the range of 10 to 100. 


3) Same as exercise #2, above, but generate random integers this time. 


The date command also lends itself to generating pseudorandom integer sequences. 
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Bash supports a surprising number of string manipulation operations. Unfortunately, these tools lack a unified 
focus. Some are a subset of parameter substitution, and others fall under the functionality of the UNIX expr 


command. This results in inconsistent command syntax and overlap of functionality, not to mention 


confusion. 
String Length 
${#string } 
expr length $string 
These are the equivalent of strlen() in C. 


expr "$string" : '.*' 


stringZ=abcABC123ABCabc 


echo ${#stringZ} 45 45 
echo 'expr length $stringZ^ uibs) 
Seon "vere Wisisiciemine ys B Usu # 15 


Example 10-1. Inserting a blank line between paragraphs in a text file 


!/bin/bash 
paragraph-space.sh 
Ver. 2.1, Reldate 29Jul12 [fixup] 


Usage: $0 «FILENAME 
MINLEN-60 # Change this value? It's a judgment call. 
Assume lines shorter than $MINLEN characters ending in a period 
+ terminate a paragraph. S xercises below. 
while read line For as many lines as the input file has 
do 
echo "Sline" Output the line itself. 


len=S{#line} 


if [[ "Slen™ -It "SMINLEN" && "Sline™ =~ [*{\.}]$ ]] 
a oae drp WsSkes -le emp" (ees "USES == Jl ie 1] 
# An update to Bash broke the previous version of this script. Ouch! 
# Thank you, Halim Srama, for pointing this out and suggesting a fix. 
then echo # Add a blank line immediately 
Fak #+ after a short line terminated by a period. 
done 
exit 


# Exercises: 


# 1) The script usually inserts a blank line at the end 
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Oil Elm. TEAC Sie sales, desi ebes 
Line 17 only considers periods as sentence terminators. 


Length of Matching Substring at Beginning of String 


expr match "$string 


"ot 


$substring' 
Ssubstringis a regular expression. 


expr "$string" : '$substring' 


Index 


Ssubstring is a regular expression. 


stringZ=abcABC123ABCabc 


# 12345678 


echo “expr match "SstringZ" 'abc[A-Z2]*.2'' 


Gxeloo: “Exgqowe Vsisicmiine4 s Vaeloe [AoA] .2¥~ 


expr index $string $substring 
Numerical position in $string of first character in $substring that matches. 


stringZ=abcABC123ABCabc 
# 123456 
echo “expr index "$stringZ" C12^ 


echo “expr index "$stringZ" lc” 


# 'c' (in #3 position) matches before '1'. 


This is the near equivalent of strchr() in C. 


Substring Extraction 


${string:position } 


Extracts substring from $stringat Sposition. 


# 
# 


nd-of-sentence characters, 


8 
8 


If the Sst ring parameter is "*" or "@", then this extracts the positional parameters, [49] starting at 


$position. 


${string:position:length} 
Extracts $length characters of substring from $string at Sposition. 


StringZ-abcABC123ABCabc 
# (0)312:3)415(9 718 9) & 5 co 5 
d 0-based indexing. 


echo ${stringZ:0} 
echo ${stringZ:1} 
echo ${stringZ:7} 


echo ${stringZ:7:3} 
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23ABCabc 


23A 
Three characters of substring. 
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# Is it possible to index from the right end of the string? 


echa S eiae 


4) 


# abcABC123ABCabc 


# Defaults to full string, as in S${parameter:-default}. 


# However 


echo Si entia p (t4) } # Cabc 

echo sieorcringz: Al} # Cabc 

# Now, it works. 

# Parentheses or added space "escape" the position parameter. 


ip linen aou, WEI VECO Soin, ISIE jeoiMicauare; dcimsbe! Ole, a 


The position and length arguments can be "parameterized," that is, represented as a variable, rather 
than as a numerical constant. 


Example 10-2. Generating an 8-character "random" string 


#!/bin/bash 
# rand-string.sh 


# Generating an 8-character "random" string. 


xí [ —- "SI" | 

then 
str0-"$]1" 

else 
str0-"$$" 

f 


# 
#+ 


# 


If command-line argument present, 
(CIN SIE SEER S Ern OREN 


Else use PID of script as start-string. 


POS-2 # Starting from position 2 in the string. 


LEN-8 # Extract eight characters. 


Sides ehe VSsicrO” | ielS swim | wel5euwn ) 


# Doubly scramb 


le 


ARKARAAKRA AA^A^A^^^ 


#+ by piping and repiping to md5sum. 


randstring-"$(strl:$POS:S$LEN]" 


# Can parameteri 


Ze 


echo "Srandstring" 


exit $? 


AA^A^A^ NAANA 


# bozo$ ./rand-string.sh my-password 


# 1bdd88c4 


# No, this is is not recommended 
#+ as a method of generating hack-proof passwords. 


If the Sst ring parameter is "*" or "@", then this extracts a maximum of $1ength positional 


parameters, starting at $5position. 


echo pu 
echo ${@:2} 


echa SI«s229] 


# Echoes second and following positional parameters. 


# Same as above. 


# Echoes three positional parameters, starting at second. 
expr substr $string $position $length 
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Extracts $length characters from $string starting at 5position. 


stringZ=abcABC123ABCabc 


# WASAN OO O o orco 

# 1-based indexing. 

echo “expr substr $stringZ 1 2^ # ab 
echo “expr substr SstringZ 4 3° # ABC 


expr match "$string" '\($substring\)' 


Extracts Ssubst ring at beginning of $string, where Ssubst ring is a regular expression. 


expr "$string" : '\($substring\)' 


Extracts Ssubst ring at beginning of $string, where Ssubst ring is a regular expression. 


stringZ=abcABC123ABCabc 


m ME 

echo "expr match "SstringZ" 'VXV(.[b-e]*[A-Z].- [0-9] N)'^ # abcABCl 
echo expor YSerringa s Ni. Hose] Aaea [9-99] 3) "* # abcABC1 
Geinor “Ergo VOSTA s Noo ratae NS # abcABCl 


# All of the above forms give an identical result. 
expr match "$string" '.*\($substring\)' 


Extracts Ssubstring at end of $string, where $substringis a regular expression. 


expr "$string" : '.*\($substring\)' 


Extracts Ssubstring at end of $string, where $substringis a regular expression. 


stringZ=abcABC123ABCabc 


m — M 
Scho exor meateh VSerringa V osx CIRCO) 26 1] [A=C] are] ny V^ # ABCabc 
exclag "evene VSisteieslingya g VU onsoos NJ: # ABCabc 


Substring Removal 


${string#substring } 

Deletes shortest match of S$subst ring from front of Sst ring. 
${string##substring } 

Deletes longest match of Ssubst ring from front of $string. 


stringZ=abcABC123ABCabc 
|==--| shortest 
ceste ee | longest 


echo ${stringZ#a*C} # 123ABCabc 
Strip out shortest match between 'a' and 'C'. 


echo ${stringZ##a*C} # abc 
Strip out longest match between 'a' and 'C'. 


# You can parameterize the substrings. 


X-'a*C' 
echo ${stringZ#$X} # 123ABCabc 
echo ${stringZ##$x} # abc 


# As above. 
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S (string?osubstring] 
Deletes shortest match of 5substringfrom back of $string. 


For example: 


Renanco WLI, aE*bIbkewovewurexs" alin) (SEND) vwsscig. Wun! enbdedrabee dero) ci Wiese’! Xenbue dE GL c 
# For example, "filel.TXT" becomes "filel.txt" 


SUFF-TXT 
suff-txt 


for i im Sie 49908) 

do 
iy = Sil S38. UE) s Seque E 
# Leave unchanged everything *except* the shortest pattern match 
#+ starting from the right-hand-side of the variable $i 

done ### This could be condensed into a "one-liner" if desired. 


# Thank you, Rory Winston. 
${string% %substring } 
Deletes longest match of Ssubst ring from back of $string. 


stringZ=abcABC123ABCabc 


| | shortest 
oS =e | longest 
echo ${stringZ%b*c} # abcABC123ABCa 
Strip out shortest match between 'b' and 'c', from back of S$stringZ. 
echo ${stringZ%%b*c} # a 
Strip out longest match between 'b' and 'c', from back of SstringZ. 


This operator is useful for generating filenames. 


Example 10-3. Converting graphic file formats, with filename change 


#!/bin/bash 
7 CAVE plas 
# Converts all the MacPaint image files in a directory to "pbm" format. 


# Uses the "macptopbm" binary from the "netpbm" package, 
#+ which is maintained by Brian Henderson (bryanh@giraffe-data.com). 


# Netpbm is a standard part of most Linux distros. 


OPERATION=macptopbm 


SUFFIX-pbm # New filename suffix. 
he bogie j 
then 
directory-$1 4 If directory name given as a script argument... 
else 
directory=SPWD # Otherwise use current working directory. 
ica 


# Assumes all files in the target directory are MacPaint image files, 
#+ with a ".mac" filename suffix. 


tO file in Sehiesccrormy/* # Filename globbing. 
do 
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filename-$(file$£.*c) # Strip ".mac" suffix off filename 
#+ ('.*c' matches everything 
#+ between '.' and 'c', inclusive). 


SOPERATION $file > "Sfilename.$SUFFIX" 
# Redirect conversion to new filename. 


rm -f Sfile # Delete original files after converting. 
echo "Sfilename.$SUFFIX" # Log what is happening to stdout. 

done 

exit 0 


# Exercise: 
# As it stands, this script converts *all* the files in the current 


#+ working directory. 
s  Jülgobli db GO wows ““omilyy uv isles waitin a " suas  CXEHEiESLeeS 


wp Cees INE! Oren e cooKgirloKeuc- Wwe CO Clo Wie. 999 gy 
#!/bin/bash 
# Batch convert into different graphic formats. 


# Assumes imagemagick installed (standard in most Linux distros). 


INFMT=png Ww (Gua betii JLE Galt, exe 
OUTFMT-pdf # Can be tif, jpg, gif, pdf, etc. 


itis [OLE ayy = SUSHI 


do 
p2-$(ls "$pic" | sed -e s/N.SINFMT//) 
# echo $p2 
Comvere “Siac 3972 SOUTNI 
done 
exit S 


Example 10-4. Converting streaming audio files to ogg 


!/bin/bash 
ra2ogg.sh: Convert streaming audio files (*.ra) to ogg. 


Uses the "mplayer" media player program: 
http: //www.mplayerhq.hu/homepage 
Uses the "ogg" library and "oggenc": 
http://www.xiph.org/ 


This script may need appropriate codecs installed, such as sipr.so 
Possibly also the compat-libstdc++ package. 


OFILEPREF-$[(1£$ra) Gy feigrssg  (outit icles; Uaec" JeXUHEdEHIOX. 
OFILESUFF-wav # Suffix for wav file. 
OUTFILE-"SOFILEPREF""SOFILESUFF" 


E NOARGS-85 


med [poe Ata y 4 Must specify a filename to convert. 
then 

echo "Usage: 'basename $0^ [filename]" 

exit $E NOARGS 
ít 
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PERE HEHEHE HH HEHE HEH HEE RE TE AE AE FE AE TE FE TE FE E E AE E E E E E E E E E EE EN 
mplayer "$1" -ao pcm:file=$OUTFILE 
oggenc "SOUTFILE" # Correct file extension automatically added by oggenc. 
FEFE TE FE E FE HE TE FE FE FE HE FE FE TE FE FE FE HE FE E TE FE FE FE RE EE E E E E E E E E EEE EEE RE 


icm VSOT EnA # Delete intermediate *.wav file. 
# If you want to keep it, comment out above line. 


On a Website, simply clicking on a *.ram streaming audio file 
+ usually only downloads the URL of the actual *.ra audio file. 
You can then use "wget" or something similar 
+ to download the *.ra file itself. 


Exercises: 
As is, this script converts only *.ra filenames. 
Add flexibility by permitting use of *.ram and other filenames. 


If you're really ambitious, expand the script 

+ to do automatic downloads and conversions of streaming audio files. 
Given a URL, batch download streaming audio files (using "wget") 

+ and convert them on the fly. 


A simple emulation of getopt using substring-extraction constructs. 


Example 10-5. Emulating getopt 


#!/bin/bash 

# getopt-simple.sh 

# Author: Chris Morgan 

# Used in the ABS Guide with permission. 


getopt_simple() 

( 
echo "getopt simple()" 
echo "Parameters are '$*'" 


Gates [=e VSI | 
do 
echo "Processing parameter of: '$1'" 
ake dp SHS Oey yee 
then 
tmp=${1:1} "ur Stig nee ikeeiclliac, "UJ V 
parameter-$(tmp£$-*) # Extract name. 
value=S$ {tmp##*=} iz Mb eek 


echo "Parameter: 'Sparameter', value: '$value'" 
eval $parameter-$value 
ÍE3E 
shift 
done 
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# Pass all options to getopt simple(). 
getopt simple $* 


echo “reste is "Orest" 
GClnor Wikesie2 ate VECES 2a! 


exit 0 # See also, UseGetOpt.sh, a modified version of this script. 


sh getopt example.sh /test-valuel /test2-value2 


Parameters are '/test-valuel /test2-value2' 


Processing parameter of: '/test-valuel' 
Parameter: 'test', value: 'valuel' 
Processing parameter of: '/test2-value2' 
Parameter: 'test2', value: 'value2' 


test is 'valuel' 
PeESEZ ia cs uc 


Substring Replacement 


${string/substring/replacement} 

Replace first match of Ssubst ring with Sreplacement. [50] 
${string//substring/replacement } 

Replace all matches of Ssubstring with $replacement. 


stringZ=abcABC123ABCabc 


echo ${stringZ/abc/xyz} xyZABC123ABCabc 
Replaces first match of 'abc' with 'xyz'. 


echo ${stringZ//abc/xyz} xy ZABC123ABCxyz 
Replaces all matches of 'abc' with # 'xyz'. 


cho 
echo "$stringZz" abcABC123ABCabc 
cho 


The string itself is not altered! 


# Can the match and replacement strings be parameterized? 
match=abc 


repl-000 

echo $(stringZ/S$match/$repl] 000ABC123ABCabc 
# ^ ^ ARN 

echo $(stringZ//S$match/$repl) 000ABC123ABCO000 
echo 


# What happens if no $replacement string is supplied? 

echo ${stringZ/abc} # ABC123ABCabc 

echo ${stringZ//abc} # ABC123ABC 

# A simple deletion takes place. 
${string/#substring/replacement} 

If Ssubstring matches front end of $string, substitute Sreplacement for Ssubst ring. 
${string/%substring/replacement } 

If Ssubst ring matches back end of Sst ring, substitute 5replacement for Ssubstring. 
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stringZ-abcABC123ABCabc 


echo $(stringZ/fabc/XYZ) # XYZABC123ABCabc 
# Replaces front-end match of 'abc' with 'XYZ'. 


echo ${stringZ/%abc/XYZ} # abcABC123ABCXYZ 
# Replaces back-end match of 'abc' with 'XYZ'. 


10.1.1. Manipulating strings using awk 


A Bash script may invoke the string manipulation facilities of awk as an alternative to using its built-in 
operations. 


Example 10-6. Alternate ways of extracting and locating substrings 


!/bin/bash 
substring-extraction.sh 


String=23skidool 
012345678 Bash 
123456789 awk 
Note different string indexing system: 
Bash numbers first character of string as 0. 
Awk numbers first character of string as 1l. 


echo ${String:2:4} # position 3 (0-1-2), 4 characters long 
# skid 


# The awk equivalent of $(string:pos:length) is substr(string,pos, length) . 
echo | awk ' 

(| joreauime Sloe (YS T exETeanmigr] UY sp. ay # skid 

} 


# Piping an empty "echo" to awk gives it dummy input, 
#+ and thus makes it unnecessary to supply a filename. 


# And likewise: 


echo | awk ' 
{| jekeatione suele» (WU WIS d Sieseatinvey V S KERU) 
} 


! # The awk equivalent of "expr index" 


4 3 
m oq 


SKUC! SECIFES GE jOOSULIE Om. 3) 


exit 0 


10.1.2. Further Reference 


For more on string manipulation in scripts, refer to Section 10.2 and the relevant section of the expr command 
listing. 


Script examples: 
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]. Example 16-9 
2. Example 10-9 
3. Example 10-10 
4. Example 10-11 
5. Example 10-13 
6. Example A-36 
7. Example A-41 


10.2. Parameter Substitution 


Manipulating and/or expanding variables 


${parameter} 
Same as Sparameter, 1.e., value of the variable parameter. In certain contexts, only the less 
ambiguous $ {parameter} form works. 


May be used for concatenating variables with strings. 


your_id=$ {USER}-on-$ {HOSTNAME} 
echo "Syour ad" 
d 
echo "Old \$PATH = $PATH" 

PATH=${PATH}:/opt/bin # Add /opt/bin to $PATH for duration of script. 
echo "New \SPATH = $PATH" 

$(parameter-default),$(parameter:-default]) 
If parameter not set, use default. 


varl=1 
var2=2 
# var3 is unset. 


echo ${varl-Svar2} # 1 
echo ${var3-Svar2} # 2 
# A Note the $ prefix. 


echo $(username-'whoami']) 
# Echoes the result of '"whoami', if variable Susername is still unset. 


7 S(parameter-default]) and $íparameter:-default } are almost 
equivalent. The extra : makes a difference only when parameter has been declared, 
but is null. 


#!/bin/bash 
# param-sub.sh 


# Whether a variable has been declared 
#+ affects triggering of the default option 
#+ even if the variable is null. 


username0- 
echo "username0 has been declared, but is set to null." 
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echo "username0 = S(username0-'whoami')" 
# Will not echo. 


echo 
echo usernamel has not been declared. 


echo "usernamel = $[usernamel-'whoami'j" 
# Will echo. 


username2- 
echo "username2 has been declared, but is set to null." 
echo "username2 = $(username2:-'whoami')" 
Will echo because of :- rather than just - in condition test. 


Compare to first instance, above. 


Once again: 


variable- 
variable has been declared, but is set to null. 


echo "S[variable-0j" # (no output) 
echo "S{variable:-1}" # 1 

# ^ 

unset variable 

echo "S${variable-2}" # 2 

echo "S{variable:-3}" # 3 


esac (9) 


The default parameter construct finds use in providing "missing" command-line arguments in scripts. 


DEFAULT_FILENAME=generic.data 

filename=$ {1:-SDEFAULT_FILENAME } 

# If not otherwise specified, the following command block operates 
#+ on the file "generic.data". 

#  Begin-Command-Block 


de OSE db dk 


End-Command-Block 


# From "hanoi2.bash" example: 

DISKS=S {1:—-E_NOPARAM} # Must specify how many disks. 
# Set SDISKS to $1 command-line-parameter, 

#+ or to SE_NOPARAM if that is unset. 


See also Example 3-4, Example 31-2, and Example A-6. 


Compare this method with using an and list to supply a default command-line argument. 
${parameter=default}, ${parameter :=default} 


If parameter not set, set it to default. 
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Both forms nearly equivalent. The : makes a difference only when $parameter has been declared 
and is null, [51] as above. 


echo ${var=abc} # abc 

echo $(var-xyz) # abc 

# Svar had already been set to abc, so it did not change. 
${parametert+talt_value}, ${parameter:+alt_value} 

If parameter set, use alt value, else use null string. 


Both forms nearly equivalent. The : makes a difference only when parameter has been declared 
and is null, see below. 


echo "###### \S{parametertalt_value} ####tt##" 
echo 


a=${paraml+xyz} 


echo "a = $a" # a= 
param2= 

a=S$ {param2+xyz } 

echo "a = Sa" # a= xyz 
param3=123 

a=S$ {param3+xyz} 

echo "a = $a" # a = xyz 
echo 

echo "###### NS(parameter:talt value) ########" 
echo 

a-$(param4:-txyz) 

echo "a = $a" # a= 
param5= 

a=S{param5:+xyz} 

echo "a = Sa" # a= 


# Different result from a=S$ {param5+xyz } 


param6=123 
a=S${param6:+xyz} 
echo "a = Sa" # a= xyz 
$(parameter?err msg}, ${parameter: ?err_msg} 
If parameter set, use it, else print err_msg and abort the script with an exit status of 1. 


Both forms nearly equivalent. The : makes a difference only when parameter has been declared 
and is null, as above. 
Example 10-7. Using parameter substitution and error messages 


#!/bin/bash 


Check some of the system's environmental variables. 

This is good preventative maintenance. 

If, for example, SUSER, the name of the person at the console, is not set, 
+ the machine will not recognize you. 


SE E db HE 
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S{HOSTNAME?} S{USER?} ${HOME?} S(MAIL?) 
echo 
echo "Name of the machine is $HOSTNAME." 
echo “vem ars KUSER- Y 

echo "Your home directory is $HOME." 
echo "Your mail INBOX is located in $MAIL." 

echo 

echo "If you are reading this message," 

echo "critical environmental variables have been set." 
echo 

echo 


The $(variablename?) construction can also check 
+ for variables set within the script. 
ThisVariable-Value-of-ThisVariable 

Note, by the way, that string variables may be set 
+ to characters disallowed in their names. 

S$(ThisVariable?) 
echo "Value of ThisVariable is $ThisVariable". 


echo; echo 


S(ZZXy23AB?"ZZXy23AB has not been set.") 
Since ZZXy23AB has not been set, 
+ then the script terminates with an error message. 


You can specify th rror messag 
S{variablename?"ERROR MESSAGE") 


Same result with: dummy variable-$(ZZXy23AB?) 
dummy variable-$(ZZXy23AB?"ZXy23AB has not been set.") 


echo $(ZZXy23AB?) >/dev/null 


Compare these methods of checking whether a variable has been set 
ap weil “Maer cU 


echo "You will not see this message, because script already terminated." 


HERE=0 
exit SHERE # Will NOT exit here. 


iy dum FAG, Coie Seite mikil merimo Bim exit Sitachs (Sele 99) ex I. 
Example 10-8. Parameter substitution and "usage" messages 


#!/bin/bash 
# usage-message.sh 


$(1?"Usage: $0 ARGUMENT") 
# Script exits here if command-line parameter absent, 
#+ with following error message. 
# usage-message.sh: 1: Usage: usage-message.sh ARGUMENT 
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echo "These two lines echo only if command-line parameter given." 
echo "command-line parameter = \"S1\"" 


exit 0 f$ Will exit here only if command-line parameter present. 


# Check the exit status, both with and without command-line parameter. 
# If command-line parameter present, then "$?" is 0. 
ap alae anole; "edgkeaci exe step "ILS 


Parameter substitution and/or expansion. The following expressions are the complement to the match in 
expr string operations (see Example 16-9). These particular ones are used mostly in parsing file path names. 


Variable length / Substring removal 


${#var} 
String length (number of characters in $var). For an array, ${#array} is the length of the first 
element in the array. 


$^; Exceptions: 


Y 
${#*} and ${#@} give the number of positional parameters. 

9 For an array, ${#array[*]} and ${#array[@]} give the number of elements in 
the array. 


Example 10-9. Length of a variable 


#!/bin/bash 
# length.sh 


E_NO_ARGS=65 


if [ $$ -eq 0] # Must have command-line args to demo script. 

then 
echo "Please invoke this script with one or more command-line arguments." 
exit $E NO ARGS 


ita 


var01l=abcdEFGH28ij 

echo "var01 = S{var0l1}" 

echo "Length of var01 = S{#var01}" 
# Now, let's try embedding a space. 
var02="abcd EFGH28ij" 

echo "var02 = S{var02}" 

echo "Length of var02 = S{#var02}" 


echo "Number of command-line arguments passed to script = S{#@}" 
echo "Number of command-line arguments passed to script S{#*}" 


wei, (0) 


${var#Pattern}, ${var##Pattern} 


${var#Pattern} Remove from $var the shortest part of $Pattern that matches the front end 
of $var. 
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${var##Pattern} Remove from $var the longest part of $Pat tern that matches the front 


of Svar. 


A usage illustration from Example A-7: 


# Function from "days-between.sh" example. 


# Strips leading zero(s) 


strip leading zero () # 
{ Tt 

return=$ {1#0} # 
} # 


from argument passed. 


Strip possible leading zero(s) 

from argument passed. 

The "T" refers to "ST" —— passed arg. 

The "0" is what to remove from "$1" —- strips zeros. 


Manfred Schwarb's more elaborate variation of the above: 


strip leading zero2 () 4 
{ # 
shopt -s extglob # 
local val=S{1##+(0)} # 
shopt -u extglob # 


Strip possible leading zero(s), since otherwise 
Bash will interpret such numbers as octal values. 
Turn on extended globbing. 

Use local variable, longest matching series of O's. 
Turn off extended globbing. 


.Strip leading zero2-$(val:-0) 


# 
} 


Another usage illustration: 


echo ~“basename S$PWD' 
echo "S{PWD##*/}" 


echo 

echo ~basename $0^ 
echo $0 

echo "S{0##*/}" 
echo 


filename=test.data 
echo "${filename##*.}" 


Iie 3üepxodE was O, tercia Q imorse gu V". 


Basename of current working directory. 
Basename of current working directory. 


Name of script. 
Name of script. 
Name of script. 


data 
Extension of filename. 


${var%Pattern}, ${var%%Pattern} 


end 


${var % Pattern} Remove from $var the shortest part of SPattern that matches the back end 


of Svar. 


${var % % Pattern} Remove from $var the longest part of $Pat tern that matches the back end 


of Svar. 


Version 2 of Bash added additional options. 


Example 10-10. Pattern matching in parameter substitution 


#!/bin/bash 
# patt-matching.sh 


# Pattern matching using the # 


varl=abcd12345abc6789 


## $ $$ parameter substitution operators. 


patternl-a*c 4d * (wild card) matches everything between a - c. 
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echo 
echo "varl = $varl" 4 abcd12345abc6789 
echo Vyar = Siwencil yY # abcd12345abc6789 
# (alternate form) 

echo "Number of characters in ${varl} = ${#var1}" 
echo 
echo "patternl = $patternl" 4 a*c (everything between 'a' and 'c') 

cho " "n 

echo 'S{varl#$patternl} =' "S{varl#Spatternl}" d d12345abc6789 
# Shortest possible match, strips out first 3 characters abcd12345abc6789 
E: AKAAA |-] 

echo 'S{varl##Spatternl} =' "S${varl##$patternl}" # 6789 
# Longest possible match, strips out first 12 characters  abcd12345abc6789 
# NANNAN | RET Ay BT pd a ey | 


echo; echo; echo 


pattern2=b*9 # everything between 'b' and '9' 
echo "varl = $varl" # Still  abcd12345abc6789 
echo 
echo "pattern2 = $pattern2" 
cho " "n 
echo 'S{varl%Spattern2} =' "S{varl%Spattern2}" d abcd12345a 


Shortest possible match, strips out last 6 characters  abcd12345abc6789 


^A^^^ Jem 


echo 'S$(varl$$pattern2) =' "S{varl%%sSpattern2}" d a 
Longest possible match, strips out last 12 characters  abcd12345abc6789 


AASA | cle c AMLIolgapt | 


Remember, 4 and ## work from the left end (beginning) of string, 


o 


% and %% work from the right end. 


echo 


exit 0 
Example 10-11. Renaming file extensions: 


!/bin/bash 
rfe.sh: Renaming file extensions. 


rfe old_extension new_extension 


Example: 
To rename all *.gif files in working directory to *.jpg, 
IS. Clie jeg] 


E_BADARGS=65 


case S# in 
(0) {| 30) # The vertical bar means "or" in this context. 
echo "Usage: ^basename $0° old file suffix new file suffix" 
exit $E BADARGS # If 0 or 1 arg, then bail out. 
ar 


esac 


For iles mim = Sil 
# Traverse list of files ending with lst argument. 
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do 
mv $filename ${filename%$1}$2 
# Strip off part of filename matching 1st argument, 
#+ then append 2nd argument. 

done 


exit 0 


Variable expansion / Substring replacement 
These constructs have been adopted from ksh. 
${var:pos} 
Variable var expanded, starting from offset pos. 
${var:pos:len} 
Expansion to a max of len characters of variable var, from offset pos. See Example A-13 for an 
example of the creative use of this operator. 
${var/Pattern/Replacement } 
First match of Pattern, within var replaced with Replacement. 


If Replacement is omitted, then the first match of Pattern is replaced by nothing, that is, 
deleted. 

${var//Pattern/Replacement } 
Global replacement. All matches of Pattern, within var replaced with Replacement. 


As above, if Replacement is omitted, then all occurrences of Pattern are replaced by nothing, 
that is, deleted. 


Example 10-12. Using pattern matching to parse arbitrary strings 


#!/bin/bash 


varl=abcd-1234-defg 
echo "varl = $varl" 


t=S{varl#*—*} 

eeh Wiveueil Gira Gwweuewicinalinve;, Wg to ame Siioellluvcliine; rirse = Sicrealjoysierel omic) = STY 
t=S{varl#*-} works just the same, 

+ since # matches the shortest string, 

+ and * matches everything preceding, including an empty string. 
(Thanks, Stephane Chazelas, for pointing this out.) 


t=S{varl##*—* } 
echo Witte varl Coates ~ "XU XU. ieSieemis: emoty Etita vanl = Sic 


t-S$S[(varl£$*-*) 


echo "varl (with everything from the last - on stripped out) - $t" 
echo 

# 

path_name=/home/bozo/ideas/thoughts.for.today 

# 

echo "path name = S$path name" 

t=$ {path_name##/*/} 

echo "path_name, stripped of prefixes = St" 

# Same effect as t-'basename $path_name` in this particular case. 
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t=S{path_name%/}; t=S{t##*/} is a more general solution, 
+ but still fails sometimes. 

If $path name ends with a newline, then ‘basename $path name' will not work, 
+ but the above expression will. 

(Thanks, 9.C€.) 


t=$ {path_name%/*.*} 


Same effect as t= dirname $path name' 
echo "path_name, stripped of suffixes = St" 
WSs; Walllil cenil alm: Gomes Cases, Sui ae 7.0/7. WOSA i Noel, T/T. 


Removing suffixes, especially when the basename has no suffix, 
+ but the dirname does, also complicates matters. 
(Thanks, 9.C€.) 


ecno 


t=$ {path_name:11} 

eche YSperh- mans, wiea first lil chars Gieialjojorsye! (oucir = Sic! 
t=${path_name:11:5} 

echo YSrpathi mans, wora. irer Li. Chars Sicweljsjoacl ori, lencrta 5 e Su" 


ecno 


t-$(path, name/bozo/clown) 

echo "$path name with \"bozo\" replaced by \"clown\" = $t" 
t=$ {path_name/today/ } 

echo "Spath_name with \"today\" deleted = $t" 

t=$ {path_name//o/0} 

echo "Spath_name with all o's capitalized = $t" 
t=${path_name//o/} 

echo "Spath_name with all o's deleted = St" 


exit 0 
${var/#Pattern/Replacement } 

If prefix of var matches Pattern, then substitute Replacement for Pattern. 
${var/%Pattern/Replacement } 

If suffix of var matches Pattern, then substitute Replacement for Pattern. 


Example 10-13. Matching patterns at prefix or suffix of string 


#!/bin/bash 
# var-match.sh: 
# Demo of pattern replacement at prefix / suffix of string. 


v0=abc1234zip1l234abc # Original variable. 
echo "v0 = $v0" # abci234zipl234abc 
echo 


# Match at prefix (beginning) of string. 

vl=S {v0/#abc/ABCDEF } abci234zip1234abc 
I=] 

echo "vl = Svi" ABCDEF1234zip1234abc 
I====| 


ir Mawa aw SWE (E OIF STNE 
v2=${v0/%abc/ABCDEF} abci1234zip123abc 

E 
echo "v2 = $v2" abc1234zip1234ABCDEF 
[ize 
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# 


# Must match at beginning / end of string, 


#+ otherwise no replacement results. 


# 


v3=S {v0/#123/000} 
ache “yw3 = Sw 


v4=S {v0/%123/000} 
echo "v4 = $v4" 


publ. (0) 


Matches, but not at beginning. 
abc1234zipl234abc 

O REPLACEMENT. 

Matches, but not at end. 
abci234zip1234abc 

O REPLACEMENT. 


dE JE db db db dE 


${!varprefix*},${!varprefix@} 
Matches names of all previously declared variables beginning with varprefix. 


# This is a variation 
i? BEG, weiesalein 2.04, 


xyz23=whatever 


xyz24= 
a=S{!xyz*} 
EAS EAS ^ 
echo "a = $a" 
a=S{!xyz@} 
echo "a = Sa" 
exce «e Waa 


abc23-something els 
b=S{!abc*} 

echo "b = Sb" 
c=S{!b} 

echo $c 


+ 


on indirect reference, but with a * or @. 
adds this feature. 


Expands to *names* of declared variables 
beginning with "xyz" 

a= xyz23 xyz24 

Same as above. 

a= xyz23 xyz24 


b = abc23 


Now, the more familiar type of indirect reference. 


something_else 
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What needs this iteration, woman? 
--Shakespeare, Othello 


Operations on code blocks are the key to structured and organized shell scripts. Looping and branching 
constructs provide the tools for accomplishing this. 


11.1. Loops 


A loop is a block of code that iterates [52] a list of commands as long as the loop control condition is true. 
for loops 


for argin [list] 
This is the basic looping construct. It differs significantly from its C counterpart. 


for argin[list] 
do 

command (s)... 
done 


£^; During each pass through the loop, arg takes on the value of each successive variable 
in the list. 


Poe erg alin YSweiel" WENWeuc Vya cus Mesi 
# In pass 1 of the loop, arg = $varl 
# In pass 2 of the loop, arg = $var2 
# In pass 3 of the loop, arg $var3 
# 
# 


In pass N of the loop, arg = $varN 


# Arguments in [list] quoted to prevent possible word splitting. 
The argument 1ist may contain wild cards. 


If do is on same line as for, there needs to be a semicolon after list. 


for argin[1ist];do 


Example 11-1. Simple for loops 


#!/bin/bash 
# Listing the planets. 


for planet in Mercury Venus Earth Mars Jupiter Saturn Uranus Neptune Pluto 
do 


echo $planet # Each planet on a separate line. 
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done 


echo; echo 


for planet in "Mercury Venus Earth Mars Jupiter Saturn Uranus Neptune Pluto" 
# All planets on same line. 
4 Entire 'list' enclosed in quotes creates a single variable. 
# Why? Whitespace incorporated into the variable. 


do 
echo $planet 
done 


echo; echo "Whoops! Pluto is no longer a planet!" 


temi. (0) 


Each [list] element may contain multiple parameters. This is useful when processing parameters 
in groups. In such cases, use the set command (see Example 15-16) to force parsing of each [1ist] 
element and assignment of each component to the positional parameters. 


Example 11-2. for loop with two parameters in each [list] element 


#!/bin/bash 
# Planets revisited. 


# Associate the name of each planet with its distance from the sun. 


for planet in "Mercury 36" "Venus 67" "Earth 93" "Mars 142" "Jupiter 483" 
do 
set -- $planet #  Parses variable "planet" 
#+ and sets positional parameters. 
The "--" prevents nasty surprises if Splanet is null or 
+ begins with a dash. 


May need to save original positional parameters, 
+ since they get overwritten. 
One way of doing this is to use an array, 


original_params=("S@") 
exeo S S2, (00)(0).-. (0(0(0) milas rrom raS Sivan 
SaaS two tabs concatenate zeroes onto parameter $2 


a (Woeinlkes:, S.C, 7, tei ceehan @llaieakirsieenc soy, )) 


e» (0) 


A variable may supply the [list] ina for loop. 


Example 11-3. Fileinfo: operating on a file list contained in a variable 


#!/bin/bash 
# fileinfo.sh 


FILES="/usr/sbin/accept 
/usr/sbin/pwck 
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/usr/sbin/chroot 
/usr/bin/fakefile 
/sbin/badblocks 
/sbin/ypbind" # List of files you are curious about. 
# Threw in a dummy file, /usr/bin/fakefile. 
echo 


Ow rile ium Si IUS 


do 
tt p ) Se statem] # Check if file exists. 
then 
echo "Sfile does not exist."; echo 
continue # On to next. 
aal 
1g =i Szile | awk V4 prime Se Y idk galee WS pU e aeae, 2 duse 
whatis ^basename $file' s Hale Daro, 


# Note that the whatis database needs to have been set up for this to work. 
# To do this, as root run /usr/bin/makewhatis. 
echo 

done 


ew () 


The [list] ina for loop may be parameterized. 


Example 11-4. Operating on a parameterized file list 


#!/bin/bash 
filename="*txt" 


for file in $filename 

do 

echo "Contents of $file" 
Choma. 

ete, Wisiea Ile! 

echo 

done 


If the [list] ina for loop contains wild cards (* and ?) used in filename expansion, then globbing 
takes place. 


Example 11-5. Operating on files with a for loop 


#!/bin/bash 
# list-glob.sh: Generating [list] in a £or-loop, using "globbing™ 
# Globbing = filename expansion. 


echo 


roe wills ain 7 


# ^ Bash performs filename expansion 
#+ on expressions that globbing recognizes. 
do 
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ie) SIL Wiehe i daisies) alil ilee shin SAND (eerie (liberexe rou) 5 
Recall that the wild card character "*" matches every filename, 
+ however, in "globbing," it doesn't match dot-files. 


If the pattern matches no file, it is expanded to itself. 
To prevent this, set the nullglob option 

Es (singe =a muillekaan 
Ieis Sn Eh 


done 
echo; echo 


foe ine 3um [g7 


do 
je) cde rabie # Removes only files beginning with "j" or "x" in SPWD. 
cho "Removed file \"Sfile\"". 

done 

echo 

exit 0 


Omitting the in [list] part of a for loop causes the loop to operate on $@ -- the positional 
parameters. A particularly clever illustration of this is Example A-15. See also Example 15-17. 


Example 11-6. Missing in [list] ina for loop 


#!/bin/bash 


# Invoke this script both with and without arguments, 
#+ and see what happens. 


POL ci 
do 
exo =m “Se U 


done 


# The 'in list' missing, therefore the loop operates on '$Q' 
#+ (command-line argument list, including whitespace). 


echo 


exit 0 


It is possible to use command substitution to generate the [list] in a for loop. See also Example 
16-54, Example 11-11 and Example 16-48. 


Example 11-7. Generating the [list] in a for loop with command substitution 


#!/bin/bash 
#  for-loopemd.sh: for-loop with [list] 
#+ generated by command substitution. 


INUIMEIHRS="2) 7 3 8 ST DY 


EOL Atmos sim ecm SNUMSTDRS  — wr Cor sowwuloex alin S € S3 G 975.53 
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do 
echo -n "$number " 
done 


echo 
exit 0 


Here is a somewhat more complex example of using command substitution to create the [list]. 


Example 11-8. A grep replacement for binary files 


#!/bin/bash 
# bin-grep.sh: Locates matching strings in a binary file. 


# A "grep" replacement for binary files. 
# Similar effect to "grep -a" 


E_BADARGS=65 
E NOFILE-66 


ae | Si ee) 2 | 


then 
echo "Usage: 'basename $0° search string filename" 
exit $E BADARGS 

irat 

mies die Tt ane Mey | 

then 


echo "File \"$2\" does not exist." 
exit $E NOFILE 


EA 

IFS=$'\012' # Per suggestion of Anton Filippov. 
# was: IFS="\n" 

pOr wore 3um §( Stwimes "$2" || graa VS ) 


# The "strings" command lists strings in binary files. 
# Output then piped to "grep", which tests for desired string. 
do 
echo $word 
done 


# As S.C. points out, lines 23 - 30 could be replaced with the simpler 
# Si¢msings "SZ" | grep VSI | aie =e YSS VN] 
# Try something like "./bin-grep.sh mem /bin/1s" 


#+ to exercise this script. 


exit 0 


More of the same. 


Example 11-9. Listing all users on the system 


#!/bin/bash 
# userlist.sh 


PASSWORD_FILE=/etc/passwd 
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i-i # User number 

for name in $(awk 'BEGIN(FS-":")(print $1)' < "S$PASSWORD FILE" ) 
# Bere separator ES AA^A^A^^^ 

TETINE SEITSE Sra RANTAAN 

# Get input from password EcL dle /etc/passwd AKKKAKKAKRAKRAAKAAKRA 
do 


echo "USER #$n = Sname" 
let "n += 1" 


done 

# USER #1 = root 

# USER #2 = bin 

# USER #3 = daemon 


# USER #33 = bozo 
exit $? 


# Discussion: 

# Set a Se eS 

# How is it that an ordinary user, or a script run by same, 

#+ can read /etc/passwd? (Hint: Check the /etc/passwd file permissions.) 
# Is this a security hole? Why or why not? 


Yet another example of the [List] resulting from command substitution. 


Example 11-10. Checking all the binaries in a directory for authorship 


#!/bin/bash 
# findstring.sh: 
# Find a particular string in the binaries in a specified directory. 


directory=/usr/bin/ 


fstring="Free Software Foundation" # See which files come from the FSF. 
oa Geille ajay (C anel Sehieecromy Cya ut exe FY | Boies } 
do 

Serrin ic 9P le || Grao VSiesiciening"! || sec =e Uses oy" 


# In the "sed" expression, 
#+ it is necessary to substitute for the normal "/" delimiter 
#+ because "/" happens to be one of the characters filtered out. 
# Failure to do so gives an error message. (Try it.) 

done 


exit $? 


# Exercise (easy): 
# 
# Convert this script to take command-line parameters 
#+ for $directory and $fstring. 


A final example of [1ist] /command substitution, but this time the "command" is a function 


generate list () 
{ 


echo "one two three" 


for word in $(generate_list) # Let "word" grab output of function. 
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do 
echo "Sword" 
done 
# one 


# two 
# three 


The output of a for loop may be piped to a command or commands. 


Example 11-11. Listing the symbolic links in a directory 


#!/bin/bash 
# symlinks.sh: Lists symbolic links in a directory. 


directory-S$(1-'pwd') 
Defaults to current working directory, 


+ if not otherwise specified. 
Equivalent to code block below. 
ARGS-1 Expect one command-line argument. 
if [ $$ -ne "SARGS" ] Jit AOL db Aico a. 
then 
directory= pwd current working directory 
else 
directory=$1 
fala 


echo "ssmoglse sede. alm Chimeceromy \VSchuiaacremy y" 


wore ile aig "USC ideal Schimecicormy yos il V # -type 1 = symbolic links 
do 
echa Sita ike 
done | sort # Otherwise file list is unsorted. 


Strictly speaking, a loop isn't really necessary here, 
+ since the output of the "find" command is expanded into a single word. 
However, it's easy to understand and illustrative this way. 


As Dominik 'Aeneas' Schnitzer points out, 
T tailing ibo Gote Sl ime Seclimeacicomy —cyjoe. L ) 
+ will choke on filenames with embedded whitespac 
containing whitespace. 


exit 0 


# 
# Jean Helou proposes the following alternative: 


echo "symbolic links in directory \"$directory\"" 

# Backup of the current IFS. One can never be too cautious. 
OLDIFS-SIFS 

JL Sg 


one rile sue. S(r rimel Scliicecie@iay rye L printi WyoS iiss") 


do i AKKKRKRKAAAKRAKRARAAA 
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echo "Sfile" 
done|sort 


# And, James "Mike" Conley suggests modifying Helou's code thusly: 


OLDIFS-SIFS 


IFS='' 4 Null IFS means no word breaks 
joue ies aue Sh cioe Selimeetomy Se\yjoe JL Jj) 
do 

echo $file 

done | sort 


# This works in the "pathological" case of a directory name having 

#+ an embedded colon. 

# "This also fixes the pathological case of the directory name having 

#+ a colon (or space in earlier example) as well." 

The stdout of a loop may be redirected to a file, as this slight modification to the previous example 
shows. 


Example 11-12. Symbolic links in a directory, saved to a file 


#!/bin/bash 
# symlinks.sh: Lists symbolic links in a directory. 


OUTFILE-symlinks.list # save-file 


directory-S$(1-'pwd') 
# Defaults to current working directory, 
#+ if not otherwise specified. 


J 


echo "symbolic links in directory \"$directory\"" > "SOUTFILE 


gig: Y WU xs UNSKOJUDI ID Ion o 
woe dcs de. sog US rime SCliwacicomy type I yY # -type 1 = symbolic links 
do 
echo "Sfile" 
cone | Sore Ss VOLUI # stdout of loop 
# QU DI DD TD redirected to save file. 


# echo "Output file = $OUTFILE 


exit $? 


There is an alternative syntax to a for loop that will look very familiar to C programmers. This 
requires double parentheses. 


Example 11-13. A C-style for loop 


#!/bin/bash 
# Multiple ways to count up to 10. 


echo 
# Standard syntax. 


foie x«i am dL 2 3 4 5 6 7 S9 9 IQ 
do 


Chapter 11. Loops and Branches 145 


Advanced Bash-Scripting Guide 


acing =a Voa Y 
done 
echo; echo 
Sp WE + 
wr Usb; "sexe s 
fOr um aus ~ sec; ILO” 
do 
ceho =m Vege Y 
done 
echo; echo 
das i 
# Using brace expansion 
# Bash, version 3+. 
Loup DESEE 
do 
echo =a Ysa Y 
done 
echo; echo 
St E + 
# Now, let's do the same, using C-like syntax. 
LIMIT=10 
for acl a <= Hamil asd) # Double parentheses, and naked "LIMIT" 
do 
exelmo. —i Vsa Y 
done # A construct borrowed from ksh93. 
echo; echo 
# + re 


# Let's use the 


FOR 
do 


(amiy lec 
# The comma 

echo -n 
done 
echo; echo 


epaic (9) 


C "comma operator" to increment two variables simultaneously. 


ei <= digni E qupeen dera) )) 
concatenates operations. 


"$a-$b " 


See also Example 27-16, Example 27-17, and Example A-6. 


Now, a for loop used in a "real-life" context. 


Example 11-14. Using efax in batch mode 
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#!/bin/bash 
# Faxing (must have 'efax' package installed). 


EXPECTED_ARGS=2 
E_BADARGS=85 


MODEM_PORT="/dev/ttyS2" # May be different on your machine. 
LÀ QS PCMCIA modem card default port. 


if [ $$ -ne SEXPECTED. ARCS ] 
# Check for proper number of command-line args. 


then 
echo "Usage: 'basename $0' phones text-file" 
exit $E BADARGS 
f 
ase [pod "SW Y 
then 
Secho Virila S2 iS nor 2) TxE gue." 
# File is not a regular file, or does not exist. 
exit $E_BADARGS 
ical 
fax make $2 # Create fax-formatted files from text files. 


for file in $(1s $2.0*) 4  Concatenate the converted files. 
# Uses wild card (filename "globbing") 
#+ in variable list. 


do 
BIE edETLIL Jeu3L lien 
done 
efax -d "SMODEM PORT" e "TSI" Sfil # Finally, do the work. 


# Trying adding -ol if above line fails. 


# As S.C. points out, the for-loop can be eliminated with 
# efax -d /dev/ttyS2 -ol -t "T$1" $2.0* 
Wr IOUS SEU nOr CMe cus TASES eea] s 


exit ©? # Also, efax sends diagnostic messages to stdout. 


$^; The keywords do and done delineate the for-loop command block. However, these 
may, in certain contexts, be omitted by framing the command block within curly 
brackets 


Cor Lins ls. mss ny 
# No do! 
{ 


exelmg; sia Vs: sian Se 


um. 


# No done! 


# Outputs: 


w- qL xaesc Wh mess (pe mms AD vsXrl Um. coss cep ues OW] exeso Peroceses- MON A/a) s 


+ 


# And, echo $? returns 0, so Bash does not register an error. 
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echo 
BUI, nore chac aim a Classe ftou-l1og9-r fore im aim ete] 
+ a terminal semicolon is required. 
tore m iin dL 2 3 


1! echo =a "Sm Me} 


^ 


Thank you, YongYe, for pointing this out. 
while 
This construct tests for a condition at the top of a loop, and keeps looping as long as that condition is 


true (returns a 0 exit status). In contrast to a for loop, a while loop finds use in situations where the 
number of loop repetitions is not known beforehand. 


while[ condition] 
do 
command (s)... 
done 
The bracket construct in a while loop is nothing more than our old friend, the test brackets used in an 


if/then test. In fact, a while loop can legally use the more versatile double-brackets construct (while [[ 
condition ]]). 


As is the case with for loops, placing the do on the same line as the condition test requires a 
semicolon. 


while[ condition];do 


Note that the test brackets are not mandatory in a while loop. See, for example, the getopts construct. 


Example 11-15. Simple while loop 


#!/bin/bash 


var0=0 
LIMIT=10 
while [ "Svar0" —-Tt "SLIMET" ] 
# ^ ^ 
# Spaces, because these are "test-brackets" 
do 
echa cim "SweueQ) 1 # -n suppresses newline. 
d = Space, to separate printed out numbers. 
var0= expr Svar0 + 1^ # var0=S (($var0+1) ) also works. 
i? weuelm S ((GyeueO + D) also orks: 
# let "varO += 1" also works. 
done # Various other methods also work. 
echo 
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exit 0 
Example 11-16. Another while loop 


#!/bin/bash 


echo 
# Equivalent to: 
Wolke [ WVWSweucil" We "exl" ] s wine test C" Swesel l= Yamel 
do 
echo "Input variable #1 (end to exit) " 
reac. wen dl # Not 'read $varl' (why?). 
echo "variable #1 = Svari" # Need quotes because of "#" 


# If input is 'end', echoes it her 
# Does not test for termination condition until top of loop. 
echo 

done 


ewe © 


A while loop may have multiple conditions. Only the final condition determines when the loop 
terminates. This necessitates a slightly different loop syntax, however. 


Example 11-17. while loop with multiple conditions 


#!/bin/bash 


varl=unset 
previous=Svarl 


while echo "previous-variable = S$previous" 
echo 
previous-$varl 
[ "$Svarl" l= end ] 4 Keeps track of what $varl was previously. 


# Four conditions on *while*, but only the final one controls loop. 
# The *last* exit status is the one that counts. 
do 
echo "Input variable #1 (end to exit) " 
read varl 
echo "variable #1 = $var1" 
done 


# Try to figure out how this all works. 
# It's a wee bit tricky. 


exit 0 

As with a for loop, a while loop may employ C-style syntax by using the double-parentheses construct 
(see also Example 8-5). 

Example 11-18. C-style syntax in a while loop 

#!/bin/bash 


i? Wollogee.siag Comm: io LO ata a Vinita” loop. 
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LIMIT-10 # 10 iterations. 
a=1 


while [ "$a" -le SLIMIT ] 
do 
echo =a "Uem Y 
let "a+=1" 
done # No surprises, so far. 


echo; echo 


# + " 
# Now, we'll repeat with C-like syntax. 


((m = 1) # a-1 
# Double parentheses permit space when setting a variable, as in C. 


while (( a <= LIMIT )) # Double parentheses, 

do #+ and no "S$" preceding variables. 
echo -n "Sa " 
((a += 1)) # let "at=1" 


# Yes, indeed. 
# Double parentheses permit incrementing a variable with C-like syntax. 
done 


echo 
# C and Java programmers can feel right at home in Bash. 


exit 0 
Inside its test brackets, a while loop can call a function. 


t=0 
condit om, Jd 
{ 

((Gesr)) ) 


ae). Sie 35g 5 ] 


then 

return 0 # true 
else 

return 1 # false 
ít 


while condition 


# AKRAKAKRAAA 
d MAG ELEMm Call- == rowwe lose cera S - 
do 
exeo USE genes i = SE" 
done 


# Still going: 
i? Siew yoga 
# Still going: 
# Still going: 


Ge fat eu tar 
ll 
mB WHE 
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Similar to the if-test construct, a while loop can omit the test brackets. 


while condition 
do 

command (s) 
done 


By coupling the power of the read command with a while loop, we get the handy while read construct, 
useful for reading and parsing files. 


cat Sfilename | 4 Supply input from a file. 
while read line # As long as there is another line to read ... 


while read valu # Read one data point at a time. 
do 

iwe=S (echo "scueleSsCs Sr + Sweudwe" | lee) 

(( ctt )) 
done 


am-$(echo "scale-$SC; Srt / Sct" | bc) 


echo $am; return $ct # This function "returns" TWO values! 
i? (CeubhEsLouod aeu: Ibsticic ke: wiiee oi deXoxe mok alice Ser S Daal 
# To handle a larger number of data points, 
#+ simply comment out the "return Sct" above. 
} «"$datafile" # Feed in data file. 


-& A while loop may have its st din redirected to a file by a < at its end. 


A while loop may have its st din supplied by a pipe. 
until 
This construct tests for a condition at the top of a loop, and keeps looping as long as that condition is 
false (opposite of while loop). 
until [| condition-is-true] 
do 
command (s)... 


done 


Note that an until loop tests for the terminating condition at the top of the loop, differing from a 
similar construct in some programming languages. 


As is the case with for loops, placing the do on the same line as the condition test requires a 
semicolon. 


until [| condition-is-true];do 


Example 11-19. until loop 
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#!/bin/bash 


END_CONDITION=end 


mci | "Seuil" = “SiN (CIONDILIIQN | 
# Tests condition here, at top of loop. 
do 


echo "Input variable #1 " 
echo "(SEND CONDITION to exit)" 
read varl 
echo "variable #1 = $varl" 
echo 
done 


+ --- i 


ur AS wita Vite’ woel malle” iloejss, 
#+ an "until" loop permits C-like test constructs. 


LIMIT-10 
var-0 


ioral ( weise S dbgndüb 2) 

Clots iit ee = Are. No brackets, no $ prefixing variables. 
exeo =a Uyan UV 
CE yar J) 

done » 09323751679 9 10 


exit 0 


How to choose between a for loop or a while loop or until loop? In C, you would typically use a for loop 
when the number of loop iterations is known beforehand. With Bash, however, the situation is fuzzier. The 
Bash for loop is more loosely structured and more flexible than its equivalent in other languages. Therefore, 
feel free to use whatever type of loop gets the job done in the simplest way. 


11.2. 


Nested Loops 


A nested loop is a loop within a loop, an inner loop within the body of an outer one. How this works is that 
the first pass of the outer loop triggers the inner loop, which executes to completion. Then the second pass of 
the outer loop triggers the inner loop again. This repeats until the outer loop finishes. Of course, a break 
within either the inner or outer loop would interrupt this process. 


Example 11-20. Nested Loop 


#!/bin/bash 
# nested-loop.sh: Nested "for" loops. 


outer=1 # Set outer loop counter. 


# Beginning of outer loop. 
Om m am db 2s 4 5 


do 
echo 


"Pass Souter in outer loop." 
" " 


cho 
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inner-1 # Reset inner loop counter. 


# 


# Beginning of inner loop. 
io» Jey ain JL 2 3 4 5 


do 
echo "Pass Sinner in inner loop." 
let "inner+=1" # Increment inner loop counter. 
done 
# End of inner loop. 
# 
let "outer+=1" # Increment outer loop counter. 
echo # Space between output blocks in pass of outer loop. 
done 


# End of outer loop. 


exit 0 


See Example 27-11 for an illustration of nested while loops, and Example 27-13 to see a while loop nested 
inside an until loop. 


11.3 


. Loop Control 


Tournez cent tours, tournez mille tours, 
Tournez souvent et tournez toujours . . . 


--Verlaine, "Chevaux de bois" 


Commands affecting loop behavior 


break, continue 


The break and continue loop control commands [53] correspond exactly to their counterparts in other 
programming languages. The break command terminates the loop (breaks out of it), while continue 
causes a jump to the next iteration of the loop, skipping all the remaining commands in that particular 
loop cycle. 


Example 11-21. Effects of break and continue in a loop 


#!/bin/bash 
LIMIT-19 # Upper limit 


echo 
Gebo Werkmens, Nemasis IL telnirowicia 20) (our moi S$ euarel iil), 


a=0 


vorle | Sa =le “Sino” ] 


do 
a-$(($a*1)) 
ai [ "Sa" seq 3 i) [|] ([ "Sa" -ee IX ] s meelwuceas 3 eue! iil, 
then 
continue # Skip rest of this particular loop iteration. 
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ur 


SCEno An Uem W aa hws will not execute for so) ane) ils 
done 


# Exercise: 
# Why does the loop print up to 20? 


echo; echo 


echo Printing Numbers 1 through 20, but something happens after 2. 
HEE EEE HE HE EEE EE HH HE HE EEE HEH HE EEE E HE EE HE EE ERE E ERE 


# Same loop, but substituting 'break' for 'continue'. 


a-0 
wüeablies [ "Sa" Sie Wer ] 
do 
a-$(($a*1)) 
mde [| WSaw ege 2 ] 
then 
break # Skip entire rest of loop. 
fi 


Scho -m "Ue U 
done 


echo; echo; echo 


ew. () 


The break command may optionally take a parameter. A plain break terminates only the innermost 
loop in which it is embedded, but a break N breaks out of N levels of loop. 


Example 11-22. Breaking out of multiple loop levels 


#!/bin/bash 
# break-levels.sh: Breaking out of loops. 


# "break N" breaks out of N level loops. 
Oe OuiESicllocs aim id 2 3 4 5 


do 
echo -n "Group Souterloop: 


# 
ror imnercloga im 1 2 9 4 5 
do 
echo -n "Sinnerloop " 
aft [| WSaisaimeiciloejo! ee 3) || 
then 
break # Try break 2 to see what happens. 
# ("Breaks" out of both inner and outer loops.) 
iE 3t 
done 
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echo 
done 


echo 


exit 0 

The continue command, similar to break, optionally takes a parameter. A plain continue cuts short 
the current iteration within its loop and begins the next. A continue N terminates all remaining 
iterations at its loop level and continues with the next iteration at the loop, N levels above. 


Example 11-23. Continuing at a higher loop level 


#!/bin/bash 
# The "continue N" command, continuing at the Nth level loop. 


itue CUESIC alin JU JJ E Ww W # outer loop 
do 


schop echo -n Werle Souiecien Y 


# 
ROA  duaureuc- aa dL 27 39 4 $ 6 7 Gg. 9 iO x suave Jloos 
do 
aie [pp Smas ep 3^ d VU Sues c Jan jq] 
then 
continue 2 # Continue at loop on 2nd level, that is "outer loop". 
# Replace above line with a simple "continue" 
# to see normal loop behavior. 
fca 
echo =m Hinnar " s 7 8 9 10 will nor echo om Views rig 
done 
# 
done 


echo; echo 


# Exercise: 
# Come up with a meaningful use for "continue N" in a script. 


exit 0 
Example 11-24. Using continue N in an actual task 


Albert Reiner gives an example of how to use "continue N": 


Suppose I have a large number of jobs that need to be run, with 
any data that is to be treated in files of a given name pattern 
in a directory. There are several machines that access 

this directory, and I want to distribute the work over these 
different boxen. 

Then I usually nohup something like the following on every box: 


+++ H+ 


while true 
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do 
Oe m Ain o39 9. 
do 
[ "Sn" = ".iso.opts" ] && continue 
beta=$ tint 3689. } 
[ -r .Iso.$beta ] && continue 
[ -r .lock.$beta | && sleep 10 && continue 
loekeila r0 -lock -berte ||| contine 
echo -m YSbetas "U^ cate 
run-isotherm $beta 
date 
Jg mus 33099. See 
[ -r .Iso.$beta ] && rm -f .lock.Sbeta 
continue 2 
done 
break 
done 
ee 0) 


# The details, in particular the sleep N, are particular to my 
#+ application, but the general pattern is: 


while true 


do 

for job in (pattern) 
do 

(job already done or running) && continue 

(mark job as running, do job, mark job as done) 

continue 2 
done 
break # Or something like 'sleep 600' to avoid termination. 

done 
This way the script will stop only when there are no more jobs to do 

+ (including jobs that were added during runtime). Through the use 
+ of appropriate lockfiles it can be run on several machines 
+ concurrently without duplication of calculations [which run a couple 
+ of hours in my case, so I really want to avoid this]. Also, as search 
+ always starts again from the beginning, one can encode priorities in 
+ the file names. Of course, one could also do this without "continue 2', 
+ but then one would have to actually check whether or not some job 
+ was done (so that we should immediately look for the next job) or not 
+ (in which case we terminate or sleep for a long time before checking 
+ for a new job). 


The continue N construct is difficult to understand and tricky to use in any 
meaningful context. It is probably best avoided. 


11.4. Testing and Branching 


The case and select constructs are technically not loops, since they do not iterate the execution of a code 
block. Like loops, however, they direct program flow according to conditions at the top or bottom of the 


block. 


Controlling program flow in a code block 


case (in) / esac 
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The case construct is the shell scripting analog to switch in C/C++. It permits branching to one of a 
number of code blocks, depending on condition tests. It serves as a kind of shorthand for multiple 
if/then/else statements and is an appropriate tool for creating menus. 


case "$variable" in 


"$condition1" ) 
command... 


9 


"$condition2" ) 
command... 


9 


esac 


in 


© Quoting the variables is not mandatory, since word splitting does not take 
place. 

0 Each test line ends with a right paren ). [54] 

9 Each condition block ends with a double semicolon ;;. 

9 If a condition tests true, then the associated commands execute and the case 
block terminates. 

© The entire case block ends with an esac (case spelled backwards). 


Example 11-25. Using case 


#!/bin/bash 
# Testing ranges of characters. 


echo; echo "Hit a key, then hit return." 
read Keypress 


case "SKeypress" in 
[it Lowers] ] ) echo "Lowercase letter";; 
[[:upper:] ] ) echo "Uppercase letter";; 
[0=9] ) SCN CERENA 
* ) echo "Punctuation, whitespace, or other";; 
esac # Allows ranges of characters in [square brackets], 
#+ or POSIX ranges in [[double square brackets. 


In the first version of this example, 
+ the tests for lowercase and uppercase characters were 
ap ber] uel DEN] S 
This no longer works in certain locales and/or Linux distros. 
POSIX is more portable. 
Thanks to Frank Wang for pointing this out. 


Exercise: 


As the script stands, it accepts a single keystroke, then terminates. 
Change the script so it accepts repeated input, 

+ reports on each keystroke, and terminates only when "X" is hit. 
Hint: enclose everything in a "while" loop. 
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exit 0 
Example 11-26. Creating menus using case 


#!/bin/bash 
# Crude address database 


clear # Clear the screen. 


echo " Comeaeie ibauenc |! 

Sele YE oce H 

echo "Choose one of the following persons:" 
echo 

echo "[E]vans, Roland" 

echo "[J]ones, Mildred" 

echo "[S]mith, Julie" 

echo "[Z]ane, Morris" 

echo 


read person 


case "Sperson" in 
# Note variable is quoted. 


Ung Meurs 

# Accept upper or lowercase input. 
echo 

echo "Roland Evans" 

Seino "SYL Mia Si ipu 

echo "Hardscrabble, CO 80753" 

echo "USOSP T3499 ya" 

eelmo VASOS 794—959. ig" 

echo "revans@zzy.net" 

echo "Business partner & old friend" 


vr 


# Note double semicolon to terminate each option. 


echo "Mildred Jones" 

Sele; ZA. in Tels Sits, Wo, Ig) 
echo "New York, NY 10009" 

Sen, H212) ome ea 

echo, Vg quy (535-09 apa" 

echo "milliej@loisaida.com" 
'Ex-girlfriend" 

Gelao Wieniin Jed. LU 


0) 
Q 
Bi 
[9] 


# Add info for Smith & Zane later. 


ZER) 
# Default option. 
# Empty input (hitting RETURN) fits here, 
echo 
echo "Not yet in database." 


esac 
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echo 


# Exercise: 

# cc SSeS 

# Change the script so it accepts multiple inputs, 

#+ instead of terminating after displaying just one address. 


eie © 


An exceptionally clever use of case involves testing for command-line parameters. 


#! /bin/bash 


CASS WSil alin 
"") echo "Usage: $(044*/) <filename>"; exit SE_PARAM;; 
No command-line parameters, 
or first parameter empty. 
# Note that S{O##*/} is S{var##pattern} param substitution. 
Net result is $0. 


—*) FILENAME-./$1;; # If filename passed as argument ($1) 
starts with a dash, 

replace it with ./$1 

so further commands don't interpret it 
as an option. 


+++ 4 


* ) FILENAME-$1;; A Orhsrwisep Sil. 
esac 


Here is a more straightforward example of command-line parameter handling: 


#! /bin/bash 


while [ $4 -gt 0 J; do 4 Until you run out of parameters 
case "$1" in 
-d|--debug) 
4 "-d" or "--debug" parameter? 
DEBUG-1 
Pr 
cu escam 
CONFFILE="$2" 
shift 
ass | 0 =i SCOMMA TI e iom 
echo "Error: Supplied file doesn't exist!" 
exit SE_CONFFILE # File not found error. 
iE 1 
Pr 
esac 
Slava IEE # Check next set of parameters. 
done 


# From Stefano Falsetto's "Log2Rot" script, 
#+ part of his "rottlog" package. 
# Used with permission. 


Example 11-27. Using command substitution to generate the case variable 


#!/bin/bash 
# case-cmd.sh: Using command substitution to generate a "case" variable. 
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ease S arem ) sim 4$ S( arch ) returns machine architecture. 
4 Equivalent to 'uname -m' 


1386 ) echo "80386-based machine";; 
1486 ) echo "80486-based machine";; 
1586 ) echo "Pentium-based machine";; 
i686 ) echo "Pentium2-4-based machine";; 
ms ) echo "Other type of machine"; ; 
esac 
exit 0 


A case construct can filter strings for globbing patterns. 


Example 11-28. Simple string matching 


#!/bin/bash 
# match-string.sh: Simple string matching 
# wsim~e d "ges" COMSIEMUCT o 


meweh SHE wane; C) 

{ # Exact string match. 

ATCH=0 

E_NOMATCH=90 

PARAMS=2 # Function requires 2 arguments. 
E_BAD_PARAMS=91 


[ $4 -eq SPARAMS ] || return $E BAD PARAMS 


Case VET sm 
"S2WWy parven SMATCH? 


em ) return $E NOMATCH;; 
esac 
} 
a=one 
b=two 
c=three 
d=two 
match_string Sa wrong number of parameters 
echo $? 91 
match string $a $b no match 
echo $? 90 
marem Strine Sloy SE match 
echo $2? 0 
exui. |) 


Example 11-29. Checking for alphabetic input 


#!/bin/bash 
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# isalpha.sh: Using a "case" structure to filter a string. 
SUCCESS-0 


FAILURE-1 # Was FAILURE--1, 
#+ but Bash no longer allows negative return value. 


isalpha () # Tests whether *first character* of input string is alphabetic. 
{ 
ales dpe ec Usu m # No argument passed? 
then 
return SFAILURE 
i231 


case "S1" in 


[a-zA-Z]*) return SSUCCESS;; # Begins with a letter? 
e ] segxEdbue SIVA INR P p 
esac 
} # Compare this with "isalpha ()" function in C. 


isalpha2 () # Tests whether *entire string* is alphabetic. 


{ 
[ $$ -eq 1 ] || return SFAILUR 


d 


case $1 in 
| Nerval |W) seesEieict ANRE, a 
=) sBenETueim SSUCCASSs P 


esac 
} 
igehiugue () # Tests whether *entire string* is numerical. 
{ # In other words, tests for integer variable. 
[ $$ -eq 1 ] || return SFAILURE 


case $1 in 
*[!0-9]*|"") return $FAILURE;; 
ai Teste whic exse CIgIS I SIp- y 


esac 


check var () # Front-end to isalpha (). 

{ 

ae taadaa VER 

then 
echo "\"S*\" begins with an alpha character." 
if isalpha2 "se" 


then # No point in testing if first char is non-alpha. 
echo "\"S*\" contains only alpha characters." 
else 
Gel) VWI XU qexeysiE ales. etc least Ons Nor-aloha character, Y 
i£ 
else 


echo "\"S*\" begins with a non-alpha character." 
# Also "non-alpha" if no argument passed. 


echo 
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digit check () # Front-end to isdigit (). 
{ 
ie Gbeyehkgpi "US 
then 
EIS AVEA Gomeesine cul chegmes [0 — 91." 
else 
echo "\"S*\" has at least one non-digit character." 


echo 


a=23skidoo 

b-H311lo 

c--What? 

d-What? 

e=$ (echo $b) # Command substitution. 
f=AbcDef 

g=27234 

h=27a34 

1=27.34 


check_var Sa 
check var $b 
check var $c 
check var $d 
check var $e 
cheek ve Sie 
check_var # No argument passed, so what happens? 
# 
digit check $g 
digit check $h 
digit check $1 


exit 0 i? MCGWIWISE sumorowec! 9 S.C. 


# Exercise: 


# ee ee 
# Write an 'isfloat ()' function that tests for floating point numbers. 
# Hint: The function duplicates 'isdigit ()', 


#+ but adds a test for a mandatory decimal point. 
The select construct, adopted from the Korn Shell, is yet another tool for building menus. 


select variable [in list] 
do 

command... 

break 
done 


This prompts the user to enter one of the choices presented in the variable list. Note that select uses 
the $PS3 prompt (#? ) by default, but this may be changed. 


Example 11-30. Creating menus using select 
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#!/bin/bash 


PS3='Choose your favorite vegetable: ' # Sets the prompt string. 
# Otherwise it defaults to #? 


echo 


select vegetable in "beans" "carrots" "potatoes" "onions" "rutabagas" 
do 

echo 

echo "Your favorite veggie is $vegetable." 

echo "Yuck!" 

echo 

break # What happens if there is no 'break' here? 
done 


exit 


# Exercise: 


# Fix this script to accept user input not specified in 

#+ the "select" statement. 

# For example, if the user inputs "peas," 

#+ the script would respond "Sorry. That is not on the menu." 


Ifin list is omitted, then select uses the list of command line arguments ($0) passed to the script 
or the function containing the select construct. 


Compare this to the behavior of a 

for variable [in list] 

construct with the in list omitted. 

Example 11-31. Creating menus using select in a function 


#!/bin/bash 
PS3='Choose your favorite vegetable: ' 
echo 


choice_of () 
{ 
select vegetabl 
# [in list] omitted, so 'select' uses arguments passed to function. 
do 
echo 
echo "Your favorite veggie is $vegetable." 
echo "Yuck!" 
echo 
break 
done 


} 


choice_of beans rice carrots radishes rutabaga spinach 
# $1 $2 $3 $4 $5 $6 
# passed to choice_of() function 
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ew © 


See also Example 37-3. 
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Command substitution reassigns the output of a command [55] or even multiple commands; it literally plugs 
the command output into another context. [56 


The classic form of command substitution uses backquotes C ..^). Commands within backquotes (backticks) 
generate command-line text. 


Script name-'basename $0" 

echo "The name of this script is $script name." 

The output of commands can be used as arguments to another command, to set a variable, and even for 
generating the argument list in a for loop. 


rm ‘cat filename s; WsEsLllewewewns corces ci list (our tiles co clelece. 


Ga (GC. POlmts owe chart eue liest too longt erron mgar iiS. 
Better is xargs rm —- < filename 
( —— covers those cases where "filename" begins with a "-" ) 


textfile listing-'ls *.txt' 


Variable contains names of all *.txt files in current working directory. 
cho $textfile listing 


textfile_listing2=S(ls *.txt) # The alternative form of command substitution. 
cho $textfile listing2 
Same result. 


A possible problem with putting a list of files into a single string 
is that a newline may creep in. 


A safer way to assign a list of files to a parameter is with an array. 


shopt -s nullglob # If no match, filename expands to nothing. 
textfile listing-( *.txt ) 


Thanks S0. 


£^) Command substitution invokes a subshell. 


d Command substitution may result in word splitting. 


COMMAND "echo a b^ 7 2 guess a and lo 
COMMAND ""echo a b`" $ d eugs "m lo" 
COMMAND 'echo' # no arg 

COMMAND "'echo'" # one empty arg 

t rnanko (og 


Even when there is no word splitting, command substitution can remove trailing newlines. 


# cd ""pwd'" # This should always work. 
# However... 
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mkdir 
Y 


'dir with trailing newline 


cd 'dir with trailing newline 
' 


eel joel’ sg 
# bash: cd: 


Error message: 


cd "SPWD" # Works fine. 


old tty setting-$(stty -g) 
echo "Hit a key " 


/tmp/file with trailing newline: 


No such file or directory 


# Save old terminal setting. 


stty -icanon -echo # Disable "canonical" mode for terminal. 
# Also, disable *local* echo. 
key=$ (dd bs-1 count-1 2» /dev/null) # Using 'dd' to get a keypress. 


stty "$old tty setting" 
echo "You hit ${#key} key." 


Hit any key except RETURN, and the 
Hit RETURN, and it's 


Th gets 


newlin 


Code snippet by Stéphane Chazelas. 


# Restore old setting. 
# S{#variable} 


number of characters in Svariable 


CmrpuE ie “row bme L kèr.” 


Nore Imalic ©) kein! 
aten in the command substitution. 


d Using echo to output an unquoted variable set with command substitution removes trailing newlines 
characters from the output of the reassigned command(s). This can cause unpleasant surprises. 


dar Jal Siete =” de Ik 


echo Soir Listine # unquoted 


# Expecting a nicely ordered directory listing. 


# However, what you get is: 


+ 


Total 3. =en- me i looo bozo 30 May I3 178159 L ext -mwene 1 9o70 


5 bozo Si May 15 20357 2. Sila —iwee-zuc-os L bozo bozo 217 lec 5 21213 wu.sm 


# The newlines disappeared. 


echo “Sielise_isigie alive” 

# -rw-rw-r-- 1l bozo 
IN bozo 
BOZO 


# quoted 


# -rw-rw-r-- 


+ -rwxr-xr-x 217 Mar 


30 way JUS Lygis i ise 
Si Mie; 15 20857 TA SM 
5 23913 wa.sin 


Command substitution even permits setting a variable to the contents of a file, using either redirection or the 


cat command. 


variablel-' «filel' ü fSXeu WiveenelolleiW 
variable2-'cat file2'" # Set "variable2" 

# This, however, 

#+ so the line of cod 


# Note that the variables may contain 


ra EE 

to contents of "file2". 

forks a new process, 

xecutes slower than the above version. 


to contents of 


#+ or even (horrors), control characters. 
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# It is not necessary to explicitly assign a variable. 
echo V^ «Sw # Echoes the script itself to stdout. 
# Excerpts from system file, /etc/rc.d/rc.sysinit 
#+ (on a Red Hat Linux installation) 
i [ -£ /ESCKOSENCINS Jg taen 
fsckoptions-'cat /fsckoptions' 
En 
# 
# 
if [ -e "/proc/ide/${disk[$device]}/media" ] ; then 
hdmedia= cat /proc/ide/S$(disk[$device])/media' 
ia 
# 
# 
a [ 2 =m ©~ wma r | grep mn IP ehem 
ktag-"'cat /proc/version' " 

fg. 
# 
# 
ae [| Seno = YY je Ehen 

sleep 5 

mouseoutput= cat /proc/bus/usb/devices 2>/dev/null|grep -E "*I.*Cls=03.*Prot=02"" 

kbdoutput= cat /proc/bus/usb/devices 2>/dev/null|grep -E "^I.*Cls-03.*Prot-01"^ 
ial 


® Do not set a variable to the contents of a long text file unless you have a very good reason for doing so. 


Do not set a variable to the contents of a binary file, even as a joke. 


Example 12-1. Stupid script tricks 


#!/bin/bash 
W SICVSLCI-SCIUNSE-ERLEKS Sins Dem ix itus aie looms, ies. 
u^ Hrom VSiewyone! Serie weeks, Volve i. 


exit 99 ### Comment out this line if you dare. 

dangerous, variable-' cat /boot/vmlinuz^ # The compressed Linux kernel itself. 
echo "string-length of N$dangerous variable = ${#dangerous_variable}" 
string-length of S$dangerous variable = 794151 


(Newer kernels are bigger.) 
Does not give same count as 'wc -c /boot/vmlinuz'. 


echo "$dangerous variable" 
Donte tiny caie! iit woule hene Chs GXeSeaJe'E s 


The document author is aware of no useful applications for 
+ setting a variable to the contents of a binary file. 
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exec O 


Notice that a buffer overrun does not occur. This is one instance where an interpreted language, such as 
Bash, provides more protection from programmer mistakes than a compiled language. 


Command substitution permits setting a variable to the output of a loop. The key to this is grabbing the output 
of an echo command within the loop. 


Example 12-2. Generating a variable from a loop 


#!/bin/bash 
# csubloop.sh: Setting a variable to the output of a loop. 


WVacigolel="itoie a am L 2s 4 5 
do 


echo -n "Si" iz Wiley “Schot Counce ais} (@lieslical@ei ll. 
done” #+ to command substitution here. 


echo "variablel = $variablel" # variablel = 12345 


i-0 

Welieiialole2=" wishes [| Sm ihe dU) j| 

do 
echo =m Wear # Again, the necessary 'echo'. 
tee an qe an # Increment. 

done’ 


echo "variable2 = S$variable2" # variable2 = 0123456789 


# Demonstrates that it's possible to embed a loop 
#+ inside a variable declaration. 


exit 0 


Command substitution makes it possible to extend the toolset available to Bash. It is simply a matter of 


writing a program or script that outputs to stdout (like a well-behaved UNIX tool should) and assigning 
that output to a variable. 


#include <stdio.h> 
fe “Nisieililoy, world, (€ procram */ 
int main() 
{ 
jrealine ie ( Hello, wroreilel, Wa" hy 


return (0); 


} 


bash$ gcc -o hello hello.c 


#!/bin/bash 
# hello.sh 


greeting-'./hello^ 
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echo $greeting 


bash$ sh hello.sh 
Hello, world. 


$^) The §(...) form has superseded backticks for command substitution. 


output=$ (sed -n /"$1"/p $file) w pron “epee, eim example. 


# Setting a variable to the contents of a text file. 
File contentsl1-$(cat S$filel) 
Palle contencs2=0 (<Sir 1-182 ) # Bash permits this also. 


The $(...) form of command substitution treats a double backslash in a different way than ^... 


bash$ echo ‘echo \\~ 


bash$ echo $(echo NX) 
N 


The $(...) form of command substitution permits nesting. [57] 


word count-$( wc -w $(echo * | awk '(print $8)') ) 


Or, for something a bit more elaborate . . . 


Example 12-3. Finding anagrams 


! /bin/bash 
agram2.sh 
Example of nested command substitution. 


Uses "anagram" utility 

+ that is part of the author's "yawl" word list package. 
http://ibiblio.org/pub/Linux/libs/yawl-0.3.2.tar.gz 
laknzieT9)8./ // bash s olei tet n. aoo Sri db (0) . Sig 2 Te eue «tops 


E NOARGS-86 
E BADARG-87 


INLEN-7 
age [[-.—. WEN 
then 
echo "Usage $0 LETTERSET" 
exit SE NOARGS # Script needs a command-line argument. 
elif [ ${#1} -lt SMINLEN ] 
then 
echo "Argument must have at least SMINLEN letters." 


exit $E BADARG 
iE3L 


TPIS Og. oy cuca e ! # Must have at least 7 letters. 
# 1234567 
Anagrams-( $(echo $(anagram $1 | grep S$FILTER) ) ) 
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# $( $( nested command sub. 0205 

# ( array assignment ) 
echo 

echo "S${#Anagrams [*] } 7+ letter anagrams found" 
echo 


echo ${Anagrams[0] 
echo ${Anagrams [1] 


# First anagram. 
# Second anagram. 
# Etc. 


} 
} 


# echo "S{Anagrams[*]}" # To list all the anagrams in a single line . 


# Look ahead to the Arrays chapter for enlightenment on 
#+ what's going on here. 


# See also the agram.sh script for an exercise in anagram finding. 


exe S 


Examples of command substitution in shell scripts: 


. Example 11-8 

. Example 11-27 
Example 9-16 

. Example 16-3 

. Example 16-22 
. Example 16-17 
. Example 16-54 
. Example 11-14 
. Example 11-11 
. Example 16-32 
. Example 20-8 

. Example A-16 
. Example 29-3 

. Example 16-47 
. Example 16-48 
. Example 16-49 


= =e eRe Re ee 
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Arithmetic expansion provides a powerful tool for performing (integer) arithmetic operations in scripts. 
Translating a string into a numerical expression is relatively straightforward using backticks, double 
parentheses, or let. 


Variations 
Arithmetic expansion with backticks (often used in conjunction with expr) 
ze Egor fw dp D # The 'expr' command performs the expansion. 


Arithmetic expansion with double parentheses, and using let 
The use of backticks (backquotes) in arithmetic expansion has been superseded by double parentheses 


-- ((...)) and$((...)) -- and also by the very convenient let construction. 

z=$ (($z*3)) 

gi o3) # Also correct. 
# Within double parentheses, 
#+ parameter dereferencing 
#+ is optional. 


# S((EXPRESSION)) is arithmetic expansion. # Not to be confused with 
#+ command substitution. 


# You may also use operations within double parentheses without assignment. 


n=0 
elm Vin = Bua # n= 0 
(im t= d )) # Increment. 
# (( Sa $= 1 Jy as tmeoserecic | 
echo "n = Sn" # n= 1 
let z=z+3 
let "z += 3" # Quotes permit the use of spaces in variable assignment. 


# The 'let' operator actually performs arithmetic evaluation, 
#+ rather than expansion. 


Examples of arithmetic expansion in scripts: 


1. Example 16-9 
2. Example 11-15 
3. Example 27-1 
4. Example 27-11 
5. Example A-16 
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This bizarre little intermission gives the reader a chance to relax and maybe laugh a bit. 


Fellow Linux user, greetings! You are reading something which 
will bring you luck and good fortune. Just e-mail a copy of 
this document to 10 of your friends. Before making the copies, 
send a 100-line Bash script to the first person on the list 

at the bottom of this letter. Then delete their name and add 
yours to the bottom of the list. 


Don't break the chain! Make the copies within 48 hours. 
Wilfred P. of Brooklyn failed to send out his ten copies and 
woke the next morning to find his job description changed 

to "COBOL programmer." Howard L. of Newport News sent 

out his ten copies and within a month had enough hardware 

to build a 100-node Beowulf cluster dedicated to playing 
Tuxracer. Amelia V. of Chicago laughed at this letter 

and broke the chain. Shortly thereafter, a fire broke out 

in her terminal and she now spends her days writing 
documentation for MS Windows. 


Don't break the chain! Send out your ten copies today! 


Courtesy 'NIX "fortune cookies", with some alterations and many apologies 
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Mastering the commands on your Linux machine is an indispensable prelude to writing effective shell scripts. 
This section covers the following commands: 


e . (See also source) 

* àc 

* adduser 

* agett 

* agre 

* ar 

* arch 

eat 

e autoload 

* awk (See also Using awk for math operations) 

* badblocks 

* banner 

* basename 

e batch 

© bc 

e bg 

* bind 

e bison 

* builtin 

* bzgrep 

* bzip2 

* cal 

e caller 

* cat 
cd 
chattr 
chfn 
chgrp 
chkconfig 


e © 9 0o 9 9 0o 0o 9 9 0 o6 o 
[el 
LT. 
o 
z 
5 


* compgen 
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* complete 
* compress 
* coproc 

* cp 

* cpio 

* cron 

e crypt 

* csplit 

* cu 

e cut 

* date 

e dc 

e dd 

e debugfs 
* declare 

e depmod 
e df 

e dialog 

e diff 

e diff3 

e diffstat 

* dig 

* dirname 
e dirs 

e disown 

e dmesg 

* doexec 

e dos2unix 
e du 

e dump 

e dumpe2fs 
e e2fsck 


* echo 

* egre 

* enable 

* enscript 
* env 

* eqn 

* eval 

* exec 

* exit (Related topic: exit status) 
* expand 
* export 

* expr 

e factor 

e false 

e fdformat 
* fdisk 
elg 

* fgrep 

e file 
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e find 

e finger 

e flex 

* flock 

e fmt 

* fold 

* free 

e fsck 

e ftp 

o fuser 

e cetfacl 

* cetopt 

* getopts 

* gettext 

* cett 

* gnome-mount 
* grep 

* oroff 

* sroupmod 
* groups (Related topic: the SGROUPS variable) 
° gs 

* 971 

e halt 

* hash 

* hdparm 

* head 

* help 

* hexdump 
* host 

* hostid 

* hostname (Related topic: the SHOSTNAME variable) 
* hwclock 
e iconv 

* id (Related topic: the SUID variable) 
e ifconfi 

e info 

e infocm 

e init 

e insmod 

e install 
ip 

* ipcalc 

© iptables 

e iwconfi 

e jobs 

e join 

e jot 

e kill 

e killall 

e last 

* lastcomm 
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e lastlog 
Idd 


e less 

e let 

e lex 

e lid 

* In 

* locate 
* lockfile 


* logger 
* logname 
* logout 
* logrotate 
* look 

* losetup 
° ip 

e Ís 

e Isdev 

e |smod 
e Isof 
lspci 
lsusb 
ltrace 


e. 

e. 

e 

e 

e 

e. 

e 

e mail 

* mailstats 

* mailto 

* make 

* MAKEDEV 
* man 

* mapfile 

* mcookie 

e md5sum 

e. 
e 
e. 
e 
e 


merge 


mesg 
mimencode 


mkbootdisk 
mkdir 
mkdosfs 

e mke2fs 

e mkfifo 

e mkisofs 

e mknod 

e mkswap 


e mktemp 
* mmencode 


* modinfo 
* modprobe 
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* more 

* mount 

e msgfmt 
* mv 

* nc 

* netconfi 
* netstat 

* new 

* nice 

* ni 

*nm 

* nma 

* nohu 

* nslooku 
* objdum 
* od 

* openssl 
* passwd 
* paste 

e patch (Related topic: diff) 
* pathchk 
° pax 

* pgrep 

* pidof 

e ping 

* pkill 

* popd 
epr 

* printenv 
© printf 

* procinfo 
° ps 

* pstree 

e pix 

* pushd 

* pwd (Related topic: the $PWD variable) 


e. quota 

* rcp 

e rdev 

* rdist 

* read 
readelf 
readlink 
readonly 
reboot 
recode 
renice 
reset 
resize 
restore 
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* rlogin 
erm 

e rmdir 

* rmmod 
* route 

* rpm 

* rpm2cpio 
e rsh 

* rsync 

* runlevel 
* run-parts 
* IX 

* IZ 

* sar 

* scp 

* script 

e sdiff 

* sed 

e seq 

* service 
e set 

* setfacl 
* setquota 
* setserial 
* setterm 
e shalsum 
e shar 

e shopt 

e shred 

* shutdown 
* size 

e skill 

* slee 

* slocate 
* snice 

* sort 

* source 
© SOX 

e split 
esq 

e ssh 

e stat 

e strace 

* strings 
e stri 

* stt 

* su 

e sudo 
esum 

* suspend 
* swapoff 
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* swapon 
* sx 

* sync 
* SZ 

e tac 

e tail 

e tar 

e tbl 

* tcpdump 
tee 

e telinit 
e telnet 


uncompress 
unexpand 
uni 

units 
unlzma 
unrar 

unset 

* unsq 

* unzi 

* uptime 

* usbmodules 
* useradd 

* userdel 

* usermod 

* users 

* uslee 


e e e 09 09 9 09 09 9 9 09 09 9 09 09 9 9 09 9 9 09 9 9 9 0o OOOO 
g 
j=) 
C 
N 
y 
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* uuc 

* uudecode 
* uuencode 
* uux 

* vacation 
e ydir 

e vmstat 

e vrfy 


e 
a 
co 
j=) 
c. 
H 


e zdiff 
e zdum 
* 7egre 
e 7fere 
* 7gre 


e zip 


Table of Contents 
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Chapter 15. Internal Commands and Builtins 


A builtin is a command contained within the Bash tool set, literally built in. This is either for performance 
reasons -- builtins execute faster than external commands, which usually require forking off [58] a separate 
process -- or because a particular builtin needs direct access to the shell internals. 


When a command or the shell itself initiates (or spawns) a new subprocess to carry out a task, this is called 
forking. This new process is the child, and the process that forked it off is the parent. While the child 
process is doing its work, the parent process is still executing. 


Note that while a parent process gets the process ID of the child process, and can thus pass arguments to it, 
the reverse is not true. This can create problems that are subtle and hard to track down. 


Example 15-1. A script that spawns multiple instances of itself 


#!/bin/bash 
# Spawn.sh 


PIDS=$(pidof sh $0) # Process IDs of the various instances of this script. 
P_array=( SPIDS ) # Put them in an array (why?). 
echo $PIDS # Show process IDs of parent and child processes. 
Jkewe. Walinssiceinces = SAP eucicey ||) db Counte ements, lessi il, 
# Why subtract 1? 
echo "Sinstances instance(s) of this script running." 
Cone Aiea Ce ea esi eer eer 


sleep 1 # Wait. 
sh $0 # Play it again, Sam. 


exit 0 # Not necessary; script will never get to her 
# Why not? 


IUMESIS (exige Walicla. el (Cae XY, 
+ do all the spawned instances of the script die? 
If so, why? 


Be CAeSiUll MOE CO Ama tais Seiat EO Jim. 
It will eventually eat up too many system resources. 


Is having a script spawn multiple instances of itself 
+ an advisable scripting technique. 
Why or why not? 


Generally, a Bash builtin does not fork a subprocess when it executes within a script. An external system 
command or filter in a script usually will fork a subprocess. 


A builtin may be a synonym to a system command of the same name, but Bash reimplements it internally. For 
example, the Bash echo command is not the same as /bin/echo, although their behavior is almost 
identical. 
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#!/bin/bash 


echo "This line uses the \"echo\" builtin." 

/bin/echo "This line uses the /bin/echo system command." 

A keyword is a reserved word, token or operator. Keywords have a special meaning to the shell, and indeed 
are the building blocks of the shell's syntax. As examples, for, while, do, and ! are keywords. Similar to a 
builtin, a keyword is hard-coded into Bash, but unlike a builtin, a keyword is not in itself a command, but a 
subunit of a command construct. [59] 


LO 


echo 
prints (to stdout) an expression or variable (see Example 4-1). 


echo Hello 
echo $a 


An echo requires the -e option to print escaped characters. See Example 5-2. 


Normally, each echo command prints a terminal newline, but the —n option suppresses this. 


$^; An echo can be used to feed a sequence of commands down a pipe. 


38 eClacy YVSWNR! || Grap =e; xs s: Xo) DD SVAR Exe ]1] 
then 

echo "SVAR contains the substring sequence \"txt\"" 
dE ak 


e) An echo, in combination with command substitution can set a variable. 
a=echo "HELLO" | tr A-Z a-z^ 


See also Example 16-22, Example 16-3, Example 16-47, and Example 16-48. 
Be aware that echo “command deletes any linefeeds that the output of command generates. 


The $IFS (internal field separator) variable normally contains Wn (linefeed) as one of its set of 
whitespace characters. Bash therefore splits the output of command at linefeeds into arguments to 
echo. Then echo outputs these arguments, separated by spaces. 


bash$ ls -1 /usr/share/apps/kjezz/sounds 
Sie JL roor root 1407 Nov 7 2000 reflect.au 
See == = il OOT root 362 Nov 7 2000 seconds.au 


bash$ echo “ls -1 /usr/share/apps/kjezz/sounds' 
Towed 40) -—xwy-1:——12—— I LOGE HOGE FG Now 7 2000) seextlec..cu l1 OOE COE 


So, how can we embed a linefeed within an echoed character string? 


# Embedding a linefeed? 
echo "Why doesn't this string \n split on two lines?" 
# Doesn't split. 
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# Let's try something else. 
echo 


echo $"A line of text containing 

a linefeed." 

# Prints as two distinct lines (embedded linefeed). 
# But, is the "S" variable prefix really necessary? 


ecno 


echo "This string splits 
on two lines." 
i? Nop wie WW ie moc iovererolexel « 


echo -n S"Another line of text containing 

a linefeed." 

# Prints as two distinct lines (embedded linefeed). 

# Even the -n option fails to suppress the linefeed her 


ecno 
ecno 
cho " " 
ecno 
ecno 


# However, the following doesn't work as expected. 
# Why not? Hint: Assignment to a variable. 
stringl=$"Yet another line of text containing 

a linefeed (maybe)." 


echo $stringl 

# Yet another line of text containing a linefeed (maybe). 
m ^ 

4 Linefeed becomes a space. 


# Thanks, Steve Parker, for pointing this out. 


$^) This command is a shell builtin, and not the same as /bin/echo, although its 
behavior is similar. 


bash$ type -a echo 
echo is a shell builtin 


echo is /bin/echo 


The printf, formatted print, command is an enhanced echo. It is a limited variant of the C language 
printf () library function, and its syntax is somewhat different. 


printf format-string... parameter... 


This is the Bash builtin version of the /bin/printf or /usr/bin/printf command. See the 
printf manpage (of the system command) for in-depth coverage. 
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D Older versions of Bash may not support printf. 


Example 15-2. printf in action 


#!/bin/bash 
# printf demo 


deelare =r PI=3, 1415926535897 9 # Read-only variable, i.e., a constant. 
declare -r DecimalConstant-31373 


Messagel-"Greetings," 
Message2-"Earthling." 


echo 


joveaiqci€ We deo 2 Clecaimell places = Si ArU Sei 
echo 
printf "Pi to 9 decimal places = $1.9f" SPI # It even rounds off correctly. 


primei Vin” # Prints a line feed, 
# Equivalent to 'echo' 


printf "Constant = \t%d\n" $DecimalConstant 4 Inserts tab (Nt). 


printf "Ss $s Xn" $Messagel SMessage2 


d # 
7 SUMULEELSMN que (C rwt onp Spes () s 
# Loading a variable with a formatted string. 


echo 


DLiI2=9 (primet "Sil, 12k" GT) 
echo Vei to 12 decimal places = bid e" # Roundoff error! 


Msg= printf "£s $s \n" $Messagel $Message2' 
echo $Msg; echo $Msg 


# As it happens, the 'sprintf' function can now be accessed 
#+ as a loadable module to Bash, 
#+ but this is not portable. 


exit 0 


Formatting error messages is a useful application of printf 


E_BADDIR=85 


var=nonexistent_directory 


error () 
{ 
printf "SQ" SEA 
# Formats positional params passed, and sends them to stderr. 
echo 
exit $E BADDIR 


Gel Svar ||| arro sueann eel to Ss." "sese 
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«P o rhankor denos 


See also Example 36-17. 
read 


"Reads" the value of a variable from st din, that is, interactively fetches input from the keyboard. 
The —a option lets read get array variables (see Example 27-6). 


Example 15-3. Variable assignment, using read 


!/bin/bash 
"Reading" variables. 


cho -n "Enter the value of variable 'varl': 
The -n option to echo suppresses newline. 


read varl 


echo "varl = $varl1" 


ecno 


# A single 'read' statement can set multiple 
cho -n "Enter the values of variables 'var2' 


cho -n "(separated by a space or tab): " 
read var2 var3 
echo "var2 = $var2 var3 = $var3" 


# If you input only one value, 


(Quee mo "IST Alin ront or varil; since ar 1s Deling GENE 


variables. 
PUO E ENERE ly 


#+ the other variable(s) will remain unset (null). 


ew © 


A read without an associated variable assigns its input to the dedicated variable $REPLY. 


Example 15-4. What happens when read has no variable 


#!/bin/bash 
# read-novar.sh 


ecno 


d # 
echo -n "Enter a value: " 
read var 


echo HACIA = Wovarr" 
# Everything as expected here. 
# # 
echo 
# # 
echo -n "Enter another value: " 
read # No variable supplied for 'read', therefore... 
#+ Input to 'read' assigned to default variable, SREPLY. 


var="SREPLY" 
echo BM ie y A = W Sissi au 
# This is equivalent to the first code block. 


Chapter 15. Internal Commands and Builtins 


185 


Advanced Bash-Scripting Guide 


This example is similar to the "reply.sh" script. 
However, this one shows that SREPLY is available 
+ even after a 'read' to a variable in the conventional way 


In such cases, simply ignore the SREPLY variable. 


# Code block. 


read # Line 1, to be discarded. 
read line2 # Line 2, saved in variable. 
) «$0 
Scho Winaiae: 2 it rals dexesesloxE  abspe 
echo "$line2" d # read-novar.sh 
echo # #!/bin/bash line discarded. 


# See also the soundcard-on.sh script. 


exei © 


# 


In some instances, you might wish to discard the first value read. 


Normally, inputting a \ suppresses a newline during input to a read. The -r option causes an 


inputted \ to be interpreted literally. 


Example 15-5. Multi-line input to read 


#!/bin/bash 


echo 


echo "Enter a string terminated by a \\, then press <ENTER>. 


ER>." 


echo "Then, enter a second string (no \\ this time), and again press <ENT 


read varl # The "\" suppresses the newline, when reading $varl. 
# Tiest dina \ 
# second line 

echo "varl = $varl" 

# varl = first line second line 


x» Por cach lise terminated by a U 


#+ you get a prompt on the next line to continue feeding characters into varl. 


echo; echo 


ENT 


ER>." 


echo "Enter another string terminated by a NN , then press < 

read -r var2 # The -r option causes the "\" to be read literally. 
# First Lins Y 

echo "var2 = S$var2" 


d var2 mieso Joe N 
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# Data entry terminates with the first «ENTER». 
echo 


ew, © 


The read command has some interesting options that permit echoing a prompt and even reading 
keystrokes without hitting ENTER. 


# Read a keypress without hitting ENTER. 


read s -nl -p "Hit a key " keypress 


cho; echo "Keypress was "\"Skeypress\""." 


4 -s option means do not echo input. 
# -n N option means accept only N characters of input. 
# -p option means echo the following prompt before reading input. 


4 Using these options is tricky, since they need to be in the correct order. 


The -n option to read also allows detection of the arrow keys and certain of the other unusual keys. 


Example 15-6. Detecting the arrow keys 


#!/bin/bash 
# arrow-detect.sh: Detects the arrow keys, and a few more. 
# Thank you, Sandro Magi, for showing me how. 


# 
# Character codes generated by the keypresses. 
arrowup-'N[A' 

arrowdown='\[B' 

auciennec=" \ LU 

arrowleft='\[D' 

liieeice="\ | 2! 

delete='\[3' 


SUGGESS 
OTHER=65 


imo) —a Wiss e Juss Y 
# May need to also press ENTER if a key not listed above pressed. 


read -n3 key # Read 3 characters. 

echo -n "Skey" | grep "Sarrowup" #Check if character code detected. 
sg jp Wise ep SSUCCHSS 1 

then 


echo "Up-arrow key pressed." 
exit $SUCCESS 


Ea 
echo -n "Skey" | grep "Sarrowdown" 
aie | WS" ee SSUCONESS | 
then 
echo "Down-arrow key pressed." 


exit $SUCCESS 
its 
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echa m "Sew" | orap Seen 
if [ "$?" -eq $SUCCESS ] 
then 


echo "Right-arrow key pressed." 
exit $SUCCESS 


ie 
Sela Sin Wskey || G39 "Siue Tey 
a [ WSQU een SSUCCESS | 
then 
echo "Left-arrow key pressed." 


exit $SUCCESS 


deat 
echo =n USlew" | Grab "Sis 
if [ "$?" -eq $SUCCESS ] 
then 
echo "\"Insert\" key pressed." 


exit $SUCCESS 


Pa. 
Scha sia Uses || Grea Selen 
i [ "Set eg SUCCESS 
then 
echo "\"Delete\" key pressed." 


exit SSUCCESS 
ít 


echo " Some other key pressed." 


exit SOTHER 


# 


# Mark Alexander came up with a simplified 


#+ version of the above script (Thank you!). 


# It eliminates the need for grep. 
#!/bin/bash 


uparrow-$'Nx1b[A' 
downarrow-$'Nxlb[B' 
leftarrow=$'\x1b[D' 
rightarrow-$'Nxlb[C' 


meall -s =m =f Yie Gin cucuxgw keys H xx 


case "Sx" in 

Suparrow) 
echo "You pressed up-arrow" 
ri 

Sdownarrow) 
echo "You pressed down-arrow" 
ri 

Sleftarrow) 
echo "You pressed left-arrow" 
ri 

Srightarrow) 
echo "You pressed right-arrow" 


vr 
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# Antonio Macchi has a simpler alternativ 


#!/bin/bash 


while true 


do 
neddi uml. zi 
test "Sa" == ‘echo im WYSE" || || ege 
read -snl a 
test "Sa" == "[" || continue 


read -snl a 

Case WS aug 
73) Geno SNRA 
B) echo: Leonita a 
C) exelmo. Mieskgjlmue V o c 
D) Seno. Viet 


# 1) Add detection of the "Home," "End," "PgUp," and "PgDn" keys. 


$^; The -n option to read will not detect the ENTER (newline) key. 


The -t option to read permits timed input (see Example 9-4 and Example A-41). 


The —u option takes the file descriptor of the target file. 


The read command may also "read" its variable value from a file redirected to st din. If the file 
contains more than one line, only the first line is assigned to the variable. If read has more than one 
parameter, then each of these variables gets assigned a successive whitespace-delineated string. 
Caution! 


Example 15-7. Using read with file redirection 


#!/bin/bash 


read varl <data-file 
echo "varl = $varl" 
# varl set to the entire first line of the input file "data-file" 


read var2 var3 «data-file 

echo "var2 = $var2 var3 = $var3" 

4 Note non-intuitive behavior of "read" here. 

4 1) Rewinds back to the beginning of input file. 

# 2) Each variable is now set to a corresponding string, 

d separated by whitespace, rather than to an entire line of text. 
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# 3) The final variable gets the remainder of the line. 

4 4) If there are more variables to be set than whitespace-terminated strings 
# on the first line of the file, then th xcess variables remain empty. 
cho " "n 


# How to resolve the above problem with a loop: 
while read line 
do 
echo "Sline" 
done «data-file 
# Thanks, Heiner Steven for pointing this out. 


cho " " 


# Use SIFS (Internal Field Separator variable) to split a line of input to 
# "read", if you do not want the default to be whitespace. 


cel omisi E SINE Sn Sd 


OIFS=SIFS; IFS=: # /etc/passwd uses ":" for field separator. 
while read name passwd uid gid fullname ignore 
do 


echo "$name ($fullname)" 
done «/etc/passwd # I/O redirection. 
IFS=SOIFS # Restore original SIFS. 
# This code snippet also by Heiner Steven. 


# Setting the SIFS variable within the loop itself 

#+ eliminates the need for storing the original S$IFS 

#+ in a temporary variable. 

# Thanks, Dim Segebart, for pointing this out. 

cho " " 
echo "List of all users:" 


while IFS-: read name passwd uid gid fullname ignore 
do 

echo "$name ($fullname)" 
done «/etc/passwd # I/O redirection. 


echo 
exeo AETS GENII STS 


wei, (0) 


Piping output to a read, using echo to set variables will fail. 


Yet, piping the output of cat seems to work. 


cat filel file2 | 
while read line 
do 

echo Sline 

done 


However, as Bjón Eriksson shows: 
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Example 15-8. Problems reading from a pipe 


#!/bin/sh 
# readpipe.sh 
# This example contributed by Bjon Eriksson. 


### shopt -s lastpipe 


last="(null)" 
cat SO | 
while read line 
do 
echo "{$line}" 
last=Sline 
done 


echo 

echo "dob E dE b dob pop 

priae Veil core, tasr: Slast yo” The output of this line 

* changes if you uncomment line 5. 
(Bash, version -ge 4.2 required.) 


exit 0) Ena (out code. 
W^ (Wearcicl) qoxelE[SUE ©: serije Collons. 
# The 'echo' supplies extra brackets. 


Hat HE aH aE aE EH HEE aE HEE EE EE aE HE EE EE EEE 
./readpipe.sh 


{#!/bin/sh} 
(ears sU (ase 1b) ^3 


(eee iS) |} 
{while read line} 
{do} 


(echo "{Sline}"} 

{last=Sline} 

{done} 

(joie WALL Core, lasts Seem) 


All done, lasts (mul) 


The variable (last) is set within the loop/subshell 
but its value does not persist outside the loop. 


The gendiff script, usually found in /usr/bin on many Linux distros, pipes the 
output of find to a while read construct. 
zial Sil X4 —mewne USS2V =o mee UGG52W X) orrae | 


while read f; do 


į ) It is possible to paste text into the input field of a read (but not multiple lines!). See 
Example A-38. 


Filesystem 


cd 
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The familiar cd change directory command finds use in scripts where execution of a command 
requires being in a specified directory. 


(cd /source/directory && tar cf = . ) | (cd /dest/directory && tar xpvf -) 
[from the previously cited example by Alan Cox] 


The -P (physical) option to cd causes it to ignore symbolic links. 


cd - changes to SOLDPWD, the previous working directory. 


D The cd command does not function as expected when presented with two forward 
slashes. 


The output should, of course, be /. This is a problem both from the command-line and 
in a script. 
pwd 
Print Working Directory. This gives the user's (or script's) current directory (see Example 15-9). The 
effect is identical to reading the value of the builtin variable $PWD. 
pushd, popd, dirs 
This command set is a mechanism for bookmarking working directories, a means of moving back and 
forth through directories in an orderly manner. A pushdown stack is used to keep track of directory 
names. Options allow various manipulations of the directory stack. 


pushd dir-name pushes the path di r-name onto the directory stack (to the top of the stack) and 
simultaneously changes the current working directory to di r-name 


popd removes (pops) the top directory path name off the directory stack and simultaneously changes 
the current working directory to the directory now at the top of the stack. 


dirs lists the contents of the directory stack (compare this with the SDIRSTACK variable). A 
successful pushd or popd will automatically invoke dirs. 


Scripts that require various changes to the current working directory without hard-coding the 
directory name changes can make good use of these commands. Note that the implicit SDIRSTACK 
array variable, accessible from within a script, holds the contents of the directory stack. 


Example 15-9. Changing the current working directory 


#!/bin/bash 


dirl=/usr/local 
dir2=/var/spool 


pushd $dirl 


4 Will do an automatic 'dirs' (list directory stack to stdout). 
echo "Now in directory 'pwd'." # Uses back-quoted 'pwd'. 
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# Now, do some stuff in directory 'dirl'. 
pushd $dir2 
echo "Now in directory 'pwd'." 


# Now, do some stuff in directory 'dir2'. 

echo "The top entry in the DIRSTACK array is S$DIRSTACK." 
popd 

echo "Now back in directory '"pwd'." 


# Now, do some more stuff in directory 'dirl'. 
popd 
echo "Now back in original working directory '"pwd'." 


exit 0 


4 What happens if you don't 'popd' then exit the script? 


4 Which directory do you end up in? Why? 


Variables 


let 


The let command carries out arithmetic operations on variables. [60] In many cases, it functions as a 


less complex version of expr. 


Example 15-10. Letting /et do arithmetic. 


#!/bin/bash 


echo 
let a=11 Same as 'a-11' 
let a=at+5 Equivalent to let "a =a+ 5" 
(Double quotes and spaces make it more readable. 
echo UII 45 = Sa" 16 
alkene, EU. ecc Su Equivalent to let "a =a << 3" 
echo "\"\Sa\" (=16) left-shifted 3 places = $a" 
429) 
let "a /=~ 47 Equivalent to let "a =a / 4" 
echo "128 / 4 = $a" E 
let Wier = to Equivalent to let "a =a- 5" 
echo "32 - 5 = Şa" 23i 
denm Ai uec bou Equivalent to let "a =a * 10" 
Giclee; wg. «s GLC) = me 270 
let "a $- 8" Equivalent to let "a =a % 8" 
echo “270 wolle 8 = Sa (270 / 9 = 33, wemaalincless S5)" 
6 


# Does "let" permit C-style operators? 


# Yes, just as the (( ... )) double-parentheses construct does. 
let a++ # C-style (post) increment. 

echo "644 = $a" # Que = 7 

let a-- # C-style decrement. 
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echo "/-- = Sa" # 7-- = 6 
# Of course, tta, etc., also allowed 
echo 


Trinary operator. 


Note that $a is 6, see above. 
ke Vie = arc eu pta # True 
echo St # 7 


let att 

dieu Mig = mua gd # False 
echo $t # ital 

GAME 


D The let command can, in certain contexts, return a surprising exit status. 


# Evgeniy Ivanov points out: 


var-0 
echo S 0 
As expected. 


let vart++ 
echo $? 1 

The command was successful, so why isn't $?-0 ??? 
Anomaly! 


let var++ 
SEDO F 0 
As expected. 


# Likewise 


let var=0 
echo $? # 1 
# The command was successful, so why isn't $?=0 ??? 


# However, as Jeff Gorak points out, 

#+ this is part of the design spec for 'let' 

# "If the last ARG evaluates to 0, let returns 1; 
# let returns 0 otherwise." ['help let'] 


eval argl [arg2] ... [argN] 


Combines the arguments in an expression or list of expressions and evaluates them. Any variables 
within the expression are expanded. The net result is to convert a string into a command. 


į ) The eval command can be used for code generation from the command-line or within 
a script. 


bash$ command string-"ps ax" 

bash$ process="ps ax" 

bash$ eval "Scommand_string" | grep "Sprocess" 
26973 DESS R+ 0:00 grep --color ps ax 
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26974 pts/3 R+ 0:00 ps ax 


Each invocation of eval forces a re-evaluation of its arguments. 


a='Sb' 
b='$c' 
c-d 
echo $a # Sb 

# First level. 
eval echo Sa # Sc 

# Second level. 
eval eval echo Sa # d 

# Third level. 


T 


sr Weak you, Ea (Clevoucolor!. 


Example 15-11. Showing the effect of eval 


#!/bin/bash 
# Exercising "eval" 


wes eyak sy sil” — se Simie Co We its db 


echo Sy #+ but linefeeds removed because "echoed" variable is unquoted. 
echo 
echo "Sy" # Linefeeds preserved when variable is quoted. 


echo; echo 


y= eval df^ po Olmar deg) y~ cE 
echo $y #+ but linefeeds removed. 


# When LF's not preserved, it may make it easier to parse output, 
#+ using utilities such as "awk". 


echo 
cho " " 
echo 


eval ""seq 3 | sed -e 's/.*/echo var&-ABCDEFGHIJ/'^" 
# varl-ABCDEFGHIJ 
# var2-ABCDEFGHIJ 
# var3-ABCDEFGHIJ 


echo 
cho " " 
echo 


# Now, showing how to do something useful with "eval" 
# (Thank you, E. Choroba!) 


version=3.4 # Can we split the version into major and minor 
#+ part in one command? 
cho "version = $version" 
eval major-$[(version/./;minor-) # Replaces '.' in version by ';minor-' 


# The substitution yields '3; minor-4' 
#+ so eval does minor-4, major-3 
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echo Major: $major, minor: $minor # Major: 3, minor: 4 


Example 15-12. Using eval to select among variables 


#!/bin/bash 
# arr-choice.sh 


# Passing arguments to a function to select 
#+ one particular variable out of a group. 


euer 39 ti 32 35S 4 305. 5) 
sucede 20 21 22 25 24 25.) 
euci2-—( 399 Sil 92 339 Sa 35 ) 
# Oh E Sie eS Element number (zero-indexed) 


choose_array () 


{ 


eval array_member=\${arr${array_number} [element_number] } 


E: ^ A^AA^AAAAAAAAA 


# Using eval to construct the name of a variable, 
#+ in this particular case, an array name. 


echo "Element $element number of array $array number is $array member" 
) # Function can be rewritten to take parameters. 
array number-0 IPIIESIE. choreo 
element_number=3 
choose_array eS 
array_number=2 Wigiairecl euiciwany c 
element_number=4 
choose_array 34 
array_number=3 Null array (arr3 not allocated). 
element_number=4 
choose_array (null) 


jr ibimus you; Anconie Necc, or exo: ELS] Tele) (GXURE c 
Example 15-13. Echoing the command-line parameters 


#!/bin/bash 
# echo-params.sh 


# Call this script with a few command-line parameters. 
# For example: 


# Sh cxelexo—I5eueeWWer. Gla miret SECON iclasiwe.el TOCAT aea 
params=S# # Number of command-line parameters. 
param=1 # Start at first command-line param. 
while [ "Sparam" =le "Sparams" ] 

do 


echo -n "Command-line parameter 
echo n \S$Sparam Gives only the *name* of variable. 
# Ones Sil, S92, Sop GG 
Why? 
WS cecapes che first TS" 


Se oc che dk 
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+ so it echoes literally, 
+ and $param dereferences "Sparam" 
t... as expected. 
cenhor =a W^ oW 
eval echo \S$$param Gives the *value* of variable. 
gf eS AAS The "eval" forces the *evaluation* 
+ of \SS 
+ as an indirect variable reference. 
((( jeelieeiin ara) )) On to the next. 
done 
OXIE G9 


# 


S sh echo-params.sh first second third fourth fifth 
Command-line param x Sil - sese 


1 
Command-line parameter $2 - second 
Command-line parameter $3 = third 
Command-line parameter $4 = fourth 
Command-line parameter $5 = fifth 


Example 15-14. Forcing a log-off 


!/bin/bash 
Killing ppp to force a log-off. 
For dialup connection, of course. 


Script should be run as root user. 


n 


ERPORT-ttyS3 

Depending on the hardware and even the kernel version, 
+ the modem port on your machine may be different 
+ /dev/ttyS1 or /dev/ttyS2. 


killppp-"eval kill -9 ‘ps ax | awk '/ppp/ ( print $1 joi 
process ID of ppp ------- 


Skillppp # This variable is now a command. 


# The following operations must be done as root user. 


chmod 666 /dev/SSERPORT # Restore r+w permissions, or else what? 


# Since doing a SIGKILL on ppp changed the permissions on the serial port, 


#+ we restore permissions to previous state. 


rm /var/lock/LCK..SSERPORT # Remove the serial port lock file. 


exit $? 


# Exercises: 


# 1) Have script check whether root user is invoking it. 
# 2) Do a check on whether the process to be killed 
#+ is actually running before attempting to kill it. 


# 3) Write an alternate version of this script based on 'fuser': 


#+ if [ fuser -s /dev/modem ]; then 
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Example 15-15. A version of rot13 


!/bin/bash 
A WEESLOM OF "aegil3" weme "exei". 
Compare to "roti3.sh" example. 


setvar rot 13() # "rot13" scrambling 


local varname-$1 varvalue=$2 


eval $varname-'$(echo "$varvalue" | tr a-z n-za-m)' 

parvar roc lo vac "noxios # Run "foobar" through rot13. 

echo Svar # sbbone 

getvar rog 13 var Vevar" # Run "sbbone" through rot13. 
# Back to original variable. 

echo $var # foobar 

# This example by Stephane Chazelas. 

# Modified by document author. 


exit 0 
Here is another example of using eval to evaluate a complex expression, this one from an earlier 
version of YongYe's Tetris game script. 


eval ${1}+=\"S{x} S{y} \" 
Example A-53 uses eval to convert array elements into a command list. 


The eval command occurs in the older version of indirect referencing. 


eval var=\SSvar 


į ) The eval command can be used to parameterize brace expansion. 


The eval command can be risky, and normally should be avoided when there exists a 
reasonable alternative. An eval SCOMMANDS executes the contents of COMMANDS, 
which may contain such unpleasant surprises as rm -rf *. Running an eval on 
unfamiliar code written by persons unknown is living dangerously. 
set 
The set command changes the value of internal script variables/options. One use for this is to toggle 
option flags which help determine the behavior of the script. Another application for it is to reset the 
positional parameters that a script sees as the result of a command (set ^ command" ). The script 
can then parse the fields of the command output. 


Example 15-16. Using set with positional parameters 


#!/bin/bash 
# ex34.sh 
s SCienjor Vsete—cesic!” 


# Invoke this script with three command-line parameters, 
# for example, "sh ex34.sh one two three". 
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echo 

echo "Positional parameters befor set \ uname -a\~> :" 
echo "Command-line argument 41 - $1" 

echo "Command-line argument #2 = $2" 

echo "Command-line argument 43 - $3" 


set "unam a 4 Sets the positional parameters to the output 
# of the command 'uname -a` 


echo 

echo +++++ 

echo $ ik Grasset 

# Flags set in script. 

echo S= # hB 

d Anomalous behavior? 
echo 


echo "Positional parameters after set V uname -aV :" 
$5: Sl, S2, S3. cue. xenexisuealdbzee!| ico iesu (i. vrane -A 


echo teisele xdi gue “Wines =a! = Si" 
echo “Wiele p2 cu “name —a" = 92" 
erelaey WIL! 323) (our amans =a’ = SS"! 
echo \#\#\# 

exco S # ##H 

echo 

wei, (0) 


More fun with positional parameters. 


Example 15-17. Reversing the positional parameters 


#!/bin/bash 
# revposparams.sh: Reverse positional parameters. 
# Script by Dan Jacobson, with stylistic revisions by document author. 


set a\ D c d\ e; 


d S $s Spaces escaped 

d RES Spaces not escaped 

OuLsSS-SiImS. TESS} 

# 5 Saving old IFS and setting new one. 
echo 


Bice [D Si eee 9 I 


do d Step through positional parameters. 
echo "### kO = "Sk"" # Before 
k-$1:$k; # Append each pos param to loop variable. 
# ^ 
echo "### k = "Sk"" # After 
echo 
gta iE p 
done 


set Sk # Set new positional parameters. 
echo - 
echo $# # Count of positional parameters. 
echo - 
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echo 
ítgue aL # Omitting the "in list" sets the variable -- i -- 
#+ to the positional parameters. 
do 
echo $i # Display new positional parameters. 
done 


IFS-SOIFS # Restore IFS. 


# Question: 

# Is it necessary to set an new IFS, internal field separator, 
#+ in order for this script to work properly? 

# What happens if you don't? Try it. 

# And, why use the new IFS a colon -- in line 17, 

#+ to append to the loop variable? 

# What is the purpose of this? 


erate O) 


$ ./revposparams.sh 


k0 = 

k =ab 

kO =a b 

ki (erste) 

20) = (e ft 16) 
k-decab 


de 
e 
a b 


Invoking set without any options or arguments simply lists all the environmental and other variables 
that have been initialized. 


bash$ set 
AUTHORCOPY-/home/bozo/posts 
BASH-/bin/bash 


BASH VERSION-$'2.05.8(1)-release' 


XAUTHORITY-/home/bozo/.Xauthority 
eene cy Dasiniwe 
variable22-abc 
variable23-xzy 


Using set with the —— option explicitly assigns the contents of a variable to the positional parameters. 
If no variable follows the —— it unsets the positional parameters. 


Example 15-18. Reassigning the positional parameters 


#!/bin/bash 
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variable-"one two three four five" 


set -- $variable 


# Sets positional parameters to the contents of "Svariable". 


first param-$1 
Second param-$2 


sümaliip S AAEE 4 Shift past first two positional params. 


# shift 2 also works. 
remaining params-"$*" 


echo 
echo "first parameter = S$first param" # one 

echo "second parameter = $second_param" # two 

echo "remaining parameters = $remaining params" # three four five 
echo; echo 

# Again. 

set -- $variable 

first param-$1 

second param-$2 

echo "first parameter = S$first param" # one 

echo "second parameter = $second_param" # two 

# 

Set == 


# Unsets positional parameters if no variable specified. 


first_param=$1 
second_param=$2 


echo "first parameter = $first_param" 
echo "second parameter = $second param" 
exit 0 


See also Example 11-2 and Example 16-56. 


The unset command deletes a shell variable, effectively setting it to null. Note that this command 


does not affect positional parameters. 


bash$ unset PATH 


(null value) 


# 
# (null value) 


Example 15-19. "Unsetting"' a variable 


#!/bin/bash 
# unset.sh: Unsetting a variable. 


variable=hello 
echo "variable = $variable" 


unset variable 


excelso) V (ume) variable = Sywereslalolle” 
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Unset. 

Jm. tats joxsueibdbewLeue Commitee, 
same effect as: variable- 


$variable is null. 
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aie [ -2 “WSyeienelolle” j # Try a string-length test. 
then 
echo "\Svariable has zero length." 
E 
exit 0 


8^; In most contexts, an undeclared variable and one that has been unset are equivalent. 


However, the ${parameter:-default} parameter substitution construct can distinguish 
between the two. 


export 


The export [61] command makes available variables to all child processes of the running script or 
shell. One important use of the export command is in startup files, to initialize and make accessible 
environmental variables to subsequent user processes. 


Unfortunately, there is no way to export variables back to the parent process, to the 
process that called or invoked the script or shell. 


Example 15-20. Using export to pass a variable to an embedded awk script 


#!/bin/bash 


# Yet another version of the "column totaler" script (col-totaler.sh) 
#+ that adds up a specified column (of numbers) in the target file. 

# This uses the environment to pass a script variable to 'awk' 

#+ and places the awk script in a variable. 


ARGS-2 
E WRONGARGS-85 


if [ Sy -ne "SARGS" ] # Check for proper number of command-line args. 
then 

echo "Usage: 'basename $0' filename column-number" 

exit $E WRONGARGS 
ica 


filename-$1 
column number-$2 


===== Same as original script, up to this point =====# 


export column number 
Export column number to environment, so it's available for retrieval. 


awkscript='{ total += SENVIRON["column number"] } 
IND) 4 oprime corel ~“ 
Yes, a variable can hold an awk script. 


Now, run the awk script. 
awk "Sawkscript" "$filename" 


Thanks, Stephane Chazelas. 
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exit 0 


į ) It is possible to initialize and export variables in the same operation, as in export 
var 1=xxx. 


However, as Greg Keraunen points out, in certain situations this may have a different 
effect than setting a variable, then exporting it. 


bash$ export var=(a b); echo ${var[0]} 


(a b) 


bash$ var=(a b); export var; echo $(var[0]) 
a 


8^) A variable to be exported may require special treatment. See Example M-2. 


declare, typeset 
The declare and typeset commands specify and/or restrict properties of variables. 
readonly 
Same as declare -r, sets a variable as read-only, or, in effect, as a constant. Attempts to change the 
variable fail with an error message. This is the shell analog of the C language const type qualifier. 
getopts 
This powerful tool parses command-line arguments passed to the script. This is the Bash analog of the 
getopt external command and the getopt library function familiar to C programmers. It permits 
passing and concatenating multiple options [62] and associated arguments to a script (for example 
scriptname -abc -e /usr/local). 


The getopts construct uses two implicit variables. SOPTIND is the argument pointer (OPTion INDex) 
and SOPTARG (OPTion ARGument) the (optional) argument attached to an option. A colon following 
the option name in the declaration tags that option as having an associated argument. 


A getopts construct usually comes packaged in a while loop, which processes the options and 
arguments one at a time, then increments the implicit SOPTIND variable to point to the next. 


1. The arguments passed from the command-line to the script must be preceded 
by a dash (-). It is the prefixed - that lets getopts recognize command-line 
arguments as options. In fact, getopts will not process arguments without the 
prefixed -, and will terminate option processing at the first argument 
encountered lacking them. 

2. The getopts template differs slightly from the standard while loop, in that it 
lacks condition brackets. 

3. The getopts construct is a highly functional replacement for the traditional 
getopt external command. 


while getopts ":abcde:fg" Option 
# Initial declaration. 
# a, b, c, d, e, f, and g are the options (flags) expected. 
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# The : after option 'e' shows it will have an argument passed with it. 
do 
case $Option in 
a) 4 Do something with variable 'a'. 
b) # Do something with variable 'b'. 


e) # Do something with 'e', and also with SOPTARG, 
# which is the associated argument passed with option 'e'. 


g ) 4 Do something with variable 'g'. 
esac 
done 
soise SEC SXOEPINND = 3j 
# Move argument pointer to next. 


# All this is not nearly as complicated as it looks «grin». 


Example 15-21. Using getopts to read the options/arguments passed to a script 


!/bin/bash 
ex33.sh: Exercising getopts and OPTIND 
Script modified 10/09/03 at the suggestion of Bill Gradwohl. 


Here we observe how 'getopts' processes command-line arguments to script. 
The arguments are parsed as "options" (flags) and associated arguments. 


[ry invoking this script with: 
'scriptname -mn' 
'scriptname -oq qOption' (qOption can be some arbitrary string.) 


'scriptname -qXXX -r' 


'scriptname -gr' 


ae Unexpected result, takes "r" as the argument to option "q" 
'scriptname -q -r' 

t Unexpected result, same as above 
'scriptname -mnop -mnop' Unexpected result 


(OPTIND is unreliable at stating where an option came from.) 


If an option expects an argument ("flag:"), then it will grab 
+ whatever is next on the command-line. 


O_ARGS=0 
E OPTERROR-85 


if [ $4 -eq "SNO ARGS" ] # Script invoked with no command-line args? 
then 
echo "Usage: ^basename $0` options (-mnopars)" 
exit $E OPTERROR 4 Exit and explain usage. 
# Usage: scriptname -options 
4 Note: dash (-) necessary 
f 


while getopts ":mnopq:rs" Option 


do 
case $Option in 
m ) echo WSicemewie ili option -m= [OPTIND=${OPTIND}]";; 
im. || © )) echo "iskerewweucuao 27 Oticon -SO0or Lon- [OPTIND=S {OPTIND}]";; 
p ) eco YScenario ros QGOpuagie =P= [OPTIND=S {OPTIND}]";; 
q ) Belov Wsieerienente) G48 foysiealoim Cr 
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with argument \"SOPTARG\" [OPTIND=S {OPTIND}]";; 
# Note that option 'q' must have an associated argument, 
#+ otherwise it falls through to the default. 


i | sS) echo “Sesmerioe 752 ciem —BOpytigia-"pp 
* ) echo "Unimplemented option chosen.";; # Default. 
esac 


done 


simui S (S gEmINND = 1) 

# Decrements the argument pointer so it points to next argument. 

# $1 now references the first non-option item supplied on the command-line 
#+ if one exists. 


exit $? 


# As Bill Gradwohl states, 

# "The getopts mechanism allows one to specify: scriptname -mnop -mnop 
#+ but there is no reliable way to differentiate what came 

#+ from where by using OPTIND." 

# There are, however, workarounds. 


Script Behavior 


source, . (dot command) 
This command, when invoked from the command-line, executes a script. Within a script, a source 
file-name loads the file fi le-name. Sourcing a file (dot-command) imports code into the script, 
appending to the script (same effect as the #include directive in a C program). The net result is the 
same as if the "sourced" lines of code were physically present in the body of the script. This is useful 
in situations when multiple scripts use a common data file or function library. 


Example 15-22. "Including" a data file 


!/bin/bash 
Note that this example must be invoked with bash, i.e., bash ex38.sh 
i» sagit. S SOK SS orem D 


data-file # Load a data file. 
Same effect as "source data-file", but more portable. 


The file "data-file" must be present in current working directory, 
+ since it is referred to by its basename. 


ow, let's reference some data from that file. 
echo "variablel (from data-file) = $variablel" 
echo "variable3 (from data-file) = $variable3" 
let "sum = $variable2 + $variable4" 
echo "Sum of variable2 + variable4 (from data-file) = $sum" 
echo "messagel (from data-file) is \"S$messagel\"" 
# Escaped quotes 
echo "message2 (from data-file) is \"S$message2\"" 


print message This is the message-print function in the data-file. 


exit $? 


Chapter 15. Internal Commands and Builtins 205 


Advanced Bash-Scripting Guide 


File data-file for Example 15-22, above. Must be present in same directory. 


# This is a data file loaded by a script. 
# Files of this type may contain variables, functions, etc. 
i? dic iloaels waveln a Vsounes! gue " s @eunmenel ccon a Selil fesses s 


# Let's initialize some variables. 


variablel=23 
variable2=474 
variable3=5 
variable4=97 


messagel="Greetings from *** line SLINENO *** of the data file!" 
message2="Enough for now. Goodbye." 


print_message () 


{ # Echoes any message passed to it. 

if [ =% gu ] 

then 
return 1 # Error, if argument missing. 

ita 

echo 

bine | —: VSL" ] 

do # Step through arguments passed to function. 
echo -n "$1" 4 Echo args one at a time, suppressing line feeds. 
echo -n "" 4 Insert spaces between words. 
SOIL IEE # Next one. 

done 

echo 


ise Beim. (0) 
} 
If the sourced file is itself an executable script, then it will run, then return control to the script that 
called it. A sourced executable script may use a return for this purpose. 


Arguments may be (optionally) passed to the sourced file as positional parameters. 


source $filename Sargl arg2 
It is even possible for a script to source itself, though this does not seem to have any practical 
applications. 


Example 15-23. A (useless) script that sources itself 


#!/bin/bash 
# self-source.sh: a script sourcing itself "recursively." 
i? icon YSiewjoael Seriot Wiedeles,, Votimi Li, 


MAXPASSCNT=100 # Maximum number of execution passes. 


echo -n "Spass_count " 
# At first execution pass, this just echoes two blank spaces, 
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let "pass count += 1" 
Assumes the uninitialized variable $pass count 
+ can be incremented the first time around. 
This works with Bash and pdksh, but 
+ it relies on non-portable (and possibly dangerous) behavior. 
Better would be to initialize $pass count to 0 before incrementing. 


while [ "$pass count" -le $MAXPASSCNT ] 
do 
S # Script "sources" itself, rather than calling itself. 
4 ./$0 (which would be true recursion) doesn't work here. Why? 
done 


What occurs here is not actually recursion, 
+ since the script effectively "expands" itself, i.e., 
generates a new section of code 
+ with each pass through the 'while' loop', 

with each 'source' in line 20. 


+ 


Of course, the script interprets each newly 'sourced' "#!" line 
+ as a comment, and not as the start of a new script. 


echo 


exit 0 # The net effect is counting from 1 to 100. 
# Very impressive. 


# Exercise: 


4 Write a script that uses this trick to actually do something useful. 

exit 
Unconditionally terminates a script. [63] The exit command may optionally take an integer argument, 
which is returned to the shell as the exit status of the script. It is good practice to end all but the 
simplest scripts with an exit 0, indicating a successful run. 


8) If a script terminates with an exit lacking an argument, the exit status of the script is 
the exit status of the last command executed in the script, not counting the exit. This is 
equivalent to an exit $?. 


p) An exit command may also be used to terminate a subshell. 


exec 
This shell builtin replaces the current process with a specified command. Normally, when the shell 
encounters a command, it forks off a child process to actually execute the command. Using the exec 
builtin, the shell does not fork, and the command exec'ed replaces the shell. When used in a script, 
therefore, it forces an exit from the script when the exec'ed command terminates. [64] 


Example 15-24. Effects of exec 


#!/bin/bash 


exec echo "Exiting \"$0\" at line SLINENO." # Exit from script here. 
# SLINENO is an internal Bash variable set to the line number it's on. 


# 
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# The following lines never execut 
echo "This echo fails to echo." 


Grae 9 # This script will not exit here. 
# Check exit value after script terminates 
#+ with an 'echo $?'. 
i dc Yall vue log O99 


Example 15-25. A script that exec's itself 


#!/bin/bash 
# self-exec.sh 


# Note: Set permissions on this script to 555 or 755, 
# toen call it wich . /sellir—exec.gin (Que Sit oJ ede» Sia. 


ecno 


echo "This line appears ONCE in the script, yet it keeps echoing." 
Seno Wiis IBID) Gye Tries inecenece ONE loys Series ss: wird SS, 


# Demonstrates that a subshell is not forked off. 

Glace) V baio Cel- dE. SE " 
sleep 1 

exec $0 # Spawns another instance of this same script 


#+ that replaces the previous one. 
echo "This line will never echo!" # Why not? 


ex 99 # Will not exit here! 
# Exit code will not be 99! 


An exec also serves to reassign file descriptors. For example, exec «zzz-file replaces st din 


with the file zzz- file. 


-&^; The -exec option to find is not the same as the exec shell builtin. 


This command permits changing shell options on the fly (see Example 25-1 and Example 25-2). It 


often appears in the Bash startup files, but also has its uses in scripts. Needs version 2 or later of Bash. 


shopt -s cdspell 
# Allows minor misspelling of directory names with 'cd' 
# Option -s sets, -u unsets. 


cd /hpme 4 Oops! Mistyped '/home'. 
pwd # /home 
4 The shell corrected the misspelling. 


Putting a caller command inside a function echoes to st dout information about the caller of that 


function. 


#!/bin/bash 


irae Lol (0) 


{ 
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i? DASS drisbeYenzso)odl (o 
caller 0 # Tell me about it. 


functionl # Line 9 of script. 

# 9 main test.sh 

the Line number that the function was called from. 
# MERE Tayvokecl ron meint gart WHE Seriy, 

# PESTS Name of calling script. 

caller 0 # Has no effect because it's not inside a function. 


A caller command can also return caller information from a script sourced within another script. 


Analogous to a function, this is a "subroutine call." 


You may find this command useful in debugging. 


Commands 


true 


false 


A command that returns a successful (zero) exit status, but does nothing else. 


bash$ true 
bash$ echo $? 
0 


# Endless loop 
while true ur abras dee Wed 
do 

operation-1 

operation-2 


operation-n 
# Need a way to break out of loop or script will hang. 
done 


A command that returns an unsuccessful exit status, but does nothing else. 


bash$ false 
bash$ echo $? 


1 


4 Testing "false" 


if false 
then 

echo "false evaluates \"true\"" 
else 

echo "false evaluates \"false\"" 
ipai 


# false evaluates "false" 


# Looping while "false" (null loop) 
while false 
do 
# The following code will not execute. 
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operation-1 
operation-2 
operation-n 
# Nothing happens! 
done 
type [cmd] 
Similar to the which external command, type cmd identifies "cmd." Unlike which, type is a Bash 
builtin. The useful -a option to type identifies keywords and builtins, and also locates system 
commands with identical names. 


bash$ type '[' 

L abs) i Smell lois. eatin 

bash$ type -a '[' 

[ is a shell builtin 
| as fusiform, IL 


bash$ type type 
type is a shell builtin 


The type command can be useful for testing whether a certain command exists. 

hash [cmds] 
Records the path name of specified commands -- in the shell hash table [65] -- so the shell or script 
will not need to search the $PATH on subsequent calls to those commands. When hash is called with 
no arguments, it simply lists the commands that have been hashed. The -r option resets the hash 
table. 

bind 
The bind builtin displays or modifies readline [66] key bindings. 

help 
Gets a short usage summary of a shell builtin. This is the counterpart to whatis, but for builtins. The 
display of help information got a much-needed update in the version 4 release of Bash. 


bash$ help exit 

exit: exit [n] 

Exit the shell with a status of N. If N is omitted, the exit status 
is that of the last command executed. 


15.1. Job Control Commands 


Certain of the following job control commands take a job identifier as an argument. See the table at end of the 
chapter. 


jobs 
Lists the jobs running in the background, giving the job number. Not as useful as ps. 


$^, It is all too easy to confuse jobs and processes. Certain builtins, such as kill, disown, 
and wait accept either a job number or a process number as an argument. The fg, bg 
and jobs commands accept only a job number. 


bash$ sleep 100 & 
[SE]! ESSA 
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bash $ jobs 
[1]+ Running sleep 100 & 


"]" is the job number (jobs are maintained by the current shell). "1384" is the PID or 
process ID number (processes are maintained by the system). To kill this job/process, 
either a kill %1 or a kill 1384 works. 


Thanks, S.C. 

disown 
Remove job(s) from the shell's table of active jobs. 

fg. bg 
The fg command switches a job running in the background into the foreground. The bg command 
restarts a suspended job, and runs it in the background. If no job number is specified, then the fg or bg 
command acts upon the currently running job. 

wait 
Suspend script execution until all jobs running in background have terminated, or until the job number 
or process ID specified as an option terminates. Returns the exit status of waited-for command. 


You may use the wait command to prevent a script from exiting before a background job finishes 
executing (this would create a dreaded orphan process). 


Example 15-26. Waiting for a process to finish before proceeding 


#!/bin/bash 


ROOT_UID=0 # Only users with SUID 0 have root privileges. 
E_NOTROOT=65 
E_NOPARAMS=66 


ie | VSUIDY -ne USOS iV | 

then 
echo "Must be root to run this script." 
# "Run along kid, it's past your bedtime." 
exit $E NOTROOT 

fat 


is i -2 "810 j 

then 
echo "Usage: `basename $0` find-string" 
exit $E_NOPARAMS 

fat 


echo "Updating 'locate' database..." 
echo "This may take a while." 
updatedb /usr & 4 Must be run as root. 


wait 
Don't run the rest of the script until 'updatedb' finished. 
You want the the database updated before looking up the file name. 


locate $1 


Without the 'wait' command, in the worse case scenario, 
+ the script would exit while 'updatedb' was still running, 
+ leaving it as an orphan process. 


Chapter 15. Internal Commands and Builtins 211 


Advanced Bash-Scripting Guide 


exit 0 
Optionally, wait can take a job identifier as an argument, for example, wait%1 or wait SPPID. 
[67] See the job id table. 


į ) Within a script, running a command in the background with an ampersand (&) may cause the script to har 
ENTER is hit. This seems to occur with commands that write to st dout. It can be a major annoyance. 


#!/bin/bash 
# test.sh 


abes ll 6s 
echo "Done." 


./test.sh 


[bozo@localhost test-scripts]$ total 1 


EN L DOZO bozo 34 (Qe iil 35209 ess 


As Walter Brameld IV explains it: 


As far as I can tell, such scripts don't actually hang. It ju 
seems that they do because the background command writes text 
the console after the prompt. The user gets the impression th 
the prompt was never displayed. Here's the sequence of events 


Script launches background command. 
Script exits. 
Shell displays the prompt. 
Background command continues running and writing text to t 
console. 
5. Background command finishes. 
6. User doesn't see a prompt at the bottom of the output, thi 
is hanging. 


A wN 


Placing a wait after the background command seems to remedy this. 


#!/bin/bash 


# test.sh 
dig. iL. 4m 
echo "Done." 
wait 
bash$ ./test.sh 
Done. 
[bozo@localhost test-scripts]$ total 1 
RaW TOC iL DOZO bozo Sa Oer ih Was 1e os 


Redirecting the output of the command to a file or even to /dev/nu11 also takes care of this problem. 
suspend 
This has a similar effect to Control-Z, but it suspends the shell (the shell's parent process should 
resume it at an appropriate time). 
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logout 
Exit a login shell, optionally specifying an exit status. 
times 
Gives statistics on the system time elapsed when executing commands, in the following form: 
This capability is of relatively limited value, since it is not common to profile and benchmark shell 
scripts. 
kill 
Forcibly terminate a process by sending it an appropriate terminate signal (see Example 17-6). 
Example 15-27. A script that kills itself 
#!/bin/bash 
# self-destruct.sh 
kill $$ # Script kills its own process here. 
Wr ROCEILIL (rens WSS! sabe sexe: Gxese:jexs e) IID), 
echo "This line will not echo." 
# Instead, the shell sends a "Terminated" message to stdout. 
exit 0 # Normal exit? No! 
After this script terminates prematurely, 
+ what exit status does it return? 
Sim. eesli Cestit Ct, Sm 
echo $? 
143 
las = 126 + is 
TERM signal 
@)kill -1 lists all the signals (as does the file /usr/include/asm/signal.h). 
Akill -9isa sure kill, which will usually terminate a process that stubbornly 
refuses to die with a plain kill. Sometimes, a kà11 -15 works. A zombie process, 
that is, a child process that has terminated, but that the parent process has not (yet) 
killed, cannot be killed by a logged-on user -- you can't kill something that is already 
dead -- but init will generally clean it up sooner or later. 
killall 
The killall command kills a running process by name, rather than by process ID. If there are multiple 
instances of a particular command running, then doing a killall on that command will terminate them 
all. 
$^; This refers to the killall command in /usr/bin, not the killall script in 
/étc/tc.d/init.d. 
command 


The command directive disables aliases and functions for the command immediately following it. 
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$^; This is one of three shell directives that effect script command processing. The others 
are builtin and enable. 


Invoking builtin BUILTIN COMMAND runs the command BUTLTIN COMMAND as a shell 
builtin, temporarily disabling both functions and external system commands with the same name. 


This either enables or disables a shell builtin command. As an example, enable -n kill disables 
the shell builtin kill, so that when Bash subsequently encounters kill, it invokes the external command 
/bin/kill. 


The -a option to enable lists all the shell builtins, indicating whether or not they are enabled. The -f 
filename option lets enable load a builtin as a shared library (DLL) module from a properly 
compiled object file. [68]. 


autoload 


This is a port to Bash of the ksh autoloader. With autoload in place, a function with an autoload 
declaration will load from an external file at its first invocation. [69] This saves system resources. 


Note that autoload is not a part of the core Bash installation. It needs to be loaded in with enable 
-f (see above). 


Table 15-1. Job identifiers 


Z 
© 
e 
2 
e 
E 
© 
= 


o% 


oN 
S 


oe 


25 


oe 


+ 


Job number [N] 


es | "current" job (last job stopped in foreground or started in background) 


"current" job (last job stopped in foreground or started in background) 


m 


Last job 


Last background process 
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Standard UNIX commands make shell scripts more versatile. The power of scripts comes from coupling 
system commands and shell directives with simple programming constructs. 


16.1. Basic Commands 


The first commands a novice learns 


Is 
The basic file "list" command. It is all too easy to underestimate the power of this humble command. 
For example, using the —R, recursive option, Is provides a tree-like listing of a directory structure. 
Other useful options are —S, sort listing by file size, —t, sort by file modification time, —v, sort by 
(numerical) version numbers embedded in the filenames, [70] —b, show escape characters, and —i, 
show file inodes (see Example 16-4). 


bash$ ls -1 
Sj iyi —— Il Texowae) ooze O Sey U4 weedy Cloveijonesie 1.0) icc 
Sey EW e — bozo bozo Sep 14 18:44 chapterll.txt 
SEW IG Whee cee bozo bozo Sep 14 18:44 chapterl2.txt 
Sey eae — bozo bozo Sep 14 18:44 chapterl.txt 
Seay 16 — bozo bozo Sep 14 18:44 chapter2.txt 
TEW ede bozo bozo Sep 14 18:44 chapter3.txt 
EUIS GWG bozo bozo Sep 14 18:49 Chapter_headings.txt 
Saye — bozo bozo Sep 14 18:49 Preface.txt 


bash$ ls -lv 
Toget ©) 
—ieWr-dWy-—1-— d hapter headings.txt 

reface.txt 

hapterl.txt 


(9 
Osee dE B 
€ 
chapter2.txt 
€ 
€ 
© 
€ 


—ue mai di 
Siew i 
uev see dl hapter3.txt 

hapterl0.txt 
hapterll.txt 


hapterl12.txt 


T Wis en Wis cen IE 
SHEA i aN as rl 


(ey (exi (e) Se CY CG (e SJ 


We ira Gare AE 


į ) The /s command returns a non-zero exit status when attempting to list a non-existent 
file. 


bash$ ls abc 
les loa Ne wem LIke wie ChuracHory 


bash$ echo $? 
2 


Example 16-1. Using ls to create a table of contents for burning a CDR disk 
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#!/bin/bash 
# ex40.sh (burn-cd.sh) 
# Script to automate burning a CDR. 


# Make sure it exists. 
# Exercise: Add a test for this. 


Uses Joerg Schilling's "cdrecord" package: 
http: //www.fokus.fhg.de/usr/schilling/cdrecord. html 


If this script invoked as an ordinary user, may need to suid cdrecord 
+ chmod urs /usr/bin/cdrecord, as root. 


ig i =z | 
then 

IMAGE DIRECTORY-SDEFAULTDIR 

# Default directory, if not specified on command-line. 
else 


IMAGE DIRECTORY-$1 


ít 


Create a "table of contents" file. 

ls -IRF S$IMAGE DIRECTORY > $IMAGE DIRECTORY/S$CONTENTSFILE 
Abin. Will wageto (epis re. "dkeyagU enke Jlareqemsgvere 

The "R" option makes the listing recursive. 

The "F" option marks the file types (directories get a trailing /). 
echo "Creating table of contents." 


Create an image file preparatory to burning it onto the CDR. 
mkisofs -r -o SIMAGEFILE $IMAGE DIRECTORY 
echo "Creating ISO9660 file system image (SIMAGEFILE)." 


# Burn the CDR. 

echo "Burning the disk." 

echo "Please be patient, this will take a while." 
wodim -v -isosize dev=SDEVICE SIMAGEFILE 
# In newer Linux distros, the "wodim" utility assumes the 
sr iepleweiEabowredlsbEN; (oue Weereleteycroucrel , Y 

exitcode-$? 

echo "Exit code = Sexitcode" 


xit Sexitcod 


SPEED-10 # May use higher speed if your hardware supports it. 
IMAGEFILE-cdimage.iso 

CONTENTSFILE-contents 

4 DEVICE-/dev/cdrom For older versions of cdrecord 

DEVICE-"1,0,0" 

DEFAULTDIR-/opt # This is the directory containing the data to be burned. 


Of course, this creates a security hole, though a relatively minor one. 


cat, an acronym for concatenate, lists a file to stdout. When combined with redirection (> or >>), it 


is commonly used to concatenate files. 


# Uses of 'cat' 
cat filename # Lists the file. 


cat enken kemet 2 seats, S) S: aeabilier, 10229) # Combines three files into one. 


The —n option to cat inserts consecutive numbers before all lines of the target file(s). The —b option 
numbers only the non-blank lines. The -v option echoes nonprintable characters, using ^ notation. 
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The -s option squeezes multiple consecutive blank lines into a single blank line. 
See also Example 16-28 and Example 16-24. 


$^, In a pipe, it may be more efficient to redirect the st din to a file, rather than to cat 
the file. 


cat filename | tr a-z A-Z 


tr a-z A-Z « filename # Same effect, but starts one less process, 
#+ and also dispenses with the pipe. 


tac, is the inverse of cat, listing a file backwards from its end. 

rev 
reverses each line of a file, and outputs to st dout. This does not have the same effect as tac, as it 
preserves the order of the lines, but flips each one around (mirror image). 


bash$ cat filel.txt 
mare suse disugre di. 
Wass. aks llatine 2. 


bash$ tac filel.txt 
mate shes disse A, 
Mawes aie; doge. dl. 


bash$ rev filel.txt 
oil vey sim siallovan 
gd. (GuouliL Bak Sisley 


cp 
This is the file copy command. cp filel file2 copies filel to file2, overwriting file2 if 
it already exists (see Example 16-6). 


į ) Particularly useful are the -a archive flag (for copying an entire directory tree), the 


-u update flag (which prevents overwriting identically-named newer files), and the 
-r and -R recursive flags. 


(jo -u Somece_clie/ Cest chir 
# "Synchronize" dest dir to source dir 
#+ by copying over all newer and not previously existing files. 


This is the file move command. It is equivalent to a combination of cp and rm. It may be used to 
move multiple files to a directory, or even to rename a directory. For some examples of using mv in a 
script, see Example 10-11 and Example A-2. 


°) When used in a non-interactive script, mv takes the -f (force) option to bypass user 
input. 


When a directory is moved to a preexisting directory, it becomes a subdirectory of the 
destination directory. 


bash$ mv source directory target directory 
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bash$ 1s -1F target directory 
Total il 
drwXrWXr-x Z lexomo DOZO 1024 May 28 19:20 source directory/ 


rm 
Delete (remove) a file or files. The —£ option forces removal of even readonly files, and is useful for 
bypassing user input in a script. 
g 
The rm command will, by itself, fail to remove filenames beginning with a dash. 
Why? Because rm sees a dash-prefixed filename as an option. 
bash$ rm —badname 
ios duele] Garion == | 
Try ‘rm --help' for more information. 
One clever workaround is to precede the filename with a" -- " (the end-of-options 
flag). 
bash$ rm -- -badname 
Another method to is to preface the filename to be removed with a dot-slash. 
bash$ rm ./-badname 
When used with the recursive flag —r, this command removes files all the way down 
the directory tree from the current directory. A careless rm -rf * can wipe out a big 
chunk of a directory structure. 
rmdir 
Remove directory. The directory must be empty of all files -- including "invisible" dotfiles [71] -- for 
this command to succeed. 
mkdir 


Make directory, creates a new directory. For example, mkdir -p 
project/programs/December creates the named directory. The —p option automatically 
creates any necessary parent directories. 

chmod 
Changes the attributes of an existing file or directory (see Example 15-14). 


chmod +x filename 
Makes "filename" executable for all users. 


chmod u*s filename 

Sets "suid" bit on "filename" permissions. 

An ordinary user may execute "filename" with same privileges as the file's owner. 
(inns Closes moire cups co shell Sex gutes) 


chmod 644 filename 
Makes "filename" readable/writable to owner, readable to others 
+ “octal mode) a 


chmod 444 filename 
Makes "filename" read-only for all. 
Modifying the file (for example, with a text editor) 
+ not allowed for a user who does not own the file (except for root), 
and even the file owner must force a file-save 
+ if she modifies the file. 


+ 
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Same restrictions apply for deleting the file. 


chmod 1777 directory-name 


Gives everyone read, write, and execute permission in directory, 
+ however also sets the "sticky bit". 

This means that only the owner of the directory, 
* owner of the file, and, of course, root 
+ can delete any particular file in that directory. 


chmod 111 directory-name 
Gives everyon xecute-only permission in a directory. 
This means that you can execute and READ the files in that directory 
+ (execute permission necessarily includes read permission 
+ because you can't execute a file without being able to read it). 
But you can't list the files or search for them with the "find" command. 
These restrictions do not apply to root. 


chmod 000 directory-name 
No permissions at all for that directory. 
Caimlic meecl montar oue. EoxxeCciteS Gilles aim aie. 
Cente Gwin lerse deaLlheyep stig ad. Quo. "gl" ice aba 
But, you can rename (mv) the directory 
3e oue Celera ie (agp) abit aie Sus} SWI 
You can even symlink to files in the directory, 
+ but you can't read, write, or execute the symlinks. 
These restrictions do not apply to root. 


Change file attributes. This is analogous to chmod above, but with different options and a different 
invocation syntax, and it works only on ext2/ext3 filesystems. 


One particularly interesting chattr option is i. A chattr +i £ilename marks the file as immutable. 
The file cannot be modified, linked to, or deleted, not even by root. This file attribute can be set or 
removed only by root. In a similar fashion, the a option marks the file as append only. 


root# chattr +i filel.txt 


root# rm filel.txt 


rm: remove write-protected regular file "filel.txt'? y 
rm: cannot remove ^filel.txt': Operation not permitted 


If a file has the s (secure) attribute set, then when it is deleted its block is overwritten with binary 
zeroes. [72 


If a file has the u (undelete) attribute set, then when it is deleted, its contents can still be retrieved 
(undeleted). 


If a file has the c (compress) attribute set, then it will automatically be compressed on writes to disk, 
and uncompressed on reads. 


$^) The file attributes set with chattr do not show in a file listing (Is -]). 


Creates links to pre-existings files. A "link" is a reference to a file, an alternate name for it. The In 
command permits referencing the linked file by more than one name and is a superior alternative to 
aliasing (see Example 4-6). 
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The In creates only a reference, a pointer to the file only a few bytes in size. 
The In command is most often used with the ^s, symbolic or "soft" link flag. Advantages of using the 
-s flag are that it permits linking across file systems or to directories. 


The syntax of the command is a bit tricky. For example: ln -s oldfile newfile links the 
previously existing oldfile to the newly created link, newfile. 


d If a file named new£ile has previously existed, an error message will result. 


Which type of link to use? 
As John Macdonald explains it: 


Both of these [types of links] provide a certain measure of dual reference -- if you edit the contents 
of the file using any name, your changes will affect both the original name and either a hard or soft 
new name. The differences between them occurs when you work at a higher level. The advantage of 
a hard link is that the new name is totally independent of the old name -- if you remove or rename 
the old name, that does not affect the hard link, which continues to point to the data while it would 
leave a soft link hanging pointing to the old name which is no longer there. The advantage of a soft 
link is that it can refer to a different file system (since it is just a reference to a file name, not to 
actual data). And, unlike a hard link, a symbolic link can refer to a directory. 


Links give the ability to invoke a script (or any other type of executable) with multiple names, and 
having that script behave according to how it was invoked. 


Example 16-2. Hello or Good-bye 


!/bin/bash 
hello.sh: Saying "hello" or "goodbye" 
+ depending on how script is invoked. 


Make a link in current working directory (SPWD) to this script: 
ln -s hello.sh goodbye 

Now, try invoking this script both ways: 

./hello.sh 

./goodbye 


HELLO CALL-65 
GOODBYE CALL-66 


ae [ SQ = U /coecdoye” ] 

then 
echo "Good-bye!" 
# Some other goodbye-type commands, as appropriate. 
exit $GOODBYE CALL 

EL 


echo Heroni 
# Some other hello-type commands, as appropriate. 
exit S$HELLO CALL 
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man, info 
These commands access the manual and information pages on system commands and installed 
utilities. When available, the info pages usually contain more detailed descriptions than do the man 
pages. 


There have been various attempts at "automating" the writing of man pages. For a script that makes a 
tentative first step in that direction, see Example A-39. 


16.2. Complex Commands 
Commands for more advanced users 
find 

-exec COMMAND \; 


Carries out COMMAND on each file that find matches. The command sequence terminates with ; (the 


;" is escaped to make certain the shell passes it to find literally, without interpreting it as a special 
character). 


bash$ find -/ -name '*.txt' 
/home/bozo/.kde/share/apps/karm/karmdata.txt 


/home/bozo/misc/irmeyc.txt 
/home/bozo/test-scripts/1.txt 


If COMMAND contains {}, then find substitutes the full path name of the selected file for "{}". 


find ~/ -name 'core*' mee cmd db We 
Removes all core dump files from user's home directory. 


find /home/bozo/projects -mtime -1 
S Note minus sign! 
Lists all files in /home/bozo/projects directory tree 


+ that were modified within the last day (current day - 1). 


find /home/bozo/projects -mtime 1 
Same as above, but modified *exactly* one day ago. 


mtime = last modification time of the target fil 
ctime = last status change time (via 'chmod' or otherwise) 
atime = last access time 


DIR-/home/bozo/junk files 
eninge! WSIDIURY (exe 1 Sete sms 35 xec rm () V; 


^ ^^ 


Curly brackets are placeholder for the path name output by "find." 


Deletes all files in "/home/bozo/junk files" 
+ that have not been accessed in *at least* 5 days (plus sign ... +5). 


type filetype", wher 
= regular file 

= directory 

= symbolic link, etc. 


It fen. dem 
| 
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# 
# (The 'find' manpage and info page have complete option listings.) 


find /etc mee gee "10=9] 10-9)" .] [O=9)) [0-9] “1.1 [O=9] 10=9 1.1 10=9] [0-9]*" 43 Xp 


Tirade all 12? geiclclesasies (Kote. HOG HOOK ROS) dum exe Chiieeciromy iu less 
There a few extraneous hits. Can they be filtered out? 


Possibly by: 


find /etc -type f Se ee UTERE Xo. que =e V".aseseoe]^ Yah S 
gras SOT oI Tol ys (Sol (oll Xe lod E9219 Nolo [^31] 9" 


[:digit:] is one of the character classes 
+ introduced with the POSIX 1003.2 standard. 


Thanks, Stéphane Chazelas. 


H) The -exec option to find should not be confused with the exec shell builtin. 


Example 16-3. Badname, eliminate file names in current directory containing bad characters 
and whitespace. 


#!/bin/bash 
# badname.sh 
# Delete filenames in current directory containing bad characters. 


oie Filenames alin = 


do 
badname-'echo "$filename" | sed -n /[\+\{\7\"\\\=\?~\ (\) N&NSN&NSNINST/p^ 
badname= echo "$filename" | sed -n '/[+{;"\=?~()<>&*|$]/p'*> also works. 
Deletes files containing these nasties: ar oe Ne Eom (mw sg 
rm $badname 2>/dev/null 
SAAANA AET rOn MeS sageco deer s Sito clie 
done 
Now, take care of files containing all manner of whitespace. 
find . -name "* *" -exec rm -f () V; 
The path name of the file that find finds replaces the "{}". 
The 'N' ensures that the ';' is interpreted literally, as end of command. 
ew © 


Commands below this line will not execute because of exit command. 


An alternative to the above script: 
find . -name '*[+{;"\\=?~()<>&*|$ ]*' -maxdepth 0 \ 
-exec rm -f '{}' N; 
The "-maxdepth 0" option ensures that find will not search 
+ subdirectories below SPWD. 


(Thanks, S.C.) 


Example 16-4. Deleting a file by its inode number 


#!/bin/bash 
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# idelete.sh: Deleting a file by its inode number. 


# This is useful when a filename starts with an illegal character, 
war Such em P ou =, 


ARGCOUNT-1 # Filename arg must be passed to script. 
E WRONGARGS-70 

E FILE NOT EXIST-71 

E CHANGED, MIND-72 


if [ $4 -ne "SARGCOUNT" ] 


then 
echo "Usage: ^basename $0? filename" 
exit $E WRONGARGS 

irat 

dae qp. PSS ues 3 

then 


Seine Vigili: WLU We oasi mois ESI D i 
Sake SIPING INOW aS 


abeo Is =a | Gras "SI" || ewik "usu Qui 
inum = inode (index node) number of file 


Every file has an inode, a record that holds its physical address info. 


cho; echo -n "Are you absolutely sure you want to delete \"$1\" (y/n)? " 
ceu Ve ogorin Co Sam elso Aks Guies 

read answer 

case "Sanswer" in 

nN]) echo "Changed your mind, huh?" 

exit $E CHANGED MIND 


vr 


*) echo Deleting File YSIN. UE 
esac 

find . -inum Sianum -exec rm {} \; 

# AN 

# Curly brackets are placeholder 
#+ roe Sse. Ouroue lox iLane V 


echo "File "\"S1"\" deleted!" 


wem © 


The find command also works without the -exec option. 


#!/bin/bash 

# Find suid root files. 

# A strange suid file might indicate a security hole, 
#+ Or even a system intrusion. 


directory="/usr/sbin" 
# Might also try /sbin, /bin, /usr/bin, /usr/local/bin, etc. 
permissions-"-4000" # suid root (dangerous!) 


por Pila in S( rine VScliiesciromy! -—[Xessun MSs ssioms” ) 
do 

ig <lr =-euitinoir “Site 
done 
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See Example 16-30, Example 3-4, and Example 11-10 for scripts using find. Its manpage provides 
more detail on this complex and powerful command. 


A filter for feeding arguments to a command, and also a tool for assembling the commands 
themselves. It breaks a data stream into small enough chunks for filters and commands to process. 
Consider it as a powerful replacement for backquotes. In situations where command substitution fails 
with a too many arguments error, substituting xargs often works. [73] Normally, xargs reads from 
stdin or from a pipe, but it can also be given the output of a file. 


The default command for xargs is echo. This means that input piped to xargs may have linefeeds and 
other whitespace characters stripped out. 


Seyi 1—— 1 bozo bozo O Sein 229) 23756 tes ei 
Seyi == 1 bozo bozo 0 deum 29 29956. 212 


bash$ ls -1 | xargs 
cecal 0) =r- rw- r= i leo looo ( Jam 29 25558. iile =rw=-ry-r- 1 loo leowo (0 Jess 


bash$ find ~/mail -type f | xargs grep "Linux" 

./misc:User-Agent: slrn/0.9.8.1 (Linux) 
./sent-mail-jul-2005: hosted by the Linux Documentation Project. 
./sent-mail-jul-2005: (Linux Documentation Project Site, rtf version) 
./sent-mail-jul-2005: Subject: Criticism of Bozo's Windows/Linux article 
./sent-mail-jul-2005: while mentioning that the Linux ext2/ext3 filesystem 


ls | xargs -p -1 gzip gzips every file in current directory, one at a time, prompting before 
each operation. 
8^; Note that xargs processes the arguments passed to it sequentially, one at a time. 


bash$ find /usr/bin | xargs file 
/usr/bin: directory 


/usr/bin/foomatic-ppd-options: perl script text executabl 


į ) An interesting xargs option is -n NN, which limits to NN the number of arguments 
passed. 


ls | xargs -n 8 echo lists the files in the current directory in 8 columns. 


į ) Another useful option is -0, in combination with find -print0Oorgrep -12. 
This allows handling arguments containing whitespace or quotes. 


find / -type f -printO | xargs -0 grep -liwZ GUI | xargs 
-0 rm -f 
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grep -rliwZ GUI / | xargs -0 rm -f 


Either of the above will remove any file containing "GUI". (Thanks, S.C.) 


Or: 
cat /proc/"Spid"/"SOPTION" | xargs —0 echo 


# From Han Holl's fixup of "get-commandline.sh" 
wr Seriot sna "ge anc (oreo! (leejeuGuss 


The —P option to xargs permits running processes in parallel. This speeds up 
execution in a machine with a multicore CPU. 


!/bin/bash 


le "weit || aegis i =mil 122 rptu) 
Converts all the gif images in current directory to png. 


Options 

=e Print command to stderr. 

ial At most 1 argument per command line. 
=Z Run up to 2 processes simultaneously. 


Thank you, Roberto Polli, for the inspiration. 


Example 16-5. Logfile: Using xargs to monitor system log 


!/bin/bash 


Generates a log file in current directory 
from the tail end of /var/log/messages. 


Note: /var/log/messages must be world readable 
if this script invoked by an ordinary user. 
#root chmod 644 /var/log/messages 


LINES-5 

( date; uname -a ) >>logfile 

# Time and machine name 

cho >>logfile 


tail -n S$LINES /var/log/messages | xargs | fmt -s >>logfile 
echo >>logfile 
echo >>logfile 


exit 0 


As Frank Wang points out, 


+ unmatched quotes (either single or double quotes) in the source file 
+ may give xargs indigestion. 


He suggests the following substitution for line 15: 
tail -m GILIUNES /waie/ihocjmessacqes | wie =el UNUU | arge | ime =- SSileesraile 
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# Exercise: 


d odify this script to track changes in /var/log/messages at intervals 
#+ of 20 minutes. 
# Hint: Use the "watch" command. 


As in find, a curly bracket pair serves as a placeholder for replacement text. 


Example 16-6. Copying files in current directory to another 


!/bin/bash 
COjoO Le ASA 


Copy (verbose) all files in current directory (SPWD) 
+ to directory specified on command-line. 


E NOARGS-85 


a [ eg WESTOP | # Exit if no argument given. 

then 

echo "Usage: ^basename $0` directory-to-copy-to" 
exit $E NOARGS 


PR 
Jus. s. || Sxeusegs c e ei su Sil 
-t is "verbose" (output command-line to stderr) option. 


-i is "replace strings" option. 
() is a placeholder for output text. 
This is similar to the use of a curly-bracket pair in "find." 


iaket icine milks ain Currane Clucescicemy (ls 2), 
T PASS the (gui oF "Je as aKrcumemeSs to "xung (=r w cprLoms)) ; 
+ then copy (cp) these arguments ({}) to new directory ($1). 


The net result is th xact equivalent of 
+ ep * SL 
+ unless any of the filenames has embedded "whitespace" characters. 


exit 0 
Example 16-7. Killing processes by name 


!/bin/bash 
kill-byname.sh: Killing processes by name. 
Compare this script with kill-process.sh. 


For instance, 
+ try "./kill-byname.sh xterm" 
+ and watch all the xterms on your desktop disappear. 


Warning: 
Wass abe; el ennall Clineercoms SCA s 
Running it carelessly (especially as root) 
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#+ can cause data loss and other undesirabl ffects. 


then 
echo "Usage: 
exit $E BADARGS 
ít 


E BADARGS-66 


"Lip Wurexshe eas ferr) 


PROCESS, NAM 


ps ax | grep 


# No command-line arg supplied? 


^basename $0° Process(es) to kill" 


p-"$]1" 
J'SIPTYOICINSKS, ANNIS (| ce "dew: SA" | xen =a Jexdbb 4p 


^^ 


^^ 


Notes: 


Can grep 


The curly brack 


-i is the "replace strings" option to xargs. 
ts are the placeholder for the replacement. 
2&>/dev/null suppresses unwanted error messages. 


"SPROCESS NAME" be replaced by pidof "SPROC 


ESS NAM 


exit $? 


# The "killall" command has the same effect as this script, 
#+ but using it is not quite as educational. 


Example 16-8. Word frequency analysis using xargs 


!/bin/bash 
wf2.sh: Crude word frequency analysis on a text file. 


Uses 'xargs' 


SDS 


to decompos 


Compar 


ARGS=1 


aus T Se cme 


# Correc 
then 
echo 


E BADARGS-85 
E NOFILE-86 


Usage: 


RD 


sae 


ho 


aie [ mo» WSHLW 


Check for input file on command-line. 


" SARGS " ] 
t number of arguments passed to script? 


^basename $0? filename" 


. BADARGS 


] 


# Does file exist? 


exeo. Viele AYUSIN Goes mot. eub 


exit $ 


E NOFIL 


FE E E E HE E FE E FE E HE E HE E HE HE FE E HE HE E E E HE HE E HE HE E FE E HE E E RES E EEE EEE HEE HE EEE 
| xargs =mi J| \ 


(ee. S 


s Jab. SedeYer seat der. 


one word per line. 
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tr A-Z4 a-z | \ 
Shift characters to lowercase. 
sacl =e '"s/NIJ/A/g" =e "s/\pf/q? m "e JN 
4g J X 
Filter out periods and commas, and 
+ change space between words to linefeed, 
SOE || vate se || Steric - 
Finally remove duplicates, prefix occurrence count 
+ and sort numerically. 
HEE FE AE HEE HE EEE EE HEH HE EE EEE HEH EE HE EE EE EE E E E HE EEE RE EE 


This does the same job as the "wf.sh" example, 
+ but a bit more ponderously, and it runs more slowly (why?). 


exit $? 


All-purpose expression evaluator: Concatenates and evaluates the arguments according to the 
operation given (arguments must be separated by spaces). Operations may be arithmetic, comparison, 
string, or logical. 


expr 3 + 5 
returns 8 
expr 5 $ 3 
returns 2 
expr 1 / 0 
returns the error message, expr: division by zero 


Illegal arithmetic operations not allowed. 
expr 5 \* 3 
returns 15 


The multiplication operator must be escaped when used in an arithmetic expression with 
expr. 

y= expr Sy + 1° 
Increment a variable, with the same effect as let y=y+1 and y=$ (($y*1)). This is an 
example of arithmetic expansion. 

z= ‘expr substr $string $position $length' 
Extract substring of $length characters, starting at $position. 


Example 16-9. Using expr 


#!/bin/bash 


# Demonstrating some of the uses of 'expr' 
# 


echo 


# Arithmetic Operators 
# 


echo "Arithmetic Operators" 
echo 
a= expr 5 


a 
echo "5 + 3 = 


Sa 


Chapter 16. External Filters, Programs and Commands 228 


Advanced Bash-Scripting Guide 


a= expr $a + 1° 


echo 
exo “a 4 d = Sal 
echo "(incrementing a variable)" 


o 


a=` expr 5$ 3' 

# modulo 

echo 

echo YS moci 3 = Sal! 


echo 
echo 


# Logical Operators 
# 


# Returns 1 if true, 0 if false, 
#+ opposite of normal Bash convention. 


echo "Logical Operators" 
echo 


x-24 

y=25 

b-' expr $x = Sy # Test equality. 
eena Wo = Silo! # O ( Sx -ne Sy ) 
echo 


a=3 

b="expr $a MV» 10° 

Scho "Joe eaga Sa \S iO), Tereon gr" 

echo "Tf ta 5 O b = D “(false)” 

echo "b = $b" uw 9 (3 Es X0 
echo 


b-' expr $a \< 10° 


echo "If a < 10, b= 1 (true)" 
echo "b = Sb" w d 3 =ike 330 ) 
echo 


4 Note escaping of operators. 


b-' expr $a N« 3° 


echo "If a <= 3, b= 1 (true)" 

Sele Wiss = Slo! # 1 ( 3 -le 3 ) 

# There is also a "\>=" operator (greater than or equal to). 
echo 

echo 


# String Operators 
# 


echo "String Operators" 
echo 


a=1234zipper43231 
echo "The string being operated upon is \"Sa\"." 


# length: length of string 


Chapter 16. External Filters, Programs and Commands 229 


Advanced Bash-Scripting Guide 


b-'expr length $a" 
echo Weng (out MUSENU sep Sio. 


# index: position of first character in substring 

# that matches a character in string 

b= expr index $a 23° 

echo Witmer cal posltion (ur cirat \WUZ\Y ain WU she Waon UI 


# substr: extract substring, starting position & length specified 
b= expr substr $a 2 6^ 

echo ViSloWeETeshew] (ur \WSa\", Biceucciine at Position 2, \ 

ame 6 chase long ag Weby? 


# The default behavior of the 'match' operations is to 
#+ search for the specified match at the BEGINNING of the string. 


# 

# Using Regular Expressions 

b= qoe imeiccla Yean Y [O=—S ye" ~ # Numerical count. 

echo Number of digits at the beginning of \"Sa\" is Sb. 

b= egr matcha “Sal UXCINLS]w S) V # Note that escaped parentheses 
# == == #+ trigger substring match. 


echo “rhe choirs ar tis beg amire ic "QU Seri are WU SU 
echo 
exit 0 


The : (null) operator can substitute for match. For example, b=" expr $a : [0-9]*' is 
the exact equivalent of bz? expr match $a [0-9]*'" in the above listing. 


#!/bin/bash 


echo 

echo “WSieiesline ooeracions using \Wexgore \oetring g Y" Comsicmucic” 
cho "n "n 

echo 


a=1234zipper5FLIPPER43231 


echo Vihe Sring belme operace room ia NU eror USE a Vue UC NULL UU 
Escaped parentheses grouping operator. == 


taea ck a a a ck aa a a A aa E a a a a A a a ck ck ck kk 


ak Escaped parentheses 


+ match a substring 
KEKKKKKKKKEKKKEKKKKKKKKKKKKKK 


If no escaped parentheses 
+ then 'expr' converts the string operand to an integer. 


Gclne Wiewwgnle oi WUSENU as “exer USA a Vow Ww # Length of string 

ecne WiNiwiiloeie (or licalics: Ete rae loercalininalioe; loue \WSe\ ie egor Wea s Uggee5su Vu 
# # 
echo 

echo "The digits at the beginning of N"SaN" are “expr "$a" : 'N([0-9]*N) "^ ." 
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Sena SHNS amies 7 (eleveueeielttesss: (ui WU SEIN Guess "iege VOR B UN. ISSa4 Nope 
Again, escaped parentheses force a substring match. 
GXclexo) Wunexsy Jhesus. 7 GClogucaciceies! (gi sey cus ~ergoie USE g VW oocusss Syene 


==== end of string operator ^^ 
(In fact, means skip over one or more of any characters until specified 
+ SUlosizieiime, io wuacl. )) 


echo 


exit 0 


The above script illustrates how expr uses the escaped parentheses -- X ... \) -- grouping operator in tandem 
with regular expression parsing to match a substring. Here is a another example, this time from "real life." 


# Strip the whitespace from the beginning and end. 
LREDAT=esyqor VSLRTDATEY è "[ITsspeaessll*w(.w Lisspacee] ]=s?> 


# From Peter Knowles! "booklistgen.sh" script 

#+ for converting files to Sony Librie/PRS-50X format. 

* (http://booklistgensh.peterknowles.com) 

Perl, sed, and awk have far superior string parsing facilities. A short sed or awk "subroutine" within a script 
(see Section 36.2) is an attractive alternative to expr. 


See Section 10.1 for more on using expr in string operations. 


16.3. Time / Date Commands 


Time/date and timing 


date 
Simply invoked, date prints the date and time to st dout. Where this command gets interesting is in 
its formatting and parsing options. 


Example 16-10. Using date 


!/bin/bash 
Exercising the 'date' command 


echo "The number of days since the year's beginning is 'date -4$j' ." 
eeds a leading '-*' to invoke formatting. 
$j gives day of year. 


echo "The number of seconds elapsed since 01/01/1970 is ^date -*$s'." 
$s yields number of seconds since "UNIX epoch" began, 
ar Jour leven? 2S) ciie: WSSE s 


prefix=temp 

suffix=$ (date +%s) # The "+%s" option to 'date' is GNU-specific. 
filename-$prefix.$suffix 

echo "Temporary filename = $filename" 

# It's great for creating "unique and random" temp filenames, 

#+ even better than using $$. 
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# Read the 'date' man page for more formatting options. 


eei O 


The —u option gives the UTC (Universal Coordinated Time). 


bash$ date 
mea, Mar 29 21207899 MST 2002 


bash$ date -u 
Save Mau 30) (918107922 WiC 219(02 


This option facilitates calculating the time between different dates. 


Example 16-11. Date calculations 


#!/bin/bash 

# date-calc.sh 

# Author: Nathan Coulter 

# Used in ABS Guide with permission (thanks!). 


MPHR=60 # Minutes per hour. 
HPD=24 # Hours per day. 
gau (» 4 
primei Vs S Sene =u eU qM she) = 
$(date -u -d"SCURRENT" +%s))) 
# $d = day of month. 


CURRENT=$ (Cate =u =cl "2007-09-01 17830924 Varin Saris SAY) 
TARGET-$ (dat wr 0200 7—12—25. 17930900" Vg Wurst WAV ) 
# SF = full date, $T = %H:%M:%S, $N = nanoseconds, $2 = time zone. 


prior Nara 2007, Sg " \ 
"S(date -d"SCURRENT + 
St Sehr) Js. Sn. 7Sa y 2 ))j rlw" reel Susi) W 


# $B = name of month ^ halfway 
printf 'was halfway between $s ' "$ (date -d"SCURRENT" '+%d $B')" 
primei tanci Suelos WSi(elaics ell ERUIT Yeol eB 
printf '\nOn $s at $s, there were\n' \ 

$ (date -u -d"SCURRENT" +%F) $(date -u -d"SCURRENT" +%T) 
DAYS=$(( $(diff) / SMPHR / $MPHR / S$HPD )) 
CURRENT=S (date -d"SCURRENT +SDAYS days" '+%F $T.$N $2') 
HOURS-$(( $(diff) / SMPHR / SMPHR )) 
CURRENT-$ (date -d"SCURRENT +SHOURS hours" '+%F $T.$N $2Z') 
MINUTES-$(( $(diff) / SMPHR )) 
CURRENT-$ (date -d"S$CURRENT +SMINUTES minutes" '+%F $T.$N bZ") 
printi Vs less SS Imgwuss, | VSPA! USUS V 
omine US) MANES; cic Ss SECOS " WSmonyuaag WS (ela) v 
printf 'until Christmas Dinner!\n\n' 
# Exercise: 
# ETSA ta PS de aC f 
# Rewrite the diff () function to accept passed parameters, 
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#+ rather than using global variables. 


The date command has quite a number of output options. For example $N gives the nanosecond 
portion of the current time. One interesting use for this is to generate random integers. 


date +%N | sed e 's/000$//' -e 's/^0//' 

# Strip off leading and trailing zeroes, if present. 
# Length of generated integer depends on 

#+ how many zeroes stripped off. 


wr L5 10,572 
# 63408725 
# 394504284 


There are many more options (try man date). 


date +%j 
4 Echoes day of the year (days elapsed since January 1). 


date +%k%SM 
# Echoes hour and minute in 24-hour format, as a single digit string. 


# The 'TZ' parameter permits overriding the default time zone. 
date # Mon Mar 28 21:42:16 MST 2005 

TZ-EST date # Mon Mar 28 23:42:16 EST 2005 

# Thanks, Frank Kannemann and Pete Sjoberg, for the tip. 


SixDaysAgo-$ (dat date-'6 days ago') 
OneMonthAgo-$ (dat dat 'l month ago') # Four weeks back (not a month!) 
OneYearAgo-$ (dat date-'1 year ago') 


See also Example 3-4 and Example A-43. 


Time zone dump: echoes the time in a specified time zone. 


bash$ zdump EST 


mir Tus Sep 19 22509222 ^01 


Outputs verbose timing statistics for executing a command. 


time ls -1 / gives something like this: 


See also the very similar times command in the previous section. 


H) As of version 2.0 of Bash, time became a shell reserved word, with slightly altered 
behavior in a pipeline. 


Utility for updating access/modification times of a file to current system time or other specified time, 


but also useful for creating a new file. The command touch zzz will create a new file of zero 
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sleep 
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length, named zzz, assuming that zzz did not previously exist. Time-stamping empty files in this 
way is useful for storing date information, for example in keeping track of modification times on a 
project. 


$^) The touch command is equivalent to : >> newfileor»» newfile (for 
ordinary files). 


į ) Before doing a cp -u (copy/update), use touch to update the time stamp of files you 
don't wish overwritten. 


As an example, if the directory /home/bozo/tax audit contains the files 
spreadsheet-051606.data, spreadsheet-051706.data, and 
spreadsheet-051806.data, then doing a touch spreadsheet*.data will protect 
these files from being overwritten by files with the same names during a cp -u 
/home/bozo/financial info/spreadsheet*data /home/bozo/tax audit. 


The at job control command executes a given set of commands at a specified time. Superficially, it 
resembles cron, however, at is chiefly useful for one-time execution of a command set. 


at 2pm January 15 prompts for a set of commands to execute at that time. These commands 
should be shell-script compatible, since, for all practical purposes, the user is typing in an executable 
shell script a line at a time. Input terminates with a Ctl-D. 


Using either the -f option or input redirection (<), at reads a command list from a file. This file is an 
executable shell script, though it should, of course, be non-interactive. Particularly clever is including 
the run-parts command in the file to execute a different set of scripts. 


bash$ at 2:30 am Friday « at-jobs.list 
jos 2 art 2090—10—27 (029539 


The batch job control command is similar to at, but it runs a command list when the system load 
drops below . 8. Like at, it can read commands from a file with the -f option. 


The concept of batch processing dates back to the era of mainframe computers. It means running a 
set of commands without user intervention. 


Prints a neatly formatted monthly calendar to stdout. Will do current year or a large range of past 
and future years. 


This is the shell equivalent of a wait loop. It pauses for a specified number of seconds, doing nothing. 
It can be useful for timing or in processes running in the background, checking for a specific event 


every so often (polling), as in Example 32-6. 


sleep 3 # Pauses 3 seconds. 


2) The sleep command defaults to seconds, but minute, hours, or days may also be 
specified. 
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sleep 3 h # Pauses 3 hours! 


8^; The watch command may be a better choice than sleep for running commands at 
timed intervals. 


usleep 


Microsleep (the u may be read as the Greek mu, or micro- prefix). This is the same as sleep, above, 
but "sleeps" in microsecond intervals. It can be used for fine-grained timing, or for polling an ongoing 


process at very frequent intervals. 


usleep 30 # Pauses 30 microseconds. 


This command is part of the Red Hat initscripts / rc-scripts package. 


The usleep command does not provide particularly accurate timing, and is therefore 
unsuitable for critical timing loops. 
hwclock, clock 


The hwclock command accesses or adjusts the machine's hardware clock. Some options require root 
privileges. The /etc/rc.d/rc.sysinit startup file uses hwclock to set the system time from 


the hardware clock at bootup. 


The clock command is a synonym for hwclock. 


16.4. Text Processing Commands 


Commands affecting text and text files 


sort 


File sort utility, often used as a filter in a pipe. This command sorts a text stream or file forwards or 


backwards, or according to various keys or character positions. Using the -m option, it merges 
presorted input files. The info page lists its many capabilities and options. See Example 11-10, 


Example 11-11, and Example A-8. 
tsort 


Topological sort, reading in pairs of whitespace-separated strings and sorting according to input 


patterns. The original purpose of tsort was to sort a list of dependencies for an obsolete version of the 


ld linker in an "ancient" version of UNIX. 


The results of a tsort will usually differ markedly from those of the standard sort command, above. 


uniq 
This filter removes duplicate lines from a sorted file. It is often seen in a pipe coupled with sort. 


Gat list-i lzst-2 list-3 | sore | umiec > final Lier 
# Concatenates the list files, 

# sorts them, 

# removes duplicate lines, 

# and finally writes the result to an output file. 


The useful -c option prefixes each line of the input file with its number of occurrences. 


bash$ cat testfile 

This line occurs only once. 
This line occurs twice. 
This line occurs twice. 
This line occurs three times. 
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This line occurs three times. 
This line occurs three times. 


bash$ uniq -c testfile 
JL Gass iliime ocewirs Qul Onee 
2 This line occurs twice. 
3 This line occurs three times. 


bash$ sort testfile | uniq -c | sort -nr 
3 This line occurs three times. 
2) "guis MNS eeowies: Valete 
i This line oeewmes only Gne 


The sort INPUTFILE | uniq -c | sort -nr command string produces a frequency of 
occurrence listing on the INPUTF' ILE file (the -nr options to sort cause a reverse numerical sort). 
This template finds use in analysis of log files and dictionary lists, and wherever the lexical structure 
of a document needs to be examined. 


Example 16-12. Word Frequency Analysis 


#!/bin/bash 
# wf.sh: Crude word frequency analysis on a text file. 
# This is a mor fficient version of the "wf2.sh" script. 


# Check for input file on command-line. 


ARGS=1 
E_BADARGS=85 
E NOFILE-86 
if [ $4 -ne "SARGS" ] 4 Correct number of arguments passed to script? 
then 
echo "Usage: ^basename $0' filename" 
exit $E BADARGS 
ít 
sk pred eae Sale Gy iz Check ae cile Ssalsies. 
then 


echo "File \"$1\" does not exist." 
exit $E NOFILE 


EH EE HEH EH HT HHH EH HE EH AE FE FE AE FE FE FE EEE a EEE 


main () 
sed -e 's/\.//g' -e 's/N,//g' -e 's/ /\ 
fg VSL | tee Um-49 Vena | xxi |) tale se | Store -ms 


Frequency of occurrence 


Filter out periods and commas, and 
+ change space between words to linefeed, 
then shift characters to lowercase, and 
+ finally prefix occurrence count and sort numerically. 


ae 


Arun Giridhar suggests modifying the above to: 
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| Bome || Woe =e | sore sd [=i] | Sore rO =m 
This adds a secondary sort key, so instances of 
+ equal occurrence are sorted alphabetically. 
As he explains it: 
Vara. ake Grr sctiyely a ceux GO, Lee Om ile 
+ least significant column 
+ (word or string, optionally case-insensitive) 
+ and last on the most significant column (frequency) ." 


As Frank Wang explains, the above is equivalent to 


+ s e e | Sort | ume e | Sere 0 =m 
+ and the following also works: 
* s « | SORE | was -e | Some sila =k 


EH AE E EHH EH HT HH HT HH HE AE FE HE EEE EEE 


exit 0 


Exercises: 


1) Add 'sed' commands to filter out other punctuation, 


dk such as semicolons. 
2) Modify the script to also filter out multiple spaces and 
+ other whitespace. 


bash$ cat testfile 


This line occurs only once. 
This line occurs twice. 

This line occurs twice. 

This line occurs three times. 
This line occurs three times. 
This line occurs three times. 


bash$ ./wf.sh testfile 
6 this 

occurs 

line 

times 

three 

twice 

only 

once 


r T=) ISS) Ge 15) Tony <n) 


expand, unexpand 
The expand filter converts tabs to spaces. It is often used in a pipe. 


The unexpand filter converts spaces to tabs. This reverses the effect of expand. 

cut 
A tool for extracting fields from files. It is similar to the print $N command set in awk, but more 
limited. It may be simpler to use cut in a script than awk. Particularly important are the —d (delimiter) 
and —f (field specifier) options. 


Using cut to obtain a listing of the mounted filesystems: 


eure cl " " sil, 2 J/ec/ucelo 
Using cut to list the OS and kernel version: 


irren a: d membr * ete a quse 


Chapter 16. External Filters, Programs and Commands 237 


paste 


join 


Advanced Bash-Scripting Guide 


Using cut to extract message headers from an e-mail folder: 


bash$ grep '^Subject:' read-messages | cut -c10-80 
Re: Linux suitable for mission-critical apps? 


MAKE MILLIONS WORKING AT HOME!!! 
Spam complaint 
Re: Spam complaint 


Using cut to parse a file: 


# List all the users in /etc/passwd. 


FILENAME-/etc/passwd 


itus wiser im S(eue -olg =i Sip iia yAwis))) 
do 

echo $user 
done 


# Thanks, Oleg Philon for suggesting this. 
cut -d ' ' -£2,3 filename is equivalent to awk -F'[ ]' '( print $2, $3 }' 
filename 


£) It is even possible to specify a linefeed as a delimiter. The trick is to actually embed a 
linefeed (RETURN) in the command sequence. 


bash$ cut -d' 
' -£3,7,19 testfile 
Magis, abst ilaijayes 3} (our. dresden allie rc 


Vela sist Janes J (ut CSENG, 
late she; wae IS) ie iEXe euer sila, 


Thank you, Jaka Kranjc, for pointing this out. 
See also Example 16-48. 


Tool for merging together different files into a single, multi-column file. In combination with cut, 
useful for creating system log files. 


bash$ cat items 

alphabet blocks 

building blocks 
cables 


bash$ cat prices 
$1.00/dozen 
$2.50 ea. 
$3.75 


bash$ paste items prices 
alphabet blocks $1.00/dozen 
loydlgBueg loxehus $2.50 ca. 
Gables) (93.5 


Consider this a special-purpose cousin of paste. This powerful utility allows merging two files in a 
meaningful fashion, which essentially creates a simple version of a relational database. 
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The join command operates on exactly two files, but pastes together only those lines with a common 


tagged field (usually a numerical label), and writes the result to stdout. The files to be joined 
should be sorted according to the tagged field for the matchups to work properly. 


mule il ekite 


100 Shoes 
200 Laces 
300 Socks 


ables Ao CELE 


100 $40.00 
200 $1.00 
300 $2.00 


bash$ join 1.data 2.data 
File: 1.data 2.data 


100 Shoes $40.00 
200 Laces $1.00 
300 Socks $2.00 


$^; The tagged field appears only once in the output. 
head 


lists the beginning of a file to stdout. The default is 10 lines, but a different number can be 


specified. The command has a number of interesting options. 
Example 16-13. Which files are scripts? 


#!/bin/bash 


# script-detector.sh: Detects scripts within a directory. 


ti 


ESTCHARS=2 # Test first 2 characters. 
HABANG='#!' # Scripts begin with a "sha-bang." 


n 


for file in * # Traverse all the files in current directory. 


do 


if [[ ‘head -cSTESTCHARS "$file"^ = "SSHABANG" ]] 
# head -c2 #! 
# The '-c' option to "head" outputs a specified 


#+ number of characters, rather than lines (the default). 


then 
Seino Wise NSn key ais cl s@ieajoe 
else 
sehor Virila VU Sues leU ie Amot: e Serion 
Ra 
done 
exit 0 
# Exercises: 
# SS e e 
# 1) Modify this script to take as an optional argument 
#+ tae Chirectocy to Seen itus SX ALIOS 
Jd (rather than just the current working directory). 
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# 

# 2) As it stands, this script gives "false positives" for 
#+ Perl, awk, and other scripting language scripts. 

# Correct Chis, 


Example 16-14. Generating 10-digit random numbers 


#!/bin/bash 
# rnd.sh: Outputs a 10-digit random number 


4 Script by Stephane Chazelas. 


neac -e4 /cev/uraem || xol —N4 wd | secl -na "dle V 9" 


Analysis 


head: 
-c4 option takes first 4 bytes. 


od: 
-NA option limits output to 4 bytes. 
-tu4 option selects unsigned decimal format for output. 


sed: 
=a OQOELOM, Lin Cno oet On viel Wyo clasg TO thea Vs Connmeiacl. 
outputs only matched lines. 


The author of this script explains the action of 'sed', as follows. 


head =o4l /clew/wiesiclom || xol =N4 =item | med =ne "le/. 79" 


ANS STINE) OxuE[UNE WS. TO "geo ———————— > | 
is 0000000 1198195154\n 


sed begins reading characters: 0000000 1198195154\n. 
Here it finds a newline character, 

+ so it is ready to process the first line (0000000 1198195154). 
It looks at its <range><action>s. The first and only one is 


range action 
i Shoe AS 


The line number is in the range, so it executes the action: 

+ tries to substitute the longest string ending with a space in the line 
(L9(09(Q (O0 Hy wich moraine Mp emt sit sie Suceseclks,, princes tia wesc 
("p" is a flag to the "s" command here, this is different 

+ from the "p" command). 


sed is now ready to continue reading its input. (Note that before 
+ continuing, if -n option had not been passed, sed would have printed 
+ the line once again). 


Now, sed reads the remainder of the characters, and finds the 
ar EnG (i ene deste 
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It is now ready to process its 2nd line (which is also numbered '$' as 
+ it's the last one). 
It sees it is not matched by any «range», so its job is done. 


In few word this sed commmand means: 
"On the first line only, remove any character up to the right-most space, 
cr iium joiealine abe ow 


A better way to do this would have been: 
Sed -e "as. fag 


Here, two «range»«action»s (could have been written 
Eed e Ys/o //" ce eB 


range action 
nothing (matches line) Sia I 
nothing (matches line) er Certe) 


Here, sed only reads its first line of input. 
It performs both actions, and prints the line (substituted) before 
+ quitting (because of the "q" action) since the "-n" option is not passed. 


# 


An even simpler altenative to the above one-line script would be: 
head -c4 /dev/urandom| od -An -tu4 


exit 
See also Example 16-39. 

tail 
lists the (tail) end of a file to stdout. The default is 10 lines, but this can be changed with the -n 
option. Commonly used to keep track of changes to a system logfile, using the -f option, which 
outputs lines appended to the file. 


Example 16-15. Using fail to monitor the system log 


#!/bin/bash 
filename=sys.log 


cat Cle foil > grilensameg echo WCirecaicaine / cleaning GUE dab bes 
# Creates the file if it does not already exist, 

#+ and truncates it to zero length if it does. 

# : > filename and > filename also work. 


tail /var/log/messages > $filename 
# /var/log/messages must have world read permission for this to work. 


echo "$filename contains tail end of system log." 


exit 0 
į ) To list a specific line of a text file, pipe the output of head to tail -n 1. For example 
head -n 8 database.txt | tail -n 1 lists the 8th line of the file 
database.txt. 


To set a variable to a given block of a text file: 
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var-$ (head -n $m $filename | tail -n $n) 
# filename = name of file 


# m = from beginning of file, number of lines to end of block 
# n = number of lines to set variable to (trim from end of block) 


2"; Newer implementations of tail deprecate the older tail -SLINES filename usage. The 
standard tail -n $LINES filename is correct. 


See also Example 16-5, Example 16-39 and Example 32-6. 


A multi-purpose file search tool that uses Regular Expressions. It was originally a command/filter in 
the venerable ed line editor: g/ re/p -- global - regular expression - print. 


grep pattern[file...] 


Search the target file(s) for occurrences of pattern, where pattern may be literal text or a 
Regular Expression. 


bash$ grep '[rst]ystem.$' osinfo.txt 


The GPL governs the distribution of the Linux operating system. 


If no target file(s) specified, grep works as a filter on stdout, as in a pipe. 


bash$ ps ax | grep clock 
VSS wisi S 0:00 xclock 


SOUL Texts dL S 0:00 cree Clee 


The -i option causes a case-insensitive search. 
The —w option matches only whole words. 
The —1 option lists only the files in which matches were found, but not the matching lines. 


The -r (recursive) option searches files in the current working directory and all subdirectories below 
it. 


The -n option lists the matching lines, together with line numbers. 


bash$ grep -n Linux osinfo.txt 
2:This is a file containing information about Linux. 


6:The GPL governs the distribution of the Linux operating system. 


The -v (or --invert-match) option filters out matches. 


grep patternl *.txt | grep -v pattern2 


# Matches all lines in "*.txt" files containing "patternl", 
ADUTA ENOC A “WoyencevencioyZ)| 


The -c (--count) option gives a numerical count of matches, rather than actually listing the 
matches. 


Grep C ide 7*5 xp # (number of occurrences of "txt" in "*.sgml" files) 
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d graD (gus 

# CONE 

# means count (-c) zero-separated (-z) items matching "." 

# that is, non-empty ones (containing at least 1 character). 
# 


printf 'a bNnc d\n\n\n\n\n\000\n\000e\000\000\nf' | grep -cz # 3 
printf 'a bNnc d\n\n\n\n\n\000\n\000e\000\000\nf' | grep -cz '$' # 5 
printf 'a bNnc d\n\n\n\n\n\000\n\000e\000\000\nf' | grep -cz '^' # 5 


printf 'a bNnc d\n\n\n\n\n\000\n\000e\000\000\nf' | grep -c '$' # 9 
By default, newline chars (\n) separate items to match. 


Note that the -z option is GNU "grep" specific. 


Thanks) Srt. 

The --color (or --colour) option marks the matching string in color (on the console or in an 
xterm window). Since grep prints out each entire line containing the matching pattern, this lets you 
see exactly what is being matched. See also the -o option, which shows only the matching portion of 
the line(s). 


Example 16-16. Printing out the From lines in stored e-mail messages 


#!/bin/bash 
# from.sh 


4  Emulates the useful 'from' utility in Solaris, BSD, etc. 
# Echoes the "From" header line in all messages 
#+ in your e-mail directory. 


MAILDIR--/mail/* No quoting of variable. Why? 
# Maybe check if-exists SMAILDIR: aie [| exeb JSXMGAOOHDADSE |] 
GREP OPTS-"-H -A 5 --color" Show file, plus extra context lines 
3r ane elisjolleny Witieoun ae Color, 
TARGETSTR-"^From" "From" at beginning of line. 
for file in SMAILDIR No quoting of variable. 
do 
grep S$GREP OPTS "STARGETSTR" "$file" 
d Qu ME Again, do not quote this variable. 
echo 
done 
Et OR 


# You might wish to pipe the output of this script to 'more' 
ui» (oue eeehe alice ice) (b irabile 


When invoked with more than one target file given, grep specifies which file contains matches. 


bash$ grep Linux osinfo.txt misc.txt 

osinfo.txt:This is a file containing information about Linux. 
osinfo.txt:The GPL governs the distribution of the Linux operating system. 
misc.txt:The Linux operating system is steadily gaining in popularity. 


Chapter 16. External Filters, Programs and Commands 243 


Advanced Bash-Scripting Guide 


į ) To force grep to show the filename when searching only one target file, simply give 
/ dev/nul1l as the second file. 


bash$ grep Linux osinfo.txt /dev/null 
osinfo.txt:This is a file containing information about Linux. 


osinfo.txt:The GPL governs the distribution of the Linux operating system. 


If there is a successful match, grep returns an exit status of 0, which makes it useful in a condition test 
in a script, especially in combination with the -q option to suppress output. 


SUCCESS=0 # if grep lookup succeeds 
word=Linux 


filename=data.file 


grep -q "Sword" "$filename" 5 xe Ne” ptio 
#+ causes nothing to echo to stdout. 
it | $9 eg SSUCCOHSS | 


# if grep -q "Sword" "Sfilename" can replace lines 5 ds. 
then 
echo "Sword found in $filename" 
else 
echo "Sword not found in $filename" 
ít 


Example 32-6 demonstrates how to use grep to search for a word pattern in a system logfile. 


Example 16-17. Emulating grep in a script 


#!/bin/bash 
# grp.sh: Rudimentary reimplementation of grep. 


E_BADARGS=85 


abies {fae WSL gp # Check for argument to script. 
then 

echo "Usage: basename SO pattern" 

exit $E BADARGS 
fai 


echo 


Rena seat ey stop 5 # Traverse all files in SPWD. 
do 


output-$(sed -n /"$1"/p $file) # Command substitution. 


alse (p db ow Weutejoute” i] # What happens if "$output" is not quoted? 
then 


Gxele). —a "Sieg W 
echo "$output" 
i£ # sed -ne "/$1/s|*|${file}: |p" is equivalent to above. 


echo 
done 


echo 


exit 0 


# Exercises: 
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# 1) Add newlines to output, if more than one match in any given file. 
# 2) Add features. 


How can grep search for two (or more) separate patterns? What if you want grep to display all lines 
in a file or files that contain both "pattern1" and "pattern2"? 


One method is to pipe the result of grep pattern1 to grep pattern2. 
For example, given the following file: 


Filename: tstfile 
This is a sample file. 

This is an ordinary text file. 

[This file does not contain any unusual text. 
This file is not unusual. 

Here is some text. 


Now, let's search this file for lines containing both "file" and "text"... 


bash$ grep file tstfile 
# Filename: tstfile 
This is a sample file. 
This is an ordinary text file. 
This file does not contain any unusual text. 
Was desti as) MOE XoupWOuSDVSLlL c 


bash$ grep file tstfile | grep text 
This is an ordinary text file. 
This file does not contain any unusual text. 


Now, for an interesting recreational use of grep... 


Example 16-18. Crossword puzzle solver 


!/bin/bash 
cw-solver.sh 
This is actually a wrapper around a one-liner (line 46). 


Crossword puzzle and anagramming word game solver. 
You know *some* of the letters in the word you're looking for, 
+ so you need a list of all valid words 
+ with the known letters in given positions. 
For example: w...i....n 
I 9295991 
w in position 1, 3 unknowns, i in the 5th, 4 unknowns, n at the end. 
(See comments at end of script.) 


. NOPATT-71 
ICT-/usr/share/dict/word.lst 
uL OIL Looks for word list here. 
ASCII word list, one word per line. 


D 
# 
# 
# If you happen to need an appropriate list, 
# 
# 
# 
# 


+ download the author's "yawl" word list package. 
beto: / // aloo Ils.) ., oneos//joulo/ tiaw) alors ser bm(0) s 3.2 cee. Gp 
or 
laic i103 / boask Geta, alin y/o (01.5 32 s Car GZ 
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auge Xp vespa Menu 3 # If no word pattern specified 
then #+ as a command-line argument 
echo d: M Ne E EY T) 
echo "Usage:" #+ Usage message. 
echo 


Echo VWSOU \Moeiciceein y V Ud 

echo "where \"pattern\" is in the form" 
GONG) stole See Sao 

echo 

echo "The x's represent known letters," 

echo "and the periods are unknown letters (blanks)." 


echo "Letters and periods can be in any position." 


echo "For example, try: ela. soles sla Vus cales gil! 
echo 
exit $E NOPATT 

iE aL 

echo 


This is where all the work gets done. 

cree SSIs DIEE # Yes, only one line! 
| | 

^ is start-of-word regex anchor. 

$ is end-of-word regex anchor. 


meen excipe! Grea Ieee 5 woul, il; 
+ a book the ABS Guide author may yet get around 
+ to writing . . . one of these days 


echo 


exit $? # Script terminates her 
# If there are too many words generated, 
wh ieteellicseie tie orou ico a Tiie, 


S sin GSO lyen ss Wia ao AE oa ood 


wellington 
workingman 
workingmen 


egrep -- extended grep -- is the same as grep -E. This uses a somewhat different, extended set of 
Regular Expressions, which can make the search a bit more flexible. It also allows the boolean | (or) 
operator. 


bash $ egrep 'matches|Matches' file.txt 
Line 1 matches. 

Line 3 Matches. 

Line 4 contains matches, but also Matches 


fgrep -- fast grep -- is the same as grep -F. It does a literal string search (no Regular Expressions), 
which generally speeds things up a bit. 


-&) On some Linux distros, egrep and fgrep are symbolic links to, or aliases for 
grep, but invoked with the -E and -F options, respectively. 


Example 16-19. Looking up definitions in Webster's 1913 Dictionary 
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!/bin/bash 
dict-lookup.sh 


This script looks up definitions in the 1913 Webster's Dictionary. 
This Public Domain dictionary is available for download 

* from various sites, including 

+ Project Gutenberg (http://www.gutenberg.org/etext/247). 


Convert it from DOS to UNIX format (with only LF at end of line) 
+ before using it with this script. 

Store the file in plain, uncompressed ASCII text. 

Set DEFAULT DICTFILE variable below to path/filename. 


E BADARGS-85 

MAXCONTEXTLINES-50 4 Maximum number of lines to show. 
DEFAULT DICTFILE-"/usr/share/dict/websterl1913-dict.txt" 

# Default dictionary file pathname. 
# Change this as necessary. 


This particular edition of the 1913 Webster's 
+ begins each entry with an uppercase letter 
#+ (lowercase for the remaining characters). 
# Only the *very first line* of an entry begins this way, 
#+ and that's why the search algorithm below works. 


ai TI ee Secho "SI || secl =m "/^peexe I] 
# Must at least specify word to look up, and 
#+ it must start with an uppercase letter. 
then 
echo "Usage: basename $0° Word-to-define [dictionary-file]" 


echo "Note: Word to look up must start with capital letter," 


echo "with the rest of the word in lowercase." 
"n 


chon 
echo "Examples: Abandon, Dictionary, Marking, etc." 
exit $E BADARGS 
ít 
ef S Lo SU] # May specify different dictionary 
#+ as an argument to this script. 
then 
dictfile-$DEFAULT DICTFILE 
else 
dictfile-"$2" 
ÍE3L 


Definition-$(fgrep -A SMAXCONTEXTLINES "$1 \\" "Sdictfile") 
IDxeitimditiiom ium rom "ed. Woo s 


And, yes, "fgrep" is fast enough 
+ to search even a very large text file. 


Now, snip out just the definition block. 


Scho ViSDYesESboGbraew | 
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seg —m Til, / A=“) fio" | 

# Print from first line of output 

#+ to the first line of the next entry. 

sed 'Sd' | sed 'Sd' 

# Delete last two lines of output 

#+ (blank line and first line of next entry). 
# 


exit $? 


Exercises: 

1) Modify the script to accept any type of alphabetic input 
+ (uppercase, lowercase, mixed case), and convert it 

+ to an acceptable format for processing. 


2) Convert the script to a GUI application, 

* using something like 'gdialog' or 'zenity' 

The script will then no longer take its argument (s) 
+ from the command-line. 


3) Modify the script to parse one of the other available 
+ Public Domain Dictionaries, such as the U.S. Census Bureau Gazetteer. 


8^; See also Example A-41 for an example of speedy fgrep lookup on a large text file. 


agrep (approximate grep) extends the capabilities of grep to approximate matching. The search string 
may differ by a specified number of characters from the resulting matches. This utility is not part of 
the core Linux distribution. 


į ) To search compressed files, use zgrep, zegrep, or zfgrep. These also work on 
non-compressed files, though slower than plain grep, egrep, fgrep. They are handy 
for searching through a mixed set of files, some compressed, some not. 


To search bzipped files, use bzgrep. 


The command look works like grep, but does a lookup on a "dictionary," a sorted word list. By 
default, look searches for a match in /usr/dict/words, but a different dictionary file may be 
specified. 


Example 16-20. Checking words in a list for validity 


#!/bin/bash 
# lookup: Does a dictionary lookup on each word in a data file. 


file=words.data # Data file from which to read words to test. 


echo 

echo "Testing file $file" 

echo 

wails || WSkouecl” e ciel ] + bast wore in cata isle. 
do d ^^^ 
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read word # From data file, becaus 


look $word » /dev/null 


of redirection at end of loop. 


# Don't want to display lines in dictionary file. 


# Searches for words in the file /usr/share/dict/words 


#+ (usually a link to linux.words). 


lookup=$? # Exit status of 'look' command. 


die [| Viele" se, 0 1 
then 

Secho Y\USunoiech\!! iS valie V 
else 

echo W\ Sine le iavalic Y 
Pr 


done <"$file" 
echo 


ezic © 


# Redirects stdin to $file, so "reads" come from there. 


# 


# Code below line will not execute becaus 


of "exit" command above. 


# Stephane Chazelas proposes the following, 


while read word && [[ Sword != end ]] 

(Glo. ti logk Visine > olevi 
then echo "\"Sword\" is valid." 
else echo. “\"Siworel\Y ae ames" 
f 

done <"Sfile" 


exit 0 
sed, awk 


more concise alternative: 


Scripting languages especially suited for parsing text files and command output. May be embedded 


singly or in combination in pipes and shell scripts. 


Non-interactive "stream editor", permits using many ex commands in batch mode. It finds many uses 


Programmable file extractor and formatter, good for manipulating and/or extracting fields (columns) 


sed 

in shell scripts. 
awk 

in structured text files. Its syntax is similar to C. 
wc 


wc gives a "word count" on a file or I/O stream: 


bash $ wc /usr/share/doc/sed-4.1.2/README 


13 70 447 README 
[13 lines 70 words 


447 characters] 


wc —w gives only the word count. 

wc —1 gives only the line count. 

wc —c gives only the byte count. 

wc -m gives only the character count. 


wc -L gives only the length of the longest line. 
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Using we to count how many .t xt files are in current working directory: 


S le vote | te -i 
WUL work eS lonc as none (o5 toe Wst Piles 
+ have a linefeed embedded in their name. 


Alternative ways of doing this are: 
inel , wace di —mame Ne nne | eas -Ez 
(Sinope = mullilgicisr Set —— "&txstp EERO $16) 


Thanks S26. 
Using we to total up the size of all the files whose names begin with letters in the range d - h 


bash$ wc [d-h]* | grep total | awk '(print $3)' 
TALES 


Using we to count the instances of the word "Linux" in the main source file for this book. 


bash$ grep Linux abs-book.sgml | wc -1 
1.98 


See also Example 16-39 and Example 20-8. 


Certain commands include some of the functionality of wc as options. 


| gras ice | wie —IL 
# This frequently used construct can be more concisely rendered. 


| epeep —C xo 
s; JUSIE USS (lee "eU (pi U Gorm ys: OE casis 


n? inves, (oes 


character translation filter. 


d Must use quoting and/or brackets, as appropriate. Quotes prevent the shell from 
reinterpreting the special characters in tr command sequences. Brackets should be 


quoted to prevent expansion by the shell. 


Either tr "A-Z" "*" «filenameortr A-Z \* «filename changes all the uppercase 


letters in filename to asterisks (writes to stdout). On some systems this may not work, but tr 


A-Z '[**]' will. 


The —d option deletes a range of characters. 


echo "abcdef" # abcdef 
echo Valoecler” || ita =el lo=cl # aef 


te =cl (9) «ilem 
# Deletes all digits from the file "filename". 


The --squeeze-repeats (or —s) option deletes all but the first instance of a string of 
consecutive characters. This option is useful for removing excess whitespace. 
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bash$ echo "XXXXX" | tr --squeeze-repeats 'X' 
X 


The -c "complement" option inverts the character set to match. With this option, tr acts only upon 
those characters not matching the specified set. 


bash$ echo "acfdeb123" | tr -c b-d + 
+e+d+b++++ 


Note that tr recognizes POSIX character classes. [74] 


bash$ echo "abcd2ef1i" | tr '[:alpha:]' - 


Example 16-21. toupper: Transforms a file to all uppercase. 


#!/bin/bash 
# Changes a file to all uppercase. 


E_BADARGS=85 


aie [| ew WSU || Ge Standard check ror Coulmenmcl line aroj 
then 

echo "Usage: ^basename $0° filename" 

exit $E BADARGS 
Ea 


tr a-z A-Z «"$1" 


Same effect as above, but using POSIX character set notation: 
ine V Es LOVE r |? Pil guises i)? «SUV 
Thatiess vts 


Or even ; 
(aue. USI |) cus AmA INS 
Or dozens of other ways 


exit 0 


# Exercise: 

# Rewrite this script to give the option of changing a file 
#+ to *either* upper or lowercase. 

# Hint: Us ither the "case" or "select" command. 


Example 16-22. lowercase: Changes all filenames in working directory to lowercase. 


#!/bin/bash 

# 

# Changes every filename in working directory to all lowercase. 
# 

# Inspired by a script of John Dubois, 

#+ which was translated into Bash by Chet Ramey, 

#+ and considerably simplified by the author of the ABS Guide. 


for filename in * # Traverse all files in directory. 
do 

fname-'basename $filename 

n-'echo $fname | tr A-Z a-z # Change name to lowercase. 
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if [| "$fname" != "Sn" ] # Rename only files not already lowercase. 
then 
mv $fname $n 
E 
done 
exit $? 


+ 


Code below this line will not execute because of "exit". 
# 


+ 


# To run it, delete script above line. 


# The above script will not work on filenames containing blanks or newlines. 


# Stephane Chazelas therefore suggests the following alternative: 
for filename in * # Not necessary to use basename, 
ur SLES UU monie seeieiblicioy chewy CLS Comeeunnione WU, 
clo n= echo "Siralewwnne/" || te "[swppers]" "[glewecs]" 
# POSIX char set notation. 
# Slash added so that trailing newlines are not 
# removed by command substitution. 
# Variable substitution: 
n=S {n%/} # Removes trailing slash, added above, from filename. 
if Stilemame == Sm jj] || my “Sitilemans” ' Sm 
# Checks if filename already lowercase. 
done 
exit $? 


Example 16-23. du: DOS to UNIX text file conversion. 


#!/bin/bash 
sr DG Sao DOS CO UNIX CSE seals COVES 


E WRONGARGS-85 


is i -2 "i7 j 

then 
echo "Usage: ^basename $0° filename-to-convert" 
exit $E WRONGARGS 

Ea 


NEWF ILENAME=$1.unx 


CR='\015' # Carriage return. 

7 Ol 25 Gerell ASCL coge dom (C 

# Lines in a DOS text file end in CR-LF. 

# Lines in a UNIX text file end in LF only. 


tr -d $CR < $1 > SNEWFILENAME 
# Delete CR's and write to new file. 


Elo; "(Queabejabisveudl DOS wewe semis ae. NUSA 
echo "Converted UNIX text file is \"SNEWFILENAME\"." 


epatic, (0) 


# Exercise: 
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4 Change the above script to convert from UNIX to DOS. 
Example 16-24. rot13: ultra-weak encryption. 


!/bin/bash 

rotla Sks Classi ois algor irinn, 
encryption that might fool a 3-year old 
for about 10 minutes. 


Usage: ./rot13.sh filename 


or ./rotl3.sh «filename 
or ./rotl3.sh and supply keyboard input (stdin) 

cat "$0" | tr 'a-zA-Z' 'n-za-mN-ZA-M' i Uc Cross io M, WIS XE. Urol! 
The Gee Weg construct 


+ permits input either from stdin or from files. 


exit 0 


Example 16-25. Generating ''Crypto-Quote" Puzzles 


!/bin/bash 
crypto-quote.sh: Encrypt quotes 


Will encrypt famous quotes in a simple monoalphabetic substitution. 
The result is similar to the "Crypto Quote" puzzles 
+ seen in the Op Ed pages of the Sunday paper. 


key-ETAOINSHRDLUBCFGJMQPVWZYXK 
The "key" is nothing more than a scrambled alphabet. 
Changing the "key" changes the encryption. 


The 'cat "S@"' construction gets input either from stdin or from files. 
If using stdin, terminate input with a Control-D. 
Otherwise, specify filename as command-line parameter. 


Gos weet | LAS Sv "a-z" | TE AZ "Skey" 
| UOGUDDe nosse | eneryvpt 
Will work on lowercase, uppercase, or mixed-case quotes. 


Passes non-alphabetic characters through unchanged. 


Try this script with something like: 
"Nothing so needs reforming as other people's habits." 
--Mark Twain 


Owen see 
"CFPHRCS QF CIIOQ MINFMBRCS EQ FPHIM GIFGUI'Q HETRPQ." 
Se MUL, IP VANEXC: 


To reverse the encryption: 
cab MSR | Et NAM "A-Z" 


This simple-minded cipher can be broken by an average 12-year old 
+ using only pencil and paper. 


eic © 


Chapter 16. External Filters, Programs and Commands 253 


fold 


fmt 


col 


column 


Advanced Bash-Scripting Guide 


$ Exercise: 


d odify the script so that it will either encrypt or decrypt, 
#+ depending on command-line argument (s). 


Of course, tr lends itself to code obfuscation. 


#!/bin/bash 
# jabh.sh 


x="wftedskaebjgdBstbdbsmnjgz" 
echo Sx | tr "a-z" "oh, turtleneck Phrase Jar!" 


# Based on the Wikipedia "Just another Perl hacker" article. 


tr variants 


The tr utility has two historic variants. The BSD version does not use brackets (tr a-z A-Z), but 
the SysV one does (tr '[a-z]' '[A-Z]'). The GNU version of tr resembles the BSD one. 


A filter that wraps lines of input to a specified width. This is especially useful with the —s option, 
which breaks lines at word spaces (see Example 16-26 and Example A-1). 


Simple-minded file formatter, used as a filter in a pipe to "wrap" long lines of text output. 


Example 16-26. Formatted file listing. 


#!/bin/bash 

WIDTH=40 # 40 columns wide. 

b= ls /usr/local/bin' # Get a file listing... 
echo $b | fmt -w SWIDTH 


# Could also have been done by 
# echo Sb | fold — =G -w SWIDTH 


exit 0 


See also Example 16-5. 


į ) A powerful alternative to fmt is Kamil Toman's par utility, available from 
http://www.cs.berkeley.edu/~amc/Par/. 


This deceptively named filter removes reverse line feeds from an input stream. It also attempts to 
replace whitespace with equivalent tabs. The chief use of col is in filtering the output from certain text 
processing utilities, such as groff and tbl. 


Column formatter. This filter transforms list-type text output into a "pretty-printed" table by inserting 
tabs at appropriate places. 
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Example 16-27. Using column to format a directory listing 


#!/bin/bash 
# colms.sh 
# A minor modification of th xample file in the "column" man page. 


(printf "PERMISSIONS LINKS OWNER GROUP SIZE MONTH DAY HH:MM PROG-NAMENn" \ 
e scd | sec lej | columnam =r 


E: AA^A^A^ÁA^^ ^^ 


# The "sed 1d" in the pipe deletes the first line of output, 
#+ which would be "total TP 
#+ where "N" is the total number of files found by "ls -1l". 


# The -t option to "column" pretty-prints a table. 


eei (0) 


Column removal filter. This removes columns (characters) from a file and writes the file, lacking the 
range of specified columns, back to stdout. colrm 2 4 «filename removes the second 
through fourth characters from each line of the text file £ilename. 


If the file contains tabs or nonprintable characters, this may cause unpredictable 
behavior. In such cases, consider using expand and unexpand in a pipe preceding 
colrm. 


Line numbering filter: n1 filename lists filename to stdout, but inserts consecutive numbers 
at the beginning of each non-blank line. If filename omitted, operates on stdin. 


The output of nl is very similar to cat —b, since, by default nl does not list blank lines. 


Example 16-28. nl: A self-numbering script. 


!/bin/bash 
line-number.sh 


This script echoes itself twice to stdout with its lines numbered. 


echo " line number = $LINENO" # 'nl' sees this as line 4 
(nl does not number blank lines). 
"cat -n' sees it correctly as line #6. 


nl ^basename $0" 

echo; echo # Now, let's try it with 'cat -n' 

cat -n ^basename $0" 

# The difference is that 'cat -n' numbers the blank lines. 


5; Noce ieu Vink Soa! will also co SO. 


exit 0 
d 


Print formatting filter. This will paginate files (or st dout) into sections suitable for hard copy 
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printing or viewing on screen. Various options permit row and column manipulation, joining lines, 
setting margins, numbering lines, adding page headers, and merging files, among other things. The pr 
command combines much of the functionality of nl, paste, fold, column, and expand. 


pr -o 5 --width-65 fileZZZ | more gives a nice paginated listing to screen of 
fileZZZ with margins set at 5 and 65. 


A particularly useful option is —d, forcing double-spacing (same effect as sed -G). 
gettext 
The GNU gettext package is a set of utilities for localizing and translating the text output of programs 


into foreign languages. While originally intended for C programs, it now supports quite a number of 
programming and scripting languages. 


The gettext program works on shell scripts. See the info page. 
msgfmt 


A program for generating binary message catalogs. It is used for localization. 
iconv 


A utility for converting file(s) to a different encoding (character set). Its chief use is for localization. 


# Convert a string from UTF-8 to UTF-16 and print to the BookList 
function write utf8 string { 


STRING-$1 
BOOKLIST-$2 
echo -n "SSTRING" | iconv -f UTF8 -t UTF16 | \ 
ewe so B= || xe —cl WNOWwa SS USISOÜDNRIBISu 
} 
# From Peter Knowles! "booklistgen.sh" script 


#+ for converting files to Sony Librie/PRS-50X format. 
# (http://booklistgensh.peterknowles.com) 


recode 


Consider this a fancier version of iconv, above. This very versatile utility for converting a file to a 
different encoding scheme. Note that recode is not part of the standard Linux installation. 
TeX, gs 


TeX and Postscript are text markup languages used for preparing copy for printing or formatted 
video display. 


TeX is Donald Knuth's elaborate typsetting system. It is often convenient to write a shell script 
encapsulating all the options and arguments passed to one of these markup languages. 


Ghostscript (gs) is a GPL-ed Postscript interpreter. 
texexec 


Utility for processing TeX and pdf files. Found in /usr/bin on many Linux distros, it is actually a 
shell wrapper that calls Perl to invoke Tex. 


texexec --pdfarrang result-Concatenated.pdf *pdf 


# Concatenates all the pdf files in the current working directory 

#+ into the merged file, Concatenated.pdf . 

# (The --pdfarrange option repaginates a pdf file. S also pdfcombine.) 

# The above command-line could be parameterized and put into a shell script. 
enscript 


Utility for converting plain text file to PostScript 
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For example, enscript filename.txt -p filename.ps produces the PostScript output file 
filename.ps. 

groff, tbl, eqn 
Yet another text markup and display formatting language is groff. This is the enhanced GNU version 
of the venerable UNIX roff/troff display and typesetting package. Manpages use groff. 


The tbl table processing utility is considered part of groff, as its function is to convert table markup 
into groff commands. 


The eqn equation processing utility is likewise part of groff, and its function is to convert equation 
markup into groff commands. 


Example 16-29. manview: Viewing formatted manpages 


#!/bin/bash 


# manview.sh: Formats the source of a man page for viewing. 


# This script is useful when writing man page source. 
# It lets you look at the intermediate results on the fly 
#+ while working on it. 


E_WRONGARGS=85 


ae [p eg WA i 

then 
echo "Usage: ^basename $0° filename" 
exit SE_WRONGARGS 

fai 


gror -rasei -mem Sil | Iess 
From the man page for groff. 


If the man page includes tables and/or equations, 
t then the above code will barf. 
The following line can handle such cases. 


geol. < WEN || geca -mariak || Grori -mierim -mercee mein 


Thanks, ESO 


exit $? # See also the "maned.sh" script. 
See also Example A-39. 
lex, yacc 


The lex lexical analyzer produces programs for pattern matching. This has been replaced by the 
nonproprietary flex on Linux systems. 


The yacc utility creates a parser based on a set of specifications. This has been replaced by the 
nonproprietary bison on Linux systems. 
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16.5. File and Archiving Commands 


Archiving 


tar 


shar 


ar 


rpm 


The standard UNIX archiving utility. [75] Originally a Tape ARchiving program, it has developed into 
a general purpose package that can handle all manner of archiving with all types of destination 
devices, ranging from tape drives to regular files to even stdout (see Example 3-4). GNU tar has 
been patched to accept various compression filters, for example: tar czvf archive name.tar.gz *, 
which recursively archives and gzips all files in a directory tree except dotfiles in the current working 


directory (SPWD). [76] 


Some useful tar options: 


1. -c create (a new archive) 
2. -x extract (files from existing archive) 
3. - delete delete (files from existing archive) 


D This option will not work on magnetic tape devices. 


. —r append (files to existing archive) 

. —A append (tar files to existing archive) 

. —t list (contents of existing archive) 

. —u update archive 

. -d compare archive with specified filesystem 

after-date only process files with a date stamp after specified date 
. -z gzip the archive 


SOONDNSA 


- 


(compress or uncompress, depending on whether combined with the -c or -x) option 
11. -j bzip2 the archive 


® It may be difficult to recover data from a corrupted gzipped tar archive. When 
archiving important files, make multiple backups. 


Shell archiving utility. The text and/or binary files in a shell archive are concatenated without 
compression, and the resultant archive is essentially a shell script, complete with #!/bin/sh header, 
containing all the necessary unarchiving commands, as well as the files themselves. Unprintable 
binary characters in the target file(s) are converted to printable ASCII characters in the output shar 
file. Shar archives still show up in Usenet newsgroups, but otherwise shar has been replaced by 
tar/gzip. The unshar command unpacks shar archives. 


The mailshar command is a Bash script that uses shar to concatenate multiple files into a single one 
for e-mailing. This script supports compression and uuencoding. 


Creation and manipulation utility for archives, mainly used for binary object file libraries. 


The Red Hat Package Manager, or rpm utility provides a wrapper for source or binary archives. It 
includes commands for installing and checking the integrity of packages, among other things. 


A simple rpm -i package_name.rpm usually suffices to install a package, though there are many 
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į ) rpm -qf identifies which package a file originates from. 


bash$ rpm -qf /bin/ls 


Coretti 1,95) « 2 « 3b SL 


bash$ rpm -qa 


ictexollaveue logos- dE s it, SIE 
GL 2. 2 o Hails} 
Gael 1192 4 i= 12 
Cost ee ood.si- 2g =i 
gdbm-1.8.0-10 
ksymoops-2.4.1-1 
mktemp-1.5-11 
PENIS ORO 9-37 


reiserfs-utils-3.x.0j-2 


bash$ rpm -qa docbook-utils 
docbook Wiest LS ONTO? 


docbook 


docbook 


styl 
dtd30 


dsssl-1.64-3 


Seniki 0- LO 


docbook 
docbook 


dtd40 
utils 


epi. » (=i IL 


[9XolE —0) GO. 9 


docbook 


cpio 


dtd41 


Seje L 19)—3:0] 


docbook wh at 1.9: —(0) «(9 19) —7 


bash$ rpm -qa docbook | grep docbook 
docbook-dtd31-sgml-1.0-10 


rpm -qa gives a complete list of all installed rpm packages on a given system. An 
rpm -qa package name lists only the package(s) corresponding to 
package name. 


This specialized archiving copy command (copy input and output) is rarely seen any more, having 
been supplanted by tar/gzip. It still has its uses, such as moving a directory tree. With an appropriate 
block size (for copying) specified, it can be appreciably faster than tar. 


Example 16-30. Using cpio to move a directory tree 


!/bin/bash 


ar elavelic, "ego 


ARGS=2 
E_BADARGS=65 


Copying a directory tree using cpio. 


Advantages of using 'cpio': 
Speed of copying. It's faster than 
Well suited for copying special files (named pipes, 


may choke on. 


Wiegue! wg. [XS 
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Xi [ Sie ue WSR S! J 

then 
echo "Usage: 'basename $0' source destination" 
exit $E BADARGS 

ia 


source="$1" 
destination="$2" 


HGH HE EEE EE EEE HE HE EEE EE EE HH EE EEE EE HE EE HE EEE EE EE HE EEE RE E HERE ER EN 
find "$source" -depth | cpio -admvp "Sdestination" 
Read the 'find' and 'cpio' info pages to decipher these options. 
The above works only relative to SPWD (current directory) 
+ full pathnames are specified. 
HGH HE EEE EE EH HE EE EE EE EE HH EE EEE EE EE EE EE ERE EE EE ERE EN 


Exercise: 


Add code to check th xe stacus (SP) e sre "tie! | ejeo" josie 
* and output appropriat rror messages if anything went wrong. 


exit $? 


rpm2cpio 


pax 


This command extracts a cpio archive from an rpm one. 


Example 16-31. Unpacking an rpm archive 


!/bin/bash 
de-rpm.sh: Unpack an 'rpm' archive 


$(1?"Usage: ~basename SO target-file") 
Must specify 'rpm' archive name as an argument. 


rpm2cpio « $1 > STEMPFILE # Converts rpm archive into 
#+ cpio archive. 

CISLO make-directories -F STEMPFILE -i #  Unpacks cpio archive. 

rm -f STEMPFILE # Deletes cpio archive. 

exit 0 


# Exercise: 

# Add check for whether 1) "target-file" exists and 

#+ 2) it is an rpm archive. 

# Hint: Parse output of 'file' command. 


The pax portable archive exchange toolkit facilitates periodic file backups and is designed to be 
cross-compatible between various flavors of UNIX. It was designed to replace tar and cpio. 


pax -wf daily backup.pax -/linux-server/files 
# Creates a tar archive of all files in the target directory. 
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EMPFILE-$$.cpio #  Tempfile with "unique" name. 
«99 3e [sees ID Oi Sexes 
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Note that the options to pax must be in the correct order 
+ pax -fw has an entirely different effect. 


pax -f daily backup.pax 
Lists the files in the archive. 


pax -rf daily backup.pax -/bsd-server/files 
Restores the backed-up files from the Linux machine 
+ onto a BSD one. 


Note that pax handles many of the standard archiving and compression commands. 


Compression 


gzip 
The standard GNU/UNIX compression utility, replacing the inferior and proprietary compress. The 
corresponding decompression command is gunzip, which is the equivalent of gzip -d. 


$^) The -c option sends the output of gzip to stdout. This is useful when piping to 
other commands. 


The zcat filter decompresses a gzipped file to st dout, as possible input to a pipe or redirection. This 
is, in effect, a cat command that works on compressed files (including files processed with the older 
compress utility). The zcat command is equivalent to gzip -dc. 


On some commercial UNIX systems, zcat is a synonym for uncompress -c, and will 
not work on gzipped files. 
See also Example 7-7. 
bzip2 
An alternate compression utility, usually more efficient (but slower) than gzip, especially on large 
files. The corresponding decompression command is bunzip2. 


Similar to the zcat command, bzcat decompresses a bzipped2-ed file to stdout. 


8^) Newer versions of tar have been patched with bzip2 support. 


compress, uncompress 
This is an older, proprietary compression utility found in commercial UNIX distributions. The more 
efficient gzip has largely replaced it. Linux distributions generally include a compress workalike for 
compatibility, although gunzip can unarchive files treated with compress. 


į ) The znew command transforms compressed files into gzipped ones. 


sq 
Yet another compression (squeeze) utility, a filter that works only on sorted ASCII word lists. It uses 
the standard invocation syntax for a filter, sq « input-file > output-file. Fast, but not nearly as 
efficient as gzip. The corresponding uncompression filter is unsq, invoked like sq. 
į ) The output of sq may be piped to gzip for further compression. 
zip, unzip 


Cross-platform file archiving and compression utility compatible with DOS pkzip.exe. "Zipped" 
archives seem to be a more common medium of file exchange on the Internet than "tarballs." 
unarc, unarj, unrar 
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These Linux utilities permit unpacking archives compressed with the DOS arc.exe, arj.exe, and 
rar.exe programs. 

Izma, unlzma, Izcat 
Highly efficient Lempel-Ziv-Markov compression. The syntax of /zma is similar to that of gzip. The 
7-zip Website has more information. 

XZ, UNXZ, Xzcat 
A new high-efficiency compression tool, backward compatible with /zma, and with an invocation 
syntax similar to gzip. For more information, see the Wikipedia entry. 


File Information 


file 
A utility for identifying file types. The command file file-name will return a file specification 
for file-name, suchas ascii text or data. It references the magic numbers found in 
/usr/share/magic, /etc/magic, or /usr/lib/magic, depending on the Linux/UNIX 
distribution. 


The -£ option causes file to run in batch mode, to read from a designated file a list of filenames to 
analyze. The —z option, when used on a compressed target file, forces an attempt to analyze the 
uncompressed file type. 


bash$ file test.tar.gz 
test.tar.gz: gzip compressed data, deflated, 
leee wmochiuirtiescl: xum Sejo 16 J92942251 ZOOL, oss Wimax 


bash file -z test.tar.gz 
test.tar.gz: GNU tar archive (gzip compressed data, deflated, 
asic mechones Sui Sejo Me 9294551 ZOOL, O88 Ua) 


# Find sh and Bash scripts in a given directory: 


DIRECTORY=/usr/local/bin 
KEYWORD=Bourne 
# Bourne and Bourne-Again shell scripts 


file SDIRECTORY/* | fgrep SKEYWORD 


# Output: 

# /usr/local/bin/burn-cd: Bourne-Again shell script text executabl 
# /usr/local/bin/burnit: Bourne-Again shell script text executabl 
# /usr/local/bin/cassette.sh: Bourne shell script text executabl 

# /usr/local/bin/copy-cd: Bourne-Again shell script text executabl 
# 


Example 16-32. Stripping comments from C program files 


#!/bin/bash 
# strip-comment.sh: Strips out the comments (/* COMMENT */) in a C program. 


E NOARGS-0 
| ARGERROR-66 
E WRONG FILE TYPE-67 


Xi [ Ss eg "US 


ier] 


OARGS" ] 
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then 
echo "Usag ^basename $0^ 
exit $E ARGERROR 

ical 


# Test for correct file type. 


C-program-file" >&2 # 


wes isle Sil || wwe Ve oriin SZ, SS, Sd, SH TW 
ur ATLIS Sal? SCOSS CLIS- EVIS o s o 
# Then awk removes the first field, the filenam 


# Then the result is fed into the variable 


correct type-"ASCII C program text" 


ai f 
then 
echo 
echo 
echo 
exit $E WRONG FILE TYPE 
fa 


seve! l= Wieominece inves! ] 


# Rather cryptic sed script: 


sed ' 
J^ NI NS el 
Jo 9 No V Fel 
jS 


Need to add one more line to th 


"type t 


umnie fyesesoxe Works (exe © proceni isles emily, 


sed script to deal with 
+ case where line of code has a comment following it on same line. 
This is left as a non-trivial exercise. 


Also, the above code deletes non-comment lines with a "*/" 
+ not a desirable result. 
px. (0) 
d 
# Code below this line will not execute because of 'exit OV above. 


# Stephane Chazelas suggests the following alternative: 


usage () 


{ 


echo "Usage: “ba 
exit 1 


WEIRD-'echo -n -e 
[i Sr -ee 2 11 {| 
GaSe ~“atsbike: Wb. at 
*"C program text 
| ius VST Na! 
|| Steel mcus 
| tei sel PAs! 
*) usage; ; 
esac 


s asus: dhex ShealliL ae 


sename $0° C-program-file" >&2 


INS # or WEIRD=$'\377' 

usage 

n 

"*) sed -e "s%/\*%${WEIRD}%g;s%3\*/%S{W 
UNA SEU UN 

ig \ 

| te WEST UU 


ooled by things like: 
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EIRD)$g" 


WT 


Error message to stderr. 


Easy to understand if you take several hours to learn sed fundamentals. 


N 
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joue absol (WY) p 
or 
/* /* buggy embedded comment */ 


de OSE db HE 


# To handle all special cases (comments in strings, comments in string 
ip wee (ese as a YU. WA 252529 
#+ the only way is to write a C parser (using lex or yacc perhaps?). 


exit 0 

which 
which command gives the full path to "command." This is useful for finding out whether a particular 
command or utility is installed on the system. 


$bash which rm 


/usr/bin/rm 


For an interesting use of this command, see Example 36-16. 

whereis 
Similar to which, above, whereis command gives the full path to "command," but also to its 
manpage. 


$bash whereis rm 


rm: /bin/rm /usr/share/man/manl/rm.1.bz2 


whatis 
whatis command looks up "command" in the what is database. This is useful for identifying system 
commands and important configuration files. Consider it a simplified man command. 


$bash whatis whatis 
whatis (1) - search the whatis database for complete words 
Example 16-33. Exploring /usr/X11R6/bin 


#!/bin/bash 


# What are all those mysterious binaries in /usr/X11R6/bin? 


DIRECTORY="/usr/X11R6/bin" 
w Wey also "deus. “Pnesefloain , Veer lee An aN ele 


for file in $DIRECTORY/* 


do 
whatis ^basename $file' 4 Echoes info about the binary. 
done 
exit 0 
# Note: For this to work, you must create a "whatis" database 
#+ with /usr/sbin/makewhatis. 
# You may wish to redirect output of this script, like so: 
# ./what.sh >>whatis.db 
# or view it a page at a time on stdout, 
# ./what.sh | less 


See also Example 11-3. 
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Show a detailed directory listing. The effect is similar to Is -Ib. 


This is one of the GNU fileutils. 


bash$ vdir 

tocea i0) 
-rw-r--r-- 
—rfw-r--r-- 
-rw-r--r-- 


SW B= 
os Wig ee SAI ders 
SGA EZ aes 


locate, slocate 


The locate command searches for files using a database stored for just that purpose. The slocate 


datal.xrolo 
datal.xrolo.bak 
employment.xrolo 


datal.xrolo 
datal.xrolo.bak 
employment .xrolo 


command is the secure version of locate (which may be aliased to slocate). 


Sbash locate hickson 


/usr/lib/xephem/catalogs/hickson.edb 


getfacl, setfacl 
These commands retrieve or set the file access control list -- the owner, group, and file permissions. 


bash$ getfacl * 

A salle. iresicll SEXE 
# owner: bozo 
# group: bozgrp 
user: :rw- 
group: :rw- 
ohenee 


duet Mete S2 mee 
# owner: bozo 

# group: bozgrp 
user: :rw- 
group: : rw- 

Qelneies eas 


bash$ setfacl -m u:bozo:rw yearly budget.csv 


bash$ getfacl yearly budget.csv 
4 file: yearly budget.csv 

# owner: accountant 

# group: budgetgrp 

user: :rw- 

user:bozo:rw- 
UusertgccoounLanbibrwe 

group: :rw- 

mask: :rw- 

others bo 


readlink 
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Disclose the file that a symbolic link points to. 
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bash$ readlink /usr/bin/awk 


../../bin/gawk 


strings 
Use the strings command to find printable strings in a binary or data file. It will list sequences of 
printable characters found in the target file. This might be handy for a quick 'n dirty examination of a 
core dump or for looking at an unknown graphic image file (strings image-file | more 
might show something like JFIF, which would identify the file as a jpeg graphic). In a script, you 
would probably parse the output of strings with grep or sed. See Example 11-8 and Example 11-10. 


Example 16-34. An "improved" strings command 


!/bin/bash 
wstrings.sh: "word-strings" (enhanced "strings" command) 


TALS (eseseE deslbtesee cas Ourejoule i "ettrismeg" low Gleis ic 
+ against a standard word list file. 

This effectively eliminates gibberish and noise, 
+ and outputs only recognized words. 


Standard Check for Script Argument (s) 


ARGS-1 
E BADARGS-85 
E NOFILE-86 


if [ $$ -ne SARGS | 

then 
echo "Usage: ^basename $0° filename" 
exit $E BADARGS 


itai 
alas ip wi cago SALT i? Check ab rile exists. 
then 
exclmo; Virile X'USIWU closes not eiar. Y 
exit $E_NOFILE 
ipa 
# 


MINSTRLEN=3 # Minimum string length. 
WORDFILE=/usr/share/dict/linux.words # Dictionary file. 

# May specify a different word list file 

#+ of one-word-per-line format. 

# For example, the "yawl" word-list package, 

# http://bash.deta.in/yawl-0.3.2.tar.gz 


WALES" seringe VSI || aie Wow mew || ds Ufssepeess]" Zo \ 
ice SCs: Vigaloimag]’ Zz | tie =e AISSI xw: | wie zm v v^ 


Translate output of 'strings' command with multiple passes of 'tr'. 


"tr A-Z a-z" converts to lowercase. 
"tr '[:space:]'" converts whitespace characters to Z's. 
Whese es U[gaeljoinag |! av oues mom—ciljolmalosizie Cerat ers 19 AS, 


+ and squeezes multiple consecutive Z's. 

Wee em NITIA" ZU coimyerces. mul Chiaiceceers Pest "m" to “NS 
+ and squeezes multiple consecutive Z's, 
+ which gets rid of all the weird characters that the previous 
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+ translation failed to deal with. 
Finally, "tr Z ' '" converts all those Z's to whitespace, 
+ which will be seen as word separators in the loop below. 


Ck ck ck ck ck ck kk Ck kk ck kk Ck Sk Ck Ck Sk ck kk ck Ck Sk ck kk Ck kk Ck kk kk ck kk ck kk Ck kk kk Sk kk ck kk Ck kk Ck kk kk Sk Sk kk ko kc kok ok 


Note the technique of feeding/piping the output of 'tr' back to itself, 


+ but with different arguments and/or options on each successive pass. 
ck ck ck ck ck ck ck Ck ck Ck ck Ck ck ck ck ck Ck ck ck Ck ck kk ck ck ck ck ck ck KKK ck ock kk ck kk ck ckock KK ck Ck ck ck ock ck ko ck kk ck kk ck Sk Sk Mk kx kx kx Sk ko ko ko 


for word in Swlist # Important: 
# Swlist must not be quoted here. 
# "Swlist" does not work. 
# Why not? 
do 
strlen=S {#word} # String length. 
age |p Verilen -le VW SIMUDNISMERIMENS? || # Skip over short strings. 
then 
continue 
fa 


grep -Fw $word "$WORDFILE d Match whole words only. 
# QS # “Fixed strings" and 
#+ "whole words" options. 
done 


exit $? 
Comparison 


diff, patch 
diff: flexible file comparison utility. It compares the target files line-by-line sequentially. In some 
applications, such as comparing word dictionaries, it may be helpful to filter the files through sort and 
uniq before piping them to diff. diff file-1 file-2 outputs the lines in the files that differ, 
with carets showing which file each particular line belongs to. 


The --side-by-side option to diff outputs each compared file, line by line, in separate columns, 
with non-matching lines marked. The -c and -u options likewise make the output of the command 
easier to interpret. 


There are available various fancy frontends for diff, such as sdiff, wdiff, xdiff, and mgdiff. 


į ) The diff command returns an exit status of 0 if the compared files are identical, and 1 
if they differ (or 2 when binary files are being compared). This permits use of diff in a 
test construct within a shell script (see below). 
A common use for diff is generating difference files to be used with patch The -e option outputs 
files suitable for ed or ex scripts. 


patch: flexible versioning utility. Given a difference file generated by diff, patch can upgrade a 
previous version of a package to a newer version. It is much more convenient to distribute a relatively 
small "diff" file than the entire body of a newly revised package. Kernel "patches" have become the 
preferred method of distributing the frequent releases of the Linux kernel. 


parchi PIE parei NS 
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# Takes all the changes listed in 'patch-file' 
# and applies them to the files referenced therein. 
# This upgrades to a newer version of the package. 


Patching the kernel: 


cd /usr/src 

Gao Cd pat ENX || alee —[19(0) 

# Upgrading kernel source using 'patch'. 
# From the Linux kernel docs "README", 

# by anonymous author (Alan Cox?). 


$^) The diff command can also recursively compare directories (for the filenames 
present). 


bash$ diff -r ~/notesl ~/notes2 
Only in /home/bozo/notes1: file02 


Only in /home/bozo/notesl: file03 
Only in /home/bozo/notes2: file04 


1 
Use zdiff to compare gzipped files. 
i 
Use diffstat to create a histogram (point-distribution graph) of output from diff. 
diff3, merge 


sdiff 


cmp 


An extended version of diff that compares three files at a time. This command returns an exit value of 
0 upon successful execution, but unfortunately this gives no information about the results of the 
comparison. 


bash$ diff3 file-1 file-2 file-3 


JL glo 


Maske: ays: Jkatine: db oie Warn ded". 
DEAS 

Magis: Le ne dl eat aene 2. 
38e 


T'mste: ast Ista di ue “ar de 


The merge (3-way file merge) command is an interesting adjunct to diff3. Its syntax is merge 
Mergefile filel file2. The result is to output to Mergefile the changes that lead from 
filel to file2. Consider this command a stripped-down version of patch. 


Compare and/or edit two files in order to merge them into an output file. Because of its interactive 
nature, this command would find little use in a script. 


The emp command is a simpler version of diff, above. Whereas diff reports the differences between 
two files, cmp merely shows at what point they differ. 


-&) Like diff, cmp returns an exit status of 0 if the compared files are identical, and 1 if 
they differ. This permits use in a test construct within a shell script. 


Example 16-35. Using cmp to compare two files within a script. 
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#!/bin/bash 
# file-comparison.sh 


ARGS-2 # Two args to script expected. 
E BADARGS-85 
J. UNREADABLE-86 


if [ $$ -ne "SARGS" ] 

then 
echo "Usage: ^basename SO filel file2" 
exit $E BADARGS 

ica 


ie ii EN TOTNM er ta 
then 
echo "Both files to be compared must exist and be readable." 
exit $E UNREADABLE 
PL 


cmo Su $2 & elem 

Redirection to /dev/null buries the output of the "cmp" command. 
cms -S Si S2 has sane resule (V-54 Silene rlag wo Vemos) 

Thank you Anders Gustavsson for pointing this out. 


ARSO WO RSW EA "elbueiE o. "Eois 
"duse qe Sul S2 e> dee 


xi [ 92 -eg @ ] 4 Test exit status of "cmp" command. 
then 
echon "isle WSL? as denti calit onere NUS ZN 
else 
Genio Winns NYUSI Qbdeiewse. Eiro iei ley WUSQ\ D 
risit 
exit 0 


į ) Use zemp on gzipped files. 
comm 
Versatile file comparison utility. The files must be sorted for this to be useful. 
comm -options first-file second-file 


comm file-1 file-2 outputs three columns: 


9 column 1 = lines unique to file-1 
9 column 2 = lines unique to file-2 
9 column 3 = lines common to both. 
The options allow suppressing output of one or more columns. 


0 —1 suppresses column 1 

© -2 suppresses column 2 

 —3 suppresses column 3 

© -12 suppresses both columns 1 and 2, etc. 
This command is useful for comparing "dictionaries" or word lists -- sorted text files with one word 
per line. 
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Utilities 
basename 
Strips the path information from a file name, printing only the file name. The construction 


basename $0 lets the script know its name, that is, the name it was invoked by. This can be used 
for "usage" messages if, for example a script is called with missing arguments: 


echo "Usage: ^basename $0? argl arg2 ... argn" 
dirname 
Strips the basename from a filename, printing only the path information. 


2^) basename and dirname can operate on any arbitrary string. The argument does not 
need to refer to an existing file, or even be a filename for that matter (see Example 
A-T). 


Example 16-36. basename and dirname 


#!/bin/bash 


address-/home/bozo/daily-journal.txt 


echo "Basename of /home/bozo/daily-journal.txt = ~basename $address'" 
echo "Dirname of /home/bozo/daily-journal.txt = “dirname $address'" 
echo 

echo "My own home is ^basename -/'." # ^basename ~`ò also works. 
echo "The home of my home is “dirname -/^." # “dirname ~ also works. 
exit 0 


split, csplit 
These are utilities for splitting a file into smaller chunks. Their usual use is for splitting up large files 
in order to back them up on floppies or preparatory to e-mailing or uploading them. 


The esplit command splits a file according to context, the split occuring where patterns are matched. 


Example 16-37. A script that copies itself in sections 


#!/bin/bash 
# splitcopy.sh 


i? A Berie enek cubes eseli ineo Crunk, 
#+ then reassembles the chunks into an exact copy 
#+ of the original script. 


CHUNKSIZE-4 jis (SLAG) (ous maase. Cloblink< @ie yollalic seiko. 
OUTPREFIX-xx # csplit prefixes, by default, 
#+ files with "xx" 


csplit "$0" "SCHUNKSIZE" 


Some comment lines for padding 
Tame db) 
Line 16 
Line 17 
Line 18 
Line 19 


dE JE db db db dE 
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# Line 20 


cat "SOUTPREFIX"* > "$0.copy" 4 Concatenate the chunks. 
rm "SOUTPREFIX"* # Get rid of the chunks. 


esu Oe 
Encoding and Encryption 


sum, cksum, md5sum, shalsum 
These are utilities for generating checksums. A checksum is a number [77] mathematically calculated 
from the contents of a file, for the purpose of checking its integrity. A script might refer to a list of 
checksums for security purposes, such as ensuring that the contents of key system files have not been 
altered or corrupted. For security applications, use the md5sum (message digest 5 checksum) 
command, or better yet, the newer shalsum (Secure Hash Algorithm). [78] 


bash$ cksum /boot/vmlinuz 
1670054224 804083 /boot/vmlinuz 


bash$ echo -n "Top Secret" | cksum 
3391003827 10 


bash$ md5sum /boot/vmlinuz 
0f43eccea8f09e0a0b2b5cfldcf333ba  /boot/vmlinuz 


bash$ echo -n "Top Secret" | md5sum 
8babc97a6f£62a4649716f£4d£8461728f - 


$^) The cksum command shows the size, in bytes, of its target, whether file or stdout. 


The md5sum and shalsum commands display a dash when they receive their input 
from stdout. 


Example 16-38. Checking file integrity 


#!/bin/bash 
# file-integrity.sh: Checking whether files in a given directory 
# have been tampered with. 


E_DIR_NOMATCH=80 
E BAD DBFILE-81 


dbfile-File record.md5 
# Filename for storing records (database file). 


Set up database () 
{ 
echo ""Sdirectory"" > "S$Sdbfile" 
# Write directory name to first line of file. 
messin VSC reCtory S/s Ss UScloye a le” 
# Append md5 checksums and filenames. 
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check database () 
{ 

local n=0 
local filename 
local checksum 


# 
This file check should be unnecessary, 
+ but better safe than sorry. 
am [D Yo ae VSelinti le” |] 
then 
echo "Unable to read checksum database file!" 
exit $E BAD DBFILE 
Fi 
# # 


while read record[n] 
do 


directory_checked="${record[0]}" 

age [| WSichhieecromy_Cliselkecl l= WSchlicacroimy” ] 

then 
echo "Directories do not match up!" 
# Tried to use file for a different directory. 
exit $E DIR NOMATCH 


fest 
aie | Em" E @ | # Not directory name. 
then 
filename[n]-$( echo ${record[$n]} | awk '( print $2 }' 


#  md5sum writes records backwards, 
#+ checksum first, then filename. 
checksum[n]=$( md5sum "${filename[n]}" ) 


i | YStrseorelfiaj i! = "SIcbeelswanmlj" ] 
then 
echo "S(filename[n]) unchanged." 


elif [ "` basename ${filename[n]}°" != "$dbfile" ] 
Skip over checksum database file, 


+ this script on $PWD, tampering with the 


Exercise: Fix this. 
then 
echo "S${filename[n]} : CHECKSUM ERROR!" 

# File has been changed since last checked. 

ia 


let "n+=1" 
done <"Sdbfile" # Read from checksum database file. 
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+ as it will change with each invocation of script. 
This unfortunately means that when running 


+ checksum database file will not be detected. 
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# # 
# main () 
ig i =a 71" ] 
then 
directory="SPWD" # If not specified, 
else #+ use current working directory. 
directory="S1" 
ia 
clear # Clear screen. 
echo " Running file integrity check on $directory" 
echo 
# # 
aie || L sie “Selonerile J 3 INeecl we Greate Chtabass rile? 
then 
Sela Vea we Clelicalosise tile, WU" /"Seloed lev Nu. Ws Seine 
set_up_database 
ia 
# # 
check_database # Do the actual work. 
echo 


# You may wish to redirect the stdout of this script to a file, 
#+ especially if the directory checked has many files in it. 


esate (9) 


# For a much more thorough file integrity check, 

#+ consider the "Tripwire" package, 

#+ http://sourceforge.net/projects/tripwire/. 

Also see Example A-19, Example 36-16, and Example 10-2 for creative uses of the md5sum 
command. 


8^; There have been reports that the 128-bit md5sum can be cracked, so the more secure 
160-bit shalsum is a welcome new addition to the checksum toolkit. 


bash$ md5sum testfile 
e181e2c8720c60522c4c4c981108e367 testfil 


bash$ shalsum testfile 
54d7425a9c08a66c3177f£1e31286fa40986ffc996 testfile 


Security consultants have demonstrated that even shalsum can be compromised. Fortunately, newer 
Linux distros include longer bit-length sha224sum, sha256sum, sha384sum, and sha512sum 
commands. 

uuencode 
This utility encodes binary files (images, sound files, compressed files, etc.) into ASCII characters, 
making them suitable for transmission in the body of an e-mail message or in a newsgroup posting. 
This is especially useful where MIME (multimedia) encoding is not available. 

uudecode 
This reverses the encoding, decoding uuencoded files back into the original binaries. 
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Example 16-39. Uudecoding encoded files 


#!/bin/bash 
# Uudecodes all uuencoded files in current working directory. 


lines=35 # Allow 35 lines for the header (very generous). 


HOr Ia alia, ow # Test all the files in $PWD. 

do 
searchl= head -n Slines $File | grep begin | wc -w` 
search2= tail -n $lines $File | grep end | wc -w` 
#  Uuencoded files have a "begin" near the beginning, 
#+ and an "end" near th nd. 


itt || "Seesuehmi" -—g (9 | 
then 
ait | "Seesucm2" -—ge  ] 
then 


echo Wwhclecocliine = Sd v 
uudecode $File 
iE ai 
fe 
done 


Note that running this script upon itself fools it 
+ into thinking it is a uuencoded file, 
+ because it contains both "begin" and "end". 


Exercise: 


odify this script to check each file for a newsgroup header, 
ar Eum] SIKU) CO MEME LE MOE EOE 


ew, © 


į ) The fold -s command may be useful (possibly in a pipe) to process long uudecoded 
text messages downloaded from Usenet newsgroups. 


mimencode, mmencode 


crypt 


openssl 


The mimencode and mmencode commands process multimedia-encoded e-mail attachments. 
Although mail user agents (such as pine or kmail) normally handle this automatically, these particular 
utilities permit manipulating such attachments manually from the command-line or in batch 
processing mode by means of a shell script. 


At one time, this was the standard UNIX file encryption utility. [79] Politically-motivated government 
regulations prohibiting the export of encryption software resulted in the disappearance of crypt from 
much of the UNIX world, and it is still missing from most Linux distributions. Fortunately, 
programmers have come up with a number of decent alternatives to it, among them the author's very 
own cruft (see Example A-4). 


This is an Open Source implementation of Secure Sockets Layer encryption. 


# To encrypt a file: 
Openssl ass=-129-eca eli iia Tile tze -out File ,cincieyjoicecl y 
-pass pass:my_password 


E: A^A^A^AA^A^AAA^AA^A^A^ 


User-selected password. 
# aes-128-ecb is the encryption method chosen. 


# To decrypt an openssl-encrypted fil 
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openssl aes-128-ecb -d -salt -in file.encrypted -out file.txt \ 
-pass pass:my password 
d QUEDA E User-selected password. 


Piping openssl to/from tar makes it possible to encrypt an entire directory tree. 


# To encrypt a directory: 


sourcedir-"/home/bozo/testfiles" 
ncrfile-"encr-dir.tar.gz" 
password-my secret password 


Egue (ug = WSeouuaeechlie! || 
openssl des3 -salt -ovt "Sencrfile" -pass pass:"Spassword" 
QUAM Uses des3 encryption. 
Writes encrypted file "encr-dir.tar.gz" in current working directory. 


To decrypt the resulting tarball: 

openssl des3 -d -salt -in "Sencrfile" -pass pass:"Spassword" | 
EAE RAN 

Decrypts and unpacks into current working directory. 


Of course, openssl has many other uses, such as obtaining signed certificates for Web sites. See the 


info page. 
shred 
Securely erase a file by overwriting it multiple times with random bit patterns before deleting it. This 
command has the same effect as Example 16-61, but does it in a more thorough and elegant manner. 
This is one of the GNU fileutils. 
Advanced forensic technology may still be able to recover the contents of a file, even 
after application of shred. 
Miscellaneous 
mktemp 


Create a temporary file [80] with a "unique" filename. When invoked from the command-line without 
additional arguments, it creates a zero-length file in the / tmp directory. 


bash$ mktemp 


/tmp/tmp.zzsvql13154 


PREFIX-filename 
tempfile-'mktemp $PREFIX.XXXXXX' 
^^^^^^ Need at least 6 placeholders 
t in the filename templat 
If no filename template supplied, 
+ "tmp.XXXXXXXXXX" is the default. 


cho "tempfile name = Stempfile" 
tempfile name = filename.QA2ZpY 
or something similar... 


Creates a file of that name in the current working directory 
+ with 600 file permissions. 

A "umask 177" is therefore unnecessary, 
+ but it's good programming practice nevertheless. 
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make 


Utility for building and compiling binary packages. This can also be used for any set of operations 
triggered by incremental changes in source files. 


The make command checks a Makefile, a list of file dependencies and operations to be carried out. 


The make utility is, in effect, a powerful scripting language similar in many ways to Bash, but with 
the capability of recognizing dependencies. For in-depth coverage of this useful tool set, see the GNU 
software documentation site. 

install 


Special purpose file copying command, similar to cp, but capable of setting permissions and attributes 
of the copied files. This command seems tailormade for installing software packages, and as such it 
shows up frequently in Makefiles (inthe make install : section). It could likewise prove 
useful in installation scripts. 

dos2unix 


This utility, written by Benjamin Lin and collaborators, converts DOS-formatted text files (lines 
terminated by CR-LF) to UNIX format (lines terminated by LF only), and vice-versa. 

ptx 
The ptx [targetfile] command outputs a permuted index (cross-reference list) of the targetfile. This 
may be further filtered and formatted in a pipe, if necessary. 

more, less 


Pagers that display a text file or stream to st dout, one screenful at a time. These may be used to 
filter the output of stdout ... or of a script. 


An interesting application of more is to "test drive" a command sequence, to forestall potentially 
unpleasant consequences. 


Is ovouneylorovac: || awk iprint Wim sie WY SLE | ieee 


E: A^AA^^^ 


# Testing the effect of the following (disastrous) command-line: 

# le Zsewnewlexv«e || awk 'fjeresame Wien ree Y SLY | mm 

# Hand off to the shell to execute . . . Que 

The /ess pager has the interesting property of doing a formatted display of man page source. See 
Example A-39. 


16.6. Communications Commands 


Certain of the following commands find use in network data transfer and analysis, as well as in chasing 
spammers. 


Information and Statistics 


host 
Searches for information about an Internet host by name or IP address, using DNS. 
bash$ host surfacemail.com 
surfacemail.com. has address 202.92.42.236 

ipcalc 
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Displays IP information for a host. With the -h option, ipcale does a reverse DNS lookup, finding the 
name of the host (server) from the IP address. 


bash$ ipcalc -h 202.92.42.236 


HOSTNAME-surfacemail.com 


nslookup 
Do an Internet "name server lookup" on a host by IP address. This is essentially equivalent to ipcalc 
-h or dig -x . The command may be run either interactively or noninteractively, i.e., from within a 
script. 


The nslookup command has allegedly been "deprecated," but it is still useful. 


bash$ nslookup -sil 66.97.104.180 

nslookup kuhleersparnis.ch 
Server: WO LISS 10317 5 2 
Address: LOS s Lis 3.97 Aras 


Non-authoritative answer: 
Name: kuhleersparnis.ch 


dig 
Domain Information Groper. Similar to nslookup, dig does an Internet name server lookup on a host. 
May be run from the command-line or from within a script. 


Some interesting options to dig are +t ime=N for setting a query timeout to N seconds, +tnofail for 
continuing to query servers until a reply is received, and -x for doing a reverse address lookup. 


Compare the output of dig -x with ipcalc -h and nslookup. 


bash$ dig -x 81.9.6.2 
GO fugis eda 
;; —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 11649 
££. lags pe cel sees Oleg JL. ANSMET ©), AOO IL, JNDIDICW IKONS (9) 


7 OUEST TONS SECTION: 
PAoWo$). Sil v stia evello, Guejoel c IN PTR 


jp; AUIHORITY SECTION: 
omoro Mim eX (oe 5 siiajoyel 3600 IN SOA ns.eltel.net. noc.eltel.net. 
2002031705 900 600 86400 3600 


;; Query time: 537 msec 


£8 deese Jo95/51.165 1.97 23] 99 (139311613 7 2) 
rp WHENT Weg Jun 26 0D8rs35s224 2007 
GA MSG Su seewels 9 


Example 16-40. Finding out where to report a spammer 


#!/bin/bash 
# spam-lookup.sh: Look up abuse contact to report a spammer. 
# Thanks, Michael Zick. 


# Check for command-line arg. 
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ARGCOUNT-1 

E WRONGARGS-85 

abis [| She es USNEECIOUM || 

then 
echo "Usage: ^basename $0! domain-name" 
exit $E WRONGARGS 

ica 


Gig, ranore Sil COn acts clues -E dba. =I Tex 
ALSO (EE 
dig t+tnssearch $1 
Tries to find "authoritative name servers" and display SOA records. 


The following also works: 
whois -h whois.abuse.net $1 
^^ RAKRAKRAKAKRAKRAARAKAN Specify Hosta 
Can even lookup multiple spammers with this, i.e." 
whois -h whois.abuse.net $spamdomainl $spamdomain2 


Exercise: 

Expand the functionality of this script 

T OG char Wie avroretieeliby e-wsiils db guit: gm 
+ to the responsible ISP's contact address(es). 
Hint: use the "mail" command. 


Crake SR 


spam-lookup.sh chinatietong.com 
A known spam domain. 


"crnet_mgr@chinatietong.com" 
"crnet_tec@chinatietong.com" 
"postmaster@chinatietong.com" 


For a more elaborate version of this script, 
+ see the SpamViz home page, http://www.spamviz.net/index.html. 


Example 16-41. Analyzing a spam domain 


! /bin/bash 
is-spammer.sh: Identifying spam domains 


Siig as=cpemimeac, wi J4 2004709/01 19539252 mezick Bo $ 
Above line is RCS ID info. 


This is a simplified version of the "is spammer.bash 
+ script in the Contributed Scripts appendix. 


is-spammer <domain.name> 


Uses an external program: 'dig' 
Tested with version: 9.2.4rc5 


Uses functions. 
Uses IFS to parse strings by assignment into arrays. 
And even does something useful: checks e-mail blacklists. 
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Use the domain.name(s) from the text body: 

http://www.good stuff.spammer.biz/just ignore everything else 
Or the domain.name(s) from any e-mail address: 

Really Good Offer8spammer.biz 


as the only argument to this script. 
(PS: have your Inet connection running) 


So, to invoke this script in the above two instances: 
is-spammer.sh spammer.biz 


Whitespace == :Space:Tab:Line Feed:Carriage Return: 
WSP IFS-S'Nx20'$'Nx09'$'NxOA'S 'NxOD' 


No Whitespace -- Line Feed:Carriage Return 
No. WSP-S'NxOA'S'NxOD' 


Field separator for dotted decimal ip addresses 
ADR IFS-S$(No WSP)'.' 


Get the dns text resource record. 
get txt «error code» «list query» 
get txt() { 


# Parse $1 by assignment at the dots. 
local = Glas 
IFS-SADR IFS 


dns=( $1 9) 

IFS=$WSP_IFS 

IES dns BODIES =S Taa 
then 


# See if there is a reason. 
echo See] Tehort S2 =t EXE) 
f 


# Get the dns address resource record. 
# chk adr «rev dns» «list server» 
Sak caer A 

local reply 

local server 

local reason 


server=${1}${2} 
reply=$( dig +short ${server} ) 


# If reply might be an error code 
aie [ Sees) Gr © | 


then 
reason-$(get txt ${reply} ${server} ) 
reason=${reason:-S{reply}} 

fea 

echo $(reason:-' not blacklisted."') 


# Need to get the IP address from the name. 
cho 'Get address of: '$1 

ip adr-$(dig +short $1) 

dns reply-S$(ip adr:-' no answer '} 
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'$(dns. reply) 


# A valid reply is at least 4 digits plus 3 dots. 
if [ ${#ip_adr} -gt 6 ] 


then 
echo 


declare query 


# Parse by assignment at the dots. 
declare -a dns 
IFS-SADR IFS 


dns-( 


S{ip_adr} 


IFS=SWSP_IFS 


) 


# Reorder octets into dns query order. 


rev dns-"$(dns[3])"'. 


'"S(dns[2] Juro. US fols [3L] puro OOS f Chas [0] june 


# See: http://www.spamhaus.org (Conservative, well maintained) 
-n 'spamhaus.org says: ' 
echo $(chk adr $írev dns) 


ecno 


# See: http://ordb.org 
ig A ordb.org 


ecno 


echo $(chk adr $írev dns) 


'sbl-xbl.spamhaus.org') 


(Open mail relays) 
Says: 


'relays.ordb.org') 


# See: http://www.spamcop.net/ (You can report spammers here) 
-n ' spamcop.net says: ' 
echo $(chk adr $írev dns) 


ecno 


'bl.spamcop.net') 


4 # # other blacklist operations # 4 # 


# See: http://cbl.abuseat.org. 


'cbl.abuseat.org') 


(Various mail relays) 


TES ee GleloL a uer" )) 


VINEE Uer c oleo. a xe; " 


'unconfirmed.dsbl.org') 


echo -n ' abuseat.org says: ' 
echo $(chk adr $írev dns) 

# See: http://dsbl.org/usage 
echo 
echo 'Distributed Server Listings' 
EC —ià "Y biser Ceol Ore Sense 
echo $(chk adr ${rev_dns 
echo -n ' multihop.dsbl.org says: 
echo $(chk adr $írev dns 
echo -n 'unconfirmed.dsbl.org says: 
echo $(chk adr ${rev_dns 

else 
echo 
echo 'Could not use that address.' 

fai 

exit 0 

Exercises: 


and exit with appropriat 


bh) Check arguments toSeripE, 


rror message if necessary. 


2) Giek ni gulae Ge WMAVOSCaicaoMm (Oi SCI, 
and exit with appropriat 


rror message if necessary. 
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4 3) Substitute generic variables for "hard-coded" BHL domains. 


# 4) Set a time-out for the script using the "+time=" option 
to the 'dig' command. 


For a much more elaborate version of the above script, see Example A-28. 


traceroute 


ping 


whois 


finger 


Trace the route taken by packets sent to a remote host. This command works within a LAN, WAN, or 
over the Internet. The remote host may be specified by an IP address. The output of this command 
may be filtered by grep or sed in a pipe. 


bash$ traceroute 81.9.6.2 

traceroute to 81.9.6.2 (81.9.6.2), 30 hops max, 38 byte packets 
i iEGA43.xiemualexio.cuou (96.3 30.178 8) Jue gs me RS qUD mec L179- TE ms 
2 xe xondan Com (ISG. 510.5 17/8 4 1) 179.5936 ms 0792854 ms 59.0955 ms 
3. LOA OSa a PON (192.168531:54013) 199.471 us 199.556 me & 


Broadcast an ICMP ECHO REQUEST packet to another machine, either on a local or remote 
network. This is a diagnostic tool for testing network connections, and it should be used with caution. 


bash$ ping localhost 

PING localhost: loccileomainia (1.27.0253) reom 127.0.0.1 2 56092) oyeee ok cata. 
64 bytes from localhost.localdomain (127.0.0.1): icmp seq-0 tt1=255 time=709 usec 
64 bytes from localhost.localdomain (127.0.0.1): icmp seq-1 ttl-255 time-286 usec 


=== JlexesulostE.leeeeloweaus [oue] scarier CS === 
2 packets transmitted, 2 packets received, 0$ packet loss 
round-trip min/avg/max/mdev = 0.286/0.497/0.709/0.212 ms 


A successful ping returns an exit status of 0. This can be tested for in a script. 


HNAME-news-15.net 4 Notorious spammer. 
# HNAME=SHOST # Debug: test for localhost. 
count-2 # Send only two pings. 


aie [| ping =e Scowme "Uem JI 
then 
echo ""SHNAME" still up and broadcasting spam your way." 
else 
echo ""SHNAME" seems to be down. Pity." 
fet 


Perform a DNS (Domain Name System) lookup. The -h option permits specifying which particular 
whois server to query. See Example 4-6 and Example 16-40. 


Retrieve information about users on a network. Optionally, this command can display a user's 
~/.plan,~/.project, and -/.forward files, if present. 


Login Name BEY Idle Login Time Office Office Phone 
bozo Bozo Bozeman iE zd & Jua 25 16859 (:0) 
bozo Bozo Bozeman ttypO Jos 25. 19959 (30.0) 
bozo Bozo Bozeman ttypl Tiia 25) i 381977 (30.0) 


Chapter 16. External Filters, Programs and Commands 281 


chfn 


vrfy 


Advanced Bash-Scripting Guide 


bash$ finger bozo 


Login: bozo Name: Bozo Bozeman 
Directory: /home/bozo Shell: /bin/bash 

Ortes: 2355 Cllewin Su, 545-1294 

Om Since wie Amey Sil 20315 (ST) om iiy 1 hour 38 minutes idle 


Om Sinca wie Avie; Sil 2013 (MS) om oics/O 12 seconds idle 

On since Wie Avo Sil 20:19 (MST) ow prei 

On sincs Wiest Awe Sil 20391 (MSI) On joies/2 1 hour 16 minutes idle 
Weal, last reacli We gwl S 10:08 2007 (Qus) 

No Plan. 


Out of security considerations, many networks disable finger and its associated daemon. [81 
Change information disclosed by the finger command. 
Verify an Internet e-mail address. 


This command seems to be missing from newer Linux distros. 


Remote Host Access 


SX, rX 


SZ, YZ 


ftp 


The sx and rx command set serves to transfer files to and from a remote host using the xmodem 
protocol. These are generally part of a communications package, such as minicom. 


The sz and rz command set serves to transfer files to and from a remote host using the zmodem 
protocol. Zmodem has certain advantages over xmodem, such as faster transmission rate and 
resumption of interrupted file transfers. Like sx and rx, these are generally part of a communications 
package. 


Utility and protocol for uploading / downloading files to or from a remote host. An ftp session can be 
automated in a script (see Example 19-6 and Example A-4). 


uucp, uux, cu 


uucp: UNIX to UNIX copy. This is a communications package for transferring files between UNIX 
servers. A shell script is an effective way to handle a uucp command sequence. 


Since the advent of the Internet and e-mail, uucp seems to have faded into obscurity, but it still exists 
and remains perfectly workable in situations where an Internet connection is not available or 
appropriate. The advantage of uucp is that it is fault-tolerant, so even if there is a service interruption 
the copy operation will resume where it left off when the connection is restored. 


uux: UNIX to UNIX execute. Execute a command on a remote system. This command is part of the 
uucp package. 


cu: Call Up a remote system and connect as a simple terminal. It is a sort of dumbed-down version of 
telnet. This command is part of the uucp package. 
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telnet 
Utility and protocol for connecting to a remote host. 
The telnet protocol contains security holes and should therefore probably be avoided. 
Its use within a shell script is not recommended. 
wget 


The wget utility noninteractively retrieves or downloads files from a Web or ftp site. It works well in 
a script. 


wget -p http://www.xyz23.com/fileOl.html 
Th i) Ole page-requisite option causes wget to fetch all files 
+ required to display the specified pag 


wget -r ftp://ftp.xyz24.net/~bozo/project_files/ -O SSAVEFILE 
The -r option recursively follows and retrieves all links 
+ on the specified sit 


wget -c ftp://ftp.xyz25.net/bozofiles/filename.tar.bz2 
The -c option lets wget resume an interrupted download. 
This works with ftp servers and many HTTP sites. 


Example 16-42. Getting a stock quote 


#!/bin/bash 
# quote-fetch.sh: Download a stock quote. 


E_NOPARAMS=8 6 


aie [ eg “SIT || s MSIE speculis m stock (sso) io ireiecln. 
then echo "Usage: 'basename $0' stock-symbol" 
exit $E NOPARAMS 

fa 


Stock symbol-$1 


file suffix-.html 

Fetches an HTML file, so name it appropriately. 
URL-'http://finance.yahoo.com/q?s-' 

Yahoo finance board, with stock query suffix. 


wget -O $(stock symbolj$(file suffix) "${URL}${stock_symbol}" 


To look up stuff on http://search.yahoo.com: 


URL-"http://search.yahoo.com/search?fr-ush-news&p-$(query]" 
wget -O "$savefilename" "${URL}" 


Saves a list of relevant URLs. 


exit $? 


$ Exercises: 


# 1) Add a test to ensure the user running the script is on-line. 
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# (sme; oere Clas guuEJOUE Oi "je —eox! itor "exo ox "egomet" 
# 

# 2) Modify this script to fetch the local weather report, 

#+ taking the user's zip code as an argument. 


See also Example A-30 and Example A-31. 


lynx 
The lynx Web and file browser can be used inside a script (with the -dump option) to retrieve a file 
from a Web or ftp site noninteractively. 
lynx -dump http://www.xyz23.com/file01.html »$SAVEFILE 
With the -traversal option, lynx starts at the HTTP URL specified as an argument, then "crawls" 
through all links located on that particular server. Used together with the -craw1 option, outputs 
page text to a log file. 

rlogin 
Remote login,initates a session on a remote host. This command has security issues, so use ssh 
instead. 

rsh 
Remote shell,executes command(s) on a remote host. This has security issues, so use ssh 
instead. 

rcp 
Remote copy, copies files between two different networked machines. 

rsync 


Remote synchronize, updates (synchronizes) files between two different networked machines. 


bash$ rsync -a ~/sourcedir/*txt /nodel/subdirectory/ 


Example 16-43. Updating FC4 


!/bin/bash 
fc4upd.sh 


Script author: Frank Wang. 
Slight stylistic modifications by ABS Guide author. 
Used in ABS Guide with permission. 


Download Fedora Core 4 update from mirror site using rsync. 
Should also work for newer Fedora Cores -- 5, 6, 
Only download latest package if multiple versions exist, 

v LO Sawa mco 


URL-rsync://distro.ibiblio.org/fedora-linux-core/updates/ 
URL-rsync://ftp.kddilabs.jp/fedora/core/updates/ 
URL-rsync://rsync.planetmirror.com/fedora-linux-core/updates/ 


DEST-$(1:-/var/www/html/fedora/updates/) 
LOG-/tmp/repo-update-$ (/bin/date +%Y—-%m-%d) .txt 
PID_FILE=/var/run/${0##*/}.pid 


RETURN=85 # Something unexpected happened. 


# General rsync options 
# -r: recursive download 
# -t: reserve tim 
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# -v: verbose 


(Ole mS caelesy delet xcluded delete-after partial" 


rsync include pattern 

Leading slash causes absolute path name match. 
INCLUDE-( 

"/4/1386/kde-il8n-Chinese*" 


^ ^ 


Quoting is necessary to prevent globbing. 


rsync exclude pattern 
Temporarily comment out unwanted pkgs using "4" 
EXCLUDE= ( 
al 
4/2 
/3 
/testing 
/ 4/ SRPMS 
/4/ppc 
/4/x86 64 
/4/1386/debug 
"/4/1386/kde-i18n-*" 
"/4/1386/0penoffice.org-langpack-*" 
"/4/1386/*1586.rpm" 
"/4/i1386/GFS-*" 
"/4/1386/cman-*" 
LIA 3USYS Oe Lbs N 
"/4/1386/gnbd-*" 
"/4/1386/kernel-smp*" 
# ^ "/4/1386/kernel-xen*" 
# "/4/i386/xen-*" 


abest (d 4 
# Let pipe command return possible rsync error, e.g., stalled network. 
set -o pipefail # Newly introduced in Bash, version 3. 


TMP-S(TMPDIR:-/tmp)/$(044*/).99 # Store refined download list. 


ipeo H 
rm -f STMP 2>/dev/null 
ET # Clear temporary file on exit. 
} 
check pid () ( 
# Check if process exists. 
ii | e VSPID iN" jg hem 


echo "PID file exists. Checking ..." 
UD S (ssim esse. =e "| [gchigates i" SIEUD) TLE) 
if /bin/ps --pid $PID &>/dev/null; then 
echo "Process SPID found. $(044*/) seems to be running!" 
/usr/bin/logger -t $(044*/) \ 
"Process $PID found. $(044*/) seems to be running!" 
exit $E RETURN 


ica 
echo "Process SPID not found. Start new process 2 . ." 
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# Set overall file update range starting from root or S$URL, 
#+ according to above patterns. 
set range () { 

include- 

exclude- 

for p in "S{INCLUDE[@]}"; do 

include-"$include --include \"Sp\"" 
done 


for p in "S{EXCLUDE[@]}"; do 
xclude="Sexclud seek We 
done 


# Retrieve and refine rsync update list. 
Gre dispen. (0) 4 
echo $$ > $PID FILE || ( 
Scho Weim ic weite ice Die Cile S2 1D JO ILI NEU 
exit $E RETURN 


Gao) —m RECIEVING cuml! meting) wroclneS lieb s s 3" 


# Retrieve list 'eval' is needed to run rsync as a single command. 
# $3 and $4 is the date and time of file creation. 
# $5 is the full package name. 
previous- 
pre file- 
pre date-0 
eval /bin/nice /usr/bin/rsync \ 
-r Sinclude $exclude $URL | \ 
GXepeteqo- V ACh sa eaieY px 
amk Uijoralinc SS, Sa, SSH" f \ 
sort -k3 | \ 
{ while read line; do 
Get seconds since epoch, to filter out obsolete pkgs. 
cur_date=$ (dat gi WS (eelie Slina || ww  {joredime Gd, 9232" J)" sees) 
echo $cur date 


Get file name. 
cur file-$(echo $line | awk '{print $3)"') 
echo $cur file 


Get rpm pkg name from file name, if possible. 


if [| $cur file == *rpm ]]; then 
pkg name-$ (echo $cur file | sed -r -e \ 
8 (eC as Lae) 1t teebigate s 1135 Woo? 2c] o 97 V7 V) 
else 
pkg name- 
ia. 


# echo $pkg name 


aie [| -—z Yoko mane Jp tasn $^ me MONE c 3e] FELIS, 
echo $cur file >> $TMP #+ then append to download list. 
elif | "$pkg name" != "$previous" ]; then # A new pkg found. 
echo $pre file >> STMP # Output latest file. 
previous=Spkg_name # Save current. 


pre date-$cur date 
pre file-$cur file 
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elif [ "S$Scur date" -gt "S$pre date" ]; then 
# If same pkg, but newer, 
pre date-$cur date #+ then update latest pointer. 
pre file-$cur file 
ia 
done 
echo $pre file >> $TMP i? “IMI COMTAT me Alhi 


#+ of refined list now. 


# echo "subshell=$BASH_SUBSHELL" 


} # Bracket required here to let final "echo $pre file >> STMP" 
# Remained in the same subshell ( 1 ) with the entire loop. 


RET-$? # Get return code of the pipe command. 


[ "SRET" -ne 0 ] && { 
echo "List retrieving failed with code SRET" 
exit $E RETURN 


echo "done"; echo 
# Real rsync download part. 
eet file ©) i 


echo "Downloading..." 
/bin/nice /usr/bin/rsync \ 


SOPTS \ 

ice Visi ar Sia N 
--exclude '*' \ 
SURL SDEST N 


| /usr/bin/tee $LOG 


RET-$? 


filter merge,+/ is crucial for the intention. 
+ modifier means include and / means absolute path. 


# 
# 
# 
# 


echo "Done" 


rm -f SPID_FILE 2>/dev/null 


I 


return SRET 


check pid 
set range 


att [| WSR! ep @ pg times 


Then sorted list in STMP will contain ascending dir name and 
+ prevent the following --exclude '*' from "shortcutting the circuit." 


/usr/bin/logger -t $(044*/) "Fedora update mirrored successfully." 


else 
/usr/bin/logger -t $(044*/) \ 
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"Fedora update mirrored with failure code: SRET" 
PL 


exit SRET 
See also Example A-32. 


$^; Using rcp, rsync, and similar utilities with security implications in a shell script may 
not be advisable. Consider, instead, using ssh, scp, or an expect script. 
ssh 


Secure shell,logs onto a remote host and executes commands there. This secure replacement for 
telnet, rlogin, rcp, and rsh uses identity authentication and encryption. See its manpage for details. 


Example 16-44. Using ssh 


!/bin/bash 
remote.bash: Using ssh. 


This example by Michael Zick. 
Used with permission. 


Presumptions: 
Te- isms berne captured ( "2s/cew/imulil” )) . 
ssh/sshd presumes stderr ('2') will display to user. 


sshd is running on your machine. 
For any 'standard' distribution, it probably is, 
+ and without any funky ssh-keygen having been done. 


Try ssh to your machine from the command-line: 


$ ssh $HOSTNAME 
Without extra set-up you'll be asked for your password. 
enter password 
when done, S$ exit 


Did that work? If so, you're ready for more fun. 
Try ssh to your machine as 'root': 


$ ssh -l root SHOSTNAME 
When asked for password, enter root's, not yours. 

Last login: Tue Aug 10 20:25:49 2004 from localhost.localdomain 
Enter 'exit' when done. 


The above gives you an interactive shell. 

It is possible for sshd to be set up in a 'single command' mode, 
+ but that is beyond the scope of this example. 

The only thing to note is that the following will work in 
+ 'single command' mode. 


A basic, write stdout (local) command. 


lg =i 


Now the same basic command on a remote machine. 
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# Pass a different 'USERNAME' 'HOSTNAME' if desired: 
USER=$ {USERNAME : -$ (whoami) } 
HOST=$ { HOSTNAME : -$ (hostname) } 


# Now excute the above command line on the remote host, 
#+ with all transmissions encrypted. 


ssim =L (USER) ROSE) " lg =i w 


The expected result is a listing of your username's home 
+ directory on the remote machine. 

To see any difference, run this script from somewhere 
+ other than your home directory. 


In other words, the Bash command is passed as a quoted line 


For information on topics such as not having to enter a 
password/passphrase for every command-line, see 

man ssh 

man ssh-keygen 

eum xelaxol (exon 3b] c 


+++ e 


exalic ©) 


D Within a loop, ssh may cause unexpected behavior. According to a Usenet post in the 
comp.unix shell archives, ssh inherits the loop's st din. To remedy this, pass ssh 


either the -n or -f option. 


Thanks, Jason Bechtel, for pointing this out. 


+ to the remote shell, which executes it on the remote machine. 
Im cale Case, Senel closes  " basn =e Uis -W v on your behalf. 


scp 
Secure copy, similar in function to rep, copies files between two different networked machines, 
but does so using authentication, and with a security level similar to ssh. 

Local Network 

write 
This is a utility for terminal-to-terminal communication. It allows sending lines from your terminal 
(console or xterm) to that of another user. The mesg command may, of course, be used to disable 
write access to a terminal 
Since write is interactive, it would not normally find use in a script. 

netconfig 
A command-line utility for configuring a network adapter (using DHCP). This command is native to 
Red Hat centric Linux distros. 

Mail 

mail 


Send or read e-mail messages. 


This stripped-down command-line mail client works fine as a command embedded in a script. 
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Example 16-45. A script that mails itself 


!/bin/sh 
self-mailer.sh: Self-mailing script 


adr-$(1:-^whoami'])] # Default to current user, if not specified. 
Typing 'self-mailer.sh wiseguy@superdupergenius.com' 

+ sends this script to that addressee. 
Just 'self-mailer.sh' (no argument) sends the script 

+ to the person invoking it, for example, bozo@localhost.localdomain. 


For more on the $í(parameter:-default) construct, 
+ see the "Parameter Substitution" section 
+ of the "Variables Revisited" chapter. 


[ene SO) || marl -e Yering WU basencma S NY ler mean lec meseli deo) wow, Sache 


Greetings from the self-mailing script. 
A mischievous person has run this script, 
ar Wimsk@le: nesi Cats able" Co meul irssi To woul, 
Apparently, some people have nothing better 
+ to do with their time. 


echo VAT "leue n seriar Y" bâasenane ONU mailadi to oari w 


exit 0 


# Note that the "mailx" command (in "send" mode) may be substituted 
#+ for "mail" ... but with somewhat different options. 


mailto 
Similar to the mail command, mailto sends e-mail messages from the command-line or in a script. 
However, mailto also permits sending MIME (multimedia) messages. 


mailstats 
Show mail statistics. This command may be invoked only by root. 


root# mailstats 
See Scies irom "Ue Wein i 20932589018. 2006 


M msgsfr bytes_from msgsto bytes to msgsrej msgsdis msgsqur Mailer 
4 1682 24118K 0 OK 0 0 0 esmtp 
E 2:112 640K 1894 2:5 Sr 0 0 @ ocal 
I 1894 24758K 1894 25131K 0 0 0 

C 414 0 


vacation 
This utility automatically replies to e-mails that the intended recipient is on vacation and temporarily 


unavailable. It runs on a network, in conjunction with sendmail, and is not applicable to a dial-up 
POPmail account. 
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Command affecting the console or terminal 


tput 


Initialize terminal and/or fetch information about it from terminfo data. Various options permit certain 
terminal operations: tput clear is the equivalent of clear; tput reset is the equivalent of reset. 


bash$ tput longname 


xterm terminal emulator (X Window System) 


Issuing a tput cup X Y moves the cursor to the (X, Y) coordinates in the current terminal. A clear to 


erase the terminal screen would normally precede this. 
Some interesting options to fput are: 
9 bold, for high-intensity text 


® smul, to underline text in the terminal 
9 smso, to render text in reverse 


0 sgr0, to reset the terminal parameters (to normal), without clearing the screen 


Example scripts using tput: 


]. Example 36-15 
2. Example 36-13 
3. Example A-44 
4. Example A-42 


5. Example 27-2 
Note that stty offers a more powerful command set for controlling a terminal. 


infocmp 


This command prints out extensive information about the current terminal. It references the terminfo 


database. 


bash$ infocmp 
# Reconstructed via infocmp from file: 
/usr/share/terminfo/r/rxvt 
rxvt|rxvt terminal emulator (X Window System), 
am, bce, eo, km, mir, msgr, xenl, xon, 
colors#8, cols#80, it#8, lines#24, pairs#64, 
acsc= ` aaffggjjkkllmmnnooppaqarrssttuuvvwwxxyyzz{{||}}~~, 
bel-^G, blink=\E[5m, bold=\E[1m, 
civis-NE[?251, 
clears wem [INE ZU; ene NE ?25lu qeu. 


reset 


Reset terminal parameters and clear text screen. As with clear, the cursor and prompt reappear in the 


upper lefthand corner of the terminal. 
clear 


The clear command simply clears the text screen at the console or in an xterm. The prompt and cursor 
reappear at the upper lefthand corner of the screen or xterm window. This command may be used 


either at the command line or in a script. See Example 11-26. 
resize 
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Echoes commands necessary to set S TERM and STERMCAP to duplicate the size (dimensions) of the 
current terminal. 


bash$ resize 
set noglob; 
setenv COLUMNS '80'; 


setenv LINES '24'; 
unset noglob; 


script 
This utility records (saves to a file) all the user keystrokes at the command-line in a console or an 
xterm window. This, in effect, creates a record of a session. 


16.8. Math Commands 


"Doing the numbers" 


factor 
Decompose an integer into prime factors. 


bash$ factor 27417 


Za yg Spe de. y 


Example 16-46. Generating prime numbers 


#!/bin/bash 
# primes2.sh 


# Generating prime numbers the quick-and-easy way, 
#+ without resorting to fancy algorithms. 


CEILING=10000 7 Ll 1e i990 
PRIME=0 
E NOTPRIME- 


is prime () 
{ 
local deett 
iter se Sep SI) ) # Load output of “factor into array. 


ie || ow USOS] J 

# Third element of "factors" array: 

#+ S{factors[2]} is 2nd factor of argument. 

ip QUE cab ass plank, idees ithe re bs. 3eXo) Nd dtes 
#+ and the argument is therefore prime. 


then 
return S$PRIME # 0 
else 
return SE_NOTPRIME # null 
BaL 
} 
echo 
for n in $(seq $CEILING) 
do 


if is prime $n 
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then 
prumer S56 Sia 
ita # ^ Five positions per number suffices. 
done # For a higher SCEILING, adjust upward, as necessary. 
echo 
exit 


be 
Bash can't handle floating point calculations, and it lacks operators for certain important mathematical 
functions. Fortunately, be gallops to the rescue. 


Not just a versatile, arbitrary precision calculation utility, be offers many of the facilities of a 
programming language. It has a syntax vaguely resembling C. 


Since it is a fairly well-behaved UNIX utility, and may therefore be used in a pipe, be comes in handy 
in scripts. 
Here is a simple template for using bc to calculate a script variable. This uses command substitution. 


variable=§ (echo "OPTIONS; OPERATIONS" | bc) 


Example 16-47. Monthly Payment on a Mortgage 


!/bin/bash 
monthlypmt.sh: Calculates monthly payment on a mortgage. 


This is a modification of code in the 

"mcalc" (mortgage calculator) package, 

by Jeff Schmidt 

and 

Mendel Cooper (yours truly, the ABS Guide author). 
http://www.ibiblio.org/pub/Linux/apps/financial/mcalc-1.6.tar.gz 


+++ 4 


echo 
echo "Given the principal, interest rate, and term of a mortgage," 
echo "calculate the monthly payment." 


bottom=1.0 


echo -n "Enter principal (no commas) " 

read principal 

Cho =m Wanter sharcewesic Car (percent) WY sp rE ee Snte TZ NOE e2 
read interest r 

cho -n "Enter term (months) " 

read term 


iaceret ces (ecce "mealee)s Samus 30/1100." | Ine) r Convert to cleeainell 
# RA KRAKRAKRAKAKRAAKRAANKRAAA Divide by TODS 
# "scale" determines how many decimal places. 


iaceret rats=S (emo Vscalee9. Sintcerset 35/12 4» 150" | lee) 
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top-$(echo "scale-9; $principal*S$interest rate^$term" | bc) 
# RAKRAKRAKRAKRAKAAKAAAKAAKAAKAKAAAAKAAKAAAAAAN 
# Standard formula for figuring interest. 


echo; echo "Please be patient. This may take a while." 


let "months = $term - 1" 


# 


for ((x=Smonths; x > 0; x-—)) 

do 
loo S (echo Vgcale=9; pincerest certa Sox" | love) 
bottom=S (echo "scale-9; Sbottom+Sbot" | bc) 
logie (un = S((Slsocicom << Sbort) 

done 


Rick Boivie pointed out a more efficient implementation 
+ of the above loop, which decreases computation time by 2/3. 


for ((x=1; x <= Smonths; x++)) 


do 

borton=$ (ecmo "seale-). Slow ~= Simceresic_icsice 4 LU | lee) 
done 
And then he came up with an even mor fficient alternative, 


+ one that cuts down the run time by about 95%! 


bottom=" { 
echo "seules IseiricomHSlooreicowie iaieSicesie_ieeicSs=Silimiesreaeic_ raTa" 
oie Celp x <= SNe SP) ) 


do 
Seko Voor con. = BIOLEG =~ acert sare p iL’ 
done 
echo 'bottom' 
j || ee 4 Embeds a 'for loop' within command substitution. 


On the other hand, Frank Wang suggests: 
bottom-$(echo "scale-9; (Sinterest rate^S$term-1)/(S$interest rate-1)" | bc) 


Because è 
The algorithm behind the loop 

+ is actually a sum of geometric proportion series. 
The sum formula is e0(1-q^n)/(1-q), 

+ where e0 is the first element and q-e (n-*1)/e (n) 

+ and n is the number of elements. 


# let "payment = Stop/Sbottom" 
payment-$ (echo "scale-2; $top/$bottom" | bc) 
# Use two decimal places for dollars and cents. 


echo 
echo "monthly payment = \$Spayment" # Echo a dollar sign in front of amount. 
echo 


exatic O 
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# Exercises: 

# 1) Filter input to permit commas in principal amount. 

# 2) Filter input to permit interest to b ntered as percent or decimal. 
d 3) If you are really ambitious, 

#+ expand this script to print complete amortization tables. 


Example 16-48. Base Conversion 


!/bin/bash 

HGH HE EERE EE HH HE EEE EE EE HH EE EEE EE HE HE ERE EE HE EE EE ERE EE ERE EE EE ERE 
Shellscript:  base.sh - print number to different bases (Bourne Shell) 
Author : Heiner Steven (heiner.steven@odn.de) 

Date & O7=03=95 

Category : Desktop 

Sigs Josee.sm.w 1,2 2000/02/06 192559235 Iwsumewc hg $ 

==> Above line is RCS ID info. 

HPT HE EEE RE EEE HE HE EEE EE EEE HE EE EEE EE HEH HE HE ERE EE HE HE EEE EE HH EE HEE EE EE HE HEH 
Description 


Changes 
231—(0)9—9/5 Soy ebec error Qecuenmg waitin Oxo as umwe (0-2) 
HGH HE EEE EE EE HHH HE EEE EE EE EH HE EEE EE HE EE EE EEE EE EE EEE EE ERE EE EE HE EE RE HE HE EE HE 


==> Used in ABS Guide with the script author's permission. 
==> Comments added by ABS Guide author. 


NOARGS=85 

PN= basename "SO" # Program name 
VER= echo '$Revision: 1.2 $' | cut -d' ' -f2^ 4 ==> VER=1.2 
Usage () { 


echo "SPN - print number to different bases, $VER (stv '95) 
usage: $PN [number ...] 


If no number is given, the numbers are read from standard input. 
A number may be 


binary (base 2) Seente wig (Ulo. (gS, Wloil GO) 
octal (base 8) SIESUSE TING, wm O (i.e. 014) 
hexadecimal (base 16) starting with Ox (i.e. Oxc) 
decimal otherwise (ine, 2E 
exit SNOARGS 
} # ==> Prints usage message. 
Misc (©) 4 
FOr # ==> in [list] missing. Why? 
(loy Eine, LADNA Sa? x 
done 
} 
meus (0 { Meg "S(ü"s exci GER } 
PrintBases () { 
# Determine base of the number 
POL a # ==> in [list] missing... 
do # ==> so operates on command-line arg(s). 
case "Si" in 
0b*) aleyeusiee 2 p # binary 
Ox* | [a-f] * | [A-F] *) ibase=16;; # hexadecimal 
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0*) ibase-8;; # octal 
EZS) ibase-10;; # decimal 


Do 


Msg "illegal number $i ignored" 
continue;; 


esac 
# Remove prefix, convert hex digits to uppercase (bc needs this). 
number= echo "Si" | sed —e 's:^0TbBxX]::' | tr '[a-f]"'" "pA-E]' 

# ==> Uses ":" as sed separator, rather than "/". 


# Convert number to decimal 


dec-'echo "ibase=Sibase; $number" | bc^ # ==> 'bc' is calculator utility. 
case "Sdec" in 

POSSES PR # number ok 

*) continue;; # error: ignore 
esac 


# Print all conversions in one line. 
# ==> 'here document' feeds command list to 'bc'. 
echo “be <<! 

obase=16; "hex-"; Sdec 

obase=10; "dec="; Sdec 


obase=8; "oct="; Sdec 
obase=2; "bin="; Sdec 
1 
| Sach cac 8j" 


while [ $# -gt 0 ] 


# ==> Is a "while loop" really necessary here, 
# ==>+ since all the cases either break out of the loop 
# ==>+ or terminate the script. 
# ==> (Above comment by Paulo Marcel Coelho Aragao.) 
do 
Case YSU am 
=) Sinai lossexelksp p 
=h) Usage; ; # ==> Help messag 
=u) Usage;; 

*) break;; # First number 
esac # ==> Error checking for illegal input might be appropriate. 
sigiaLieqE 

done 


ai [ Gy ee O | 


PrintBases "S@" 
else # Read from stdin. 
while read line 
do 
PrintBases $line 
done 


exit 


An alternate method of invoking bc involves using a here document embedded within a command 
substitution block. This is especially appropriate when a script needs to pass a list of options and 
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commands to bc. 


variable= bc << LIMIT STRING 
options 

statements 

operations 

LIMIT_STRING 


variable=$ (bc << LIMIT STRING 
options 

etatements 

operations 

LIMIT_STRING 

) 


Example 16-49. Invoking bc using a here document 


#!/bin/bash 
# Invoking 'bc' using command substitution 
# in combination with a 'here document'. 


varl-'bc << EOF 
19.93 € 19,7 
EOF 


echo $varl # 362.56 


w S soa ) MERAENON elo works. 
vl=23.53 
v2=17.881 
v3=83.501 
v4=171.63 


var2=$ (bc << EOF 


scale 4 

B= ( Sail a SVA 

ig = ( SwS & Sy ) 

Wer I XE AS xS 

EOF 

) 

echo $var2 4 593487.8452 


var3-$(be -1 << EOF 
scale = 9 

Eb dle ae) 

EOF 

) 

# Returns the sine of 1.7 radians. 

sr duse; "UI eyoisat@ia @eibiliss tines Vier) mercio Jb3boneriey e 
echo $var3 # .991664810 


sr Now, Coy GE Lm Gl jeiBUXETEdL Ode oo 
hypotenuse () # Calculate hypotenuse of a right triangle. 
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{ 4s © = garct a^Z2 + 9^2 ) 
hyp-$(bc -1 << EOF 

scale = 9 

Exc C Sil. * Sil ox S2 * 2 ) 

EOF 


) 

# Can't directly return floating point values from a Bash function. 
4 But, can echo-and-captur 

echo "Shyp" 

} 


hyp=S (hypotenuse 3.68 7.31) 
echo "hypotenuse = Shyp" # 8.184039344 


ei. © 


Example 16-50. Calculating PI 


!/bin/bash 
cannon.sh: Approximating PI by firing cannonballs. 


Author: Mendel Cooper 
License: Public Domain 
version 22, wellclaices iIsocie0s . 


This is a very simple instance of a "Monte Carlo" simulation: 
+ a mathematical model of a real-life event, 
+ using pseudorandom numbers to emulate random chance. 


Consider a perfectly square plot of land, 10000 units on a side. 
This land has a perfectly circular lake in its center, 
+ with a diameter of 10000 units. 
The plot is actually mostly water, except for land in the four corners. 
(Think of it as a square with an inscribed circle.) 


We will fire iron cannonballs from an old-style cannon 
+ at the square. 
All the shots impact somewhere on the square, 
+ either in the lake or on the dry corners. 
Since the lake takes up most of the area, 
+ most of the shots will SPLASH! into the water. 
Just a few shots will THUD! into solid ground 
+ in the four corners of the square. 


If we take enough random, unaimed shots at the square, 
+ Then the ratio of SPLASHES to total shots will approximate 
+ the value of PI/4. 


The simplified explanation is that the cannon is actually 
+ shooting only at the upper right-hand quadrant of the square, 
+ i.e., Quadrant I of the Cartesian coordinate plane. 


Theoretically, the more shots taken, the better the fit. 
However, a shell script, as opposed to a compiled language 

+ with floating-point math built in, requires some compromises. 
This decreases the accuracy of the simulation. 
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Length of each side of the plot. 
Also sets ceiling for random integers generated. 


MAXSHOTS-1000 Fire this many shots. 


PMULTIPLIER-4.0 


SCENO tee Os. 


r M PI-3.141592654 
Actual 9-place value of PI, 


declar 


get random () 


SEED=$ (head 


n 1 /dev/urandom | od -N 1 | awk '( 


RANDOM-S$SEED # 
#+ 
let "rnum = $RANDOM $ SDIMENSION" # 


echo $rnum 


10000 or more would be better, 


but would take too long. 


for comparison purposes. 


jou SA jq") 

From "seeding-random.sh" 
example script. 

Range less than 10000. 


distance- # Declare global variable. 

hypotenuse () # Calculate hypotenuse of a right triangle. 
{ # From "alt-bc.sh" example. 

distance=$ (bc -1 << EOF 

scale = 0 

sepe ( Si = Sil + S2 ^ 92 ) 

EOF 


Setting "scale" to zero rounds down result to 
+ a necessary compromise in this script. 
It decreases the accuracy of this simulation. 


integer value, 


main() { 


Initialize variables. 
shots=0 

splashes=0 

thuds=0 

Pi=0 


error=0 


while [ "Sshots" -Tt 
do 


"SMAXSHOTS" ] 


xCoord-$ (get random) 
yCoord-$ (get random) 
hypotenuse $xCoord $yCoord # 

#+ 
((shots++) ) 


printf "#%4d U Selon 

printe Voxe = kAd W sxdceoiec! 

priori Ye = sdo  SyCerencel 

printf "Distance = $5d ^" Sdistance # 


#+ 
#+ 


ae || WiSchisieeiaes dies UISJDIDMENNISKORNI | 
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"Main" code block, mimicking a C-language main () 


IE UNCLE ILO in. 


# Main loop. 


# Get random X and Y coords. 


Hypotenuse of 
right-triangle = distance. 


Distance from 
center of lake 

== que Vewealopam =e 
COoiacliimerces (0), 0) . 


299 


Advanced Bash-Scripting Guide 


then 
echo -n "SPLASH! Y 
((splashes-*-*)) 

else 
echo -n "THUD! y 
( (thuds-*-*)) 

Fa 


Pi=$ (echo "scale-9; $PMULTIPLIER*$splashes/$shots" | bc) 
# Multiply ratio by 4.0. 

Celo. sm Wigap ~ Spi 

echo 


done 


echo 

echo "After $shots shots, PI looks like approximately Gat, 

# Tends to run a bit high, 

#+ possibly due to round-off error and imperfect randomness of SRANDOM. 
# But still usually within plus-or-minus 5$ 

#+ a pretty fair rough approximation. 


eros (Sele "exec. Sea = GM PIY | dex) 

Dber _ECiicorSS(Eelaio Vacelle=2e WOO 20 ** Sarron / ON ODIN || Jexe) 

echo -n "Deviation from mathematical value of PI = SCIO 
echo " ($pct error$ error)" 

echo 

s; lol tone "uarias" Coce blocks, 

+} 

d 


exit 0 


# One might well wonder whether a shell script is appropriate for 

#+ an application as complex and computation-intensive as a simulation. 
# 

# There are at least two justifications. 

# 1) As a proof of concept: to show it can be done. 

# 2) To prototype and test the algorithms before rewriting 

#+ it in a compiled high-level language. 


See also Example A-37. 


de 
The dc (desk calculator) utility is stack-oriented and uses RPN (Reverse Polish Notation). Like bc, it 
has much of the power of a programming language. 


Similar to the procedure with bc, echo a command-string to dc. 


Selo VllgsezusvE3US m Sibieimeg co. JE" || cle 
# The P command prints the string between the preceding brackets. 


# And now for some simple arithmetic. 


Geno WY 9 = jo [ cle # 56 

# Pushes 7, then 8 onto the stack, 

#+ multiplies ("*" operator), then prints the result ("p" operator). 

Most persons avoid dc, because of its non-intuitive input and rather cryptic operators. Yet, it has its 
uses. 


Example 16-51. Converting a decimal number to hexadecimal 
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#!/bin/bash 
# hexconvert.sh: Convert a decimal number to hexadecimal. 


E_NOARGS=85 Command-line arg missing. 


BASE=16 Hexadecimal. 
dE [ ay Us u ] 
then eed a command-line argument. 


echo "Usage: $0 number" 
exit $E NOARGS 


f Exercise: add argument validity checking. 
hexcvt () 
{ 
Lbs [ oz "$1" ] 
then 
echo 0 
return # "Return" 0 if no arg passed to function. 
f 
Exclwo VST UWeyASImU © jo? || gie 
# o sets radix (numerical base) of output. 
# p prints the top of stack. 
4 For other options: 'man dc' 
Sof Sue Baca 
} 
Dereye US IL 
exit 


Studying the info page for dc is a painful path to understanding its intricacies. There seems to be a 
small, select group of dc wizards who delight in showing off their mastery of this powerful, but 
arcane utility. 


bash$ echo "16i[q]sa[1n0-aln100$P1n100/snlbx]sbA0D68736142snlbxq" | dc 
Bash 


dc <<< 10k5v1+2/p # 1.6180339887 
Qu Feed operations to dc using a Here String. 
FOR Pushes 10 and sets that as the precision (10k). 
AL) Pushes 5 and takes its square root 
(tu cw square root). 
as Pushes aime! welels GE (Eo time wiimmame total (3). 
^^ Pushes auavel Glaiwaloles) rhe rimming Total by taar (27). 
^ Pops and prints the result (p) 
The result is 1.6180339887 
which happens to be the Pythagorean Golden Ratio, to 10 places. 


NO FE il 


Example 16-52. Factoring 


#!/bin/bash 
# factr.sh: Factor a number 


MIN=2 # Will not work for number smaller than this. 
E_NOARGS=85 
E_TOOSMALL=86 
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ise =~ Sil | 

then 
echo "Usage: $0 number" 
exit $E NOARGS 

deat 


aie [ SIM Hike VSM T 

then 
echo "Number to factor must be SMIN or greater." 
exit $E TOOSMALL 

fai 


Exercise: Add type checking (to reject non-integer arg). 


echo Yraccora Qu is 


echo "S1[p]s2[lip/d1i%0=ldvsr]s12sid2%0=13sidvsr[dli%0=\ 
eSa a | cle 


Above code written by Michel Charpentier <charpov@cs.unh.edu> 


Used in ABS Guide with permission (thanks!). 
exit 


S Gla acre cian 2701.98 
2 

3 

SL 

4093 


+ c che cb c 


(as a one-liner, here broken into two lines for display purposes). 


Yet another way of doing floating point math in a script is using awk's built-in math functions in a 


shell wrapper. 


Example 16-53. Calculating the hypotenuse of a triangle 


#!/bin/bash 
# hypotenuse.sh: Returns the "hypotenuse" of a right triangle. 


# (square root of sum of squares of the "legs") 
ARGS=2 # Script needs sides of triangle passed. 
E_BADARGS=85 # Wrong number of arguments. 

if [ S# -ne "SARGS" ] # Test number of arguments to script. 
then 


echo "Usage: basename $0? side 1 side 2" 
exit $E BADARGS 
ica 


AMISSORIUWS! {f qewexaewpit (o VES. ut Wm Semee(SL Sl a $292) ) y v 


command(s) / parameters passed to awk 


Now, pipe the parameters to awk. 
echo -n "Hypotenuse of $1 and $2 = " 
echo $1 $2 | awk "SAWKSCRIPT" 


A^AA^AAAAAAAAA 


An echo-and-pipe is an easy way of passing shell parameters to awk. 
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exit 
# Exercise: Rewrite this script using 'bc' rather than awk. 
# Which method is more intuitive? 


16.9. Miscellaneous Commands 


Command that fit in no special category 


jot, seq 
These utilities emit a sequence of integers, with a user-selectable increment. 


The default separator character between each integer is a newline, but this can be changed with the -s 
option. 


Both jot and seq come in handy in a for loop. 


Example 16-54. Using seg to generate loop arguments 


#!/bin/bash 
# Using "seq" 


echo 
iuc x im “Seer GU <7 Or ror a im S Sexe; 80) 
# Same as iegue- cl, ber db ANS 4 p oa BO (saves much typing!). 
# May also use 'jot' (if present on system). 
do 
echo -n "$a " 
done Pod SENSN sy E MENS 0) 


# Example of using the output of a command to generate 
ir (ime Meel am a roa Ooo 


echo; echo 


COUNT-80 # Yes, 'seq' also accepts a replaceable parameter. 


iene Gl alin See; SCOWN j oue Oe wi ain S See SCOUNW ) 
do 

echo -n "Sa " 
done "P al SE Gy. eas ate) 
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echo; echo 


EGIN=75 
ND=80 


E UJ 


for a in “seq S$BEGIN SEND' 
# Giving "seq" two arguments starts the count at the first one, 
#+ and continues until it reaches the second. 
do 
echo =m “Sa, U 
done s 25 76 77 We v9 BO 


echo; echo 


BEGIN-45 
INTERVAL-5 
END-80 


for a in ‘seq SBEGIN SINTERVAL S$END' 
# Giving "seq" thr arguments starts the count at the first one, 
#+ uses the second for a step interval, 
#+ and continues until it reaches the third. 
do 
echo =a WSa U 
done i 4S 50 55 c0 65 Y 75 S0 


echo; echo 


ewe, © 


A simpler example: 


7 Create cL See Or Ji) E leS; 
"ubsenamecweteinireei essi 2 Ses enk 
COUNT-10 

PREFIX-file 


for filename in ~seq $COUNT' 

do 
touch SPREFIX.S$filename 
# Or, can do other operations, 
#+ such as rm, grep, etc. 

done 


Example 16-55. Letter Count" 


#!/bin/bash 

# letter-count.sh: Counting letter occurrences in a text file. 
4 Written by Stefano Palmeri. 

# Used in ABS Guide with permission. 

# Slightly modified by document author. 


MINARGS-2 # Script requires at least two arguments. 
E BADARGS-65 
FILE-$1 


let LETTERS=$#-1 # How many letters specified (as command-line args). 
4 (Subtract 1 from number of command-line args.) 


show help()í 
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"basename $0^ 
"basename $0 


file letters 
arguments are case sensitiv 


echo Example: ~“basename $0 


ToGo tat (Gi ior U qup al TN QU) sey, 


echo 


} 


# Checks number of arguments. 


if [ $4 -lt SMINARGS ]; then 
echo 
echo "Not enough arguments." 
echo 
show help 
exit SE BADARGS 

fat 


# Checks if file exists. 

aie [ d ex Suede JD g deles 
ceha Yrile XS (lexes imei erior,” 
exit $E BADARGS 


ita 


# Counts letter occurrences 
iene inl in Sec SUELTAS 4 CO 


shift 
ais [| “eco =a VS! | we ec -—ee i IP iem 
echo “Sil Ne "que Simin | ipae oe USD" | we e 5: Covntine. 
else 
echo VIS aie moe 2 single char,” 
ie aL 
done 
exit $? 


# This script has exactly the same functionality as letter-count2.sh, 


#+ but executes faster. 
# Why? 


8") Somewhat more capable than seq, jot is a classic UNIX utility that is not normally 
included in a standard Linux distro. However, the source rpm is available for 


download from the MIT repository. 


Unlike seq, jot can generate a sequence of random numbers, using the -r option. 


bash$ jot -r 3 999 


getopt 


The getopt command parses command-line options preceded by a dash. This external command 


# Checks arg. 


corresponds to the getopts Bash builtin. Using getopt permits handling long options by means of the 


-1 flag, and this also allows parameter reshuffling. 
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Example 16-56. Using getopt to parse command-line options 


!/bin/bash 
Using getopt 


Try the following when invoking this script: 


sh ex33a.sh -a 

sh ex33a.sh -abc 

mim Ed<S Selo Gla =e) l9 e 

Sime xs S etedslat ol 

igi ce»xSiSleia Sila. eb.” 

simos sam SM dae 

sim Edsel, ela —elaecl 

sh ex33a.sh -abcdz 

sh ex33a.sh -z 

sh ex33a.sh a 

Explain the results of each of the above. 

. OPTERR-65 


ae Wise eer. || 

then # Script needs at least one command-line argument. 
echo "Usage $0 -[options a,b,c]" 
exit $E OPTERR 


Sar — ~@eiceoic Wesorkla V Wiser” 
# Sets positional parameters to command-line arguments. 
# What happens if you use "$*" instead of "S@"? 


while | ew WeTw 


case "$1" in 
=) cxelmo. "(oysiEsHex "y EDU S 
=15)) acho "(Opis VU UR c 
=e) echo "(pide Xy eue c 
=c) echo “Ojesom Wel S255 
*) break;; 
esac 


shift 
done 


# It is usually better to use the 'getopts' builtin in a script. 
# See "ex33.sh." 


epaic (9) 


8^) As Peggy Russell points out: 
It is often necessary to include an eval to correctly process whitespace and quotes. 


cuesis— S (getopt -0 male sel == Vow) 
eval set -- "Sargs" 
See Example 10-5 for a simplified emulation of getopt. 
run-parts 
The run-parts command [82] executes all the scripts in a target directory, sequentially in 
ASCII-sorted filename order. Of course, the scripts need to have execute permission. 
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The cron daemon invokes run-parts to run the scripts in the /etc/cron. * directories. 

yes 
In its default behavior the yes command feeds a continuous string of the character y followed by a 
line feed to stdout. A control-C terminates the run. A different output string may be specified, as 
in yes different string, which would continually output different string to 
stdout. 


One might well ask the purpose of this. From the command-line or in a script, the output of yes can be 
redirected or piped into a program expecting user input. In effect, this becomes a sort of poor man's 
version of expect. 

yes | fsck /dev/hdal runs fsck non-interactively (careful!). 


yes | rm -r dirname has same effect as rm -rf dirname (careful!). 


Caution advised when piping yes to a potentially dangerous system command, such as 
fsck or fdisk. It might have unintended consequences. 


8^; The yes command parses variables, or more accurately, it echoes parsed variables. For 
example: 


bash$ yes SBASH VERSION 
3.1.17(1)-release 
.17(1)-release 


17(1)-release 
.17(1)-release 
17(1)-release 


This particular "feature" may be used to create a very large ASCII file on the fly: 


bash$ yes $PATH > huge file.txt 


Ctl-C 


Hit Ct1-C very quickly, or you just might get more than you bargained for. . . . 
The yes command may be emulated in a very simple script function. 


yes () 
( # Trivial emulation of "yes" 
local DEFAULT TEXT-"y" 
while [ true ] # Endless loop. 
do 
alae |b ee UNS ur 
then 
echo "SDEFAULT_TEXT" 
else # If argument 
echo "$1" # ... expand and echo it. 
ma, 
done # The only things missing are the 
} #+ --help and --version options. 


banner 
Prints arguments as a large vertical banner to stdout, using an ASCII character (default '#'). This 
may be redirected to a printer for hardcopy. 
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Note that banner has been dropped from many Linux distros, presumably because it is no longer 
considered useful. 

printenv 
Show all the environmental variables set for a particular user. 


h$ printenv | grep HOME 


E-/home/bozo 


Ip 
The Ip and Ipr commands send file(s) to the print queue, to be printed as hard copy. [83] These 
commands trace the origin of their names to the line printers of another era. [84 
bash$ lp filel.txtorbashlp «filel.txt 
It is often useful to pipe the formatted output from pr to Ip. 
bash$ pr -options filel.txt | lp 
Formatting packages, such as groff and Ghostscript may send their output directly to Ip. 
bash$ groff -Tascii file.tr | lp 
bash$ gs -options | lp file.ps 
Related commands are Ipq, for viewing the print queue, and Iprm, for removing jobs from the print 
queue. 
tee 
[UNIX borrows an idea from the plumbing trade.] 
This is a redirection operator, but with a difference. Like the plumber's fee, it permits "siphoning off" 
to a file the output of a command or commands within a pipe, but without affecting the result. This is 
useful for printing an ongoing process to a file or paper, perhaps to keep track of it for debugging 
purposes. 
(redirection) 
|e——— tO aude 
| 
| 
CONS! ———S (Gone! ———- ree —-——— COmmame ———» ——-—2- guitjulE Qi T9:9e 
Gai dosi Tess || see tee check.file | uniq > result.file 
# KRKAKRKAKAARAKANRAARAN ARAN 
# The file "check.file" contains the concatenated sorted "listfiles," 
#+ before the duplicate lines are removed by ‘uniq.' 
mkfifo 


This obscure command creates a named pipe, a temporary first-in-first-out buffer for transferring data 
between processes. [85] Typically, one process writes to the FIFO, and the other reads from it. See 


Example A-14. 


#!/bin/bash 
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# This short script by Omair Eshkenazi. 
# Used in ABS Guide with permission (thanks!). 


mkfifo pipel # Yes, pipes can be given names. 
mkfifo pipe2 # Hence the designation "named pipe." 
(exp sel! V uL || tee Wek-gU Wi“) see. «qeausxedL 4 

ts SHEET MM UM eur =v fn Tig pipel | 
emt o" V 2 || egies = OISZ 


rm -f pipel 
iQ =e 198997 


# No need to kill background processes when script terminates (why not?). 
xmi SE 


Now, invoke the script and explain the output: 
sh mkfifo-example.sh 


4830.tar.gz BOZO 
pipel BOZO 

pipe2 BOZO 
mkfifo-example.sh BOZO 
Mixed.msg BOZO 


pathchk 


dd 


This command checks the validity of a filename. If the filename exceeds the maximum allowable 
length (255 characters) or one or more of the directories in its path is not searchable, then an error 
message results. 


Unfortunately, pathchk does not return a recognizable error code, and it is therefore pretty much 
useless in a script. Consider instead the file test operators. 


Though this somewhat obscure and much feared data duplicator command originated as a utility for 
exchanging data on magnetic tapes between UNIX minicomputers and IBM mainframes, it still has its 
uses. The dd command simply copies a file (or stdin/stdout), but with conversions. Possible 
conversions include ASCH/EBCDIC, [86] upper/lower case, swapping of byte pairs between input 
and output, and skipping and/or truncating the head or tail of the input file. 


# Converting a file to all uppercase: 


dd if-$filename conv-ucase > $filename.uppercas 
d lcase # For lower case conversion 


Some basic options to dd are: 
0 if=INFILE 


INFILE is the source file. 
o ofZOUTFILE 


OUTFILE is the target file, the file that will have the data written to it. 
0 bs-BLOCKSIZE 


This is the size of each block of data being read and written, usually a power of 2. 
0 skip=BLOCKS 
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How many blocks of data to skip in INFILE before starting to copy. This is useful when the 
INFILE has "garbage" or garbled data in its header or when it is desirable to copy only a 
portion of the INFILE. 

0 seek=BLOCKS 


How many blocks of data to skip in OUTFILE before starting to copy, leaving blank data at 
beginning of OUTFILE. 
9 countZBLOCKS 


Copy only this many blocks of data, rather than the entire INFILE. 
0 convZCONVERSION 


Type of conversion to be applied to INFILE data before copying operation. 
A dd --help lists all the options this powerful utility takes. 


Example 16-57. A script that copies itself 


#!/bin/bash 
# self-copy.sh 


# This script copies itself. 
file_subscript=copy 


dd if-$0 of=$0.$file_subscript 2>/dev/null 
# Suppress messages from dd: AKAKRKRAKRAAAA 


exit $? 
# A program whose only output is its own source code 


#+ is called a "quine" per Willard Quine. 
# Does this script qualify as a quine? 


Example 16-58. Exercising dd 


#!/bin/bash 
# exercising-dd.sh 


# Script by Stephane Chazelas. 
# Somewhat modified by ABS Guide author. 


infile=$0 # This script. 

out file=log.txt # Output file left behind. 
n=8 

p=11 


dd if=Sinfile of-$outfile bs-1 skip-$((n-1)) count=$((p-nt+1)) 2» /dev/null 
ir HPMEMECES Clisicacicers. im te 19 (9 to i4) deem clare serie ("leuia . 


# 


eho =i Winellie weicacaveall worl | lel clois=i Conv=rnolot 2> fele. 
# Echoes "hello vertical world" vertically downward. 
# Why? A newline follows each character dd emits. 


exit $? 
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To demonstrate just how versatile dd is, let's use it to capture keystrokes. 


Example 16-59. Capturing Keystrokes 


#!/bin/bash 
# dd-keypress.sh: Capture keystrokes without needing to press ENTER. 


keypresses-4 Number of keypresses to capture. 


old tty setting-S$(stty -g) Save old terminal settings. 


echo "Press Skeypresses keys." 
stty -icanon -echo Disable canonical mode. 
Disable local echo. 
keys-$(dd bs=1 count-$keypresses 2» /dev/null) 

ur "ll" iere Sieckua, sie WIES (mmo ELLS ieYonE SPECLELEC 


subs Vole tit siet Eum)" # Restore old terminal settings. 


echo "You pressed the \"Skeys\" keys." 


# Thanks, Stephane Chazelas, for showing the way. 
exit 0 


The dd command can do random access on a data stream. 


echo -n . | dd bs-1 seek-4 of-file conv=notrunc 
# The "conv=notrunc" option means that the output file 
#+ will not be truncated. 


5 dsyededscip. OnO 


The dd command can copy raw data and disk images to and from devices, such as floppies and tape 
drives (Example A-5). A common use is creating boot floppies. 


dd if-kernel-image of=/dev/£d0H1440 


Similarly, dd can copy the entire contents of a floppy, even one formatted with a "foreign" OS, to the 
hard drive as an image file. 


dd if=/dev/fd0 ofz/home/bozo/projects/floppy.img 
Likewise, dd can create bootable flash drives and SD cards. 


dd if=image.iso of=/dev/sdb 


Example 16-60. Preparing a bootable SD card for the Raspberry Pi 


#!/bin/bash 
# rp.sdcard.sh 
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# Preparing an SD card with a bootable image for the Raspberry Pi. 


# $1 = imagefile nam 
# $2 = sdcard (device file) 
# Otherwise defaults to the defaults, see below. 


DEFAULTbs=4M # Block size, 4 mb default. 
DEFAULTif-"2013-07-26-wheezy-raspbian.img" # Commonly used distro. 
DEFAULTsdcard="/dev/mmcb1k0" # May be different. Check! 
ROOTUSER_NAME=root # Must run as root! 
E_NOTROOT=81 

E_NOIMAGE=82 

username=S (id -nu) # Who is running this script? 
if [ "$username" != "SROOTUSER_NAME" ] 

then 


echa Wilds GCI SENSE Tele GIS} roor Ore Walitln Ieee joes waLlkeofasi, N 
exit $E NOTROOT 


ít 
abit [ in "Sav T 
then 
imagefile="$1" 
else 
imagefile-"S$DEFAULTif" 
ÍE3L 
is i toy "2Y j 
then 
sdcard-"$2" 
else 
sdcard="SDEFAULTsdcard" 
fa 
if [ ! -e Simagefile ] 
then 


acha "dhnmexye Cirie X Sabie eres y imei Eoee 
exit $E NOIMAGE 
fs 


echo "Last chance to change your mind!"; echo 

peac -s -al =o Veit a key deg) verite Simagerile to Soles [CEl-e io eso)" 
echo; echo 

echo "Writing Simagefile to $sdcard A 
dd bs=SDEFAULTbs if-$imagefile of-$sdcard 


exit $? 


$ Exercises: 


# 1) Provide additional error checking. 
4 2) Have script autodetect device file for SD card (difficult!). 
# 3) Have script sutodetect image file (*img) in SPWD. 


Other applications of dd include initializing temporary swap files (Example 31-2) and ramdisks 


(Example 31-3). It can even do a low-level copy of an entire hard drive partition, although this is not 


necessarily recommended. 
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People (with presumably nothing better to do with their time) are constantly thinking of interesting 
applications of dd. 


Example 16-61. Securely deleting a file 


#!/bin 


/bash 


i? lodos sias irage Werl waes (ur vel rallies 


# This script overwrites a target file alternately 

#+ with random bytes, then zeros before finally deleting it. 

# After that, even examining the raw disk sectors by conventional methods 
#+ will not reveal the original file data. 


PASSES 


FOUND=7 


# Number of file-shredding passes. 

# Increasing this slows script execution, 

#+ especially on large target files. 

# I/O with /dev/urandom requires unit block size, 
#+ otherwise you get weird results. 

# Various error exit codes. 


1 


GED_MIND=72 


file=s 


ae Tp oM 
then 
echo 
exit 
f 


Z Usu 


"Usage 


al 


] # No filename specified. 


: ^basename SO filename" 


$E BADARGS 


-e METEN ] 


"File 


NENNEN OERE OURA 


$E NOT FOUND 


CRON 
read a 


cno n 
nswer 


"Are you absolutely sure you want to blot out \"Sfile\" (y/n)? " 


case "Sanswer" in 


[nN]) echo "Changed your mind, huh?" 
exit $E CHANGED MIND 
PI 
=) exei) “uBsiloyeic sing; (Quoc, seal: WU SuESLIe Nw Spe 
esac 
flength-$(1s -1 "Sfile" | awk '(print $5}') # Field 5 is file length. 
pass, count-1 


chmod u+w 


echo 


while 
do 


"S$file" # Allow overwriting/deleting the file. 


| USomss count” le VUSPASSESU ] 


echo "Pass d$$pass count" 


sync 


# Flush buffers. 


dd if-/dev/urandom of-$file bs-SBLOCKSIZE count-$flength 
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# Fill with random bytes. 
ne # Flush buffers again. 


f 


dd if=/dev/zero of-$file bs=$BLOCKSIZE count-$flength 


Sy 
le 
ec 


done 


# Fill with zeros. 
nc # Flush buffers yet again. 
ic Haass cowie qs LU 
ho 


rm =f Stille # Finally, delete scrambled and shredded file. 
sync 


echo 


# Flush buffers a final time. 


vrille AST leU lolerse oui eine celere Yy echo 


exite (9) 


I 
o 
T 
d 
pl 
H 
iE 
E 


T 


s 


his is a fairly secure, if inefficient and slow method 
f thoroughly "shredding" a file. 

he "shred" command, part of the GNU "fileutils" package, 
oes the same thing, although more efficiently. 


owever 
his simple method would *not* likely withstand 
ophisticated forensic analysis. 


his script may not play well with a journaled file system. 


merete (elitr sewlis)) g Jesse ir vxo» sic (olores 


he file cannot not be "undeleted" or retrieved by normal methods. 


od 


+ of file shredding than this simple script. 


t see Peter Gutmann's paper, 


See also the dd thread entry in the bibliography. 


Tom Vier's "wipe" file-deletion package does a much more thorough job 
http://www.ibiblio.org/pub/Linux/utils/file/wipe-2.0.0.tar.bz2 
For an in-depth analysis on the topic of file deletion and security, 


Es "Secure Deletion of Data From Magnetic and Solid-State Memory". 
http://www.cs.auckland.ac.nz/-pgut001/pubs/secure del.html 


The od, or octal dump filter converts input (or files) to octal (base-8) or other bases. This is useful for 


viewing or processing binary data files or otherwise unreadable system device files, such as 


/dev/urandom, and as a filter for binary data. 


head -c4 jJ(etwwucsawelo || oc —uwdb -tv4 | sec me "ds. 9" 
# Sample output: 1324725719, 3918166450, 2989231420, etc. 


# From rnd.sh example script, by Stéphane Chazelas 


See also Example 9-16 and Example A-36. 


hexdump 
Performs a hexadecimal, octal, decimal, or ASCII dump of a binary file. This command is the rough 
equivalent of od, above, but not nearly as useful. May be used to view the contents of a binary file, in 


combination with dd and less. 


dd if-/bin/ls | hexdump -C | less 


# The -C option nicely formats the output in tabular form. 
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objdump 
Displays information about an object file or binary executable in either hexadecimal form or as a 
disassembled listing (with the -d option). 


bash$ objdump -d /bin/1s 
Aoa Mostre file format elf32-1386 


Disassembly of section .init: 


ORO glove. € c abistiE os e 
80490bc: 55 push Sebp 
80490bd: 89 e5 mov Sesp, sebp 


mcookie 
This command generates a "magic cookie," a 128-bit (32-character) pseudorandom hexadecimal 


number, normally used as an authorization "signature" by the X server. This also available for use in a 
script as a "quick 'n dirty" random number. 


random000=$ (mcookie) 


Of course, a script could use md5sum for the same purpose. 


# Generate md5 checksum on the script itself. 
random001-'md5sum $0 | awk '{print $1}'° 
# Uses 'awk' to strip off the filename. 


The mcookie command gives yet another way to generate a "unique" filename. 


Example 16-62. Filename generator 


#!/bin/bash 
# tempfile-name.sh: temp filename generator 


BASE STR-' mcookie' 32-character magic cookie. 
POS-11 Arbitrary position in magic cookie string. 
LEN-5 Get SLEN consecutive characters. 
prefix-temp debe. slew; arten culil, a “eeijo! i te: 

For more "uniqueness," generate th 


+ filename prefix using the same method 
* as the suffix, below. 


Suffix-$(BASE STR:POS:LI 


[rol 


} 
pHEMT. Gl S—Cloeliecioirisse (Sit ENS]; 
T WESEL] ENE joosaiesyom Lis 


temp filename-$prefix.S$suffix 
Construct the filename. 


cho "Temp filename = "$temp filename"" 


# sh tempfile-name.sh 
# Temp filename = temp.el9ea 


# Compare this method of generating "unique" filenames 
#+ with the 'date' method in ex5l.sh. 


exatic @ 
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units 
This utility converts between different units of measure. While normally invoked in interactive mode, 
units may find use in a script. 


Example 16-63. Converting meters to miles 


#!/bin/bash 
# unit-conversion.sh 
4 Must have 'units' utility installed. 


convert units () # Takes as arguments the units to convert. 


{ 


(cue (Manes: WY ASAU || xl silent Nii! || que "dpwexme 92] 
4 Strip off everything except the actual conversion factor. 
exelmo) Vee! 


Unitl=miles 

Unit2=meters 

eractor= Convert iua Suwit Swieie2~ 
quantity-3.73 

result-$(echo Squantity*$cfactor | bc) 


echo "There are Sresult SUnit2 in Squantity SUnitl." 


# What happens if you pass incompatible units, 
#+ such as "acres" and "miles" to the function? 


esate (9) 


+ 


Exercise: Edit this script to accept command-line parameters, 
# with appropriate error checking, of course. 


m4 
A hidden treasure, m4 is a powerful macro [87] processing filter, virtually a complete language. 
Although originally written as a pre-processor for RatFor, m4 turned out to be useful as a stand-alone 
utility. In fact, m4 combines some of the functionality of eval, tr, and awk, in addition to its extensive 
macro expansion facilities. 


The April, 2002 issue of Linux Journal has a very nice article on m4 and its uses. 


Example 16-64. Using m4 


#!/bin/bash 
# m4.sh: Using the m4 macro processor 


# Strings 

string=abcdA01 

echo "len($string)" | m4 d 7 
exelmo: "else (Sesso, 4" (| andl # AOL 
echo Yregeas ((Seisicsliog;, [| O=1 10-1]; WR Jp A # 012 


# Arithmetic 
var=99 
Selne Viner (eyar) | má # 100 
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ache "eweedb(Suweue / 3) " || m4 # 3S 


exit 
xmessage 
This X-based variant of echo pops up a message/query window on the desktop. 


xmessage Left click to continue -button okay 
zenity 
The zenity utility is adept at displaying GTK+ dialog widgets and very suitable for scripting purposes. 
doexec 
The doexec command enables passing an arbitrary list of arguments to a binary executable. In 
particular, passing argv [0] (which corresponds to $0 in a script) lets the executable be invoked by 
various names, and it can then carry out different sets of actions, according to the name by which it 
was called. What this amounts to is roundabout way of passing options to an executable. 


For example, the /usr/local/bin directory might contain a binary called "aaa". Invoking doexec 
fusr/local/bin/aaa list would list all those files in the current working directory beginning with an "a", 


while invoking (the same executable with) doexec /usr/local/bin/aaa delete would delete those files. 


$^) The various behaviors of the executable must be defined within the code of the 
executable itself, analogous to something like the following in a shell script: 


case ^basename $0' in 


"namel" ) do something;; 

"name2" ) do something else;; 

"name3" ) do yet another thing;; 
) 


* Toes IE ONERA 


esac 

dialog 
The dialog family of tools provide a method of calling interactive "dialog" boxes from a script. The 
more elaborate variations of dialog -- gdialog, Xdialog, and kdialog -- actually invoke X-Windows 
widgets. 

SOX 
The sox, or "sound exchange" command plays and performs transformations on sound files. In fact, 
the /usr/bin/play executable (now deprecated) is nothing but a shell wrapper for sox. 


For example, sox soundfile.wav soundfile.au changes a WAV sound file into a (Sun audio format) 
AU sound file. 


Shell scripts are ideally suited for batch-processing sox operations on sound files. For examples, see 
the Linux Radio Timeshift HOWTO and the MP3do Project. 
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The startup and shutdown scripts in /etc/rc.d illustrate the uses (and usefulness) of many of these 
comands. These are usually invoked by root and used for system maintenance or emergency filesystem 
repairs. Use with caution, as some of these commands may damage your system if misused. 


Users and Groups 


users 
Show all logged on users. This is the approximate equivalent of who -q. 

groups 
Lists the current user and the groups she belongs to. This corresponds to the SGROUPS internal 
variable, but gives the group names, rather than the numbers. 


bash$ groups 
bozita cdrom cdwriter audio xgrp 


chown, chgrp 
The chown command changes the ownership of a file or files. This command is a useful method that 
root can use to shift file ownership from one user to another. An ordinary user may not change the 
ownership of files, not even her own files. [88] 


root# chown bozo *.txt 


The chgrp command changes the group ownership of a file or files. You must be owner of the 
file(s) as well as a member of the destination group (or root) to use this operation. 


chgrp recursive dunderheads *.data 
# The "dunderheads" group will now own all the "*.data" files 
#+ all the way down the $PWD directory tree (that's what "recursive" means). 


useradd, userdel 
The useradd administrative command adds a user account to the system and creates a home directory 
for that particular user, if so specified. The corresponding userdel command removes a user account 
from the system [89] and deletes associated files. 


8^; The adduser command is a synonym for useradd and is usually a symbolic link to it. 


usermod 
Modify a user account. Changes may be made to the password, group membership, expiration date, 
and other attributes of a given user's account. With this command, a user's password may be locked, 
which has the effect of disabling the account. 

groupmod 
Modify a given group. The group name and/or ID number may be changed using this command. 

id 
The id command lists the real and effective user IDs and the group IDs of the user associated with the 
current process. This is the counterpart to the SUID, SEUID, and $GROUPS internal Bash variables. 


bash$ id 
uid=501 (bozo) gid=501 (bozo) groups=501 (bozo) ,22 (cdrom) , 80 (cdwriter) , 81 (audio) 
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8^) The id command shows the effective IDs only when they differ from the real ones. 


Also see Example 9-5. 


lid 
The /id (list ID) command shows the group(s) that a given user belongs to, or alternately, the users 
belonging to a given group. May be invoked only by root. 
root# lid bozo 
bozo (gid=500) 
root# lid daemon 
bin (gid=1) 
daemon (gid-2) 
adm(gid-4) 
lp (gid=7) 
who 
Show all users logged on to the system. 
who 
iE ESI Noe 20g] UG RU 
pts/0 Apr 27 17:46 
pts/1 Nene 2y ik Say 
pies /2 Moe 27 17849 
The —m gives detailed information about only the current user. Passing any two arguments to who is 
the equivalent of who -m, as in who am i or who The Man. 
bash$ who -m 
localhost.localdomain!bozo  pts/2 Nowe 29 dLy gg) 
whoami is similar to who -m, but only lists the user name. 
bash$ whoami 
bozo 
w 
Show all logged on users and the processes belonging to them. This is an extended version of who. 
The output of w may be piped to grep to find a specific user and/or process. 
bash$ w | grep startx 
bozo ttyl = 4:22pm 6:41 4.47s 0.45s Start 
logname 


Show current user's login name (as found in /var/run/utmp). This is a near-equivalent to 
whoami, above. 


bash$ logname 
bozo 


bash$ whoami 
bozo 
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However... 


2^) While logname prints the name of the logged in user, whoami gives the name of the 
user attached to the current process. As we have just seen, sometimes these are not the 


same. 

su 
Runs a program or script as a substitute user. su rjones starts a shell as user rjones. A naked su 
defaults to root. See Example A-14. 

sudo 


Runs a command as root (or another user). This may be used in a script, thus permitting a regular 
user to run the script. 


#!/bin/bash 


# Some commands. 

sudo cp /root/secretfile /home/bozo/secret 

# Some more commands. 

The file /etc/sudoers holds the names of users permitted to invoke sudo. 
passwd 


Sets, changes, or manages a user's password. 


The passwd command can be used in a script, but probably should not be. 


Example 17-1. Setting a new password 


#!/bin/bash 
# setnew-password.sh: For demonstration purposes only. 


d Not a Goca aces co certa bily icin CS SCi c 
ip Mals Cour] MSE Joe) ALN eS TOO. 


ROOT UID-0 # Root has SUID O0. 
E WRONG USER-65 # Not root? 


E NOSUCHUSER-70 


SUCCESS=0 
i [ YSU” me USOS ao" | 
then 


echo; echo "Only root can run this script."; echo 
exit SE_WRONG_USER 
else 
echo 
Sele Yom siiomilel kion bertet hien Co sie elas: Bei, mooie. | 
echo "Even root users get the blues... " 
echo 
fi 
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username-bozo 
NEWPASSWORD-security violation 


# Check if bozo lives here. 
grep -q "$username" /etc/passwd 
if [| $9? -ne SSUCCESS ] 


then 
echo "User Susername does not exist." 
echo "No password changed." 
exit $E NOSUCHUSER 
ít 
echo "SNEWPASSWORD" | passwd --stdin "Susername" 
# The '--stdin' option to 'passwd' permits 


#+ getting a new password from stdin (or a pipe). 


echo; echo "User Susername's password changed!" 


# Using the 'passwd' command in a script is dangerous. 


exit 0 


The passwd command's -1, —u, and -d options permit locking, unlocking, and deleting a user's 


password. Only root may use these options. 


ac 
Show users' logged in time, as read from /var/log/wtmp. This is one of the GNU accounting 
utilities. 
bash$ ac 
total 68.08 
last 
List last logged in users, as read from /var/log/wtmp. This command can also show remote 
logins. 
For example, to show the last few times the system rebooted: 
bash$ last reboot 
reboot system boot 2.6.9-1.667 Fri Feb (00:02) 
reboot Syscem Je 2.6.91 .667) Fri Feb (Oil 82777) 
reboot system boot 2.6.9-1.667 Fri Feb (00:49) 
reboot Sysicem loo 2,6.9=1 5,667) Thu Feb (92 & 1177) 
wtmp begins Tue Feb 1 12:50:09 2005 
newgrp 
Change user's group ID without logging out. This permits access to the new group's files. Since users 
may be members of multiple groups simultaneously, this command finds only limited use. 
$^; Kurt Glaesemann points out that the newgrp command could prove helpful in setting 
the default group permissions for files a user writes. However, the chgrp command 
might be more convenient for this purpose. 
Terminals 
tty 
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Echoes the name (filename) of the current user's terminal. Note that each separate xterm window 
counts as a different terminal. 


bash$ tty 
/dev/pts/1 


Shows and/or changes terminal settings. This complex command, used in a script, can control 
terminal behavior and the way output displays. See the info page, and study it carefully. 


stty 


Example 17-2. Setting an erase character 


#!/bin/bash 
# erase.sh: Using "stty" to set an erase character when reading input. 


echo -n "What is your name? " 

read name Try to backspace 

* to erase characters of input. 
Problems? 

echo "Your name is $name." 


stty erase '4' Set "hashmark" (4) as erase character. 
echo -n "What is your name? " 
read name Use # to erase last character typed. 


acing “Wowie nane is gnane,” 


erate (0) 


+ 


Even after the script exits, the new key value remains set. 
# Exercise: How would you reset th rase character to the default value? 


Example 17-3. secret password: Turning off terminal echoing 


#!/bin/bash 
# secret-pw.sh: secret password 


echo -n "Enter password " 

read passwd 

echo "password is $passwd" 

echo -n "If someone had been looking over your shoulder, " 
echo "your password would have been compromised." 


echo && echo # Two line-feeds in an "and list." 


tty -echo 4 Turns off screen echo. 

May also be done with 

read -sp passwd 

A big Thank You to Leigh James for pointing this out. 


de SE 3E 0 


echo -n "Enter password again " 
read passwd 


echo 

echo "password is $passwd" 

echo 

stty echo # Restores screen echo. 
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exit 0 


# Do an ‘info stty' for more on this useful-but-tricky command. 


A creative use of stty is detecting a user keypress (without hitting ENTER). 


Example 17-4. Keypress detection 


#!/bin/bash 


# keypress.sh: Detect a user keypress ("hot keys"). 

echo 

old_tty_settings=$(stty -g) # Save old settings (why?). 

Sery ieiunii 

Keypress-$ (head -c1) sk cue Sell los coumt 2 /ekw mull il) 


# on non-GNU systems 


echo 

cho "Key pressed was \""SKeypress"\"." 

echo 

Sery USglgl rey SST acas # Restore old settings. 


# Thanks, Stephane Chazelas. 


exite (9) 


Also see Example 9-3 and Example A-43. 


terminals and modes 


Normally, a terminal works in the canonical mode. When a user hits a key, the resulting character does 
not immediately go to the program actually running in this terminal. A buffer local to the terminal stores 
keystrokes. When the user hits the ENTER key, this sends all the stored keystrokes to the program 
running. There is even a basic line editor inside the terminal. 


bash$ stty -a 
speed 9600 baud; rows 36; columns 96; line = 0; 
sumus = Cy up. = “\p Giese = Cig alii = “we Gore = “De cok = sebio(elexr2p- eollA = <bincleirs; 


Siteusc = “OS sSices = “SP Suso = WF ewe, = Re weicdse = AWN mee = We sellin = “Oi 


isig icanon iexten echo echo chok chonl -noflsh -xcase -tostop -echoprt 


Using canonical mode, it is possible to redefine the special keys for the local terminal line editor. 


bash$ cat > filexxx 

wha«ctl-W»I«ctl-H»foo bar«ctl-U»hello world<ENTER> 
«ctl-D» 

bash$ cat filexxx 

hello world 

bash$ wc -c « filexxx 

12 
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The process controlling the terminal receives only 12 characters (11 alphabetic ones, plus a newline), 
although the user hit 26 keys. 


In non-canonical ("raw") mode, every key hit (including special editing keys such as ctl-H) sends a 
character immediately to the controlling process. 


The Bash prompt disables both icanon and echo, since it replaces the basic terminal line editor with its 
own more elaborate one. For example, when you hit ctl-A at the Bash prompt, there's no “A echoed by 
the terminal, but Bash gets a M character, interprets it, and moves the cursor to the begining of the line. 


Stéphane Chazelas 


setterm 


Set certain terminal attributes. This command writes to its terminal's stdout a string that changes 
the behavior of that terminal. 


bash$ setterm -cursor off 
bash$ 


The setterm command can be used within a script to change the appearance of text written to 
stdout, although there are certainly better tools available for this purpose. 


setterm -bold on 
echo bold hello 


setterm -bold off 
echo normal hello 


tset 
Show or initialize terminal settings. This is a less capable version of stty. 
IS) PICS TAN SAE ASSN) n 
KOUL SLs Cameco- u (^00) o 
logHECewesews dE a6 Come rol-C CE. 
setserial 


Set or display serial port parameters. This command must be run by root and is usually found in a 
system setup script. 


# From /etc/pemcia/serial script: 


IROS setserial okw/SDmwiCOS | sed =e “e/s IROS /7"^ 
setserial /dev/SDEVICE irg 0 ; setserial /dev/S$DEVICE irq $IRQ 
getty, agetty 
The initialization process for a terminal uses getty or agetty to set it up for login by a user. These 
commands are not used within user shell scripts. Their scripting counterpart is stty. 


mesg 


Enables or disables write access to the current user's terminal. Disabling access would prevent another 
user on the network to write to the terminal. 


į ) It can be quite annoying to have a message about ordering pizza suddenly appear in 
the middle of the text file you are editing. On a multi-user network, you might 
therefore wish to disable write access to your terminal when you need to avoid 
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interruptions. 
wall 


This is an acronym for "write all," i.e., sending a message to all users at every terminal logged into the 
network. It is primarily a system administrator's tool, useful, for example, when warning everyone 
that the system will shortly go down due to a problem (see Example 19-1). 


bash$ wall System going down for maintenance in 5 minutes! 
BMAOACIOASIC massage rron bozo (qos 1) Stum Jub © 19353327 ZOO... 


System going down for maintenance in 5 minutes! 


8^; If write access to a particular terminal has been disabled with mesg, then wall cannot 
send a message to that terminal. 


Information and Statistics 


uname 
Output system specifications (OS, kernel version, etc.) to stdout. Invoked with the -a option, gives 
verbose system info (see Example 16-5). The —s option shows only the OS type. 


bash$ uname 


uname -a 
LEON OOZ 2.6 lS, 2054 38015 Gal wwe Maie 14 dgio Sis. must Z2OO6 
1686 i386 GNU/Linux 


arch 
Show system architecture. Equivalent to uname -m. See Example 11-27. 


bash$ arch 
1686 


bash$ uname -m 
1686 

lastcomm 
Gives information about previous commands, as stored in the /var/account/pacct file. 
Command name and user name can be specified by options. This is one of the GNU accounting 
utilities. 


lastlog 
List the last login time of all system users. This references the /var/log/lastlog file. 


bash$ lastlog 


root (EE wird Dae 7 J9gs49221 —O7O0O0 2003 
bin **Never logged in** 
daemon **Never logged in** 
bozo iE SZ JL Seu Dec © 265149529 —( 3400. ZOOL 
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bash$ lastlog | grep root 
root iE y wien Dee 7 39249221 A700 29 


® This command will fail if the user invoking it does not have read permission for the 


/var/log/lastlog file. 
Isof 
List open files. This command outputs a detailed table of all currently open files and gives 
information about their owner, size, the processes associated with them, and more. Of course, Isof 
may be piped to grep and/or awk to parse and analyze its results. 
bash$ lsof 
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
ALIA Lie L root mem REG S5 30748 20903 /ebin/imit 
ama ii root mem REG 35,5 73120 S069 1519/12. 1.3.80 
amate dL root mem REG 35,5 931669 SO7S J/i:39]9/ 1396-—2 51.53.89 
cardmgr 213 root mem REG 3535 36956 30357 /sbin/cardmgr 
The Isof command is a useful, if complex administrative tool. If you are unable to dismount a 
filesystem and get an error message that it is still in use, then running /sof helps determine which files 
are still open on that filesystem. The —i option lists open network socket files, and this can help trace 
intrusion or hack attempts. 
bash$ lsof -an -i tcp 
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
firefox 2330 bozo 32u IPv4 9955 JOE (650. :.118) 197 85 1 395—697 o 1.12 « 1 o LOA 8 ImE1ETS 
firefox 2330 bozo 38u IPv4 10535 HO! (95:4 0) o ibis 510817 eS I 1/005) S206), 19) S Ais c SAYS IEE 
See Example 30-2 for an effective use of Isof. 
strace 
System trace: diagnostic and debugging tool for tracing system calls and signals. This command and 
Itrace, following, are useful for diagnosing why a given program or package fails to run . . . perhaps 
due to missing libraries or related causes. 
bash$ strace df 
execwe (lese. wes". [f 45 vars ^/]) = © 
uname ({sys="Linux", node="bozo.localdomain", 
brk (0) = 0x804f5e4 
This is the Linux equivalent of the Solaris truss command. 
Itrace 


Library trace: diagnostic and debugging tool that traces library calls invoked by a given command. 


bash$ ltrace df 

| libc, start main(0x804a910, 1, Oxbfb589a4, 0x804fb70, 0x804fb68 «unfinished 
setlocale(6, "") = "en US.UTF-8" 

igilincleeoxicclomaslin (C eee de. Uwe sisse locale!) = "V/wsse/slusscey Locale! 

textdomain ("coreutils") = "coreutils" 


| cxa_atexit (0x804b650, 0, 0, 0x8052bf0, Oxbfb58908) = 0 
yes e ma b HENEIT OG (ERSTE) = NULL 
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The nc (netcat) utility is a complete toolkit for connecting to and listening to TCP and UDP ports. It is 
useful as a diagnostic and testing tool and as a component in simple script-based HTTP clients and 
servers. 


bash$ nc localhost.localdomain 25 


220 localhost.localdomain ESMTP Sendmail 8.13.1/8.13.1; 
Maw, Sil Mee 2005 15:41:35 =—O7 00) 


A real-life usage example. 


Example 17-5. Checking a remote server for identd 


l| Aor Sk 

Duplicate DaveG's ident-scan thingie using netcat. Oooh, he'll be p*ssed. 
Argo IGEMACISIE qwe lex». Xie. [SOS ou x || 

Hose stdout and  stderr together. 


Advantages: runs slower than ident-scan, giving remote inetd less cause 
* for alarm, and only hits the few known daemon ports you specify. 
Disadvantages: requires numeric-only port args, the output sleazitude, 
+ and won't work for r-services when coming from high source ports. 
Script author: Hobbit <hobbit@avian.org> 
Used in ABS Guide with permission. 


E BADARGS-65 # Need at least two args. 
TWO. WINKS-2 # How long to sleep. 
HREE WINKS-3 
IDPORT-113 # Authentication "tap ident" port. 
RAND1=999 
RAND2=31337 
IMEOUTO=9 
IMEOUT1=8 
IMEOUT2=4 
asc 
"" ) echo "Need HOST and at least one PORT." ; exit $E BADARGS ;; 
esac 
Ping 'em once and s if they *are* running identd. 
me ey cw Spo "SU Saee || || X 
Geko VOess, Sul Temte aeyusvsusels| sholewweels p (esae @ 9 jf} 
-z scans for listening daemons. 
-w STIMEOUT = How long to try to connect. 


Generate a randomish base port. 
RP-'expr $$ % SRAND1 + S$RAND2' 


TRG="$1" 
malin 


wüsLle iesu. WS s olg 
ie =y wr fuU. ~o SARNE] Woe SITE < vyuekw/hasdbL > yoev/moll & 
PROC=$! 
Sleep STHREE WINKS 
echo "S(1),S(RP)" | nc -w STIMEOUT2 -r "STRG" SIDPORT 2»&1 
Sleep STWO WINKS 
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# Does this look like a lamer script or what . . . ? 
4 ABS Guide author comments: "Ain't really all that bad 
#+ kinda clever, actually." 


en hil =RU. Seo 
RP= expr ${RP} + 1° 
shift 

done 


exit $? 


Try commenting out line 30 and running this script 
+ with "localhost.localdomain 25" as arguments. 


For more of Hobbit's 'nc' example scripts, 
+ look in the documentation: 
+ the /usr/share/doc/nc-X.XX/scripts directory. 


And, of course, there's Dr. Andrew Tridgell's notorious one-line script in the BitKeeper Affair: 


echo clone | nc thunk.org 5000 > e2fsprogs.dat 


free 
Shows memory and cache usage in tabular form. The output of this command lends itself to parsing, 
using grep, awk or Perl. The procinfo command shows all the information that free does, and much 
more. 
bash$ free 
total used free shared buffers cached 
Mem: 30504 28624 1880 15820 1608 16376 
-/+ buffers/cache: 10640 19864 
Swap: 68540 SILA 65412 
To show unused RAM memory: 
bash$ free | grep Mem | awk '{ print $4 )' 
1880 
procinfo 
Extract and list information and statistics from the /proc pseudo-filesystem. This gives a very 
extensive and detailed listing. 
bash$ procinfo | grep Bootup 
Bootup: Wed Mar 21 15:15:50 2001 toad averages 0.04 (9.21 0.34 3/47 (29 
Isdev 


List devices, that is, show installed hardware. 


bash$ 1lsdev 
Device DMA IO) ILO) WOIACS: 


cascade 
dma 0080-008f 


dma1 0000-001f 
dma2 00c0-00df 
fpu 00£0-00ff 
ideO OLeO Oise 7.0 SE (5—(0 S38 S 
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du 
Show (disk) file usage, recursively. Defaults to current working directory, unless otherwise specified. 
bash$ du -ach 
./wi.sh 
5d IER oim 
./random.file 
total 
df 
Filesystem lk-blocks Used Available Use$ Mounted on 
/dev/hda5 273262 92607 166547 36% / 
/ dev/hda8 2121/25/25; 12.3951 87085 59$ /home 
/ dev/hda7 1408796 1075744 261488 80% /usr 
dmesg 
Lists all system bootup messages to st dout. Handy for debugging and ascertaining which device 
drivers were installed and which system interrupts in use. The output of dmesg may, of course, be 
parsed with grep, sed, or awk from within a script. 
bash$ dmesg | grep hda 
Kernel command line: ro root-/dev/hda2 
hda: IBM-DLGA-23080, ATA DISK drive 
hda: 6015744 sectors (3080 MB) w/96KiB Cache, CHS-746/128/63 
hda: hdal hda2 hda3 < hda5 hda6 hda7 > hda4 
stat 


Gives detailed and verbose statistics on a given file (even a directory or device file) or set of files. 


bash$ stat test.cru 


ipt dese 


Size: 
Mode: 
Device: 
Nue 
Modify: 
Change: 


CSI 

49970 Allocated Blocks: 100 Filetype: Regular File 
(0664/-rw-rw-r--) uich ( B0 1xowo) Clics ( S501 looo) 
378 Inode: 18185 Imakigthersy Ql 

Sais uu 2 d$8209242:. ZOOL 

Sate Jumi 2 182224. ZO 

Sac iue. 2 digg. ZOO 


If the target file does not exist, stat returns an error message. 


bash$ stat nonexistent-file 


nonexistent-file: No such file or directory 


In a script, you can use stat to extract information about files (and filesystems) and set variables 
accordingly. 


#!/bin/bash 
# fileinfo2.sh 


# Per suggestion of Joél Bourquard and 


# http: 


//www.linuxquestions.org/questions/showthread.php?t-410766 


FILENAM 


E-testfile.txt 
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file name-$(stat -c$n "SFILENAME") # Same as "SFILENAME" of course. 
file owner-$(stat -c$U "SFILENAME") 

file size-$(stat -c$s "SFILENAME") 

# Certainly easier than using "ls -1 SFILENAME" 

#+ and then parsing with sed. 
file inode-$(stat -c%i "SFILENAME") 

file type-$(stat -c$F "SFILENAME") 

file access rights-S$(stat -c$A "SFILENAME") 


echo "File name: Sfile name" 
echo "File owner: S$file owner" 
echo "mile Gages Seal lke ssypaesl 
echo "File inode: Sfile inode" 
echo "File type: Siea ile: Tyre 


echo "File access rights: $file_access_rights" 
Cw. (9) 


Siberislte3mm o2 eS 


File name: testfile.txt 
File owner: bozo 

Dnle Sizes 418 

File inode: 1730378 

File type: regular file 
File access rights: -rw-rw-r-- 


Display virtual memory statistics. 


bash$ vmstat 


procs memory Swap io system cpu 
io d wj swpd free buff cache si so bi bo ae Ce Wish hy ale! 
© 0 © 0 11040 2636 939952 0 0 33 7 271 88 8 3 Be 


Shows how long the system has been running, along with associated statistics. 


bash$ uptime 
JH gen. yo SSN 3 users, iloadkaveragen Osi, (9. S. (9. 277 


8^) A load average of 1 or less indicates that the system handles processes immediately. A 
load average greater than 1 means that processes are being queued. When the load 
average gets above 3 (on a single-core processor), then system performance is 
significantly degraded. 


hostname 


Lists the system's host name. This command sets the host name in an /etc/rc.d setup script 
(/etc/rc.d/rc.sysinit or similar). It is equivalent to uname -n, and a counterpart to the 
SHOSTNAME internal variable. 


bash$ hostname 
localhost.localdomain 


bash$ echo $HOSTNAME 
localhost.localdomain 


Similar to the hostname command are the domainname, dnsdomainname, nisdomainname, and 


ypdomainname commands. Use these to display or set the system DNS or NIS/YP domain name. 
Various options to hostname also perform these functions. 
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Echo a 32-bit hexadecimal numerical identifier for the host machine. 


bash$ hostid 
7£0100 


$^; This command allegedly fetches a "unique" serial number for a particular system. 


Certain product registration procedures use this number to brand a particular user 
license. Unfortunately, hostid only returns the machine network address in 
hexadecimal, with pairs of bytes transposed. 


The network address of a typical non-networked Linux machine, is found in 
/etc/hosts. 


bash$ cat /etc/hosts 
3,277] sO) 59! c 4L localhost.localdomain localhost 


As it happens, transposing the bytes of 127.0.0.1, we get 0.127.1.0, which 
translates in hex to 007£0100, the exact equivalent of what hostid returns, above. 
There exist only a few million other Linux machines with this identical hostid. 


Invoking sar (System Activity Reporter) gives a very detailed rundown on system statistics. The 
Santa Cruz Operation ("Old" SCO) released sar as Open Source in June, 1999. 


This command is not part of the base Linux distribution, but may be obtained as part of the sysstat 
utilities package, written by Sebastien Godard. 


(brooks.seringas.fr) 09/26/03 


CPU Suser i Ssystem Siowait 
gill ib Z2 5 65.48 0.00 
all 3436 5 12236 0.00 
all the 112 5 80.77 0.00 
uli 26523 ; 0.00 


LINUX RESTART 


Siowait 
0.00 
0.00 
0.00 
0.00 


bash$ readelf -h /bin/bash 


ELF Header: 


Magic: qi AS 4e 46 0l gi (i 00 OO 00 00 00 OO OO OO 00 

Class: ELF 32 

Data: 2's complement, little endian 
Version: 1 (current) 

OS/ABI: UNIX - System V 

ABI Version: 0 

Type: EXEC (Executable file) 
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size 
The size [/path/to/binary] command gives the segment sizes of a binary executable or archive file. 
This is mainly of use to programmers. 
bash$ size /bin/bash 

TEKU data bss dec hex filename 
419)5) 9) TAL 22496 173992 935959 82d33 /bin/bash 

System Logs 

logger 
Appends a user-generated message to the system log (/var/log/messages). You do not have to 
be root to invoke logger. 
logger Experiencing instability in network connection at 23:10, 05/21. 
# Now, do a 'tail /var/log/messages'. 
By embedding a logger command in a script, it is possible to write debugging information to 
/var/log/messages. 
logger =e SOM -i Logging cue. line SIL TNENOY . 
# The "-t" option specifies the tag for the logger entry. 
# The "-i" option records the process ID. 
4 tail /var/log/message 
W cuo 
a uud. 209248956 lüexeeüsoEw ./icesic sin [72] 3 oce ine aie nine 3, 

logrotate 
This utility manages the system log files, rotating, compressing, deleting, and/or e-mailing them, as 
appropriate. This keeps the / var /10g from getting cluttered with old log files. Usually cron runs 
logrotate on a daily basis. 
Adding an appropriate entry to /etc/logrotate.conf makes it possible to manage personal log 
files, as well as system-wide ones. 

$^; Stefano Falsetto has created rottlog, which he considers to be an improved version of 
logrotate. 
Job Control 
ps 


Process Statistics: lists currently executing processes by owner and PID (process ID). This is usually 
invoked with ax or aux options, and may be piped to grep or sed to search for a specific process (see 
Example 15-14 and Example 29-3). 


bash$ ps ax | grep sendmail 
Z95. 9 S 0:00 sendmail: accepting connections on port 25 


To display system processes in graphical "tree" format: ps afjx or ps ax --forest. 


pgrep. pkill 


Combining the ps command with grep or kill. 
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bash$ ps a | grep mingetty 

2212. TEYA Ss+ 0:00 /sbin/mingetty tty2 
221.9. (is Sii :00 /sbin/mingetty tty3 
2214 1d SSi :00 /sbin/mingetty tty4 
2235 1S5 Sst+ :00 /sbin/mingetty tty5 
2216 tty6 Sst :00 /sbin/mingetty tty6 
4849 pts/2 Sur :00 grep mingetty 


bash$ pgrep mingetty 
2212 mingetty 

2213 mingetty 

2214 mingetty 

2215 mingetty 

2216 mingetty 


Compare the action of pkill with killall. 


pstree 
Lists currently executing processes in "tree" format. The -p option shows the PIDs, as well as the 
process names. 
top 
Continuously updated display of most cpu-intensive processes. The -b option displays in text mode, 
so that the output may be parsed or accessed from a script. 
bash$ top -b 
GESÜIun qo S miry S Users, loeo averages 0.49. 0.92. (0,13 
45 processes: 44 sleeping, 1 running, 0 zombie, 0 stopped 
CPU states: 13.6$ user, 7.3$ system, 0.0% nice, 78.9% idle 
Mem: 78396K av, 65468K used, 12928K free, OK shrd, 25.52% bart 
Swap: WS TZOBe ei, OK used, 157208K free 37244K cached 
PID USER PRI NI SIZE RSS SHARE STAT $CPU %MEM TIME COMMAND 
848 bozo Ly 0 996. 96 800 R Bo 52 0:00 top 
1 root 8 0 512 512 444 S Qo OW. 0:04 init 
2 root 9 0 0 0 0 SW 0.0 1959 0:00 keventd 
nice 
Run a background job with an altered priority. Priorities run from 19 (lowest) to -20 (highest). Only 
root may set the negative (higher) priorities. Related commands are renice and snice, which change 
the priority of a running process or processes, and skill, which sends a kill signal to a process or 
processes. 
nohup 
Keeps a command running even after user logs off. The command will run as a foreground process 
unless followed by &. If you use nohup within a script, consider coupling it with a wait to avoid 
creating an orphan or zombie process. 
pidof 


Identifies process ID (PID) of a running job. Since job control commands, such as kill and renice act 
on the PID of a process (not its name), it is sometimes necessary to identify that PID. The pidof 
command is the approximate counterpart to the $PPID internal variable. 


bash$ pidof xclock 
880 
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Example 17-6. pidof helps kill a process 


#!/bin/bash 
# kill-process.sh 


NOPROCESS=2 


process=xxxyyyzzz # Use nonexistent process. 
For demo purposes only... 
Glow" ib wemir co aiciuclliiy ikilil dues; aciewall jorOCcess WE. itla) See s 


If, for example, you wanted to use this script to logoff the Internet, 
process-pppd 


t-'pidof $process' # Find pid (process id) of Sprocess. 
The pid is needed by 'kill' (can't 'kill' by program name). 


abi [p =A WS" i # If process not present, 'pidof' returns null. 
then 

echo "Process $process was not running." 

echo "Nothing killed." 

exit $NOPROCESS 
fai 


kill $t # May need 'kill -9' for stubborn process. 


Need a check here to s if process allowed itself to be killed. 
Perhaps another " t-'pidof $process' " or 


This entire script could be replaced by 
kill $(pidof -x process name) 


or 
killall process_name 
but it would not be as instructive. 


exit 0 


Identifies the processes (by PID) that are accessing a given file, set of files, or directory. May also be 
invoked with the -k option, which kills those processes. This has interesting implications for system 
security, especially in scripts preventing unauthorized users from accessing system services. 


bash$ fuser -u /usr/bin/vim 
/usr/bin/vim: 3207e (bozo) 


bash$ fuser -u /dev/null 
/dev/null: 3009 (bozo) 3010 (bozo) 3197 (bozo) SISD OZON) 


One important application for fuser is when physically inserting or removing storage media, such as 
CD ROM disks or USB flash drives. Sometimes trying a umount fails with a device is busy error 
message. This means that some user(s) and/or process(es) are accessing the device. An fuser -um 
/dev/device_name will clear up the mystery, so you can kill any relevant processes. 


bash$ umount /mnt/usbdrive 
umount: /mnt/usbdrive: device is busy 
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bash$ fuser -um /dev/usbdrive 
/mnt/usbdrive: 17 72«& (loxoxzo) 


bash$ kill -9 1772 
bash$ umount /mnt/usbdrive 


The fuser command, invoked with the -n option identifies the processes accessing a port. This is 
especially useful in combination with nmap. 


root# nmap localhost.localdomain 


PORT STATE SERVICE 
25 ici open smtp 


root# fuser -un tcp 25 
DS) i198 2095 (root) 


root# ps ax | grep 2095 | grep -v grep 
2095 7 SIS 0:00 sendmail: accepting connections 


cron 
Administrative program scheduler, performing such duties as cleaning up and deleting system log 
files and updating the slocate database. This is the superuser version of at (although each user may 
have their own crontab file which can be changed with the crontab command). It runs as a daemon 
and executes scheduled entries from /etc/crontab. 


$^; Some flavors of Linux run crond, Matthew Dillon's version of cron. 


Process Control and Booting 
init 


The init command is the parent of all processes. Called in the final step of a bootup, init determines 
the runlevel of the system from /etc/inittab. Invoked by its alias telinit, and by root only. 
telinit 
Symlinked to init, this is a means of changing the system runlevel, usually done for system 
maintenance or emergency filesystem repairs. Invoked only by root. This command can be dangerous 
-- be certain you understand it well before using! 
runlevel 
Shows the current and last runlevel, that is, whether the system is halted (runlevel 0), in single-user 
mode (1), in multi-user mode (2 or 3), in X Windows (5), or rebooting (6). This command accesses 
the /var/run/utmp file. 
halt, shutdown, reboot 
Command set to shut the system down, usually just prior to a power down. 


On some Linux distros, the halt command has 755 permissions, so it can be invoked 
by a non-root user. A careless halt in a terminal or a script may shut down the system! 


service 
Starts or stops a system service. The startup scripts in /etc/init.dand /etc/rc.d use this 
command to start services at bootup. 
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root# /sbin/service iptables stop 
Flushing firewall rules: 


Setting chains to policy ACCEPT: filter 
Unloading iptables modules: 


Network 


nmap 
Network mapper and port scanner. This command scans a server to locate open ports and the services 
associated with those ports. It can also report information about packet filters and firewalls. This is an 
important security tool for locking down a network against hacking attempts. 


#!/bin/bash 


SERVER=SHOST sr diexeredlaoxsie o eesciilclonmeaiin (L270 ,0, 30) à 
PORT NUMBER-25 # SMTP port. 

nmap SSERVER | grep -w "SPORT NUMBER" # Is that particular port open? 

# grep -w matches whole words only, 

#+ so this wouldn't match port 1025, for example. 

exit 0 

4 25/tcp open smtp 


ifconfig 
Network interface configuration and tuning utility. 


bash$ ifconfig -a 

lo Link encap:Local Loopback 
Mee cxeeucs1275:054041. Masks 255.0 .,0.0 
UP LOOPBACK RUNNING MTU:16436 Metric:1 
RX packets:10 errors:0 dropped:0 overruns:0 frame:0 
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0 
collisions:0 txqueuelen:0 
RX bytes:700 (700.0 b) TX bytes:700 (700.0 b) 


The ifconfig command is most often used at bootup to set up the interfaces, or to shut them down 
when rebooting. 


Code snippets from /etc/rc.d/init.d/network 


Check that networking is up. 
S(NETWORKING) = "no" ] && exit 0 


=x /Sloim/ieGomeng || |] eee © 


pom 3L aug. Saliniceimstaees P clo 
alae eCom eL 2 cenis eaaa ce UP» levi IB Ael Mets Ere 
acr on Veburttine Gowa intertace Sis "^  /aliscleyi{acl Sal Boot 
f 
# The GNU-specific "-q" option to "grep" means "quiet", i.e 
#+ producing no output. 
# Redirecting output to /dev/null is therefore not strictly necessary. 


oT 
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echo "Currently active devices:" 

echo ~ /Slomin/aieCcomirne; || eras ^l] | awk "djxwsser SPS 

# ^^^^^ should be quoted to prevent globbing. 
# The following also work. 

# ceho S(/sloiin/sseeoimiraie; | awk 'f*la=l)/ 4 iex Sil p)" 

# eho S((/sloim/iicemiig | mee =e "Sf a // 4) 

# Thanks, S.C., for additional comments. 


See also Example 32-6. 
netstat 


Show current network statistics and information, such as routing tables and active connections. This 
utility accesses information in /proc/net (Chapter 29). See Example 29-4. 


netstat -r is equivalent to route. 


bash$ netstat 


Active Internet connections (w/o servers) 


Proto Recv-Q Send-Q Local Address Foreign Address State 
Active UNIX domain sockets (w/o servers) 

Proto RefCnt Flags Type State I-Node Path 

tanos l i] DGRAM 906 /dev/log 

wal — 3) E STREAM CONNECTED 4514 /tmp/.X11-unix/X0 
unix 3 E] STREAM CONNECTED A513 


H) A netstat -Iptu shows sockets that are listening to ports, and the associated processes. 
This can be useful for determining whether a computer has been hacked or 


compromised. 
iwconfig 
This is the command set for configuring a wireless network. It is the wireless equivalent of ifconfig, 
above. 
ip 


General purpose utility for setting up, changing, and analyzing /P (Internet Protocol) networks and 
attached devices. This command is part of the iproute2 package. 


bash$ ip link show 
1: lo: «LOOPBACK,UP» mtu 16436 qdisc noqueue 
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00 
2: eth0: <BROADCAST,MULTICAST> mtu 1500 qdisc pfifo fast qlen 1000 
iainke/Sielasie (0009000259 seeraicgcla: lowel iti Giri sseie Babe gic Sardo 
3: sit0: <NOARP> mtu 1480 qdisc noop 


Linkse 00:0-0 bre 0.0.0.0 


bash$ ip route list 
169.254.0.0/16 dev lo scope link 


Or, in a script: 


#!/bin/bash 
# Script by Juan Nicolas Ruiz 
# Used with his kind permission. 


# Setting up (and stopping) a GRE tunnel. 
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d start-tunnel.sh 


TOCATATES A 92. Jo d. c IL 
RIEMOME_ 308 10) L0)... 3S" 


(OfieUmgst TRACHEA YZ «ts c (0) c LOI) V 


REMOTE NET-"192.168.3.0/24" 


/sbin/ip tunnel add netb mode gre remote $REMOTE IP \ 
tocak SinfexCvAy_ 102 el 2505 

/sbin/ip addr add SOTHER_IFACE dev netb 

/sbin/ip link set netb up 

/sbin/ip route add S$REMOTE NET dev netb 


C enMEMEILIIIIIsSsSSASSAASSASSSASSASGSSASSSASSSSSSSESS 


# stop-tunnel.sh 


REMOTE_NET="192.168.3.0/24" 


/sbin/ip route del SREMOTE_NET dev netb 


/sbin/ip link set netb down 
/sbin/ip tunnel del netb 


exit 0 
route 
Show info about or make changes to the kernel routing table. 


bash$ route 


Destination Gateway Genmask Flags MSS Window irtt Iface 
jeuns-(57 JINOZOSisSo ~~ 253 ADD) ADS GADD) Wal 40 0 0 pppO 
LAF 519.5 (0). (9) ji 22515) 0) 500) U 40 0 0 lo 
default jS151—16 7) Jyo4osus OW 0,040 UG 40 0 0 pppO 
iptables 


The iptables command set is a packet filtering tool used mainly for such security purposes as setting 
up network firewalls. This is a complex tool, and a detailed explanation of its use is beyond the scope 
of this document. Oskar Andreasson's tutorial is a reasonable starting point. 


See also shutting down iptables and Example 30-2. 
chkconfig 


Check network and system configuration. This command lists and manages the network and system 
services started at bootup in the /et c/rc?.d directory. 


Originally a port from IRIX to Red Hat Linux, chkconfig may not be part of the core installation of 
some Linux flavors. 


atd Oeics iL eo E AIOE IE Bom 4:on 5 gem (9 8 (OHE TE 
rwhod (0) 8 (oye iE WORE AORE: 3) 8 (OE iE A:off SOc iE Ga @ueit 


tcpdump 
Network packet "sniffer." This is a tool for analyzing and troubleshooting traffic on a network by 
dumping packet headers that match specified criteria. 
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Dump ip packet traffic between hosts bozoville and caduceus: 


bash$ tcpdump ip host bozoville and caduceus 


Of course, the output of tepdump can be parsed with certain of the previously discussed text 
processing utilities. 


Filesystem 


mount 


Mount a filesystem, usually on an external device, such as a floppy or CDROM. The file 
/etc/fstab provides a handy listing of available filesystems, partitions, and devices, including 
options, that may be automatically or manually mounted. The file /etc/mtab shows the currently 
mounted filesystems and partitions (including the virtual ones, such as /proc). 


mount -a mounts all filesystems and partitions listed in /etc/ fstab, except those with a noauto 
option. At bootup, a startup script in /etc/rc.d(rc.sysinit or something similar) invokes this 
to get everything mounted. 


mount -t iso9660 /dev/cdrom /mnt/cdrom 

4 Mounts CD ROM. ISO 9660 is a standard CD ROM filesystem. 
mount /mnt/cdrom 

i? Slyorceune, asic ime ecran bistec iin ere tereg 


The versatile mount command can even mount an ordinary file on a block device, and the file will act 
as if it were a filesystem. Mount accomplishes that by associating the file with a loopback device. One 
application of this is to mount and examine an ISO9660 filesystem image before burning it onto a 
CDR. [90] 


Example 17-7. Checking a CD image 


# As root... 


mkdir /mnt/cdtest # Prepare a mount point, if not already there. 


mount -r -t iso9660 -o loop cd-image.iso /mnt/cdtest # Mount the image. 
# "_9 loop" option equivalent to "losetup /dev/loop0" 
cd /mnt/cdtest # Now, check the image. 

ls -eJUsR # List the files in the directory tree there. 


# And so forth. 


umount 


Unmount a currently mounted filesystem. Before physically removing a previously mounted floppy or 
CDROM disk, the device must be umounted, else filesystem corruption may result. 


umount /mnt/cdrom 
# You may now press the eject button and safely remove the disk. 


8^; The automount utility, if properly installed, can mount and unmount floppies or 
CDROM disks as they are accessed or removed. On "multispindle" laptops with 
swappable floppy and optical drives, this can cause problems, however. 


gnome-mount 
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The newer Linux distros have deprecated mount and umount. The successor, for command-line 
mounting of removable storage devices, is gnome-mount. It can take the -d option to mount a device 
file by its listing in /dev. 


For example, to mount a USB flash drive: 


bash$ gnome-mount -d /dev/sdal 
gnome-mount 0.4 


bash$ df 


/ dev/sdal 63584 12034 51550 19$ /media/disk 


sync 
Forces an immediate write of all updated data from buffers to hard drive (synchronize drive with 
buffers). While not strictly necessary, a sync assures the sys admin or user that the data just changed 
will survive a sudden power failure. In the olden days, a sync; sync (twice, just to make 
absolutely sure) was a useful precautionary measure before a system reboot. 


At times, you may wish to force an immediate buffer flush, as when securely deleting a file (see 
Example 16-61) or when the lights begin to flicker. 

losetup 
Sets up and configures loopback devices. 


Example 17-8. Creating a filesystem in a file 


SIZE-1000000 # 1 meg 


head -c $SIZE < /dev/zero > file # Set up file of designated siz 


losetup /dev/loopO file # Set it up as loopback device. 
mke2fs /dev/loop0 # Create filesystem. 
mount -o loop /dev/loopO /mnt # Mount it. 


5 deesse SoC. 
mkswap 

Creates a swap partition or file. The swap area must subsequently be enabled with swapon. 
swapon, swapoff 

Enable / disable swap partitition or file. These commands usually take effect at bootup and shutdown. 
mke2fs 

Create a Linux ext2 filesystem. This command must be invoked as root. 


Example 17-9. Adding a new hard drive 


#!/bin/bash 


# Adding a second hard drive to system. 

# Software configuration. Assumes hardware already mounted. 

# From an article by the author of the ABS Guide. 

# In issue #38 of _Linux Gazette_, http://www.linuxgazette.com. 


ROOT_UID=0 # This script must be run as root. 
E_NOTROOT=67 # Non-root exit error. 
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ase f WS" xe WSROOT IUUD 7] 

then 
echo WMUGIE be OSI TES rtn Cuile cyeweajoe e Y 
exit $E NOTROOT 

EL 


# Use with extreme caution! 
# If something goes wrong, you may wipe out your current filesystem. 


NEWDISK-/dev/hdb # Assumes /dev/hdb vacant. Check! 
MOUNTPOINT-/mnt/newdisk # Or choose another mount point. 


fdisk SNEWDISK 
mke2fs -cv SNEWDISK1 # Check for bad blocks (verbose output). 

# Note: d /dev/hdb1, *not* /dev/hdb! 

mkdir SMOUNTPOINT 

chmod 777 SMOUNTPOINT # Makes new drive accessible to all users. 


Now, test 

mount -t ext2 /dev/hdbl /mnt/newdisk 
Try creating a directory. 

If it works, umount it, and proceed. 


Final step: 
Add the following line to /etc/fstab. 
/dev/hdbl  /mnt/newdisk ext2 defaults 1 1 


ezit 
See also Example 17-8 and Example 31-3. 
mkdosfs 
Create a DOS FAT filesystem. 
tune2fs 
Tune ext2 filesystem. May be used to change filesystem parameters, such as maximum mount count. 
This must be invoked as root. 


This is an extremely dangerous command. Use it at your own risk, as you may 
inadvertently destroy your filesystem. 
dumpe2fs 
Dump (list to stdout) very verbose filesystem info. This must be invoked as root. 


root# dumpe2fs /dev/hda7 | grep 'ount count' 
dumpe2fs 1.19, 13-Jul-2000 for EXT2 FS 0.5b, 95/08/09 


Mount count: 6 
Maximum mount count: 20 
hdparm 
List or change hard disk parameters. This command must be invoked as root, and it may be dangerous 
if misused. 
fdisk 


Create or change a partition table on a storage device, usually a hard drive. This command must be 
invoked as root. 


e Use this command with extreme caution. If something goes wrong, you may destroy 
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an existing filesystem. 
fsck, e2fsck, debugfs 
Filesystem check, repair, and debug command set. 


fsck: a front end for checking a UNIX filesystem (may invoke other utilities). The actual filesystem 
type generally defaults to ext2. 


e2fsck: ext2 filesystem checker. 


debugfs: ext2 filesystem debugger. One of the uses of this versatile, but dangerous command is to 
(attempt to) recover deleted files. For advanced users only! 


All of these should be invoked as root, and they can damage or destroy a filesystem if 
misused. 
badblocks 
Checks for bad blocks (physical media flaws) on a storage device. This command finds use when 
formatting a newly installed hard drive or testing the integrity of backup media. [91] As an example, 
badblocks /dev/fd0 tests a floppy disk. 


The badblocks command may be invoked destructively (overwrite all data) or in non-destructive 
read-only mode. If root user owns the device to be tested, as is generally the case, then root must 
invoke this command. 

Isusb, usbmodules 
The Isusb command lists all USB (Universal Serial Bus) buses and the devices hooked up to them. 


The usbmodules command outputs information about the driver modules for connected USB devices. 


bash$ lsusb 
Bus 001 Device 001: ID 0000:0000 
Device Descriptor: 


bLength 18 
bDescriptorType i 
bcdUSB 100 
bDeviceClass ©) isitulls) 
bDeviceSubClass 0 
bDeviceProtocol 0 
bMaxPacketSize0 8 
idVendor 0x0000 
d'dProduct 0x0000 


Ispci 


Lists pci busses present. 


bash$ lspci 

00:00.0 Host bridge: Intel Corporation 82845 845 
(Brookdale) Chipset Host Bridge (rev 04) 
MOO. O PEL brice! duel. Corpocar omn GBA B45 
(Brookdale) Chipset AGP Bridge (rev 04) 
00:1d.0 USB Controller: Intel Corporation 82801CA/CAM USB (Hub #1) (rev 02) 
00:1d.1 USB Controller: Intel Corporation 82801CA/CAM USB (Hub #2) (rev 02) 
00:1d.2 USB Controller: Intel Corporation 82801CA/CAM USB (Hub #3) (rev 02) 
00:1e.0 PCI bridge: Intel Corporation 82801 Mobile PCI Bridge (rev 42) 
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mkbootdisk 


Creates a boot floppy which can be used to bring up the system if, for example, the MBR (master boot 
record) becomes corrupted. Of special interest is the -—iso option, which uses mkisofs to create a 
bootable /$09660 filesystem image suitable for burning a bootable CDR. 


The mkbootdisk command is actually a Bash script, written by Erik Troan, in the / sbin directory. 


mkisofs 


chroot 


lockfile 


Creates an [SO9660 filesystem suitable for a CDR image. 


CHange ROOT directory. Normally commands are fetched from $PATH, relative to /, the default 
root directory. 'This changes the root directory to a different one (and also changes the working 
directory to there). This is useful for security purposes, for instance when the system administrator 
wishes to restrict certain users, such as those telnetting in, to a secured portion of the filesystem (this 
is sometimes referred to as confining a guest user to a "chroot jail"). Note that after a chroot, the 
execution path for system binaries is no longer valid. 


A chroot /opt would cause references to /usr/bin to be translated to /opt /usr/bin. 
Likewise, chroot /aaa/bbb /bin/1s would redirect future instances of Is to /aaa/bbb as 
the base directory, rather than / as is normally the case. An alias XX 'chroot /aaa/bbb Is' in a user's 
~/.bashrc effectively restricts which portion of the filesystem she may run command "XX" on. 


The chroot command is also handy when running from an emergency boot floppy (chroot to 

/ dev / £d0), or as an option to lilo when recovering from a system crash. Other uses include 
installation from a different filesystem (an rpm option) or running a readonly filesystem from a CD 
ROM. Invoke only as root, and use with care. 


It might be necessary to copy certain system files to a chrooted directory, since the 
normal $PATH can no longer be relied upon. 


This utility is part of the procmail package (www.procmail.org). It creates a lock file, a semaphore 
that controls access to a file, device, or resource. 


Definition: A semaphore is a flag or signal. (The usage originated in railroading, where a 
colored flag, lantern, or striped movable arm semaphore indicated whether a particular track was in 
use and therefore unavailable for another train.) A UNIX process can check the appropriate 
semaphore to determine whether a particular resource is available/accessible. 


The lock file serves as a flag that this particular file, device, or resource is in use by a process (and is 
therefore "busy"). The presence of a lock file permits only restricted access (or no access) to other 
processes. 


lockfile /home/bozo/lockfiles/$0.lock 
# Creates a write-protected lockfile prefixed with the name of the script. 


lockfile /home/bozo/lockfiles/${0##*/}.lock 

# A safer version of the above, as pointed out by E. Choroba. 

Lock files are used in such applications as protecting system mail folders from simultaneously being 
changed by multiple users, indicating that a modem port is being accessed, and showing that an 
instance of Firefox is using its cache. Scripts may check for the existence of a lock file created by a 
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certain process to check if that process is running. Note that if a script attempts to create a lock file 
that already exists, the script will likely hang. 


Normally, applications create and check for lock files in the /var/1ock directory. [92] A script can 
test for the presence of a lock file by something like the following. 


appname-xyzip 
# Application "xyzip" created lock file "/var/lock/xyzip.lock". 


if [ -e "/var/lock/$appname.lock" ] 
then #+ Prevent other programs & scripts 
# from accessing files/resources used by xyzip. 


flock 
Much less useful than the lockfile command is flock. It sets an "advisory" lock on a file and then 
executes a command while the lock is on. This is to prevent any other process from setting a lock on 
that file until completion of the specified command. 
rileck SQ car SOQ S lockitnle $0 
# Set a lock on the script the above line appears in, 
#+ while listing the script to stdout. 
$^, Unlike lockfile, flock does not automatically create a lock file. 
mknod 


Creates block or character device files (may be necessary when installing new hardware on the 
system). The MAKEDEYV utility has virtually all of the functionality of mknod, and is easier to use. 
MAKEDEV 
Utility for creating device files. It must be run as root, and in the /dev directory. It is a sort of 
advanced version of mknod. 
tmpwatch 
Automatically deletes files which have not been accessed within a specified period of time. Usually 
invoked by cron to remove stale log files. 


Backup 


dump, restore 
The dump command is an elaborate filesystem backup utility, generally used on larger installations 
and networks. [93] It reads raw disk partitions and writes a backup file in a binary format. Files to be 
backed up may be saved to a variety of storage media, including disks and tape drives. The restore 
command restores backups made with dump. 

fdformat 
Perform a low-level format on a floppy disk (/dev/£d0*). 


System Resources 


ulimit 
Sets an upper limit on use of system resources. Usually invoked with the —£ option, which sets a limit 
on file size (ulimit -f 1000 limits files to 1 meg maximum). [94] The -t option limits the coredump 
size (ulimit -c 0 eliminates coredumps). Normally, the value of ulimit would be set in 
/etc/profile and/or -/.bash profile (see Appendix H). 
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(D Judicious use of ulimit can protect a system against the dreaded fork bomb. 


#!/bin/bash 


# This script is for illustrative purposes only. 


# Run it at your own peril -- it WILL freeze your system. 
while true Endless loop. 
do 
$0 & This script invokes itself 
+ forks an infinite number of times 
+ until the system freezes up because all resources exhausted. 
done This is the notorious "sorcerer's appentice" scenario. 
exit 0 Will not exit here, because this script will never terminat 


A ulimit -Hu XX (where XX is the user process limit) in /etc/profile would abort this 


script when it exceeded the preset limit. 
quota 
Display user or group disk quotas. 
setquota 
Set user or group disk quotas from the command-line. 
umask 


User file creation permissions mask. Limit the default file attributes for a particular user. All files 
created by that user take on the attributes specified by umask. The (octal) value passed to umask 
defines the file permissions disabled. For example, umask 022 ensures that new files will have at 
most 755 permissions (777 NAND 022). [95] Of course, the user may later change the attributes of 


particular files with chmod. The usual practice is to set the 
and/or -/.bash profile (see Appendix H). 


value of umask in /etc/profile 


Example 17-10. Using umask to hide an output file from prying eyes 


#!/bin/bash 


$t weoclse cing Same as VYreielS sin! smit. 
of HOE NDA c 
o f HOES c 


o (SIE 1 Sie 


sh 
sh 
sh 


filename 
«filename 
and supply keyboard input 


# Usage: 
# or 
# or 


umask 177 File creation mask. 


OUTFILI TESSIE 


E-decrypted. 


by invoker of script 


but writes output to "secure" 


file. 


(stdin) 


Files created by this script 
+ will have 600 permissions. 


Results output to file "decrypted.txt" 
* which can only be read/written 


lor root). 


miS ameter UA Zur Gem M 
^^. Imor rom Sitchin or a dude. 


cat 
LÀ 


eie (0) 


rdev 


> SOUTFILE 
SAMA SAMASSS OVEN, redirected to Cile: 


an 


Get info about or make changes to root device, swap space, or video mode. The functionality of rdev 
has generally been taken over by lilo, but rdev remains useful for setting up a ram disk. This is a 


dangerous command, if misused. 
Modules 


Chapter 17. System and Administrative Commands 


345 


Advanced Bash-Scripting Guide 


Ismod 
List installed kernel modules. 
bash$ lsmod 
Module Size Used by 
autofs MIC 2 (autoclean) 
op13 LISTO 0 
serial cs 5456 0 (unused) 
sb 34752 0 
uart401 6384 0 [slo] 
sound 58368 0 lols silo tarci] 
soundlow 464 0 [sound] 
soundcore 2800 6 [sb sound] 
ds 6448 2 [serial cs] 
182365 22928 2 
pcmcia core 45984 © Tesrisl os (ks 3:972 355] 
2^; Doing a cat /proc/modules gives the same information. 
insmod 
Force installation of a kernel module (use modprobe instead, when possible). Must be invoked as 
root. 
rmmod 
Force unloading of a kernel module. Must be invoked as root. 
modprobe 


Module loader that is normally invoked automatically in a startup script. Must be invoked as root. 
depmod 

Creates module dependency file. Usually invoked from a startup script. 
modinfo 

Output information about a loadable module. 


bash$ modinfo hid 
filename: /lib/modules/2.4.20-6/kernel/drivers/usb/hid.o 
description: "USB HID support drivers" 


author: "Andreas Gal, Vojtech Pavlik <vojtech@suse.cz>" 
license: "GPL" 


Miscellaneous 


env 
Runs a program or script with certain environmental variables set or changed (without changing the 
overall system environment). The [varname=xxx] permits changing the environmental variable 
varname for the duration of the script. With no options specified, this command lists all the 
environmental variable settings. [96] 


E) The first line of a script (the "sha-bang" line) may use env when the path to the shell 
or interpreter is unknown. 


#! /usr/bin/env perl 


prime Wests: Perl sieieijoe wall rwm, ef 
print "even when I don't know where to find Perl.\n"; 
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# Good for portable cross-platform scripts, 
# where the Perl binaries may not be in th xpected plac 
wu Weenie, So, 


Or even ... 


#!/bin/env bash 

# Queries the SPATH enviromental variable for the location of bash. 

# Therefore 

# This script will run where Bash is not in its usual place, in /bin. 


Idd 
Show shared lib dependencies for an executable file. 
bash$ ldd /bin/1s 
libc.so.6 => /lib/libc.so.6 (0x4000c000) 
/lib/ld-linux.so.2 => /lib/ld-linux.so.2 (0x80000000) 
watch 
Run à command repeatedly, at specified time intervals. 
The default is two-second intervals, but this may be changed with the -n option. 
watch -n 5 tail /var/log/messages 
# Shows tail end of system log, /var/log/messages, every five seconds. 
c) Unfortunately, piping the output of watch command to grep does not work. 
strip 
Remove the debugging symbolic references from an executable binary. This decreases its size, but 
makes debugging it impossible. 
This command often occurs in a Makefile, but rarely in a shell script. 
nm 


List symbols in an unstripped compiled binary. 
xrandr 
Command-line tool for manipulating the root window of the screen. 


Example 17-11. Backlight: changes the brightness of the (laptop) screen backlight 


#!/bin/bash 
# backlight.sh 
# reldate 02dec2011 


# A bug in Fedora Core 16/17 messes up the keyboard backlight controls. 
# This script is a quick-n-dirty workaround, essentially a shell wrapper 
#+ for xrandr. It gives more control than on-screen sliders and widgets. 


OUTPUT-$ (xrandr | grep LV | awk '{print $1}') # Get display name! 
INCR-.05 i? WO dE3uaexc-nesoueeol Come rol, exer imm io 93 ou 02. 

old brightness-$ (xrandr verbos | eras iilcintmess | awk "TX prine $2 V) 
ic ia n j 

then 
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bright=1 # If no command-line arg, set brightness to 1.0 (default). 
else 
WE i USE ud = wow ] 
then 
bright=$ (echo "scale-2; Sold_brightness + S$INCR" | bc) # +.05 
else 
IE [ va plea = NN ea ] 
then 
bright=$ (echo "scale-2; Sold_brightness - $INCR" | bc) uf 915 
else 
dE ESI cM] # Echoes current brightness; does not change it. 
then 


bright-$old brightness 


else 

ees SNNT = oo NI 

then 
echo 
echo "Usage:" 
echo "SO [No args] Sets/resets brightness to default (1.0)." 
echo "SO + Increments brightness by 0.5." 
ele WSO) = Decrements brightness by 0.5." 
echo "SO # Echoes current brightness without changing it." 
echo "S0 N (number) SSC lorencincmass ico iW (wseiul 3esueye 57 — 42052) 54V 
secho VS in [fist] Echoes this help message." 
echo "SO any-other Gives xrandr usage message." 


bright-$old brightness 


else 
bright="$1" 


zrenie ——oulicjome VSEUINeUIY —brichtness Venci ene # See xrandr manpage. 
# As root! 


E CHANGEO-$? 
echo "Current brightness = $bright" 


exit $E CHANGEO 


=========== Or, alternately . . . # 


!/bin/bash 
backlight2.sh 
reldate 20jun2012 


A bug in Fedora Core 16/17 messes up the keyboard backlight controls. 
This is a quick-n-dirty workaround, an alternate to backlight.sh. 


target dir-W 
/sys/devices/pci0000:00/0000:00:01.0/0000:01:00.0/backlight/acpi_video0d 
Hardware directory. 
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actual brightness-$(cat $target dir/actual brightness) 
max_brightness=$ (cat $target dir/max brightness) 
Brightness=Starget_dir/brightness 


let "req brightness = actual brightness" # Requested brightness. 
3L3E i DENIM = 9 ] 
then # Decrement brightness 1 notch. 
let "req brightness = $actual brightness - 1" 
else 
Lae [ LR = wow ] 
then # Increment brightness 1 notch. 


let "req_brightness = Sactual_brightness + 1" 


dE aL 
Ea 


if [ $req brightness -gt $max brightness ] 


then 

req brightness-$max brightness 
ít # Do not exceed max. hardware design brightness. 
echo 


echo "Old brightness - $actual brightness" 
echo "Max brightness = $max brightness" 


cho "Requested brightness = $req brightness" 


ecno 


ust 


echo $req brightness > $Brightness 
be root for this to take effect. 
E CHANGE1-$? 


# Successful? 


then 
echo 
else 


ie [ [S27 seq O ] 


"Changed brightness!" 


echo "Failed to change brightness!" 


Hall 


act_brightness=$ (cat $Brightness) 
echo "Actual brightness = Sact_brightness" 


Scale0-2 

sf=100 4 Scale factor. 

pct-$(echo "scale-$scale0; $act brightness / $max brightness * $sf" | bc) 
cho "Percentage brightness = Spct%" 


exit $ 


rdist 


E CHANG 


ET 


Remote distribution client: synchronizes, clones, or backs up a file system on a remote server. 


17.1. Analyzing a System Script 


Using our knowledge of administrative commands, let us examine a system script. One of the shortest and 
simplest to understand scripts is "killall," [97] used to suspend running processes at system shutdown. 
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Example 17-12. killall, from /etc/rc.d/init.d 


! /bin/sh 
--» Comments added by the author of this document marked by "4 --»". 


==> Unis 26 josie OF clas Vire" Seri jacxace 
--» by Miquel van Smoorenburg, <miquels@drinkel.nl.mugnet.org>. 


=> This particular script seems to be Red Hat / FC specific 
--» (may not be present in other distributions). 


Bring down all unneeded services that are still running 
+ (there shouldn't be any, so this is just a sanity check) 


por ab am //Welie// evel // Gilles "P. Clo) 

=—= Siceliaiclanecl drtowc/ sue. loopy lowe Sines "elo ies Cin sans obe 
==> it is gelesen to acc Ws. 

Check if the script is there. 


! -f Si ] && continue 
--» This is a clever use of an "and list", equivalent to: 
ce se [| (css WS T3 enen Come sine 


Get the subsystem name. 

subsys=$ {i#/var/lock/subsys/} 

--> Match variable name, which, in this case, is the file name. 
c—À eos ie tele xact equivalent of subsys= basename $i'. 


--» It gets it from the lock file name 

==> (uus eiere ie a loek ile, 

—->+ that's proof the process has been running). 
--» See the "lockfile" entry, above. 


Bring the subsystem down. 
wie | es Jennie aate scoW/Ssulose suas Jg Caen 
/etc/rc.d/init.d/$subsys.init stop 
else 
/etc/rc.d/init.d/$subsys stop 
# --» Suspend running jobs and daemons. 
# --» Note that "stop" is a positional parameter, 
y Sar iod d SlovStLil bwi leia, 
dert 
done 


That wasn't so bad. Aside from a little fancy footwork with variable matching, there is no new material there. 


Exercise 1. In /etc/rc.d/init.d, analyze the halt script. It is a bit longer than killall, but similar in 
concept. Make a copy of this script somewhere in your home directory and experiment with it (do not run it as 
root). Do a simulated run with the -vn flags (sh -vn scriptname). Add extensive comments. Change 
the commands to echos. 


Exercise 2. Look at some of the more complex scripts in /etc/rc.d/init.d. Try to understand at least 
portions of them. Follow the above procedure to analyze them. For some additional insight, you might also 
examine the file sysvinitfilesin /usr/share/doc/initscripts-?.??, which is part of the 
"initscripts" documentation. 
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At this point, we are ready to delve into certain of the difficult and unusual aspects of scripting. Along the 
way, we will attempt to "push the envelope" in various ways and examine boundary conditions (what happens 
when we move into uncharted territory?). 
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Chapter 18. Regular Expressions 


... the intellectual activity associated with 
software development is largely one of gaining 
insight. 


--Stowe Boyd 
To fully utilize the power of shell scripting, you need to master Regular Expressions. Certain commands and 


utilities commonly used in scripts, such as grep, expr, sed and awk, interpret and use REs. As of version 3, 
Bash has acquired its own RE-match operator: =~. 


18.1. A Brief Introduction to Regular Expressions 


An expression is a string of characters. Those characters having an interpretation above and beyond their 
literal meaning are called metacharacters. A quote symbol, for example, may denote speech by a person, 
ditto, or a meta-meaning [98] for the symbols that follow. Regular Expressions are sets of characters and/or 
metacharacters that match (or specify) patterns. 


A Regular Expression contains one or more of the following: 


* A character set. These are the characters retaining their literal meaning. The simplest type of Regular 
Expression consists only of a character set, with no metacharacters. 

e. 
An anchor. These designate (anchor) the position in the line of text that the RE is to match. For 
example, ^, and $ are anchors. 

* Modifiers. These expand or narrow (modify) the range of text the RE is to match. Modifiers include 
the asterisk, brackets, and the backslash. 


The main uses for Regular Expressions (REs) are text searches and string manipulation. An RE matches a 
single character or a set of characters -- a string or a part of a string. 


* The asterisk -- * -- matches any number of repeats of the character string or RE preceding it, 
including zero instances. 


"1133*" matches 11 + one or more 3's:113,1133, 1133333, and so forth. 
e The dot -- . -- matches any one character, except a newline. [99 


"13." matches 13 + at least one of any character (including a space): 
1133, 11333, but not 13 (additional character missing). 


See Example 16-18 for a demonstration of dot single-character matching. 

e The caret -- ^ -- matches the beginning of a line, but sometimes, depending on context, negates the 
meaning of a set of characters in an RE. 

e 


The dollar sign -- $ -- at the end of an RE matches the end of a line. 


"XXX$" matches XXX at the end of a line. 
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"^$" matches blank lines. 

Brackets -- [...] -- enclose a set of characters to match in a single RE. 

"[xyz]" matches any one of the characters x, y, or z. 

"[c-n]" matches any one of the characters in the range c to n. 

"[B-Pk-y]" matches any one of the characters in the ranges B to P and k to y. 
"[a-z0-9]" matches any single lowercase letter or any digit. 


"[^b-d]" matches any character except those in the range b to d. This is an instance of ^ negating or 
inverting the meaning of the following RE (taking on a role similar to ! in a different context). 


Combined sequences of bracketed characters match common word patterns. "[Yy][Ee][Ss]" matches 
yes, Yes, YES, yEs, and so forth. "[0-9][0-9][0-9]-[0-9][0-9]-[0-9][0-9][0-9][0-9]" matches any 
Social Security number. 


The backslash -- \ -- escapes a special character, which means that character gets interpreted literally 
(and is therefore no longer special). 


A "\$" reverts back to its literal meaning of "$", rather than its RE meaning of end-of-line. Likewise a 


"^W" has the literal meaning of "V". 
e. 


Escaped "angle brackets" -- \<...\> -- mark word boundaries. 


The angle brackets must be escaped, since otherwise they have only their literal character meaning. 


"on 


"\<the\>" matches the word "the," but not the words "them," "there," "other," etc. 


bash$ cat textfile 

This is line 1, of which there is only one instance. 
This is the only instance of line 2. 
Moss skis} De 3, ewoxonElexese NS 
dime: ater dakais dle 


bash$ grep 'the' textfile 

This is line 1, of which there is only one instance. 
This is the only instance of line 2. 
Masks LS isting Sh ~ehaoneldiexe AnS, 


bash$ grep '\<the\>' textfile 
This is the only instance of line 2. 


The only way to be certain that a particular RE works is to test it. 


= 


ES JO En ESES # No match. 
# No match. 
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Run eee WIS Se gx telat: delle. Match. 
o Maton 
Domaetch 
This line contains the number 113. Match. 
This line contains the number 13. o match 
This line contains the number 133. o match 
This line contains the number 1133. Match 
males Line Conran Taa MENS LLIS. cae ne 
This line contains the number 1112. o match 
ware line Conchas TaS iniuiwloveie L10519)1521 $1027 —- atch. 
This line contains no numbers at all. o match 
"1133*" tstfile 
WL Sreje* — igo ejes seat Ike 


contains the number 113. 
contains the number 1133. 


contains the number 113312. 
contains the number 113312312. 


* Extended REs. Additional metacharacters added to the basic set. Used in egrep, awk, and Perl. 


The question mark -- ? -- matches zero or one of the previous RE. It is generally used for matching 
single characters. 


The plus -- + -- matches one or more of the previous RE. It serves a role similar to the *, but does not 
match zero occurrences. 


# GNU versions of sed and awk can use "+", 
4 but it needs to be escaped. 


echo alllb | sed -ne '/al\+b/p' 
echo alito | pee Veal ys" 
echo alllb | gawk '/al-*b/' 
# All of above ar quivalent. 


ub dress. Sse 
e Escaped "curly brackets" -- X \} -- indicate the number of occurrences of a preceding RE to match. 


It is necessary to escape the curly brackets since they have only their literal character meaning 
otherwise. This usage is technically not part of the basic RE set. 


"[0-0N 5X)" matches exactly five digits (characters in the range of 0 to 9). 
°) Curly brackets are not available as an RE in the "classic" (non-POSIX compliant) 


version of awk. However, the GNU extended version of awk, gawk, has the 
--re-interval option that permits them (without being escaped). 


bash$ echo 2222 | gawk --re-interval '/2(3)/' 


2222 


Perl and some egrep versions do not require escaping the curly brackets. 
e. 


Parentheses -- ( ) -- enclose a group of REs. They are useful with the following 
substring extraction using expr. 


operator and in 
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© The -- | -- "or" RE operator matches any of a set of alternate characters. 


bash$ egrep 're(ale)d' misc.txt 
People who read seem to be better informed than those who do not. 


The clarinet produces sound by the vibration of its reed. 


8^; Some versions of sed, ed, and ex support escaped versions of the extended Regular Expressions 
described above, as do the GNU utilities. 


e POSIX Character Classes. [:class:] 


This is an alternate method of specifying a range of characters to match. 

: alnum:] matches alphabetic or numeric characters. This is equivalent to ACZa-z0-9. 

:alpha:] matches alphabetic characters. This is equivalent to A-Za-z. 

:blank:] matches a space or a tab. 

:entrl:] matches control characters. 

:digit:] matches (decimal) digits. This is equivalent to 0—9. 

:graph:] (graphic printable characters). Matches characters in the range of ASCH 33 - 126. This 
is the same as [:print:], below, but excluding the space character. 

e [: lower: ] matches lowercase alphabetic characters. This is equivalent to a-z. 

e [:print: ] (printable characters). Matches characters in the range of ASCII 32 - 126. This is the 
same as [: graph: ], above, but adding the space character. 

e [: space: ] matches whitespace characters (space and horizontal tab). 

e [: upper: ] matches uppercase alphabetic characters. This is equivalent to A-Z. 

e [:xdigit:] matches hexadecimal digits. This is equivalent to 0-9A-Fa-f. 


mr omÁÀ ee om 03 m3 


(D POSIX character classes generally require quoting or double brackets ([[ ]]). 


bash$ grep [[:digit:]] test.file 
abc=723 


i? Sus 
ax ||| Sarow =~ ll geBugssES]] 1] # Numerical input? 
then # POSIX char class 
if [[ $acol =~ [[:alpha:]] ]] # Number followed by a letter? Illegal! 
# 


# From ktour.sh example script. 


These character classes may even be used with globbing, to a limited extent. 


bash$ 1s -1 ?[[:digit:]][[:digit:]]? 


STWR yi = L bozo DOZO 0 Aug 21 14:47 a33b 


POSIX character classes are used in Example 16-21 and Example 16-22. 


Sed, awk, and Perl, used as filters in scripts, take REs as arguments when "sifting" or transforming files or I/O 
streams. See Example A-12 and Example A-16 for illustrations of this. 


The standard reference on this complex topic is Friedl's Mastering Regular Expressions. Sed & Awk, by 


Dougherty and Robbins, also gives a very lucid treatment of REs. See the Bibliography for more information 
on these books. 
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18.2. Globbing 


Bash itself cannot recognize Regular Expressions. Inside scripts, it is commands and utilities -- such as sed 
and awk -- that interpret RE's. 


Bash does carry out filename expansion [100] -- a process known as globbing -- but this does not use the 
standard RE set. Instead, globbing recognizes and expands wild cards. Globbing interprets the standard wild 
card characters [101] -- * and ?, character lists in square brackets, and certain other special characters (such as 
^ for negating the sense of a match). There are important limitations on wild card characters in globbing, 
however. Strings containing * will not match filenames that start with a dot, as, for example, „bashrc. [102] 
Likewise, the ? has a different meaning in globbing than as part of an RE. 


—rW—rw-r-- 

—rw-rw-r-- 

Sey e : ó 
CUENTE 3 152 ola 
eye es k testl.txt 


t?.sh 
1 bozo ASS wwe ($9 3L SA. 162 tim 


[ab]* 
L Bozo 0) Aug 6 X5942 ge 
1 bozo (0) zsrer Gili} BA Jor. il 


[a-c]* 


iL Baza 0) Aug O 15942 el 
SIH 1 bozo 0) Mme 6 19842 to. ib 
SENS VN Is 1. 1X Q Aue © Issa gi 


[*ab] * 
JL bozo DOZO () A 6 E247 hb 
eye 1e == 1 bozo bozo AGG bie, d$ 10789409. i622 ile 
ZEW EN — 1 bozo bozo VIS gel 30 (09502 esti isst 


{b*,c*, *est*} 
JL bozo DOzo 0) Aue 6 Je 42 log 
ZEW EWS ib Joxowae: I0 0 moe] ($ J99822 Guil 
EW EW e 1 bozo bozo Toe oro 30) (0192002 exsul 


this. 


echo * 
cd. Giadl 12.8. (Ed sex 


echo t* 
(ease ll exte 


echo t?.sh 
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pe 


@) It is possible to modify the way Bash interprets special characters in globbing. A set -f command 


disables globbing, and the nocaseglob and nullglob options to shopt change globbing behavior. 
See also Example 11-5. 


D Filenames with embedded whitespace can cause globbing to choke. David Wheeler shows how to avoid 
many such pitfalls. 


Jus SS (prammer Anye NS # Remove space. 


# Correct glob use: 
# Always use for-loop, prefix glob, check if exists file. 


woe mile ain of 7 Clo USS 24/55 ooo NEVER bars = 
s [| =a Verilen | g Gyan # Check whether fil KSS 
COMMAND ... "$file" 
i3 
done 


# This example taken from David Wheeler's site, with permission. 
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Chapter 19. Here Documents 
Here and now, boys. 
--Aldous Huxley, Island 


A here document is a special-purpose code block. It uses a form of I/O redirection to feed a command list to 
an interactive program or a command, such as ftp, cat, or the ex text editor. 


COMMAND ««InputComesFromHERE 


InputComesFromHERE 


A limit string delineates (frames) the command list. The special symbol «« precedes the limit string. This has 
the effect of redirecting the output of a command block into the st din of the program or command. It is 
similar to interactive-program « command-file, where command-file contains 


command #1 
command 42 


The here document equivalent looks like this: 


interactive-program ««LimitString 
command #1 
command #2 


LimitString 

Choose a limit string sufficiently unusual that it will not occur anywhere in the command list and confuse 
matters. 

Note that here documents may sometimes be used to good effect with non-interactive utilities and commands, 
such as, for example, wall. 


Example 19-1. broadcast: Sends message to everyone logged in 


#!/bin/bash 


wall ««zzz23EndOfMessagezzz23 

E-mail your noontime orders for pizza to the system administrator. 
(Add an extra dollar for anchovy or mushroom topping.) 

Additional message text goes her 

Note: 'wall' prints comment lines. 

zzz23EndOfMessagezzz23 


Could have been done mor fficiently by 
wall «message-file 
However, embedding the message template in a script 
4» IS a Gysblelk-euevei-xBLieiEs; One ori SOL iom. 


exit 
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Even such unlikely candidates as the vi text editor lend themselves to here documents. 


Example 19-2. dummyfile: Creates a 2-line dummy file 


#!/bin/bash 


# Noninteractive use of 'vi' to edit a file. 
# Emulates 'sed'. 


Eri 


. BADARGS-85 


shi p ya S 3 

then 
echo "Usage: ^basename $0' filename" 
exit $E BADARGS 

ít 


ARGETFILE-$1 


Insert 2 lines in file, then save. 
Begin here document # 

vi STARGETFILE ««x23LimitStringx23 

a 

Tate ie Liner db (WE djs xample fil 

Wiss 35 Maine 2 WE qim xample fil 

“TL 


ZZ 
:«2 Sabinis Sie Ea 92^ 9) 
# End here document # 


# Note that ^[ above is a literal escape 
#+ typed by Control-V <Esc>. 


# Bram Moolenaar points out that this may not work with 'vim' 
#+ because of possible problems with terminal interaction. 


SKIE 
The above script could just as effectively have been implemented with ex, rather than vi. Here documents 
containing a list of ex commands are common enough to form their own category, known as ex scripts. 


#!/bin/bash 
# Replace all instances of "Smith" with "Jones" 
mo lin Piles wita a Waite’! E Sne Soliris. 


ORIGINAL=Smith 
REPLACEMENT=Jones 


for word in $(fgrep -1 SORIGINAL *.txt) 

do 
# 
ex Sword <<EOF 
:$s/SORIGINAL/SREPLACEMENT/g 
wg 


# :$s is the "ex" substitution command. 

# :wq is write-and-quit. 

# 
done 
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Analogous to "ex scripts" are cat scripts. 


Example 19-3. Multi-line message using cat 


#!/bin/bash 


# '‘'echo' is fine for printing single line messages, 
#+ but somewhat problematic for for message blocks. 
# A 'cat' here document overcomes this limitation. 


cat ««End-of-message 


[This is line 1 of the message. 
This is line 2 of the message. 
This is line 3 of the message. 
This is line 4 of the message. 
[This is the last line of the message. 


End-of-message 


# Replacing line 7, above, with 
#+ cat > $Newfile <<End-of-messag 


Han AA^A^A^A^AA^AAA^AA^A^ 


#+ writes the output to the file $Newfile, rather than to stdout. 


exit Q 


Code below disabled, due to "exit 0" above. 


S.C. points out that the following also works. 
gio " 
This is line 1 of the message. 
This is line 2 of the message. 
This is line 3 of the message. 
[This is line 4 of the message. 
[This is the last line of the messag 


However, text may not include double quotes unless they ar scaped. 


The - option to mark a here document limit string (<<-LimitString) suppresses leading tabs (but not 
spaces) in the output. This may be useful in making a script more readable. 
Example 19-4. Multi-line message, with tabs suppressed 


#!/bin/bash 
# Same as previous example, but... 


# The - option to a here document << 
#+ Suppresses leading tabs in the body of the document, 
#+ but *not* spaces. 


cat ««-ENDOFMESSAGE 


This is line 1 of the message. 


This is line 2 of the message. 
This is line 3 of the message. 
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This is line 4 of the message. 

This is the last line of the messag 
ENDOFMESSAGFE 
# The output of the script will be flush left. 
# Leading tab in each line will not show. 


# Above 5 lines of "message" prefaced by a tab, not spaces. 
# Spaces not affected by <a 


# Note that this option has no effect on *embedded* tabs. 


exit 0 


A here document supports parameter and command substitution. It is therefore possible to pass different 


parameters to the body of the here document, changing its output accordingly. 


Example 19-5. Here document with replaceable parameters 


#!/bin/bash 
# Another 'cat' here document, using parameter substitution. 


# Try it with no command-line parameters, ./scriptname 

# Try it with one command-line parameter, ./scriptname Mortimer 
# Try it with one two-word quoted command-line parameter, 

# ./scriptname "Mortimer Jones" 
CMDLINEPARAM=1 Expect at least command-line parameter. 


if [ $# -ge SCMDLINEPARAM ] 


then 
NAME-$1 If more than one command-line param, 
* then just take the first. 
else 
NAME-"John Doe" Default, if no command-line parameter. 
ita 
RESPONDENT-"the author of this fine script" 


cat ««Endofmessage 


Hello, there, SNAME. 
Greetings to you, SNAME, from SRESPONDENT. 


4 This comment shows up in the output (why?). 


Endofmessage 


# Note that the blank lines show up in the output. 
# So does the comment. 


exit 


This is a useful script containing a here document with parameter substitution. 


Example 19-6. Upload a file pair to Sunsite incoming directory 
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!/bin/bash 
upload.sh 


Upload file pair (Filename.lsm, Filename.tar.gz) 
4» CO Incem ac chineciccuay at StasaleS/UING (Horolio Ore) c 
Filename.tar.gz is the tarball itself. 
Filename.lsm is the descriptor file. 
Sunsite requires "lsm" file, otherwise will bounce contributions. 


E ARGERROR-85 


aie jp cw "Ed T 

then 
echo "Usage: ~“basename $0' Filename-to-upload" 
exit $E ARGERROR 


Filename=*basename $1^ # Strips pathname out of file name. 


Server="ibiblio.org" 

Directory="/incoming/Linux" 

# These need not be hard-coded into script, 

#+ but may instead be changed to command-line argument. 


Password-"your.e-mail.address" # Change above to suit. 


ftp -n $Server ««End-Of-Session 
# -n option disables auto-logon 


user anonymous "SPassword" # If this doesn't work, then try: 

# quote user anonymous "SPassword" 
binary 
bell # Ring 'bell' after each file transfer. 


cd $Directory 

put "S$Filename.lsm" 
put "SFilename.tar.gz" 
bye 

End-Of-Session 


exit 0 


Quoting or escaping the "limit string" at the head of a here document disables parameter substitution within its 
body. The reason for this is that quoting/escaping the limit string effectively escapes the $, `, and \ special 
characters, and causes them to be interpreted literally. (Thank you, Allen Halsey, for pointing this out.) 


Example 19-7. Parameter substitution turned off 


#!/bin/bash 
# A 'cat' here-document, but with parameter substitution disabled. 


NAME-"John Doe" 
RESPONDENT-"the author of this fine script" 


cat ««'Endofmessage' 


Hello, there, SNAME. 
Greetings to you, SNAME, from SRESPONDENT. 
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Endofmessage 


# O parameter substitution when the "limit string" is quoted or escaped. 
d Either of the following at the head of the here document would have 

#+ the same effect. 

# cat <<"Endofmessage" 

# cat <<\Endofmessage 


# And, likewise: 

cat <<"SpecialCharTest" 

Directory listing would follow 

if limit string were not quoted. 

"ber ubt 

Arithmetic expansion would take place 
if limit string were not quoted. 

$49 x 3) 

A a single backslash would echo 

if limit string were not quoted. 


NS 


SpecialCharTest 


exit 

Disabling parameter substitution permits outputting literal text. Generating scripts or even program code is 
one use for this. 

Example 19-8. A script that generates another script 


#!/bin/bash 
# generate-script.sh 
# Based on an idea by Albert Reiner. 


OUTFILE=generated.sh # Name of the file to generat 


"Here document containing the body of the generated script. 
( 
Gaile S IOS Y 
!/bin/bash 


echo "This is a generated shell script." 
Note that since we are inside a subshell, 
+ we can't access variables in the "outside" script. 


cho "Generated file will be named: SOUTFILE" 
Above line will not work as normally expected 

+ because parameter expansion has been disabled. 
Instead, the result is literal output. 
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a=7 
[ges 


lei "e = Sac Slo"! 


Geon Wei sew 
exit 0 
EOF 

> SOUTFILE 


Quoting the 'limit string' prevents variable expansion 
+ within the body of the above 'here document.' 


sut | etc UsSounmime T 
then 
chmod 755 SOUTFILE 
# Make the generated fil xecutabl 
else 
echo "Problem in creating file: \"SOUTFILE\"" 
IE3L 


# This method also works for generating 
#+ C programs, Perl programs, Python programs, Makefiles, 
#+ and the like. 


exit 0 


This permits outputting literal strings in the output file. 


It is possible to set a variable from the output of a here document. This is actually a devious form of command 


substitution. 


variable=$ (cat ««SETVAR 
This variable 

runs over multiple lines. 
SETVAR 
) 


echo "Svariable" 


A here document can supply input to a function in the same script. 


Example 19-9. Here documents and functions 


#!/bin/bash 
# here-function.sh 


GetPersonalData () 
{ 
read firstname 
read lastname 
read address 
read city 
read state 
read zipcode 
} # This certainly appears to be an interactive function, but 
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# Supply input to the above function. 
GetPersonalData <<RECORDOO1 

Bozo 

Bozeman 

DIAG NCMCESS IOI Diss 

Bozeman 

MT 

21226 

RECORDOO1 


echo 

echo "Sfirstname $lastname" 
echo "Saddress" 

echo "Scity, Sstate Szipcode" 
echo 


exit 0 


It is possible to use : as a dummy command accepting output from a here document. This, in effect, creates an 


"anonymous" here document. 


Example 19-10. "Anonymous" Here Document 


#!/bin/bash 


: <<TESTVARIABLES 
S(HOSTNAME?)S(USER?)S(MAIL?) # Print error message if one of the variables not 
TESTVARIABLES 


exit $? 


į ) A variation of the above technique permits "commenting out" blocks of code. 


Example 19-11. Commenting out a block of code 


#!/bin/bash 
# commentblock.sh 


<<COMMENTBLOCK 
echo "This line will not echo." 
This is a comment line missing the "#" prefix. 
This is another comment line missing the "#" prefix. 


&*a!lrr- 

The above line will cause no error message, 
because the Bash interpreter will ignore it. 
COMMENTBLOCK 


echo "Exit value of above \"COMMENTBLOCK\" is $2." # 0 
# No error shown. 
echo 


# The above technique also comes in useful for commenting out 
#+ a block of working code for debugging purposes. 
# This saves having to put a "#" at the beginning of each line, 
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#+ then having to go back and delete each "f£" later. 
# Note that the use of of colon, above, is optional. 


echo "Just before commented-out code block." 
# The lines of code between the double-dashed lines will not execute. 
d 


: ««DEBUGXXX 
íitgue ELLS ster 9 
do 

cat "Sfile" 
done 
DEBUGXXX 

d 
echo "Just after commented-out code block." 


exit 0 


FETE TE FE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE HE FE FE FE FE FE FE FE FE FE FE FE FE FE FE HE FE FE FE FE FE HE FE HE HE E 
Note, however, that if a bracketed variable is contained within 

+ the commented-out code block, 

+ then this could cause problems. 
for example: 


/!/bin/bash 


<<COMMENTBLOCK 
echo "This line will not echo." 
&*@!!++= 
${foo_bar_bazz?} 
S (rm —rf /tmp/foobar/) 
$(touch my build directory/cups/Makefile) 
COMMENTBLOCK 


$ sh commented-bad.sh 
commented-bad.sh: line 3: foo bar bazz: parameter null or not set 


4 The remedy for this is to strong-quote the 'COMMENTBLOCK' in line 49, 


««'COMMENTBLOCK' 


4 Thank you, Kurt Pfeifle, for pointing this out. 


į ) Yet another twist of this nifty trick makes "self-documenting" scripts possible. 


Example 19-12. A self-documenting script 


#!/bin/bash 
# self-document.sh: self-documenting script 
# Modification of "colm.sh". 


DOC_REQUEST=70 


aie Jp ESIA Se ol rey SL e Wesce n] # Request help. 
then 
echo; echo "Usage: $0 [directory-name]"; cho 
sed silent '/DOCUMENTATIONXX$/,/^DOCUMENTATIONXX$/p' "SO" | 
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sed -e '/DOCUMENTATIONXX$/d'; exit $DOC REQUEST; fi 


««DOCUMENTATIONXX 
List the statistics of a specified directory in tabular format. 


The command-line parameter gives the directory to be listed. 
If no directory specified or directory specified cannot be read, 
then list the current working directory. 


DOCUMENTATIONXX 
Sem [i =z "81" cer ie =r "Qi ] 
then 
directory=. 
else 
directory-"$]" 
ít 


echo VibISELNG gue V Sebueeetomw" s" echo 
(printf "PERMISSIONS LINKS OWNER GROUP SIZE MONTH DAY HH:MM PROG-NAMENn" \ 
à dg eJ "Seeckory" | sec ich) | colwmi -E 


exit 0 


Using a cat script is an alternate way of accomplishing this. 


DOC REQUESI-70 


ce ei eh =o “IT hein Í # Request help. 

then # Use a "cat script" 
cat <<DOCUMENTATIONXX 

List the statistics of a specified directory in tabular format. 


The command-line parameter gives the directory to be listed. 
If no directory specified or directory specified cannot be read, 
then list the current working directory. 


DOCUMENTATIONXX 
exit $DOC REQUEST 
iE 


See also Example A-28, Example A-40, Example A-41, and Example A-42 for more examples of 
self-documenting scripts. 


ə Here documents create temporary files, but these files are deleted after opening and are not accessible to 
any other process. 


bash$ bash -c 'lsof -a -p $$ -d0' << EOF 


1215 looo (ie REG 3,5 0 350586 /emno/clZls—O—sin (ellus) 


D Some utilities will not work inside a here document. 


The closing limit string, on the final line of a here document, must start in the first character position. 
There can be no leading whitespace. Trailing whitespace after the limit string likewise causes 
unexpected behavior. The whitespace prevents the limit string from being recognized. [103 
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#!/bin/bash 


Chom 


cat << bimi t Sic reine) 

echo "This is line 1 of the message inside the here document." 

echo "This is line 2 of the message inside the here document." 

echo "This is the final line of the message inside the here document." 
LimitString 


d^^^^Indented limit string. Error! This script will not behave as expected. 


# These comments are outside the 'here document', 
#+ and should not echo. 


echo "Outside the here document." 


e fj 


echo "This line had better not echo." # Follows an 'exit' command. 


® Some people very cleverly use a single ! as a limit string. But, that's not necessarily a good idea. 


# This works. 
Gat <<! 
Hello! 


! Three more exclamations !!! 
! 


# But 

cat <<! 

Hello! 

Single exclamation point follows! 
! 

! 


Crashes with an error message. 


However, the following will work. 
cat ««ROE 

Hello! 

Single exclamation point follows! 


It's safer to use a multi-character limit string. 


For those tasks too complex for a here document, consider using the expect scripting language, which was 


specifically designed for feeding input into interactive programs. 


19.1. Here Strings 


A here 
string can be considered as a stripped-down form of a here 
document. 
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It consists of nothing more than COMMAND <<< SWORD, 


where SWORD is expanded and fed to the stdin of COMMAND. 


As a simple example, consider this alternative to the echo-grep construction. 


# Instead of: 


if echo "SVAR" | grep -q txt i ae dp SWAR = “ise? WI 
# etc. 

# Try: 

aig. peje cep "ixde/ <<<" Wisin! 

then # QUA: 


echo "SVAR contains the substring sequence \"txt\"" 
fi 
# Thank you, Sebastian Kaminski, for the suggestion. 


Or, in combination with read: 


Seka Mes: TS} el SE (UE. oS Y 


reach =i =e Worcs <<< USEEdBdU 
# The -a option to "read" 
#+ assigns the resulting values to successive members of an array. 


Celo) WiwLwSe wool 3um Sicilians; Se ${Words[0]}" This 

echo "Second word in String is: ${Words[1]}" IS 

echo "Third word in String is: S time»euls |[ 2 ID a 

echo "Fourth word in String is: $(Words[3])" SwE 
Gehio Vigslitigln oue sin SNe iss $(Words[4])" OR 

Gco. VWiSsLxdEl mool iin SCENE is) & Tinieaecls L5 1| JE V! words. 
echo "Seventh word in String is: $(Words[6])" (riu 

Past end of $String. 


# Thank you, Francisco Lobo, for the suggestion. 


It is, of course, possible to feed the output of a here string into the st din of a loop. 


# As Seamus points out 


ArrayVar-( elementO0 elementl element2 {A..D} ) 
while read element ; do 
echo "Selement" 1>&2 


done <<< $(echo $(ArrayVar[*])) 


# elementO0 elementl element2 A B C D 


Example 19-13. Prepending a line to a file 


#!/bin/bash 

# prepend.sh: Add text at beginning of file. 
# 
# Example contributed by Kenny Stauffer, 

#+ and slightly modified by document author. 


E NOSUCHFILE-85 
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read -p "File: " file # -p arg to 'read' displays prompt. 
af [ 2 ee VSizle" ] 
then # Bail out if no such file. 


Geha Wale Srila nor TiC. V 
exit $E NOSUCHFILE 


fes 
iXexewel yey amigdkeg agde 
cat - $file <<<Stitle > $file.new 


echo "Modified file is S$file.new" 
exit 4 Ends script execution. 
from 'man bash': 


Here Strings 
A variant of here documents, the format is: 


«««word 


The word is expanded and supplied to the command on its standard input. 


Of course, the following also works: 
sed -e '1iN 
Title: ' S$file 


Example 19-14. Parsing a mailbox 


#!/bin/bash 

# Script by Francisco Lobo, 

#+ and slightly modified and commented by ABS Guide author. 
# Used in ABS Guide with permission. (Thank you!) 


# This script will not run under Bash versions -lt 3.0. 


E MISSING ARG-87 

isi =a m qunm 

then 
echo "Usage: $0 mailbox-file" 
exit $E MISSING ARG 


mbox grep() # Parse mailbox file. 
{ 
declar i body=0 match=0 
declar a date sender 
declare mail header value 


while IFS= read -r mail 
# Quote: Reset SIFS. 
# Otherwise "read" will strip leading & trailing space from its input. 


do 
zie [pf Smal == ^wueews J] # Match "From" field in message. 
then 
(( body Q ») # "Zero out" variables. 
(( macet = 0 y) 
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unset date 


elif (( body )) 


then 
(0 match )) 
# echo "Smail" 
# Uncomment above line if you want entire body 
#+ of message to display. 
els [i Smari q]g cnan 
IFS-: read -r header value <<< "Smail" 
A. Miles aC 
case "Sheader" in 
wel pese ex e 3 It Sedes == S2" J se (€ macca JI fe 
Misnciela, Vireo! ilabievey 
Dd] [Aa] [Tt] [Ee] ) read -r -a date <<< "$value" ;; 
Match "Date" line. 
Rr] [Ee] [Cc] [Ee] [Ili] [Vv] [Ee] [Dd] ) read -r -a sender <<< "Svalue" ;; 
Match IP Address (may be spoofed). 


esac 
else 
(LC lo@chyarsr 00) 
(( match )) && 
echo "MESSAGE $(date:*of: $(date[*]) }" 
# Entire Sdate array A: 
echo "IP address of sender: ${sender[1]}" 
# Second field of "Received" line $ 
B 


done « "SI" # Redirect stdout of file into loop. 


mbox grep "SI" # Send mailbox file to function. 


Grane, SA 


# Exercises: 


# 1) Break the single function, above, into multiple functions, 
#+ for the sake of readability. 
# 2) Add additional parsing to the script, checking for various keywords. 


$ mailbox grep.sh scam mail 
MESSAGE of Thu, 5 Jan 2006 08:00:56 -0500 (EST) 
IP address of sender: 196.3.62.4 


Exercise: Find other uses for Aere strings, such as, for example, feeding input to dc. 
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Chapter 20. I/O Redirection 


There are always three default files [104] open, st din (the keyboard), stdout (the screen), and stderr 
(error messages output to the screen). These, and any other open files, can be redirected. Redirection simply 


means capturing output from a file, command, program, script, or even code block within a script (see 
Example 3-1 and Example 3-2) and sending it as input to another file, command, program, or script. 


Each open file gets assigned a file descriptor. [105] The file descriptors for stdin, stdout, and stderr 


are 0, 1, and 2, respectively. For opening additional files, there remain descriptors 3 to 9. It is sometimes 


useful to assign one of these additional file descriptors to stdin, stdout, or stderr as a temporary 
duplicate link. [106] This simplifies restoration to normal after complex redirection and reshuffling (see 


Example 20-1). 


COMMAND OUTPUT » 
Redirect stdout to a file. 
Creates the file if not present, otherwise overwrites it. 


lg Slik > ghi. laur 
Creates a file containing a listing of the directory tree. 


» filename 

The » truncates file "filename" to zero length. 

If file not present, creates zero-length file (same effect as 'touch'). 
The : serves as a dummy placeholder, producing no output. 


» filename 


The » truncates file "filename" to zero length. 
If file not present, creates zero-length file (same effect as 'touch'). 
(Same result as ": >", above, but this does not work with some shells.) 


COMMAND OUTPUT >> 
Redirect stdout to a file. 
Creates the file if not present, otherwise appends to it. 


Single-line redirection commands (affect only the line they are on): 


1>filename 

Redirect stdout to file "filename." 
1>>filename 

Redirect and append stdout to file "filename." 


2>filename 

Redirect stderr to file "filename." 
2>>filename 

Redirect and append stderr to file "filename." 
&>filename 


Redirect both stdout and stderr to file "filename." 
This operator is now functional, as of Bash 4, final release. 


M>N 
i WU Se cr Pile Ceseimijsore, wide cleitauilics 1o i, sit moe Gxysilienicilhy seit. 
# "N" is a filename. 
i; Walle Clegieienjoe@ue UMU 3ter seexoblseexedE depo) Ce "Ung sU 
M>&N 
# "M" is a file descriptor, which defaults to 1, if not set. 
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# "N" is another file descriptor. 


# 


# Redirecting stdout, one line at a time. 
LOGFILE=script.log 


echo "This statement is sent to the log file, N"SLOGFILEN"." 1>SLOGFILE 

echo "This statement is appended to \"SLOGFILE\"." 1>>SLOGFILE 

echo "This statement is also appended to \"SLOGFILE\"." 1>>SLOGFILE 

echo "This statement is echoed to stdout, and will not appear in \"SLOGFILE\". 


# These redirection commands automatically "reset" after each line. 


# Redirecting stderr, one line at a time. 
ERRORFILE-script.errors 


bad commandi 2»S$ERRORFILE # Error message sent to SERRORFILE. 
bad command2 2>>SERRORFILE # Error message appended to SERRORFILE. 
bad command3 # Error message echoed to stderr, 

#+ and does not appear in SERRORFILE. 


# These redirection commands also automatically "reset" after each line. 


2»&1 
4 Redirects stderr to stdout. 
# Error messages get sent to same place as standard output. 
>>filename 2>&1 
bad command >>filename 2>&1 
# Appends both stdout and stderr to the file "filename" 
[command (s) ] 
bad command 2>&1 | awk '{print $5)' # found 
# Sends stderr through a pipe. 
# |& was added to Bash 4 as an abbreviation for 2>&1 |. 


2»&1 


# Redirects file descriptor i to j. 
# All output of file pointed to by i gets sent to file pointed to by j. 


2&j 
# Redirects, by default, file descriptor 1 (stdout) to j. 
# All stdout gets sent to file pointed to by j. 


0< FILENAME 
« FILENAME 
# Accept input from a file. 
# Companion command to ">", and often used in combination with it. 
d 
# grep search-word «filename 


[j3]<>filename 
# Open file "filename" for reading and writing, 
#+ and assign file descriptor "j" to it. 
# If "filename" does not exist, create it. 
7 Jf SEIS Clese@iriljocore SW as moe Specie gie i9 d! OW, Sean. 
# 
# An application of this is writing at a specified place in a file. 
echo 1234567890 » File 4 Write string to "File". 
exec 3<> File # Open "File" and assign fd 3 to it. 
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read -n 4 <&3 # Read only 4 characters. 

echo -n . >&3 # Write a decimal point there. 
exec 3>&- # Close fd 3. 

cat File # ==> 1234.67890 


# Random access, by golly. 


# Pipe. 

# General purpose process and command chaining tool. 

# Similar to ">", but more general in effect. 

# Useful for chaining commands, scripts, files, and programs together. 
Gat “ie || Sort | wwe > iewuldp-irile 

# Sorts the output of all the .txt files and deletes duplicate lines, 
# finally saves results to "result-file". 


Multiple instances of input and output redirection and/or pipes can be combined in a single command line. 


command < input-file > output-file 
# Or the equivalent: 
« input-file command » output-file # Although this is non-standard. 


command1l | command2 | command3 > output-file 


See Example 16-31 and Example A-14. 


Multiple output streams may be redirected to one file. 


le =y2 >> Coummeainel, log 221 
Capture result of illegal options "yz" in file "command.log." 
Because stderr is redirected to the file, 

+ any error messages will also be there. 


Note, however, that the following does *not* give the same result. 
lg wm EG x Commence, 9) 

Outputs an error message, but does not write to file. 

More precisely, the command output (in this case, null) 
+ writes to the file, but th rror message goes only to stdout. 


If redirecting both stdout and stderr, 
+ the order of the commands makes a difference. 


Closing File Descriptors 


n<&- 

Close input file descriptor n. 
O<&-, <&- 

Close stdin. 
n>&- 

Close output file descriptor n. 
1>&-, >&- 

Close stdout. 


Child processes inherit open file descriptors. This is why pipes work. To prevent an fd from being inherited, 
close it. 
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Redirecting only stderr to a pipe. 


exec 3»5&1 # Save current "value" of stdout. 
Jig. = 276l Ses Sos-— | ep loe SES i? Cose iol 3 iteie Veeco” (louie mor lg 
exec 3>&- # Now close it for the remainder of the script. 


Thanks Gro. 
For a more detailed introduction to I/O redirection see Appendix F. 


20.1. Using exec 


An exec «filename command redirects st din to a file. From that point on, all st din comes from that file, 
rather than its normal source (usually keyboard input). This provides a method of reading a file line by line 
and possibly parsing each line of input using sed and/or awk. 


Example 20-1. Redirecting stdin using exec 


#!/bin/bash 
# Redirecting stdin using 'exec'. 


exec 6<&0 # Link file descriptor #6 with stdin. 
# Saves stdin. 


exec « data-file # stdin replaced by file "data-file" 


read al i; ImMexewols| islieSic Maine qur nie Weira- ilas, 
read a2 i Rece Seo lras (gue Grade Velara Tilan Y 


echo 

echo "Following lines read from file." 
cho " " 
echo $al 

echo $a2 


echo; echo; echo 


exec 0<&6 6«&- 
# Now restore stdin from fd #6, where it had been saved, 


#+ and close fd #6 ( 6«&- ) to free it for other processes to use. 
d 
4 «&6 6«&—- also works. 


echo -n "Enter data " 


read bl Now "read" functions as expected, reading from normal stdin. 
echo "Input read from stdin." 
cho " Ww 


echo "b1 = $b1" 
echo 


exit 0 
Similarly, an exec >filename command redirects stdout to a designated file. This sends all command 
output that would normally go to stdout to that file. 
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exec N » filename affects the entire script or current shell. Redirection in the PID of the script or shell 
from that point on has changed. However... 


N > filename affects only the newly-forked process, not the entire script or shell. 
Thank you, Ahmed Darwish, for pointing this out. 
Example 20-2. Redirecting stdout using exec 


#!/bin/bash 
# reassign-stdout.sh 


LOGFILE=logfile.txt 


exec 6>&1 # Link file descriptor #6 with stdout. 
# Saves stdout. 


exec > SLOGFILE # stdout replaced with file "logfile.txt". 


# # 
# All output from commands in this block sent to file S$LOGFILE. 


|e | 


echo -n "Logfile: " 
date 

cho LL " 
echo 


echo "wj oi Wis edu" cuoununssgl" 
echo 

lg aul 

echo; echo 

echo "Output of \"df\" command" 
echo 

df 


T # 


exec 1>&6 6>&- # Restore stdout and close file descriptor #6. 


echo 

echo "== stdout now restored to default == " 
echo 

lg sail 

echo 


exit 0 
Example 20-3. Redirecting both stdin and stdout in the same script with exec 


#!/bin/bash 
# upperconv.sh 
# Converts a specified input file to uppercase. 


E FILE ACCESS=70 
E WRONG ARGS-71 


a [ D es USxnV ] # Is specified input file readable? 
then 
echo "Can't read from input file!" 
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echo "Usage: $0 input-file output-file" 
exit $E FILE ACCESS 
ieu # Will exit with same error 
#+ even if input file ($1) not specified (why?). 


if [ -z "$2" ] 


echo "Need to specify output file." 
echo Vives SO imove- rile Cuhejouie — 3E 3L Je! 
exit $E WRONG ARGS 


exec « $1 # Will read from input file. 


exec » $2 # Will write to output file. 
# Assumes output file writable (add check?). 


# 
carse || tae em 8 # Uppercase conversion. 
# QUSS # Reads from stdin. 
d QD E # Writes to stdout. 
# However, both stdin and stdout were redirected. 
# Note that the 'cat' can be omitted. 
# 
exec 1>&7 7>&- # Restore stout. 
exec 0<&4 4<&- # Restore stdin. 


# After restoration, the following line prints to stdout as expected. 
echo "File \"S$1\" written to \"$2\" as uppercase conversion." 


exit 0 
I/O redirection is a clever way of avoiding the dreaded inaccessible variables within a subshell problem. 


Example 20-4. Avoiding a subshell 


#!/bin/bash 

# avoid-subshell.sh 

# Suggested by Matthew Walker. 
Lines=0 


echo 


cat myfile.txt | while read line; 


ade t 
echo $line 
(( Lines++ ));  # Incremented values of this variable 
#+ inaccessible outside loop. 
# Subshell problem. 
} 
done 
echo "Number of lines read = $Lines" # 0 


# Wrong! 


cho " " 
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exec 3<> myfile.txt 
while read line <&3 


Cons 
echo "Sline" 
((( ihaline@ssrr )»f #  Incremented values of this variable 
#+ accessible outside loop. 
# No subshell, no problem. 
} 
done 
exec 3>6&- 
echo Wituimlsyer ot lines read = Sistas” # 8 
echo 
exit 0 


# Lines below not seen by script. 
$ cat myfile.txt 


Line 1 
Line 2 
Line 3 
Line 4. 
iners 
Line 6 
Line 7 
Line 8 


20.2. Redirecting Code Blocks 


Blocks of code, such as while, until, and for loops, even if/then test blocks can also incorporate redirection of 
stdin. Even a function may use this form of redirection (see Example 24-11). The « operator at the end of 
the code block accomplishes this. 


Example 20-5. Redirected while loop 


#!/bin/bash 
# redir2.sh 


ab. [p ewac Waa 7 
then 
Filename-names.data # Default, if no filename specified. 
else 
Filename-$1 
ÍE3L 
#+ Filename-$[(1:-names.data) 
# can replace the above test (parameter substitution). 


count=0 
echo 


while [ "$name" != Smith ] # Why is variable $name in quotes? 
do 
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read name # Reads from $Filename, rather than stdin. 
echo Sname 
iet Wrexowuaue k= iY 

done <"SFilename" # Redirects stdin to file $Filename. 


E: A^A^A^A^A^AAAAAAAA 


echo; echo "Scount names read"; echo 
exit 0 


Note that in some older shell scripting languages, 
+ the redirected loop would run as a subshell. 
Therefore, Scount would return 0, the initialized value outside the loop. 
Bash and ksh avoid starting a subshell *whenever possible*, 
+ so that this script, for example, runs correctly. 
(Thanks to Heiner Steven for pointing this out.) 


However 
Bash *can* sometimes start a subshell in a PIPED "while-read" loop, 
+ as distinct from a REDIRECTED "while" loop. 


abc=hi 
echo -e "1\n2\n3" | while read 1 
do abc="$1" 
echo Sabc 
done 


echo Sabc 


# Thanks, Bruno de Oliveira Schneider, for demonstrating this 
#+ with the above snippet of code. 
# And, thanks, Brian Onn, for correcting an annotation error. 


Example 20-6. Alternate form of redirected while loop 


!/bin/bash 
This is an alternate form of the preceding script. 


Suggested by Heiner Steven 
+ as a workaround in those situations when a redirect loop 
+ runs as a subshell, and therefore variables inside the loop 
+do not keep their values upon loop termination. 


deg lea Oe 
then 
Filename=names.data # Default, if no filename specified. 
else 
Filename=$1 
f 
exec 3«&0 # Save stdin to file descriptor 3. 
exec 0<"SFilename" # Redirect standard input. 
count=0 
echo 
while [ "$name" != Smith ] 
do 
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read name # Reads from redirected stdin ($Filename). 
echo $name 
et Ueber. dem dL 
done # Loop reads from file $Filename 
#+ because of line 20. 


# The original version of this script terminated the "while" loop with 
#+ done <"SFilename" 

# Exercise: 

# Why is this unnecessary? 


exec 0<&3 # Restore old stdin. 
exec 3«&- # Close temporary fd 3. 


echo; echo "$count names read"; echo 


exit 0 
Example 20-7. Redirected until loop 


#!/bin/bash 
# Same as previous example, but with "until" loop. 


abi. [Does WEMBO | 
then 
Filename-names.data # Default, if no filename specified. 
else 
Filename-$1 
ÍE3L 


# while [ "$name" != Smith ] 

uac i UWSmemaes = Smita J # Change != to =. 

do 
read name # Reads from $Filename, rather than stdin. 
echo Sname 

done <"SFilename" # Redirects stdin to file $Filename. 


E: A^A^A^A^A^AAAAAAA^A 


# Same results as with "while" loop in previous exampl 


exit 0 


Example 20-8. Redirected for loop 


#!/bin/bash 


i eee ea 
then 
Filename=names.data # Default, if no filename specified. 
else 
Filename=$1 
fi 
line count-' wc $Filename | awk '{ print $1 )" 
# Number of lines in target file. 
d 


# Very contrived and kludgy, nevertheless shows that 
#+ it's possible to redirect stdin within a "for" loop... 
#+ if you're clever enough. 
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d 
# More concise is line count-$(wc -1 < "SFilename") 
for name in gec Slina count' # Recall that "seq" prints sequence of numbers. 
# while [ "$name" != Smith ] == more complicated than a "while" loop == 
do 
read name # Reads from $Filename, rather than stdin. 
echo $name 
if [ "Sname" = Smith ] # Need all this extra baggage here. 
then 
break 
Fa 
done <"$Filename" # Redirects stdin to file $Filename. 
# RAKRAKRAKRAKRAARAN 
exit 0 


We can modify the previous example to also redirect the output of the loop. 


Example 20-9. Redirected for loop (both stdin and stdout redirected) 


#!/bin/bash 


uc [ à "$1" ] 
then 
Filename-names.data # Default, if no filename specified. 
else 
Filename-$1 
ÍESE 
Savefile=$Filename.new # Filename to save results in. 
FinalName=Jonah # Name to terminate "read" on. 
line Coume- wc $Filename | awk '{ print $1 )'' # Number of lines in target file. 


for name in ~seq $line_count~ 
do 

read name 

echo "$name" 


if [ "Sname" = "SFinalName" ] 
then 
break 
iE aL 
done < "SFilename" > "$Savefile" # Redirects stdin to file $Filename, 
# SEAGER AS ASN NE NINE ESAE G and saves it to backup file. 
exit 0 


Example 20-10. Redirected if/then test 


#!/bin/bash 


alas [^ exe UASLUE T 
then 
Filename-names.data # Default, if no filename specified. 
else 
Filename-$1 
fti 
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TRUE-1 


a D gan 1 # if true and ae also work. 
then 

read name 

echo Sname 

fi <"$Filename" 


E: AKRKRKAKAAKAKRAAA 


# Reads only first line of file. 
# An "if/then" test has no way of iterating unless embedded in a loop. 


exit 0 
Example 20-11. Data file names.data for above examples 


Aristotle 
Arrhenius 
Belisarius 
Capablanca 
Dickens 
Euler 
Goethe 
Hegel 
Jonah 
Laplace 
aroczy 
Purcell 
Schmidt 
Schopenhauer 
Semmelweiss 
Smith 
Steinmetz 
Tukhashevsky 
Turing 
Venn 
Warshawski 
Znosko-Borowski 


# This is a data file for 
reL EESIN Waeeyolaitest, sh "Uerexeltien cred “Vieeyelairetier claw, Waeerelatte’s) silat! c 


Redirecting the st dout of a code block has the effect of saving its output to a file. See Example 3-2. 


Here documents are a special case of redirected code blocks. That being the case, it should be possible to feed 
the output of a here document into the st din for a while loop. 


# This example by Albert Siersema 
# Used with permission (thanks!). 


function doesOutput () 

# Could be an external command too, of course. 
# Here we show you can use a function as well. 
{ 

ils Sail * Joc || eis "dgexsbeu SS, S9" 


nr=0 # We want the while loop to be able to manipulate these and 
totalSize=0 #+ to be able to s the changes after the 'while' finished. 
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while read fileSize fileName ; do 
echo "$fileName is $fileSize bytes" 
let adesse 
totalSize=S ((totalSizet+fileSize) ) # Or: "let totalSizet=fileSize" 
done<<EOF 
$ (doesOutput) 
EOF 


scho "gimus miles icotalliine SiroealSive low 


20.3. Applications 


Clever use of I/O redirection permits parsing and stitching together snippets of command output (see Example 
15-7). This permits generating report and log files. 


Example 20-12. Logging events 


#!/bin/bash 

# logevents.sh 

# Author: Stephane Chazelas. 

# Used in ABS Guide with permission. 


# Event logging to a file. 
# Must be run as root (for write access in /var/log). 


ROOT_UID=0 # Only users with SUID 0 have root privileges. 
. NOTROOT-67 # Non-root exit error. 


Eri 


sut | "SUDUDU ue "SEQQ JD ] 

then 
echo "Must be root to run this script." 
exit $E NOTROOT 


UJ 


UGS} 
UG2=4 
UG3=5 


"nj 

s 

Jc 
t pl p 
WwW 


=== Uncomment one of the two lines below to activate script. 
LOG_EVENTS=1 


LOG_VARS=1 
log() # Writes time and date to log file. 
echo VWS(cdace) Sk xs # This *appends* the date to the fil 


AKARAAKAA 


command substitution 
# See below. 


case $LOG LEVEL in 
1) exec 3>&2 as eey m 59» ek be 2 
2) eee 3552 4>&2 5» /dev/null;; 
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3) exec 3>&2 4>&2 up 
*) exec 3» /dev/null 4» /dev/null 5» /dev/null;; 
esac 


FD LOGVARS-6 

if [I $LOG-VARS ]] 

then exec 6>> /var/log/vars.log 

else exec 6» /dev/null # Bury output. 
Pi 


FD_LOGEVENTS=7 

suis UE SLOG lavas I] 

then 
# exec 7 » (exec gawk '(print strftime(), $0)' >> /var/log/event.log) 
# Above line fails in versions of Bash more recent than 2.04. Why? 


exec 7>> /var/log/event.log # Append to "event.log". 
log # Write time and date. 
else exec 7» /dev/null # Bury output. 


ies 


echo "DEBUG3: beginning" >&${FD_DEBUG3} 


ls -L >&5 2>6&4 # commandl >&5 2>&4 


echo "Done" # command2 


echo "sending mail" >&${FD_LOGEVENTS } 
# Writes "sending mail" to file descriptor #7. 


exit 0 
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Chapter 21. Subshells 


Running a shell script launches a new process, a subshell. 


Definition: A subshell is a child process launched by a shell (or shell script). 


A subshell is a separate instance of the command processor -- the shell that gives you the prompt at the 
console or in an xterm window. Just as your commands are interpreted at the command-line prompt, similarly 
does a script batch-process a list of commands. Each shell script running is, in effect, a subprocess (child 
process) of the parent shell. 


A shell script can itself launch subprocesses. These subshells let the script do parallel processing, in effect 
executing multiple subtasks simultaneously. 


#!/bin/bash 
# subshell-test.sh 


( 


# Inside parentheses, and therefore a subshell 


wgalike p al || # Endless loop. 
do 

Scao WSwloglaeikil wegusseGLeS] a o s% 
done 


) 


# Script will run forever, 
#+ or at least until terminated by a Ctl-C. 


exit $? # End of script (but will never get here). 


Now, run the script: 
sh subshell-test.sh 


And, while the script is running, from a different xterm: 
ps -ef | grep subshell-test.sh 


[RTI IZID) PRID) “Corinne Tr TIME CMD 

500 2690% 2502 0 14:26 joes a 00:00:00 sh subshell-test.sh 
500 2699 2606 2 14:526 jors/4 00:00:24 sh subshell-test.sh 
Analysis: 


PID 2698, the script, launched PID 2699, the subshell. 


Note: The "UID ..." line would be filtered out by the "grep" command, 
but is shown here for illustrative purposes. 


In general, an external command in a script forks off a subprocess, [107] whereas a Bash builtin does not. For 
this reason, builtins execute more quickly and use fewer system resources than their external command 
equivalents. 


Command List within Parentheses 
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( command1; command2; command3; ... ) 
A command list embedded between parentheses runs as a subshell. 


Variables in a subshell are not visible outside the block of code in the subshell. They are not accessible to the 
parent process, to the shell that launched the subshell. These are, in effect, variables local to the child process. 
Example 21-1. Variable scope in a subshell 


#!/bin/bash 
# subshell.sh 


echo 

echo "We are outside the subshell." 

echo "Subshell level OUTSIDE subshell = $BASH SUBSHELL" 

# Bash, version 3, adds the new SBASH SUBSHELL variable. 
echo; echo 

outer variable-Outer 

global variable- 

# Define global variable for "storage" of 

#+ value of subshell variable. 

( 

cho "We are inside the subshell." 

echo "Subshell level INSIDE subshell = $BASH SUBSHELL" 

inner variable-Inner 

echo. Jason Inside svbsnalil, Hinner variablat = Sinner variabla! 
echo "From inside subshell, \"outer\" = $outer variable" 


global variable-"$inner variable" # Will this allow "exporting" 


#+ a subshell variable? 


echo; echo 
echo "We are outside the subshell." 
echo "Subshell level OUTSIDE subshell = $BASH SUBSHELL" 
echo 
abs || c» “Saline variablat || 
then 

echo "inner variable undefined in main body of shell" 
else 

echo "inner variable defined in main body of shell" 
ít 


echo "From main body of shell, \"inner_variable\" = $inner variable" 
#  Sinner variable will show as blank (uninitialized) 

#+ because variables defined in a subshell are "local variables". 

# Is there a remedy for this? 

echo "global variable = "$global variable"" # Why doesn't this work? 
echo 


# 


# Additionally 
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cua" Nes cho 
var=41 # Global variable. 
( let "var*-1"; echo "\Svar INSIDE subshell = Svar" ) # 42 
echo "\Svar OUTSIDE subshell = $var" # 41 


# Variable operations inside a subshell, even to a GLOBAL variable 
#+ do not affect the value of the variable outside the subshell! 


exit 0 


# Question: 

# Par ook E RUP, but a 

# Once having exited a subshell, 

#+ is there any way to reenter that very same subshell 
#+ to modify or access the subshell variables? 


See also S$BASHPID and Example 34-2. 


Definition: The scope ofa variable is the context in which it has meaning, in which it has a value that 


can be referenced. For example, the scope of a local variable lies only within the function, block of code, or 
subshell within which it is defined, while the scope of a global variable is the entire script in which it 
appears. 


ə While the SBASH SUBSHELL internal variable indicates the nesting level of a subshell, the SSHLVL 
variable shows no change within a subshell. 


echo " NSBASH SUBSHELL outside subshell = SBASH SUISSE Ib! # 0 
( echo " \SBASH_SUBSHELL inside subshell = SBASH SUBSHELL" ) # 1 
( ( echo € \SBASEL SUBSRELL amnesic neste sulosineilil = SES SuESkELL. ) ) s 2 

ima daw GGSS ees AEA 

echo 

echo " \SSHLVL outside subshell = SSHLVL" # 3 

(echo "! MISI, Ginisaicl Sulosineilil = SE ) # 3 (No change!) 


Directory changes made in a subshell do not carry over to the parent shell. 


Example 21-2. List User Profiles 


#!/bin/bash 
# allprofs.sh: Print all user profiles. 


# This script written by Heiner Steven, and modified by the document author. 


FILE-.bashrc # File containing user profile, 
iw Wes Vorort ain @renealimnall Serene. 


for home in ‘awk -F: '{print $6)' /etc/passwd 


do 
[2d "Shome" ] || continue # If no home directory, go to next. 
[ -r "Shome" ] || continue # If not readable, go to next. 
(cd Shome; [ -e SFILE ] && less SFILE) 
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done 


# When script terminates, there is no need to 'cd' back to original directory, 
#+ because 'cd $home' takes place in a subshell. 


exit 0 
A subshell may be used to set up a "dedicated environment" for a command group. 


COMMAND 1 
COMMAND 2 
COMMAND 3 
( 
IFS=: 
PATH=/bin 
unset TERMINFO 
eeu 
Sikre S 
COMMAND 4 
COMMAND 5 
exit 3 4 Only exits the subshell! 


) 
# The parent shell has not been affected, and the environment is preserved. 


COMMAND 6 
COMMAND 7 


As seen here, the exit command only terminates the subshell in which it is running, not the parent shell or 
script. 


One application of such a "dedicated environment” is testing whether a variable is defined. 


aie (set wr a Syariable 2> /clesy/ all 
then 
echo "Variable is set." 
Ea # Variable has been set in current script, 


#+ or is an an internal Bash variable, 
#+ or is present in environment (has been exported). 


# Could also be written [[ ${variable-x} != x || $(variable-y) !- y ]] 
# or [[ ${variable-x} != x$variable ]] 

# or [[ ${variable+x} = x ]] 

# or [[ ${variable-x} != x ]] 


Another application is checking for a lock file: 


ait (Sei C; a > lock xil) 2 oem 
then 
# lock_file didn't exist: no user running the script 


else 

echo "Another user is already running that script." 
exit 65 
Pi 


# Code snippet by Stéphane Chazelas, 
#+ with modifications by Paulo Marcel Coelho Aragao. 


+ 


Processes may execute in parallel within different subshells. This permits breaking a complex task into 
subcomponents processed concurrently. 
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Example 21-3. Running parallel processes in subshells 


Gua Joel agt2 daise | egi | usa; > obsE1l23) .$ 


( 

(Gere labe digits liste | sort | wade > listass) « 

# Merges and sorts both sets of lists simultaneously. 

# Running in background ensures parallel execution. 

# 

# Same effect as 

d Gai Migel lone. lists || eot | ser c daeud25 w 

# Gate esie lists Joe | some | uang > d3unEZ 0 & 

wait # Don't execute the next command until subshells finish. 


chire Magee s) Mase Ae 
Redirecting I/O to a subshell uses the "|" pipe operator, asin 1s -al | (command). 


8^) A code block between curly brackets does not launch a subshell. 


{ command]; command2; command3;...commandN; } 
varl=23 
echo "Svari" TES 


i yarli no; y 
echo "$var1" 4 76 
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Chapter 22. Restricted Shells 


Disabled commands in restricted shells 
. Running a script or portion of a script in restricted mode disables certain commands that would 


otherwise be available. This is a security measure intended to limit the privileges of the script user and 
to minimize possible damage from running the script. 


The following commands and actions are disabled: 


e Using cd to change the working directory. 


e Changing the values of the $PATH, SSHELL, SBASH ENV, or SENV environmental variables. 
e Reading or changing the $SHELLOPTS, shell environmental options. 


* Output redirection. 
* Invoking commands containing one or more /'s. 


* [nvoking exec to substitute a different process for the shell. 


* Various other commands that would enable monkeying with or attempting to subvert the script for an 
unintended purpose. 
e Getting out of restricted mode within the script. 


Example 22-1. Running a script in restricted mode 


#!/bin/bash 


# 


ec 


eec 
ec 


ec 


Starting the script with "#!/bin/bash -r" 
#+ runs entire script in restricted mode. 


no 


no 


E: AES 


ho "Now in 'pwd'" 


Seu 
ho 


no 
no 


no 


c 


ec 


ec 
ec 


Se 
ec 
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no 


no 
no 


no 
no 


restricted 


"==> Now in restricted mode. 


"Attempting directory chang 


so "(Clwewime; ghiecuosy ." 
/usr/local 
ho "Now in 'pwd'" 
ho "Coming back home." 


Everything up to here in normal, 


unr 


has same effect. 


<==" 


Sew alia’ "qwe E 


"NSSHI 


ELL 


SSH] 


ELL" 


"Attempting to change shell in restricted mode. 


ain 3e 


stricted mode. 


stricted mode. 
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echo 
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echo "\SSHELL= SSHELL" 


ecno 
ecno 


echo "Attempting to redirect output in restricted mode. 


le =i Zusi/louim > gtm iSS 


lus =k Dias t les 


echo 


exit 0 


# Try to list attempted fil 


creation 


IPI O TE < 
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Chapter 23. Process Substitution 


Piping the stdout of a command into the st din of another is a powerful technique. But, what if you need 
to pipe the stdout of multiple commands? This is where process substitution comes in. 


Process substitution feeds the output of a process (or processes) into the st din of another process. 
Template 


Command list enclosed within parentheses 
»(command list) 


«(command list) 


Process substitution uses / dev / £d/ «n» files to send the results of the process(es) within 
parentheses to another process. [108 


There is no space between the the "<" or ">" and the parentheses. Space there would 
give an error message. 


bash$ echo > (true) 
/ dev/td/63 


bash$ echo «(true) 
/ dev/td/63 


bash$ echo »(true) «(true) 
/dev/fd/63 /dev/fd/62 


bash$ we «(cat /usr/share/dict/linux.words) 
483523 483523 4992010 /dev/fd/63 


bash$ grep script /usr/share/dict/linux.words | wc 
262 262 359) 


bash$ wc «(grep script /usr/share/dict/linux.words) 
262 262 3601 /dev/fd/63 


$^; Bash creates a pipe with two file descriptors, --fIn and fOut--. The stdin of true connects to 

fOut (dup2(fOut, 0)), then Bash passes a /dev/fd/fIn argument to echo. On systems lacking 
/ dev/£d/«n» files, Bash may use temporary files. (Thanks, S.C.) 

Process substitution can compare the output of two different commands, or even the output of different 

options to the same command. 


bash$ comm «(ls -1) «(1s -al) 


totel 12 
See eye == l BOZO bozo 78 Wer 10 12°58 mateo) 
TEW CEW G o 1 bozo bozo 4/2 wer 10 12356 nailer 
SEW EW R JL boza 0z LOS Mear 10) 122056 TA sla 
Torell 20 
drwxrwxrwx 2. lexovato) DOZO AOSE Ne IL) iS) 3 300) 
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(gut wp WZ, BOZO DOzo 4096 Mar 10 17:58 

Sy ie db 1 bozo bozo TS Weve 10) 3,2 25/8] in Le) 
= Wor ea JL bezo Boz 4/2 suc O 12356 insi le 
SAW EN eS = JL lexoyao: loxowz) LOS meu 1O 1028596 CA EM 


Process substitution can compare the contents of two directories -- to see which filenames are in one, but not 
the other. 


diff «(ls $first directory) «(ls $second directory) 
Some other usages and uses of process substitution: 


read -a list « «( od -Ad -w24 -t u2 /dev/urandom ) 
# Read a list of random numbers from /dev/urandom, 
#+ process with "od" 

#+ and feed into stdin of "read" 


# From "insertion-sort.bash" example script. 
# Courtesy of JuanJo Ciarlante. 


PORT=6881 # bittorrent 


# Scan the port to make sure nothing nefarious is going on. 
netcat -l SPORT | tee>(md5sum -»mydata-orig.md5) 
gzip | tee>(md5sum - | sed 's/-$/mydata.lz2/'»mydata-gz.md5)»mydata.gz 


Check the decompression: 
gzip -d«mydata.gz | md5sum -c mydata-orig.md5) 
The MD5sum of the original checks stdin and detects compression issues. 


Bill Davidsen contributed this example 
+ (with light edits by the ABS Guide author). 


Gato x py 
Same as dig =i || eae 


sort -k 9 «(ls -1 /bin) «(1s -1 /usr/bin) «(ls -1 /usr/X11R6/bin) 


Note that three (count 'em) distinct commands are fed to 'sort'. 


diff «(commandl1) «(command2) # Gives difference in command output. 


Lar cf >(bzip2 -c > file.tar.bz2) Sdirectory name 


Because of the /dev/fd/<n> system feature, 
the pipe between both commands does not need to be named. 


This can be emulated. 


INNO © < jesse > Ples inet oA ZI 
tar cf pipe S$directory name 
rm pipe 


or 
exec 3>61 


exec 3»5&- 
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Lists all the files in the 3 main 'bin' directories, and sorts by filename. 


Calls Wiese qur claw /iticl/P? Scluiceciomyinemie”, anc Norilje2! «c > rile tar 92 . 


tar cf /dev/fd/4 $directory name 4>&1 >&3 3>&- | bzip2 -c > file.tar.bz2 3»$&- 
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# Thanks, Stéphane Chazelas 


Here is a method of circumventing the problem of an echo piped to a while-read loop running in a subshell. 


Example 23-1. Code block redirection without forking 


#!/bin/bash 


# wr-ps.bash: while-read loop with process substitution. 


# This example contributed by Tomas Pospisek. 
# (Heavily edited by the ABS Guide author.) 


echo 

echo "random input" | while read i 

do 
global-3D": Not available outside the loop. 
# ... because it runs in a subshell. 

done 


echo "\Sglobal (from outside the subprocess) 
# Sglobal (from outside the subprocess) = 


CROA Echa cur cho 


while read i 


do 

echo $i 

global-3D": Available outside the loop." 

# ... because it does NOT run in a subshell 
done < «( echo "random input" ) 
# ^ ^ 


echo "\Sglobal (using process substitution) = 
# Random input 
# Sglobal (using process substitution) = 3D: 


echo; echo "####H##i###"; echo 


# And likewise 


declare -a inloop 


index-0 
cat $0 | while read line 
do 

inloop[$index]="$line" 

((index++) ) 

# It runs in a subshell, so 
done 
echo "OUTPUT = " 
echo $(inloop[*]) # ... nothing ech 

Cac: ehg es cho 


declare -a outloop 
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= $global" 


$global" 


Available outside the loop. 


oes. 
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index-0 
while read line 
do 
outloop[$index]-"$line" 
((index++) ) 
# It does NOT run in a subshell, so 
elome < «( ese SO ) 
echo "OUTPUT = " 
echo $(outloop[*]) # o... the entire script echoes. 


Grave SP 


This is a similar example. 


Example 23-2. Redirecting the output of process substitution into a loop. 


#!/bin/bash 
# psub.bash 


# As inspired by Diego Molina (thanks!). 


declare -a array0 
while read 
do 
array0[${#array0[@]}]="SREPLY" 
done < <( sed -e 's/bash/CRASH-BANG!/' $0 | grep bin | awk '(print $1)' ) 
# Sets the default 'read' variable, SREPLY, by process substitution, 
#+ then copies it into an array. 


echo "S{array0[@]}" 


exit $? 


# # 


bash psub.bash 


!/bin/CRASH-BANG! done #!/bin/CRASH-BANG! 
A reader sent in the following interesting example of process substitution. 


Script fragment taken from SuSE distribution: 


while read des what mask iface; do 

Some commands 

done « «(route -n) 

^ ^ First < is redirection, second is process substitution. 


To test it, let's make it do something. 
while read des what mask iface; do 

echo $des $what $mask Siface 
done « «(route -n) 


# Output: 

4 Kernel IP routing table 

# Destination Gateway Genmask Flags Metric Ref Use Ifac 
# 

# 


1275050959 1459350950. 25550.0,.0 UO (9) (9 le 


# As Stéphane Chazelas points out, 
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#+ an easier-to-understand equivalent is: 
route -n | 
while read des what mask iface; do # Variables set from output of pipe. 
echo $des $what $mask Siface 
done # This yields the same output as above. 
# However, as Ulrich Gayer points out M 
#+ this simplified equivalent uses a subshell for the while loop, 
#+ and therefore the variables disappear when the pipe terminates. 


T T 


# However, Filip Moritz comments that there is a subtle difference 
#+ between the above two examples, as the following shows. 


( 
route -n | while read x; do ((y**)); done 
echo $y # $y is still unset 


while read x; do ((y++)); done < «(route -n) 
echo Sy # Sy has the number of lines of output of route -ñ 
) 


More generally spoken 

( 

| x=x 

seems to start a subshell like 
| € se) 

while 

mesmo < <s) 

does not 


[This is useful, when parsing csv and the like. 


That is, in effect, what the original SuSE code fragment does. 
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Like "real" programming languages, Bash has functions, though in a somewhat limited implementation. A 
function is a subroutine, a code block that implements a set of operations, a "black box" that performs a 


specified task. Wherever there is repetitive code, when a task repeats with only slight variations in procedure, 
then consider using a function. 


function function_name { 
command... 


) 


or 


function name()( 
command... 


) 


This second form will cheer the hearts of C programmers (and is more portable). 
As in C, the function's opening bracket may optionally appear on the second line. 


function name () 


{ 


command... 


} 


8^; A function may be "compacted" into a single line. 


EUN (0) E rela W'aneubs: ais) al ieiGineicsuom s xe op } 
# ^ ^ 


In this case, however, a semicolon must follow the final command in the function. 


ulin (0) b Gielave) Waals, stet al itwuevedosHouao s p  Cxelexo. ]- 3p lüsesciowe n 

# ^ 

fun2 () { echo "Even a single-command function? Yes!"; } 
# ^ 


Functions are called, triggered, simply by invoking their names. A function call is equivalent to a command. 


Example 24-1. Simple functions 


#!/bin/bash 
# ex59.sh: Exercising functions (simple). 


JUST A SECOND-1 


funky () 

( # This is about as simple as functions get. 
echo "This is a funky function." 
echo "Now exiting funky function." 
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) # Function declaration must precede call. 


icine C) 

( # A somewhat more complex function. 
i-0 
REPEATS=30 


echo 

echo "And now the fun really begins." 

echo 

sleep SJUST_A_SECOND # Hey, wait a second! 

while [ $i -lt SREPEATS ] 

do 
(eo) | IE UINCT (NS ————————— Bu 
echo "« ARE y 
(cag. "e FUN pal 
echo 
dene Wakely 

done 


# Now, call the functions. 


funky 
fun 


exit $? 


The function definition must precede the first call to it. There is no method of "declaring" the function, as, for 


example, in C. 


ie IL 
# Will give an error message, since function "fl" not yet defined. 


declare -f fl # This doesn't help either. 
ie il # Still an error message. 


# However... 


exelexo VCeillilaive; wine Lom N EAN seme eaa seuiaciciom VEL E 


Eho Urracan NUTZ LO 


Ei qe Imwueiolom "IZ" is moc cue'tuells; Galilee vincie ipis oE; 
#+ although it is referenced before its definition. 
# This is permissible. 


ci? ines SAC 5 


<=>) Functions may not be empty! 
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#!/bin/bash 
# empty-function.sh 


empty () 
{ 
} 


exit 0 # Will not exit here! 
$ sh empty-function.sh 


empty-function.sh: line 6: syntax error near unexpected token 'J' 
empty-function.sh: line 6: ')' 


$ echo $? 
2 


Note that a function containing only comments is empty. 


func () 

{ 

Comment 1. 

Comment 2. 

This is still an empty function. 

Thank you, Mark Bova, for pointing this out. 


# Results in sam rror message as above. 


# However 
not_quite_empty () 
{ 
illegal_command 
|} wu AY BYETET jE Come sitiaaine; taie ie bieete alo wL Saor loonie) 


#+ as long as the function is not called. 


not_empty () 
{ 


) # Contains a : (null command), and this is okay. 


# Thank you, Dominick Geyer and Thiemo Kellner. 


It is even possible to nest a function within another function, although this is not very useful. 


£2 () # nested 


ceho VigWNGiESL Cu "WUgEZ NU. dasile Wael UIS UU 


f2 # Gives an error messag 
# Even a preceding "declare -f £2" wouldn't help. 
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ill x» DOSS imGiclaime, Silanes Celbi Wiel coss mor Eiuleomeciecilihy Celil WA 
12 qe Wow, ene cl zeigt i cell i2. 
#+ since its definition has been made visible by calling "f1". 


s Weeks, "eie a 
Function declarations can appear in unlikely places, even where a command would otherwise go. 


Is -1 | foo() { echo "foo"; } + Permissible, but useless. 
auc [| "USUS DOZO] 
then 
bozo greet () # Function definition embedded in an if/then construct. 


{ 


echo "Hello, Bozo," 


} 
fan 


bozo_greet # Works only for Bozo, and other users get an error. 


# Something like this might be useful in some contexts. 
NO_EXIT=1 # Will enable function definition below. 


[il So par es 1 |i Ge ezit) 4 tmner } # Function definition in an "and-list". 
# Wie SNO) oxi as i, celglesses Yeas (0). 
# This disables the "exit" builtin by aliasing it to "true". 


exile. jj Eaves Uxaue (0) iiviercieslei, 3e MWexauie loiviai bibo c 


# Or, Similarly: 
filename=filel 


[ -f "Sfilename" ] && 
foo () { rm -f "Sfilename"; echo "File "Sfilename" deleted."; } || 
ito (0) 4 acho “TLS Wilkes" were Counc W; cowl Dark d 


foo 


4 Thanks, S.C. and Christopher Head 
Function names can take strange forms. 


_(){ tor a xm {1..10}; do echo -n "SFUNCNAME"; done; echo; } 
TON No space between function name and parentheses. 
This doesn't always work. Why not? 


Now, let's invoke the function. 
d 

TESA EEL RSENS 10 underscores (10 x function name) ! 
A "naked" underscore is an acceptable function name. 


In fact, a colon is likewise an acceptable function name. 
TO eno "svp p 
# Of what use is this? 


Chapter 24. Functions 401 


Advanced Bash-Scripting Guide 


# It's a devious way to obfuscate the code in a script. 


See also Example A-56 


ə What happens when different versions of the same function appear in a script? 


# As Yan Chen points out, 

# when a function is defined multiple times, 
# the final version is what is invoked. 

# This is not, however, particularly useful. 
Heu NE) 


{ 


Geo Wirsiesic Weigle ou CaS Wew 


cho “Second version of func (y." 


func # Second version of func (). 
exit $? 
# It is even possible to use functions to override 


#+ or preempt system commands. 
# Of course, this is *not* advisable. 


24.1. Complex Functions and Function Complexities 


Functions may process arguments passed to them and return an exit status to the script for further processing. 
function name Sargl Sarg2 

The function refers to the passed arguments by position (as if they were positional parameters), that is, $1, 
$2, and so forth. 

Example 24-2. Function Taking Parameters 


#!/bin/bash 
# Functions and parameters 


DEFAULT=default # Default param value. 
ARISA () 4 
aise dp ea SEU 4j # Is parameter #1 zero length? 
then 
cho "-Parameter #1 is zero length.-" # Or no parameter passed. 
else 
choc" -Parameter #1 ais \YSI\t =" 
3t ak 
variable=S {1-SDEFAULT } # What does 
echo "variable = variable" #+ parameter substitution show? 


# 
# It distinguishes between 
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#+ no param and a null param. 


if [ cu ] 
then 

Cho Uses 32 as WURSONU =u 
dE 3L 


return 0 


echo 


echo "Nothing passed." 
func2 # Called with no params 
echo 


echo "Zero-length parameter passed." 
itwuagz, WV # Called with zero-length param 
echo 


echo "Null parameter passed." 
func2 "$uninitialized param" # Called with uninitialized param 
echo 


echo "One parameter passed." 
itwume2 itii # Called with one param 
echo 


echo "Two parameters passed." 
func2 first second # Called with two params 


echo 


echo YAV XUSecomeNU messe " 


func2 "" second # Called with zero-length first parameter 
echo # and ASCII string as a second one. 
exit 0 


(D The shift command works on arguments passed to functions (see Example 36-18). 


But, what about command-line arguments passed to the script? Does a function see them? Well, let's clear up 
the confusion. 


Example 24-3. Functions and command-line args passed to the script 


#!/bin/bash 

# func-cmdlinearg.sh 

# Call this script with a command-line argument, 
#+ something like $0 argl. 


fupe X) 

{ 

echo "$1" # Echoes first arg passed to the function. 
} # Does a command-line arg qualify? 


echo Wivslesic Call to runcrcioms ime uso] passec " 
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echo "See if command-line arg is seen." 
func 
# No! Command-line arg not seen. 


ag. W 
echo 
echo "Second call to function: command-line arg passed explicitly." 
FUME Sil 


# Now it's seen! 


exit 0 

In contrast to certain other programming languages, shell scripts normally pass only value parameters to 
functions. Variable names (which are actually pointers), if passed as parameters to functions, will be treated 
as string literals. Functions interpret their arguments literally. 


Indirect variable references (see Example 37-2) provide a clumsy sort of mechanism for passing variable 
pointers to functions. 


Example 24-4. Passing an indirect reference to a function 


#!/bin/bash 
# ind-func.sh: Passing an indirect reference to a function. 


echo_var () 
{ 

exl. Wisk 

} 


message=Hello 
Hello=Goodbye 


echo_var "Smessage" # Hello 

# Now, let's pass an indirect reference to the function. 
echo var "S{!message}" # Goodbye 

cho " " 


# What happens if we change the contents of "hello" variable? 
Hello="Hello, again!" 


echo var "Smessage" # Hello 
echo var "S{!message}" # Hello, again! 
exit 0 


The next logical question is whether parameters can be dereferenced after being passed to a function. 


Example 24-5. Dereferencing a parameter passed to a function 


#!/bin/bash 

# dereference.sh 

# Dereferencing parameter passed to a function. 
# Script by Bruce W. Clare. 


dereference () 


{ 


y=\S"S1i" # Name of variable (not value!). 
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echo $y # SJunk 
z= eval expr WU mS 

echo $1=$x 

eval "$1=\"Some Different Text \"" # Assign new value. 


Junk="Some Text" 
echo $Junk "before" # Some Text before 


dereference Junk 
echo $Junk "after" # Some Different Text after 


exit 0 
Example 24-6. Again, dereferencing a parameter passed to a function 


#!/bin/bash 


# ref-params.sh: Dereferencing a parameter passed to a function. 


d (Complex Example) 


ITERATIONS-3 # How many times to get input. 
icount=1 


my_read () { 
# Called with my_read varname, 


#+ outputs the previous value between brackets as the default value, 


#+ then asks for a new value. 


locat local var 


echo -n "Enter a value 
eval techo Sin YRSA # Previous value. 
# eval echo -n "[N$$1] " # Easier to understand, 


#+ but loses trailing space in user prompt. 


read local, var 
[ em WViSgboxeeul vary ] &e eval Sil=\Sikeeall_ var 


i; UAn lieste alse dle yart then Ger “Sil jee abes valta, 


echo 
while [ "Sicount" -le "SITERATTONS" ] 
do 
my read var 
echo "Entry #Sicount = Svar" 
lsr "Uxtrexguowe. ar al 
echo 
done 


# Thanks to Stephane Chazelas for providing this instructive 


exit 0 
Exit and Return 


exit status 
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Functions return a value, called an exit status. This is analogous to the exit status returned by a 
command. The exit status may be explicitly specified by a return statement, otherwise it is the exit 
status of the last command in the function (0 if successful, and a non-zero error code if not). This exit 
status may be used in the script by referencing it as $?. This mechanism effectively permits script 
functions to have a "return value" similar to C functions. 

return 


Terminates a function. A return command [109] optionally takes an integer argument, which is 


returned to the calling script as the "exit status" of the function, and this exit status is assigned to the 
variable $2. 


Example 24-7. Maximum of two numbers 


#!/bin/bash 
# max.sh: Maximum of two integers. 


E PARAM ERR=250 # If less than 2 params passed to function. 
EQUAL-251 # Return value if both params equal. 
# Error values out of range of any 
#+ params that might be fed to the function. 
mex (() # Returns larger of two numbers. 
{ # Note: numbers compared must be less than 250. 
ae elf eae SS 1] 
then 
return $E PARAM ERR 
irai 


Leer ee ea. mpm] 
then 
return SEQUAL 
else 
ase [| WISI ete. USZW ] 
then 
return $1 
else 
return $2 
iB aL 
iE 
} 


max2 33 34 
return_val=$? 


t4 


if [ "S$return val" -eq $I 
then 
echo "Need to pass two parameters to the function." 
eux: || VWeuexcunsa wal? -ec SOUS | 
then 
echo "The two numbers are equal." 


.PARAM ERR ] 


else 


echo "The larger of the two numbers is $return val." 
ierat 


ewe © 


# Exercise (easy): 
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# 
# Convert this to an interactive script, 
#+ that is, have the script ask for input (two numbers). 


į ) For a function to return a string or array, use a dedicated variable. 


count lines in etc passwd() 


[ -r /etc/passwd ]] && REPLY=$ (echo $(wc -l < /etc/passwd)) 
If /etc/passwd is readable, set REPLY to line count. 
Returns both a parameter value and status information. 

Th 'echo' seems unnecessary, but 
+ it removes excess whitespace from the output. 


+ + SE db — 


if count lines in etc passwd 


then 

echo "There are SREPLY lines in /etc/passwd." 
else 

echo "Cannot count lines in /etc/passwd." 
ital 


# Thanks, S.C. 


Example 24-8. Converting numbers to Roman numerals 


!/bin/bash 
Arabic number to Roman numeral conversion 
Range: 0 - 200 


Jg eretiele; lowE alice yroneles). 


Extending the range and otherwise improving the script is left as an exercise. 


Usage: roman number-to-convert 


LIMIT-200 
E ARG ERR-65 
. OUT OF RANGE-66 


[Es 


xi [p ew USA | 

then 
echo "Usage: ^basename $0' number-to-convert" 
exit $E ARG ERR 

iai 


num-$1 
tf [ Unun ege SIEMIT] 
then 
echo "Out of range!" 
exit $E OUT OF RANGE 
irat 


ito) romen ()) # Must declare function before first call to it. 


{ 


number=$1 


factor=$2 

rchar-$3 

let "remainder - number factor" 
while [ "Sremainder" -ge 0 ] 
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echo -n $rchar 

let "number -- factor" 

let "remainder - number TECTO H 
ne 


return $number 


# Exercises: 


# Soe a 

# 1) Explain how this function works. 

# Hint: division by successive subtraction. 

# 2) Extend to range of the function. 

# Hint: use "echo" and command-substitution capture. 


to romen Sinuin 100 (C 
num=$ ? 

to roman $num 90 LXXXX 
num=$ ? 
to ronen  omum. DA L 
num=$ ? 

to_roman Snum 40 XL 

num=$ ? 

to ronen Smm (0) Xx 

num=$? 

to roman $num 9 IX 

num-$? 

to ronen Smiw 5 V 

num=$ ? 

to_roman Snum 4 IV 

num=$ ? 

to_roman Snum 1 I 

Successive calls to conversion function! 


Is this really necessary??? Can it be simplified? 


echo 


exalt 


See also Example 11-29. 


The largest positive integer a function can return is 255. The return command is closely 
tied to the concept of exit status, which accounts for this particular limitation. Fortunately, 
there are various workarounds for those situations requiring a large integer return value 
from a function. 


Example 24-9. Testing large return values in a function 


#!/bin/bash 
# return-test.sh 


# The largest positive value a function can return is 255. 
return_test () # Returns whatever passed to it. 


{ 


return Sil 
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return test 27 Odie 
echo $? Returns 27. 
return_test 255 SuESLILIL qoos. 
echo $? Returns 255. 
nertur vest 257 ldiee@ne | 
echo 9? Returns 1 (return code for miscellaneous error). 
# 
iesus Sse = LSS IG Do large negative numbers work? 
echo $? MAEL thiis gecEwusm SIS 957 
No! It returns 168. 
# Version of Bash before 2.05b permitted 
#+ large negative integer return values. 
# It happened to be a useful featur 
# Newer versions of Bash unfortunately plug this loophole. 
# This may break older scripts. 
# Caution! 
# 
exit 0 


A workaround for obtaining large integer "return values" is to simply assign the "return 


value" to a global variable. 


Return_Val= # Global variable to 


alt return cese (0) 


{ 
fvar=S1 
Return_Val=Sfvar 
return # Returns 0 (success). 


alt_return_test 1 
exeo $? 
echo "return value = SReturn_Val" 


alt_return_test 256 
echo "return value = SReturn_Val" 


alt_return_test 257 
echo "return value = SReturn_Val" 


alt_return_test 25701 
echo "return value = SReturn_Val" 


A more elegant method is to have the function echo its "return value to stdout," and then 


hold oversize return value of function. 


256 


25] 


25701 


capture it by command substitution. See the discussion of this in Section 36.7. 


Example 24-10. Comparing two large integers 


#!/bin/bash 
# max2.sh: Maximum of two LARGE in 


# This is the previous "max.sh" e 
#+ modified to permit comparing la 
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QUAL-0 # Return value if both params equal. 
. PARAM ERR--99999 # Not enough params passed to function. 
Pu Sia Out of range of any params that might be passed. 


El Bd 


max2 () # "Returns" larger of two numbers. 
( 
aie dp o— "SZ ] 
then 
echo $E PARAM ERR 
return 
iral 


xg Tr Meg esser UES DA 
then 
echo SEQUAL 
return 
else 
xi [ VSL" gg wsS2U ] 
then 
retval-$1 
else 
retval-$2 
if aL 
£3 


echo $retval # Echoes (to stdout), rather than returning value. 
# Why? 


return val-$(max2 33001 33997) 
NADA Function name 
^^^^^ Params passed 

This is actually a form of command substitution: 
+ treating a function as if it were a command, 


* and assigning the stdout of the function to the variable "return val." 


A^AA^A^^^ 


OUTPUT 
if [ "$return val" -eq "$E PARAM ERR" ] 
then 
echo "Error in parameters passed to comparison function!" 
elie [| WeueerEDur valt exer YSTA T 
then 
echo "The two numbers are equal." 


else 
echo "The larger of the two numbers is $return val." 


# Exercises: 


# SS SSeS 
# 1) Find a more elegant way of testing 
#+ the parameters passed to the function. 


# 2) Simplify the if/then structure at "OUTPUT." 
# 3) Rewrite the script to take input from command-line parameters. 


Here is another example of capturing a function "return value." Understanding it requires 
some knowledge of awk. 
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# Takes month number as an argument. 
# Returns number of days in month. 


Redirection 


NOMIC IAD=" Sil 29 Sil SO Su 39 Sil Sil 90 Sik SO 31" 
eine ASAWA || ees VJ jerome SUVS ayy yv 


AKKRKAKAAAAA 


Parameter passed to function ($1 


Awk sees this as "print $1 [pseamde SLZY 


== TONER. moet). 


Template for passing a parameter to 


Here's a slightly simpler awk construct: 
echo $monthD | awk -v month=$1 
Uses the -v awk option, 


Thank you, Rich. 


# Declare as local? 
# Tricky. 


then to awk. 
(depending on month number) 


mbedded awk script: 
SUS geript parameter) U V 


'(print $(month) }' 
which assigns a variable value 
ap prior to execution of the awk program block. 


+ and for February in leap year. 


} 


Needs error checking for correct parameter rang 


CETE) 


Usage example: 

month=4 # April, for example 
days, in-$ (month length $month) 

echo $days in # 30 


(4th month. 


# 
See also Example A-7 and Example A-37. 


Exercise: Using what we have just learned, extend the previous Roman numerals 


example to accept arbitrarily large input. 


Redirecting the stdin of a function 
A function is essentially a code block, which means its st din can be redirected (as in Example 3-1). 


Example 24-11. Real name from username 


#!/bin/bash 
# realname.sh 


# 


# From username, g 


ARGCOUNT-1 # 
E_WRONGARGS=85 


ldooxexchE (OMNI, LEG; 5 


file=/etc/passwd 


pattern-$1 
if [ $$ -ne "SARGCOUNT" ] 
then 


echo "Usage: 


^"basename $0' USERNAME 


exit $E WRONGARGS 


ica 


iae «eere (() + 


{ 
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#+ then print relevant portion of line. 
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while read line # "while" does not necessarily need [ condition ] 


do 
exeo. Wean | ese Sul | wy sil gw V4 iewsuewE X5. jV 
# Have awk use ":" delimiter. 

done 


} <Sfile # Redirect into function's stdin. 


file excerpt Spattern 


# Yes, this entire script could be reduced to 

# grep PATTERN /etc/passwd | awk -F":" "{ print $5 J' 
# or 

# awk -F: '/PATTERN/ {print $5}' 

# or 

# 

# 


However, it might not be as instructive. 


exit 0 


There is an alternate, and perhaps less confusing method of redirecting a function's stdin. This 
involves redirecting the st din to an embedded bracketed code block within the function. 


# Instead of: 
|ui () 


{ 
} < file 
ar Mia enS g 


IP GligeiesLoin  (() 


{ 
} < file 


# Similarly, 


ipwiaeieaLioin (0) # This works. 
{ 
{ 
echo $* 
SU ihe an a 
Function () # This doesn't work. 
echo $* 
| ie ey lo # A nested code block is mandatory here. 
Thanks, SU. 


c) Emmanuel Rouat's sample bashrc file contains some instructive examples of 
functions. 


awk -F: '($1 == "username") { print $5 }' 4 real name from username 
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24.2. Local Variables 


What makes a variable local? 

local variables 
A variable declared as local is one that is visible only within the block of code in which it appears. It 
has local scope. In a function, a local variable has meaning only within that function block. [110 


Example 24-12. Local variable visibility 


#!/bin/bash 
# ex62.sh: Global and local variables inside a function. 


func () 

{ 
local loe var-23 # Declared as local variable. 
echo # Uses the 'local' builtin. 
elo “Y\Yiloe vary" im tuineicskom = Sloe var” 
global_var=999 # Not declared as local. 

# Therefore, defaults to global. 

echo “\eilelosil walie\" in runetion = Sglobal vaz" 

} 

func 


# Now, to see if local variable "loc var" exists outside the function. 


echo 
exeo Wider vee \! GUESLCEA rine on = Sloe we" 
# $1oc var outside function = 
# No, Sloc_var not visible globally. 
echo "\"global_var\" outside function = $global_var" 
# Sglobal_var outside function = 999 
# Sglobal_var is visible globally. 
echo 


esa, O 
# In contrast to C, a Bash variable declared inside a function 
#+ is local ONLY if declared as such. 


Before a function is called, all variables declared within the function are invisible outside the 
body of the function, not just those explicitly declared as local. 


#!/bin/bash 


cube (y 

{ 

global_var=37 # Visible only within the function block 
#+ before the function has been called. 

} # END OF FUNCTION 


echo "global var = Sglobal_var" # global var = 
# Function "func" has not yet been called, 
#+ so $global var is not visible here. 


Eis 
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echo "global var = $global var" # global var = 37 
# Has been set by function call. 


As Evgeniy Ivanov points out, when declaring and setting a local variable in a single 
command, apparently the order of operations is to first set the variable, and only 
afterwards restrict it to local scope. This is reflected in the return value. 


#!/bin/bash 


echo "==OUTSIDE Function (global) ==" 
eS (exu L) 
echo $? # 1 
# As expected. 
echo 
functionO () 
{ 
echo "==INSIDE Function==" 


echo "Global" 

t0=S (exit 1) 

exeo $? # 1 

# As expected. 


echo 
echo "Local declared & assigned in same command." 
localit IZS (Cxie 1b) 
Echo S9 # 0 
# Unexpected! 
# Apparently, the variable assignment takes place befor 
#+ the local declaration. 
#+ The return value is for the latter. 


echo 
echo "Local declared, then assigned (separate commands)." 
iem: 152 
t2=S (exit 1) 
Sema $? # 1 
# As expected. 
} 
functionO 


24.2.1. Local variables and recursion. 


Recursion is an interesting and sometimes useful form of self-reference. Herbert Mayer defines it as"... 
expressing an algorithm by using a simpler version of that same algorithm . . ." 


Consider a definition defined in terms of itself, [111] an expression implicit in its own expression, [112] a 
snake swallowing its own tail, [113] or . . . a function that calls itself. [114 
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Example 24-13. Demonstration of a simple recursive function 


#!/bin/bash 
# recursion-demo.sh 
# Demonstration of recursion. 


RECURS IONS=9 # How many times to recurse. 


r_count=0 # Must be global. Why? 
recurse () 
{ 
var="$1" 
warla [p #Syart see Qu | 
do 
echo "Recursion count = "Sr count” +—-+ \Svar = "Svar" 
CE aera ie a Se eer D) 
inachiess V Shwened = ç Punetion Calls dies ellis (recvrsss) 
done #+ until what condition is met? 


recurse SRECURSIONS 


exit S? 


Example 24-14. Another simple demonstration 


#!/bin/bash 
# recursion-def.sh 
# A script that defines "recursion" in a rather graphic way. 


"d 


ECURSIONS-10 
J count-0 
sp=" " 


H 


define recursion () 


{ 


( (32 GONE )) J) 


sp="Ssp" " " 
echo =A Sep” 
Seino VANS eee O ASC aoa MATT # Per 1913 Webster's dictionary. 


while [ $r count -le S$RECURSIONS ] 
do 

define recursion 
done 


echo 

echo "Recursion: " 
define recursion 
echo 


exit $? 


Local variables are a useful tool for writing recursive code, but this practice generally involves a great deal of 
computational overhead and is definitely not recommended in a shell script. [115 
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Example 24-15. Recursion, using a local variable 


!/bin/bash 


factorial 


Does bash permit recursion? 


Well, yes, but... 
iee SO clown ime AOU gortea iw cocks sum wwe sacl ib Tiy Teg 


AX ARG-5 
E WRONG ARGS-85 
E RANGE ERR-86 


ship. Vp coal Wiss 3 

then 
echo "Usage: ^basename $0? number" 
exit $E WRONG ARGS 

Fi 


ie | ES See SVAL ARG | 

then 
echo "Out of range ($MAX ARG is maximum). 
# Let's get real now. 
# If you want greater range than this, 
#+ rewrite it in a Real Programming Language. 
exit $E RANGE ERR 

fea 


itc O 
{ 


local number=$1 
# Variable "number" must be declared as local, 


#+ otherwise this doesn't work. 


if [ "Snumber" -eq 0 ] 
then 
factorial=1 # Factorial of 0 = 1. 
else 
let "decrnum = number qm 
fact $decrnum # Recursive function call (the function calls itself). 
let "factorial = $number * $2" 
ÍE3L 


return $factorial 


fact Sil 
Genie aratro nka or Sil is 92." 


exit 0 
Also see Example A-15 for an example of recursion in a script. Be aware that recursion is resource-intensive 
and executes slowly, and is therefore generally not appropriate in a script. 
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24.3. Recursion Without Local Variables 


A function may recursively call itself even without use of local variables. 


Example 24-16. The Fibonacci Sequence 
!/bin/bash 
iE LOO c» Sila Fibonacci sequence (recursive) 
Author: M. Cooper 
License: GPL3 
Jeee algorithm 
Fibo(0) = 0 
Fibo(1) = 1 
else 
Fibo(j) = Fibo(j-1) + Fibo(j-2) 


MAXTERM-15 


# Number of terms (+1) to generate. 


MINIDX-2 # If idx is less than 2, then Fibo(idx) = 
Fibonacci () 
{ 
idx=$1 # Doesn't need to be local. Why not? 
w D. WijatebxU She SIMIONA ‘| 
then 
echo "$idx" # First two terms are 0 1 ... see above. 
else 
(( eb Ge ail 
terml=$( Fibonacci $idx ) * Fibo(j-1) 
(( ——xebs D) d 3-2 
term22$( Fibonacci Sidx ) # Fibo(j-2) 
echo $(( terml + term2 )) 
ÍE3L 


# An ugly, ugly kludge. 
# The more elegant implementation of recursive fibo in C 


#+ is a straightforward translation of the algorithm in lines 7 - 10. 


} 


for 3 am $9 


(seq 0 SMAXTERM) 


do # Calculate SMAXTERM+1 terms. 
FIBO=$ (Fibonacci $i) 


echo -n 
done 
w @O 1 12 


"SFIBO " 


Sy Oe dhs) Ail Sal SS (eio) saa 23s Sky ilo) 


# Takes a while, doesn't it? Recursion in a script is slow. 


echo 


exit 0 


Example 24 


-17. The Towers of Hanoi 
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! /bin/bash 


The Towers Of Hanoi 

Bash Seo 

Copyright (C) 2000 Amit Singh. All Rights Reserved. 
http://hanoi.kernelthread.com 


Tested under Bash version 2.05b.0(13)-release. 
Also works under Bash version 3.x. 


Used in "Advanced Bash Scripting Guide" 
+ with permission of script author. 
Slightly modified and commented by ABS author. 


he Tower of Hanoi is a mathematical puzzle attributed to 
douard Lucas, a nineteenth-century French mathematician. 


AH 


There are thr vertical posts set in a base. 
The first post has a set of annular rings stacked on it. 
These rings are disks with a hole drilled out of the center, 
+ so they can slip over the posts and rest flat. 
The rings have different diameters, and they stack in ascending 
order, according to size. 
The smallest ring is on top, and the largest on the bottom. 


The task is to transfer the stack of rings 
+ to one of the other posts. 
You can move only one ring at a time to another post. 
You are permitted to move rings back to the original post. 
You may place a smaller ring atop a larger one, 
x lone “MOE? Wace varse 
Again, it is forbidden to place a larger ring atop a smaller one. 


For a small number of rings, only a few moves are required. 
+ For each additional ring, 
the required number of moves approximately doubles, 
+ and the "strategy" becomes increasingly complicated. 


E 


For more information, see http://hanoi.kernelthread.com 
+ or pp. 186-92 of The Armchair Universe by A.K. Dewdney. 


| ERONCECKCKCKCKCOK KCKOk KC KOKCkKCKCkCKCKCKCk c kCk kk KOk ck kck ck k kCkck k k ck k kch Ch k kk KKK KKK ck KKK KKK KK 


T1 2 #3 


E NOPARAM-66 # No parameter passed to script. 
E BADPARAM-67 # Illegal number of disks passed to script. 
Moves- # Global variable holding number of moves. 


4 Modification to original script. 
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dohanoi() { # Recursive function. 
case $1 in 
0) 


PH 
Ze) 


clelazinos VS((Sil—l)) $2 $4 $3 


echo move $2 "--»" $3 
((Moves+t+) ) # Modification to original script. 
Glojsweveron. WS( (Sil) S4 Ss $2 

esac 


case S# in 
1j) case S(09120)) 1m # Must have at least one disk. 
1) # Nested case statement. 
Glgimeumos Sil i 3 2 
echo "Total moves = $Moves" H ZAAT 1, where n = # of disks. 
exa «(UE 


LN 


echo "$0: illegal value for number of disks"; 
exit $E BADPARAM; 


esac 


echo "usage: $0 N" 
echo " Where \"N\" is the number of disks." 
exit $E NOPARAM; 


esac 


$ Exercises: 


# ie eee 

# 1) Would commands beyond this point ever b xecuted? 

# Why not? (Easy) 

# 2) Explain the workings of the workings of the "dohanoi" function. 
# (DaLae ie akeyol ic S the Dewdney reference, above.) 
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Chapter 25. Aliases 


A Bash alias is essentially nothing more than a keyboard shortcut, an abbreviation, a means of avoiding 
typing a long command sequence. If, for example, we include alias Im="'Is -1 | more" in the ~/ .bashrc 
file, then each 1m [116] typed at the command-line will automatically be replaced by a Is -l | more. This can 
save a great deal of typing at the command-line and avoid having to remember complex combinations of 
commands and options. Setting alias rm="'rm -i" (interactive mode delete) may save a good deal of grief, 
since it can prevent inadvertently deleting important files. 


In a script, aliases have very limited usefulness. It would be nice if aliases could assume some of the 
functionality of the C preprocessor, such as macro expansion, but unfortunately Bash does not expand 
arguments within the alias body. [117] Moreover, a script fails to expand an alias itself within "compound 
constructs," such as if/then statements, loops, and functions. An added limitation is that an alias will not 
expand recursively. Almost invariably, whatever we would like an alias to do could be accomplished much 
more effectively with a function. 


Example 25-1. Aliases within a script 


!/bin/bash 
alias.sh 


shopt -s expand aliases 
Must set this option, else script will not expand aliases. 


Farst, Some Fun; 
alias Jesse James-'echo "\"Alias Jesse James\" was a 1959 comedy starring Bob Hope."' 
Jesse James 


echo; echo; echo; 


alates: JUS"). Ju 
# May use either single (') or double (") quotes to define an alias. 


Elie Wwieyiiog; eullstersercl Ww WII e m 
ll /usr/X11R6/bin/mk* #* Alias works. 


ecno 


directory=/usr/X11R6/bin/ 

prefix=mk* # See if wild card causes problems. 

echo "Variables \"directory\" + \"prefix\" = $directory$prefix" 
echo 


alias 111="ls -1 $directory$prefix" 


Sela. “wayne ailitlagercl \ aL \ Ye! 


SISTI # Long listing of all files in /usr/X11R6/bin stating with mk. 
# An alias can handle concatenated variables -- including wild card -- o.k. 
TRUE=1 
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echo 


dit f TRG ] 
then 
alras rri- we =i 
echo "Trying aliased \"rr\" within if/then statement:" 
rr /usr/X11R6/bin/mk* #* Error message results! 
# Aliases not expanded within compound statements. 
echo "However, previously expanded alias still recognized:" 
11 /usr/X11R6/bin/mk* 
ít 


echo 


count=0 
WüsaLie | Seou -le 3 ] 
do 
alias severe ils) ab 
echo Wiwieyauog ailsicicercl \Wiereie\W enn \Wigddaiike WY exa" 
rrr /usr/X11R6/bin/mk* #* Alias will not expand here either. 
Ww allas Sns dee Oe exce Commemcl mot ste uiac! 
let countt+=1 
done 


echo; echo 


alias xyz-'cat $0' ur Seripe lists akemeulic e 
# Note strong quotes. 
XYZ 
# This seems to work, 
#+ although the Bash documentation suggests that it shouldn't. 
# 
# However, as Steve Jacobson points out, 
#+ the "$0" parameter expands immediately upon declaration of the alias. 


exit 0 


The unalias command removes a previously set alias. 


Example 25-2. unalias: Setting and unsetting an alias 


#!/bin/bash 
# unalias.sh 


shopt -s expand aliases # Enables alias expansion. 


alias llm='ls -al | more' 
lim 


echo 
unalias llm # Unset alias. 


lim 
# Error message results, since 'llm' no longer recognized. 


exit 0 


bash$ ./unalias.sh 
Ot ala 
drwxrwxr-x 2) lexovZ(o) bozo 3072 Feb 6 14:04 
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drwxr-xr-x 40 bozo bozo 2048 Feb 6 14:04 
EWL NEI 1 bozo bozo 199 Feb 6 14:04 unalias.sh 


./unalias.sh: llm: command not found 
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Chapter 26. List Constructs 


The and list and or list constructs provide a means of processing a number of commands consecutively. These 
can effectively replace complex nested if/then or even case statements. 


Chaining together commands 
and list 


command-1 && command-2 && command-3 && ... command-n 

Each command executes in turn, provided that the previous command has given a return value of 
true (zero). At the first false (non-zero) return, the command chain terminates (the first command 
returning false is the last one to execute). 


An interesting use of a two-condition and list from an early version of YongYe's Tetris game script: 


equation() 


( # core algorithm used for doubling and halving the coordinates 
[[ ${cdx} 1] && (Geyt (ccy-cdy) $(2)2)) 
eval ${1}+=\"S{x} S(y) \" 


Example 26-1. Using an and list to test for command-line arguments 


#!/bin/bash 


# and list 
ase [ 2 ew USI Tp ee. e CORTA Coume nea il = S14 wie d a4 USZW I ee X 
# ^^ ^^ ^^ 


echo "Argument #2 = $2" 
then 
echo "At least 2 arguments passed to script." 
# All the chained commands return true. 
else 
echo "Fewer than 2 arguments passed to script." 
# At least one of the chained commands returns false. 


Ea 
Wore taar Jie | 4 = Sil IY york- but ice alleged equivale nis 
uie || =m Sil Tq" closes mere. 
However, quoting fixes this. 
mee DU T soy eU ET axonal cist 
RAS Careful! 


It is always best to QUOTE the variables being tested. 


This accomplishes the same thing, using "pure" if/then statements. 


a [ 2 yg US T 
then 
echo "Argument #1 = $1" 
fe 
alge dp oc Vue 
then 


echo "Argument #2 = $2" 
echo "At least 2 arguments passed to script." 
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else 
echo "Fewer than 2 arguments passed to script." 
fai 
# It's longer and more ponderous than using an "and list". 


CONES 
Example 26-2. Another command-line arg test using an and list 


#!/bin/bash 


ARGS=1 # Number of arguments expected. 
E BADARGS-85 # Exit value if incorrect number of args passed. 


test $4 -ne SARGS && \ 
echo "Usage: ^basename $0' SARGS argument(s)" && exit $E BADARGS 


^^ 


If condition 41 tests true (wrong number of args passed to script), 
+ then the rest of the lin xecutes, and script terminates. 


Line below executes only if the above test fails. 
echo "Correct number of arguments passed to this script." 


exit 0 


# To check exit value, do a "echo $?" after script termination. 


Of course, an and list can also set variables to a default value. 


argl=S@ && [ -z "Sarg1" ] && argl-DEFAULT 


# Set Sargl to command-line arguments, if any. 


# But . . . set to DEFAULT if not specified on command-line. 


command-1 || command-2 || command-3 || ... command-n 


Each command executes in turn for as long as the previous command returns false. At the first true 
return, the command chain terminates (the first command returning true is the last one to execute). 


This is obviously the inverse of the "and list". 
Example 26-3. Using or lists in combination with an and list 


#!/bin/bash 


#  delete.sh, a not-so-cunning file deletion utility. 
# Usage: delete filenam 


Eri 


. BADARGS-85 


nis poma MSEILUP 
then 
echo "Usage: ^basename $0^ filename" 
exit $E BADARGS # No arg? Bail out. 
else 
file-$1 # Set filename. 
iE a 
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| = “SiGe” | && echo “rila \ 


WEIS \Y mot dreybueKelo y 
nexis tenti r nier 


Cowardly refusing to delete a no 


AND DISI, tO Giv rror messag 
Not cho message continuing o 


! —f "Sfile" ] || (rm -f Sfile 
OR LIST, to delete file if pr 


if file not present. 
n to a second line aft 


p cxlo VWibxde WUSundeU 
Sent. 


Note logic inversion above. 
AND LISI Gexecuues oo miUe, OR 


exit $? 


d If the first command in an or list returns true, it wi 11 execute. 


The following snippets from the /etc/rc.d/init.d/single 


script by Miquel van Smoorenburg 
illustrare Use ge "gus anel Wort 


LIST on false. 


llaLsnEG s 


"Arrowed" comments added by document author. 


Uss/ ban/clear | ee /usr/bin/eclear 


> If /usr/bin/clear exists, then 


Bolo 


r an escap 


deleted.") 


# ==> Checking for the existence of a command before calling it 


#+==> avoids error messages and other awkward consequences. 


i == 


# If they want to run something in single user mode, 


> 


for i im /ete/rcl.e/S[0-91lQ9-9]* r ee 
i? Check ail che geript ls ENEE, 
[| ex “Si” | ||| «eme 
# ==> If corresponding file in $PWD *not* found, 
#+==> then "continue" by jumping to the top of the loop. 
# Reject backup files and files generated by rpm. 
cas ca alin 
*.rpmsave|*.rpmorig|*.rpmnew|*-|*.orig) 
continue;; 
esac 
[ "Si" = "/ere/rei ,cl/S00Simg1le” ] & uomo 
# ==> Set script name, but don't execute it yet. 
Si Siac 
done 
# ==> 


Q; The exit status of anand list oranor list is the exit status of the last command executed. 


ME ES o ewin SHE Snc 


Clever combinations of and and or lists are possible, but the logic may easily become convoluted and require 
close attention to operator precedence rules, and possibly extensive debugging. 


false 


&& true || echo false # false 


# Same result as 


( fals 
# But 
false 


e && true ) || echo sse # false 
NOT 
&& ( true || echo false ) # (nothing echoed) 
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# Note left-to-right grouping and evaluation of statements. 


# It's usually best to avoid such complexities. 


s" eink, Sos 
See Example A-7 and Example 7-4 for illustrations of using and / or list constructs to test variables. 
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Newer versions of Bash support one-dimensional arrays. Array elements may be initialized with the 
variable [xx] notation. Alternatively, a script may introduce the entire array by an explicit declare -a 
variable statement. To dereference (retrieve the contents of) an array element, use curly bracket notation, 
that is, $ (element [xx] }. 


Example 27-1. Simple array usage 


#!/bin/bash 


area[11]=23 
area[13]=37 
area[51]=UFOs 


# Array members need not be consecutive or contiguous. 


Some members of the array can be left uninitialized. 
Gaps in the array are okay. 
In fact, arrays with sparse data ("Sparse arrays") 

+ are useful in spreadsheet-processing software. 


cho -n "area[11] = " 
echo ${area[11] } # {curly brackets} needed. 


cho -n "area[13] = " 
echo ${area[13] } 


echo "Crewe: oie areal Sil] ese Sanesei 51] Js 


# Contents of uninitialized array variable print blank (null variable). 
cho -n "area[43] = " 

echo $(area[43]) 

echo "(area[43] unassigned)" 


ecno 


# Sum of two array variables assigned to third 
area[5]= expr $(area[11]) + S$(area[13])' 

echo "area[5] = area[11] + area[13]" 

cho -n "area[5] = " 

echo $(area[5]) 


area[6]-'expr $(area[11]) + S$(area[51])' 

echo "area[6] = area[11] + area[51]" 

cho -n "area[6] = " 

echo $(area[6]) 

# This fails because adding an integer to a string is not permitted. 


echo; echo; echo 


d 
# Another array, "area2". 
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# Another way of assigning array variables... 
# array name-( XXX YYY ZZZ ... ) 


area2-( zero one two three four ) 


(leg) =o Messe) e w 
echo $(area2[0]) 
# Aha, zero-based indexing (first element of array is [0], not [1]). 


cho -n "area2[1] = " 
echo $(area2[1]) # [1] is second element of array. 


echo; echo; echo 


d 
# Yet another array, "area3". 

# Yet another way of assigning array variables... 
# array name-([xx]-XXX [yy]-YYY ...) 


area3=([17]=seventeen [24]-twenty-four) 


echo -n "area3[17] 
echo $(area3[17]) 


echo -n "area3[24] 
echo $(area3[24]) 
# 


exit 0 


lement2 


As we have seen, a convenient way of initializing an entire array is the array=( elementl 
... elementN ) notation. 


lómee 4 gmssser-( UMS. (dogm 405.9% 4 / =) 
# Using extended brac xpansion 
#+ to initialize the elements of the array. 
# Excerpted from vladz's "base64.sh" script 


#+ in the "Contributed Scripts" appendix. 


Bash permits array operations on variables, even if the variables are not explicitly declared as arrays. 


String-abcABC123ABCabc 


echo $(string[GQ]) abcABC123ABCabc 

ceha Si Stexealiavey [L5] } abcABC123ABCabc 

echo $(string[0]) abcABC123ABCabc 

Cine S entrer i] } No output! 
Why? 

echo ${#string[@] } 1 
One element in the array. 
The string itself. 


# Thank you, Michael Zick, for pointing this out. 
Once again this demonstrates that Bash variables are untyped. 


Example 27-2. Formatting a poem 
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#!/bin/bash 
# poem.sh: Pretty-prints one of the ABS Guide author's favorite poems. 


# Lines of the poem (single stanza). 
Line[1]="I do not know which to prefer," 


Line[2]="The beauty of inflections" 
Line[3]="Or the beauty of innuendoes," 
Line[4]="The blackbird whistling" 
Line[5]="Or just after." 


# Note that quoting permits embedding whitespace. 


# Attribution. 

Attrib[1]=" Wallace Stevens" 

Attrib[2]="\"Thirteen Ways of Looking at a Blackbird\"" 
# This poem is in the Public Domain (copyright expired). 


ecno 


Tour bolec # Bold print. 


Oe sumgkex shin Il 2 3 4 5 # Five lines. 
do 
primei ¥ Se ya WS me l tade] 1 V 
done 
POr aleygkesx alin dL Z2 4 Two attribution lines. 
do 
onean Y Bs Viol A e rao nex ]] UU 
done 


tput sgr0 # Reset terminal. 
# See 'tput' docs. 


echo 
exit 0 


# Exercise: 


4 Modify this script to pretty-print a poem from a text data file. 

Array variables have a syntax all their own, and even standard Bash commands and operators have special 
options adapted for array use. 

Example 27-3. Various array operations 


#!/bin/bash 
# array-ops.sh: More fun with arrays. 


array=( zero one two three four five ) 
# Element 0 1 2 3 4 5 
echo ${array[0]} zero 

echo $(array:0) zero 


Parameter expansion of first element, 

+ SEES, WE I9X9SEstpum sr 0 er rlmeaceueEG) s 
ero 
Parameter expansion of first element, 


echo $(array:1) 


Se oce che ch HE HE 
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#+ starting at position 4 1 (2nd character). 


cho " LL 
echo $(4array[0]) 4 
Length of first element of array. 
echo ${#array} 4 
Length of first element of array. 
(Alternate notation) 
echo ${#array[1]} 3 
Length of second element of array. 
Arrays in Bash have zero-based indexing. 
echo ${#array[*]} 6 
Number of elements in array. 
echo ${#array[@] } 6 
Number of elements in array. 
cho " "n 
array2-( [0]J="first element" [1]-2"second element" [3]="fourth element" ) 
# ^ ^ ^ ^ ^ ^ ^ ^ ^ 


# Quoting permits embedding whitespace within individual array elements. 


first element 
Second element 


echo $(array2[0]) 
echo $(array2[1]) 
echo $(array2[2]) 


fourth element 
KS) (length of first element) 
3 (number of elements in array) 


echo S{#array2 


# 
# 
# 
# Skipped in initialization, and therefore null. 
# 
# 
echo ${#array2 d 


echo $(array2[3]) 
[0] 
a 
exit 


Many of the standard string operations work on arrays. 


Example 27-4. String operations on arrays 


!/bin/bash 
array-strops.sh: String operations on arrays. 


Script by Michael Zick. 
Used in ABS Guide with permission. 
Fixups: 05 May 08, 04 Aug 08. 


In general, any string operation using the ${name ... } notation 
+ can be applied to all string elements in an array, 
4r yall amies Submewas[(] sou F cue Supe] sosi narat ons 
arrayZ-( one two three four five five ) 
echo 


# Trailing Substring Extraction 
echo $(arrayZ[G]:0) # one two three four five five 
# y All elements. 
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echo $(arrayZ[G]:1) # two three four five five 
# A All elements following element [0]. 


echo ${arrayzZz[@]:1:2} # two three 


# X Only the two elements after element [0]. 


cho " " 


Substring Removal 

Removes shortest match from front of string(s). 

echo $(arrayZ[G]4f*r) one two three five five 
Matches "four" and removes it. 


Longest match from front of string(s 
echo S${arrayZ[@]##t*e} one two four five five 


^^ 


Matches "three" and removes it. 


Shortest match from back of string(s 
echo $(arrayZ[G8]$h*e) one two t four five five 


^ 


Matches "hree" and removes it. 


Longest match from back of string(s) 
echo $(arrayZ[Q]£$$t*e) one two four five five 


^^ 


Matches "three" and removes it. 


cho " " 


# Substring Replacement 


# Replace first occurrence of substring with replacement. 
echo $(arrayZ[G]/fiv/XYZ) one two three four XYZe XYZe 
# a Applied to all elements of the 


# Replace all occurrences of substring. 
echo $(arrayZ[G]//iv/YY) Oe» twò torse four IOVS IIA 
Applied to all elements of the 


Delete all occurrences of substring. 

ot specifing a replacement defaults to 'delete' 

echo ${arrayZ[@]//fi/} one two three four ve ve 

2$ Applied to all elements of the 


Replace front-end occurrences of substring. 
echo $(arrayZ[G]/4fi/XY) one two three four XYve XYve 
d Applied to all elements of the 


Replace back-end occurrences of substring. 
echo $(arrayZ[G]/$ve/Z2Z]) OME IHS tores fonc TIAA PLA 


^ 


Applied to all elements of the 
echo $(arrayZ[G]/$0o/XX) one twXX three four five five 
^ Why? 
ehao d " 
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Applied to all elements of the array. 


Applied to all elements of the array. 


Applied to all elements of the array. 


Applied to all elements of the array. 


array. 


array. 


array. 


array. 


array. 
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replacement () { 
exclave; T etn 


echo S${arrayZ[@]/%e/S$ (replacement) } 


# ^ RAKRAKRAKRAKKAAKRAAKRA 
ip Ol Ui ce) telneel D oa serpy seo) It 
# The stdout of replacement () is the replacement string. 


# Q.E.D: The replacement action is, in effect, an 'assignment.' 


cho " " 


# Accessing the "for-each": 
echo $(arrayZ[80]//*/$(replacement optional arguments)]) 


ES AKR KAKRAKAKRARAAAKAA 


# Now, if Bash would only pass the matched string 
#+ to the function being called 


echo 
e»xubi © 


Before reaching for a Big Hammer -- Perl, Python, or all the rest -- 
recall: 
S oss J 1S Clommeiavel bleue sic Wie seal. 
A function runs as a sub-process. 
A function writes its output (if echo-ed) to stdout. 
Assignment, in conjunction with "echo" and command substitution, 
F can read a function's stdout. 
The name[@] notation specifies (th quivalent of) a "for-each" 
t operation. 
Bash is more powerful than you think! 


Command substitution can construct the individual elements of an array. 


Example 27-5. Loading the contents of a script into an array 


#!/bin/bash 
i? SCIUOEEUCIESY SING ligeol tus SEU OE ideo cum Bucs, 
# Inspired by an e-mail from Chris Martin (thanks!). 


Serine _Ccomesncs=( Scere VSO) y # Stores contents of this script ($0) 
#+ in an array. 


for element in $(seq 0 $((${#script_contents[@]} - 1))) 
do ${#script_contents[@] } 
+ gives number of elements in the array. 


Question: 

Why is seq 0 necessary? 

Try changing it to seq 1. 

echo -n "$(script contents[$element]]" 

List each field of this script on a single line. 


# echo -n "$(script contents[element])" also works because of $( ... }. 
SENO oy Mh cms I Use => Ww meom ele sejssucetQ . 
done 
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echo 


exit 0 


# Exercise: 


iv  Juexoli:ew) thie Seanse SO de liegts Tessi 
iv iM GES} OGrLeimal Eua 
#+ complete with whitespace, line breaks, etc. 


In an array context, some Bash builtins have a slightly altered meaning. For example, unset deletes array 


elements, or even an entire array. 


Example 27-6. Some special properties of arrays 


#!/bin/bash 


declare -a colors 
# All subsequent commands in this script will treat 
#+ the variable "colors" as an array. 


echo "Enter your favorite colors (separated from each other by a space) ." 


read -a colors 4 Enter at least 3 colors to demonstrate features below. 


# Special option to 'read' command, 
#+ allowing assignment of elements in an array. 


echo 
element count-$(4colors[8]) 
Special syntax to extract number of elements in array. 


element count-$(4colors[*]) works also. 


The "Q" variable allows word splitting within quotes 
+ (extracts variables separated by whitespace). 


This corresponds to the behavior of "S@" and "S$*" 
+ in positional parameters. 


index=0 
vorl | “Sime? ihe “Sellememce_couime” ] 
do # List all the elements in the array. 
echo $(colors[$index]) 
# ${colors[index]} also works because it's within ${ 
let "index = $index + 1" 
# Or: 
# ( (index++)) 
done 
Each array element listed on a separate line. 
Ie enen ab OE CESS wes cho -n "S{colors[$index]} " 


Doing it with a "for" loop instead: 
itoue aL aum WSfcolienms[) }™ 
do 
echo "Su" 
done 
(Thanks, S.C.) 
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echo 


# Again, list all the elements in the array, but using a more elegant method. 
echo $(colors[8]) # echo $(colors[*]) also works. 


echo 


# The "unset" command deletes elements of an array, or entire array. 


unset colors[1] Remove 2nd element of array. 

Same effect as colors[1]- 
echo S${colors[@] } List array again, missing 2nd element. 
unset colors Delete entire array. 


unser colores ||] and 
+ unset colors[@] also work. 
echo; echo -n "Colors gone." 
echo $(colors[8]) List array again, now empty. 


exit 0 


As seen in the previous example, either ${array_name[@]} or ${array_name[*]} refers to all the elements 
of the array. Similarly, to get a count of the number of elements in an array, use either ${#array_name[@]} 
or ${#array_name[*]}. $(£array name] is the length (number of characters) of $(array. name[0]], the first 
element of the array. 


Example 27-7. Of empty arrays and empty elements 


!/bin/bash 
empty-array.sh 


Thanks to Stephane Chazelas for the original example, 
+ and to Michael Zick and Omair Eshkenazi, for extending it. 
And to Nathan Coulter for clarifications and corrections. 


An empty array is not the same as an array with empty elements. 


array0=( first second third ) 

arrayl=( '' ) # "arrayl" consists of one empty element. 
array2=( ) # No elements . . . "array2" is empty. 
array3-( ) # What about this array? 


echo 
ListArray () 

{ 

echo 

echo "Elements in array0: S{array0[@]}" 

echo "Elements in arrayl: S{arrayl[@]}" 

echo "Elements in array2: S{array2[@]}" 

echo "Elements in array3:  $(array3[Q0])" 

echo 

echo "Length of first element in arrayO0 = S{#array0}" 
echo "Length of first element in arrayl = S$(farrayl)" 
echo "Length of first element in array2 = S{#array2}" 
echo "Length of first element in array3 = S{#array3}" 
echo 

echo "Number of elements in arrayO = S${#array0O[*]}" 4 3 
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echo "Number of elements in array2 = S${#array2[*]}" # 0 
# 0 
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(Surprise!) 


echo "Number of elements in array3 = S${#array3[*]}" 


} 


# 


ListArray 


# Try extending those arrays. 


# Adding an element to an array. 


array0=( "S{arrayO[@]}" "newl" ) 
arrayl=( "S{arrayl[@]}" "newl" ) 
array2=( "S{array2[@]}" "newl" ) 
array3=( "S{array3[@]}" "newl" ) 
ListArray 

# or 
array0[S{#array0[*]}]="new2" 
arrayl[S{#arrayl1[*]}]="new2" 
array2[S{#array2[*]}]="new2" 
array3[S{#array3[*]}]="new2" 
ListArray 


# When extended as above, 
# Above is the 'push' 

# The stack 'height' is: 
height=$ {#array2[@] } 

echo 


arrays are 'stacks' 


echo "Stack height for array2 = $height" 


# The 'pop' is: 


unset array2[S${#array2[@]}-1] # Arrays are zero-based, 


height=S$ {#array2[@] } 
echo 
echo "POP" 


#+ which means first element has index 


echo "New stack height for array2 = Sheight" 


ListArray 


t List only 2nd and 3rd elements of array0. 


from=1 # Zero-based numbering. 


to-2 
array3-( $(array0[Q]:1:2) 
echo 
echo "Elements in array3: 


) 


S{array3[@]}" 


# Works like a string (array of characters). 


# Try some other "string" 


# Replacement: 


LOCUS n 


array4=( ${array0[@]/second/2nd} ) 


echo 
echo "Elements in array4: 


S{array4[@]}" 


# Replace all matching wildcarded string. 
array5=( ${array0[@]//new?/old} ) 


echo 
echo "Elements in arrayb5: 
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# Just when you are getting the feel for this 


array6-( ${array0[@]#*new} ) 


echo # This one might surprise you. 
echo "Elements in array6: S{array6[@]}" 


array7=( S${array0[@]#newl} ) 


echo # After array6 this should not be a surprise. 
echo "Elements in array7: S{array7[@]}" 


# Which looks a lot like 
array8-( ${array0[@]/newl/} ) 
echo 


echo "Elements in array8: S{array8[@]}" 


+ that element disappears in 


So what can one say about this? 


The string operations are performed on 

+ each of the elements in var[@] in succession. 
Therefore : Bash supports string vector operations. 
If the result is a zero length string, 


the resulting assignment. 


However, if the expansion is in quotes, 


the null elements remain. 


Michael 


Zick: Question, are those strings hard or soft quotes? 
Nathan Coulter: There is no such thing as 


"soft quotes." 


What's really happening is that 
the pattern matching happens after 
all the other expansions of [word] 
in cases like ${parameter#word}. 


zap-'new*' 
array9-( ${array0[@]/$zap/} ) 
echo 


echo "Number of elements in array9: S{#array9[@]}" 
array9-( "S{array0[@]/$zap/}" ) 

echo "Elements in array9: S{array9[@]}" 

# This time the null elements remain. 

echo "Number of elements in array9: S{#array9[@]}" 


# Just when you thought you were still in Kansas 


arrayl0-( $(arrayO[G]4$zap) ) 
echo 
echo "Elements in arrayl10: Si 


arrayl0[@]}" 


# But, the asterisk in zap won't be interpreted if quoted. 


arrayl0-( S{array0[@]#"Szap"} 
echo 
echo "Elements in arrayl10: Si 


Compare array8 with array9. 


Reiterating: No such thing 
Nathan Coulter explains: 
Pattern matching of 'word' 


) 


arrayl0[@]}" 


Well, maybe we _are_ still in Kansas 
(Revisions to above code block by Nathan Coulter.) 


Compare array7 with arraylO. 


as soft quotes! 


in ${parameter#word} is done after 


+ parameter expansion and *b 
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exit 


The relationship of ${array_name[@]} and ${array_name[*]} is analogous to that between $@ and $*. This 


powerful array notation has a number of uses. 


Copying an array. 
array2-( "S{arrayl[@]}" ) 
or 
array2="S{arrayl[@]}" 


However, this fails with "sparse" arrays, 
+ arrays with holes (missing elements) in them, 
+ as Jochen DeSmet points out. 


arrayl[0]- 

arrayl[1] 2s assigned 

arrayl[2]= 

array2-( E ) # Copy it? 


echo ${array2[0] 
echo ${array2[2] 
# 


} 
} null), should be 2 


# Adding an element to an array. 


array-( "S{array[@]}" "new element" ) 
# or 
array[S{#array[*]}]="new element" 


t ranks Sae 5 


į ) The array=( element1 element2 ... elementN ) initialization operation, with the help of command 
substitution, makes it possible to load the contents of a text file into an array. 


#!/bin/bash 


filename=sample_fil 


# cat sample_file 

# 

# dk "ior vo 

# 2. E26) 

declare -a arrayl 

arrayl=( "cat "Sfilename"') # 
guscewl=( "eue VSienikemenne |) wie Pia! € 9j 


+ changing linefeeds to spaces. 
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Loads contents 
ILS iene To rte #+ of Sfilename into arrayl. 


change linefeeds in file to spaces. 
Not necessary because Bash does word splitting, 


echo S{arrayl1[@€] } # List the array. 
l gm l9 Z2 CS ag 
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# Each whitespace-separated "word" in the file 
#+ has been assigned to an element of the array. 


element count-$(4arrayl[*]) 
echo $element, count # 8 


Clever scripting makes it possible to add array operations. 


Example 27-8. Initializing arrays 


! /bin/bash 
array-assign.bash 


Array operations are Bash-specific, 
+ hence the ".bash" in the script name. 


Copyright (c) Michael S. Zick, 2003, All rights reserved. 
License: Unrestricted reuse in any form, for any purpose. 
Version: S$ID$ 


Clarification and additional comments by William Park. 


Based on an example provided by Stephane Chazelas 
+ which appeared in an earlier version of the 
+ Advanced Bash Scripting Guide. 


Output format of the 'times' command: 
User CPU «space» System CPU 
User CPU of dead children «space» System CPU of dead children 


Bash has two versions of assigning all elements of an array 
+ to a new array variable. 

Both drop 'null reference' elements 
+ in Bash versions 2.04 and later. 

An additional array assignment that maintains the relationship of 
+ [subscript]-value for arrays may be added to newer versions. 


Constructs a large array using an internal command, 
+ but anything creating an array of several thousand elements 
ap GAL dele; susie PLANG. 


declare -a bigOne-( /dev/* ) # All the files in /dev 
echo 

echo 'Conditions: Unquoted, default IFS, All-Elements-Of' 
echo "Number of elements in array is ${#bigOne[@]}" 


# set -vx 


echo 

exo "— = deste =( Semel) = =" 
times 

declare -a bigTwo-( ${bigOne[@]} ) 

# Note parens: A A 
times 


echo 


Chapter 27. Arrays 438 


Advanced Bash-Scripting Guide 


echo !"— = reSt: larca a = =" 
times 

declare -a bigThree=S$ {bigOne[@€] } 

No parentheses this time. 

times 


Comparing the numbers shows that the second 
+ by Stephane Chazelas, is faster. 


As William Park explains: 
+ The bigTwo array assigned element by element 


form, pointed out 


So, in essence, you have: 
oko nnne (LOS obo.) [ase 
bigThree-( [0]="... 


Verify this by: echo ${bigTwo[0] } 
echo ${bigThree[0] } 


I will continue to use the first form in my 
+ because I think it is a better illustration 


(because of parentheses), 
+ whereas bigThree assigned as a single string. 


example descriptions 


of what is happening. 


The reusable portions of my examples will actual contain 


MSZ: Sorry about that earlier oversight folks 


The "declare -a" statements in lines 32 and 
+ are not strictly necessary, since it is impl 
se aba) clave, Niecy ss) assignment form. 


+ the execution of the following sections of t 
Try it, and see. 


exit 0 


+ the second form where appropriate because of the speedup. 


44 
OMA 


However, eliminating these declarations slows down 


he script. 


8^; Adding a superfluous declare -a statement to an array declaration may speed up execution of subsequent 


operations on the array. 


Example 27-9. Copying and concatenating arrays 


! /bin/bash 
CopyArray.sh 


This script written by Michael Zick. 
Used here with permission. 


How-To "Pass by Name & Return by Name" 
+ or "Building your own assignment statement". 


CpArray Mac() { 


# Assignment Command Statement Builder 
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echo -n 'eval ' 


echo -m "$2" # Destination name 
echo -n '=( ${' 

echo -n "$1" # Source name 

exime. —m REE )" 


4 That could all be a single command. 
# Matter of style only. 
} 


declare -f CopyArray 4 Function "Pointer" 
CopyArray-CpArray Mac # Statement Builder 
Hype () 


{ 


# Hype the array named $1. 
# (Splice it together with array containing "Really Rocks".) 
# Return in array named $2. 


Ihoeeul =a) MMS 
local -a hype=( Really Rocks ) 


$(SCopyArray $1 TMP) 
TMP=( S{TMP[@]} S{hype[@]} ) 
$(SCopyArray TMP $2) 


declar a before=( Advanced Bash Scripting ) 
declar a after 


echo "Array Before = ${before[@]}" 
Hype before after 

echo "Array After = S${after[@]}" 

# Too much hype? 


echo “Wiineie Sees lels sis Ah zu 


declar a modest-( S{after[@]:2:1} S${after[@]:3:2} ) 
# = Gubet rine Extraction ==- 


echo "Array Modest = ${modest[@]}" 
# What happened to 'before' ? 


echo "Array Before = ${before[@]}" 


exit 0 
Example 27-10. More on concatenating arrays 


#! /bin/bash 
# array-append.bash 


# Copyright (c) Michael S. Zick, 2003, All rights reserved. 


# License: Unrestricted reuse in any form, for any purpose. 
# Version: SIDG 
# 
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Slightly modified in formatting by M.C. 


Array operations are Bash-specific. 
Legacy UNIX /bin/sh lacks equivalents. 


Pipe the output of this script to 'more' 
a" Jo ae Chesne exul quei Ele esanaia 
Or, redirect output to a file. 


declare -a arrayl-( zerol onel twol ) 
# Subscript packed. 
declare -a array2-( [0]-zero2 [2]=two2 [3]=three2 ) 
# Subscript sparse -- [1] is not defined. 
echo 
echo '- Confirm that the array is really subscript sparse. -' 
echo "Number of elements: 4" 4 Hard-coded for illustration. 
fou (fU sh = 0 ow cto Bode ») 
do 
Scho isdbewweyewe. [Sab] 2 S itesciey2- oi] pU 
done 


# See also the more general code example in basics-reviewed.bash. 


declare -a dest 


# Combine (append) two arrays into a third array. 


echo 
echo 'Conditions: Unquoted, default IFS, All-Elements-Of operator' 
cho '- Undefined elements not present, subscripts not maintained. -' 


# # The undefined elements do not exist; they are not being dropped. 


dest-( S{arrayl[@]} ${array2[@]} ) 
] 


# dest=S{arrayl[@]}${array2[@ 
# Now, list the result. 
echo 
echo '- - Testing Array Append - -' 
cnt=S {#dest [@] } 
echo "Number of elements: Scent" 
roe (( m e Ug x «€ ee g ww) 
do 
echo "Element [$i]: ${dest[$i]}" 
done 


# Assign an array to a single array element (twice). 
dest [0]=S{arrayl1[@€] } 
dest [1]=S{array2[@] } 


# List the result. 

echo 

Gene = = tede moOchitnecl ciaras = =! 
cnt=S{#dest [@] } 


echo "Number of elements: Scnt" 
fou (( 2 = @ gs AX «€ Gore g xe )) 
do 
echo Witikemimeime [sils Sielesie (LS. 1] yY 
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done 


# Examine the modified second element. 
echo 
echo '- - Reassign and list second element y 


declare -a subArray-$(dest[1]) 
cnt=$ {#subArray[@] } 


echo "Number of elements: S$cnt" 


icone (iC ak = 0 9 3x X Cite 6 aise ») 
do 

echo "Element [$i]: ${subArray[$i]}" 
done 


The assignment of an entire array to a single element 
+ of another array using the '=S{ ... }' array assignment 
has converted the array being assigned into a string, 
3r Wwakicla Elo. lements separated by a space (the first character of IFS). 


dE 


If the original elements didn't contain whitespace 
If the original array isn't subscript sparse 
Then we could get the original array structure back again. 


Restore from the modified second element. 
echo 
echo '- - Listing restored element : 


declare -a subArray=( S{dest[1]} ) 
cnt=$ {#subArray[@] } 


echo "Number of elements: S$ocnt" 


iegoue- (t om) m e Qe £ sere ») 
do 
echo "Element [$i]: ${subArray[$i]}" 
done 
echo '- - Do not depend on this behavior. - -' 
exeo '= = ugar behavior ds ilg exeiE CoO Chance = =! 
m) in versions of Bash newer than version 2.05b - -' 


# MSZ: Sorry about any earlier confusion folks. 


exit 0 


Arrays permit deploying old familiar algorithms as shell scripts. Whether this is necessarily a good idea is left 
for the reader to decide. 


Example 27-11. The Bubble Sort 


!/bin/bash 
bubble.sh: Bubble sort, of sorts. 


Recall the algorithm for a bubble sort. In this particular version... 
With each successive pass through the array to be sorted, 


+ compare two adjacent elements, and swap them if out of order. 
At the end of the first pass, the "heaviest" element has sunk to bottom. 
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At the end of the second pass, the next "heaviest" one has sunk next to bottom. 


This means that each successive pass needs to traverse less of the array. 


a speeding up in the printing of the later passes. 


d 

# And so forth. 

# 

# You will therefore notic 
exchange () 


{ 
# Swaps two members of the 
local temp=${Countries[$1] } 


array. 
# Temporary storage 
#+ for element getting swapped out. 


Countries [$1]=${Countries [$2] } 


Countries [$2]=Stemp 


return 


declare -a Countries # Declare array, 
#+ optional here since it's initialized below. 


# Is it permissable to split an array variable over multiple lines 


#+ using an escape (\)? 
# Yes. 


Countries=(Netherlands Ukraine Zaire Turkey Russia Yemen Syria \ 


Brazil Argentina Nicaragua Japan Mexico Venezuela Greece England \ 


Israel Peru Canada Oman Denmark Wales France Kenya \ 
Xanadu Qatar Liechtenstein Hungary) 


# "Xanadu" is the mythical place where, according to Coleridge, 
#+ Kubla Khan did a pleasure dome decr 


clear # Clear the screen to start with. 

echo "0: ${Countries[*]}" # List entire array at pass 0. 

number of elements-$(f4Countries[Q]) 

let "comparisons = $number of elements Tb 

count-1 # Pass number. 

while [ "$comparisons" -gt 0 ] # Beginning of outer loop 


do 


index-0 # Reset index to start of array after each pass. 


while [ "Sindex" -1lt "Scomparisons" ] # Beginning of inner loop 


do 
a || S{Coumecricsl since] We SiCowinirienes || esor Sabewles s il” |} 
a ES HE (oue “Onell, oa 
# Recalling that \> is ASCII comparison operator 
#+ within single brackets. 


if abe [I SH Cowimeienest Sinden] S SiCowinicmatss || er Smee te db || } 
#+ also works. 
then 
xchange Sindex “expr Sindex + 1° # Swap. 
Ida 
ler "sales q= d" —$ QW. index+=1 on Bash, ver. 3.1 or newer. 
done # End of inner loop 
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Paulo Marcel Coelho Aragao suggests for-loops as a simpler altenative. 


for (( last = $number of elements Lop dee c 0 pw du J») 
# mx loy Coka EUME A (Thanks!) 
do 
ioe (( a = © a a « Jase 2 aaar D) 
do 
LE VS S Comnicr ics (Sat S YS tCommeries [LS ose» TV qq \ 
&& exchange $i $((it1)) 
done 
done 
let "comparisons -= 1" 4$ Since "heaviest" element bubbles to bottom, 
#+ we need do one less comparison each pass. 
echo 
echo "Scount: ${Countries[@]}" # Print resultant array at end of each pass. 
echo 
let Go unite s LU # Increment pass count. 
done # End of outer loop 
# All done. 
exit 0 


Is it possible to nest arrays within arrays? 


#!/bin/bash 
# "Nested" array. 


# Michael Zick provided this example, 
#+ with corrections and clarifications by William Park. 


AnArray-( $(1s inod ignore-backups --almost-all \ 
directory full-tim color-non time-status V 
--sort-time -1 ${PWD} ) ) # Commands and options. 


Spaces are significant . . . and don't quote anything in the above. 


SubArray-( ${AnArray[@]:11:1} ${AnArray[@]:6:5} ) 
This array has six elements: 
+ SubArray-( [0]=${AnArray[11]} [1]=${AnArray[6]} [2]=S{AnArray[7] } 
[3]=S{AnArray[8]} [4]=${AnArray[9]} [5]=S{AnArray[10]} ) 


Arrays in Bash are (circularly) linked lists 
T (oit tye TEIG; konens 7) 5 

So, this isn't actually a nested array, 
ar out iee deueuiEsLexevellllby? fy leis", 


echo "Current directory and date of last status change:" 
echo "S${SubArray[@]}" 


e» O 
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Embedded arrays in combination with indirect references create some fascinating possibilities 


Example 27-12. Embedded arrays and indirect references 


#!/bin/bash 
# embedded-arrays.sh 
# Embedded arrays and indirect references. 


# This script by Dennis Leeuw. 
# Used with permission. 
# Modified by document author. 


ARRAY 1= ( 
VAR1 1-valuel1 
VAR1, 2-value12 
VAR1_3=valuel3 

) 

ARRAY 2= ( 


VARIABLE="test" 

STRING="VAR1=valuel VAR2-value2 VAR3=value3" 
ARRAY21=$ {ARRAY1[*]} 

# Embed ARRAY1 within this second array. 


itwbmkcü2uowm jexesoens ()) d 

1EjD)- Ive eis Sape 

IFS=S'\n' # To print each array element 

#+ on a separate line. 

EST1="ARRAY2[*]" 

local S(!TEST1) # See what happens if you delete this line. 
Indirect reference. 
This makes the components of STEST1 

+ accessible to this function. 


o 


Let's see what we've got so far. 

echo 

SEn W\ Sinai = exse qb # Just the name of the variable. 
echo; echo 

echo WiwSumSard = $ Thre f Comtents OE rds variole, 

# That's what an indirect 

#+ reference does. 


Cum m cho 


Print variable 
echo "Variable VARIABLE: $VARIABLE 


Print a string element 

IFS="SOLD_IFS" 

EST2="STRING[*]" 

loeadl S TTS TA] # Indirect reference (as above). 
echo "String element VAR2: SVAR2 from STRING" 


Print an array element 
EST2="ARRAY21[*]" 
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local S{!TEST2} # Indirect reference (as above). 
echo "Array element VARI 1: $VAR1 1 from ARRAY21" 


print 

echo 

exit 0 

d As the author of the script notes, 


#+ "you can easily expand it to create named-hashes in bash." 
# (Difficult) exercise for the reader: implement this. 


Arrays enable implementing a shell script version of the Sieve of Eratosthenes. Of course, a resource-intensive 
application of this nature should really be written in a compiled language, such as C. It runs excruciatingly 
slowly as a script. 


Example 27-13. The Sieve of Eratosthenes 


!/bin/bash 
sieve.sh (ex68.sh) 


Sieve of Eratosthenes 
Ancient algorithm for finding prime numbers. 


This runs a couple of orders of magnitude slower 
+ than the equivalent program written in C. 


LOWER LIMIT-1 iy SICSUCIE Line) wWwalttlm il. 

UPPER_LIMIT=1000 # Up to 1000. 

# (You may set this higher . . . if you have time on your hands.) 
PRIME-1 


NON PRIME-0 


let SPLIT-UPPER LIMIT/2 
# Optimization: 
# Need to test numbers only halfway to upper limit. Why? 


declar a Primes 
# Primes[] is an array. 


iioalicnel awe () 
{ 


# Initialize the array. 


i1=SLOWER_LIMIT 
umel ff WS Seis USE MTN | 
do 
Primes [i]=SPRIM 
thee a ApS capul 
done 
# Assume all array members guilty (prime) 
#+ until proven innocent. 


} 


Ba 
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print primes () 


{ 


# Print out the members of the Primes[] array tagged as prime. 


i-S$LOWER, LIMIT 


Wie [| MSY see VURDER EMEI ] 
do 
if US up eimesqul nes equ VOERT? | 
then 


primet Vgc Sal. 
# 8 spaces per number gives nice, even columns. 
PL 


let "i += 1" 


done 


sift () # Sift out the non-primes. 
{ 


let i=SLOWER_LIMIT+1 
# Let's start with 2. 


until [| "Sil “ot "SUPPER TIMER | 
do 
aie [ VS fiiaimss [a A se SEEMS | 
# Don't bother sieving numbers already sieved (tagged as non-prime). 
then 
t-$i 
while [ "$t" -le "SUPPER LIMIT" ] 
do 


let "t += $i " 

Primes [t]=SNON_PRIME 

# Tag as non-prime all multiples. 
done 


ies 


let "i += 1" 
done 


# 
# main () 

# Invoke the functions sequentially. 

initialize 

SREE 

print_primes 

# This is what they call structured programming. 


# 
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echo 


ii. 0) 


Code below line will not execute, because of 'exit.' 


This improved version of the Sieve, by Stephane Chazelas, 
+ executes somewhat faster. 


Must invoke with command-line argument (limit of primes). 


UPPER, LIMIT-$1 # From command-line. 

let SPLIT=UPPER_LIMIT/2 # Halfway to max number. 
Primes-( '' $(seq SUPPER LIMIT) ) 

i-1 


wine sti (€ ( a t= dL » x queuuw 5) # Need check only halfway. 
do 


ais DI e Sires ati) } 1] 

then 
t=Si 
uvaril (( (x t= x ) > UPPER gum )) 
do 

Primes[t]- 

done 

aL 

done 


echo ${Primes[*]} 


exit $? 
Example 27-14. The Sieve of Eratosthenes, Optimized 


!/bin/bash 

Optimized Sieve of Eratosthenes 

Script by Jared Martin, with very minor changes by ABS Guide author. 
Used in ABS Guide with permission (thanks!). 


Based on script in Advanced Bash Scripting Guide. 
http://tldp.org/LDP/abs/html/arrays.html#PRIMESO (ex68.sh). 


http://www.cs.hmc.edu/-oneill/papers/Sieve-JFP.pdf (reference) 
Check results against http://primes.utm.edu/lists/small/1000.txt 


ecessary but not sufficient would be, e.g., 
((S(sieve 7919 | wc -w) == 1000)) && echo "7919 is the 1000th prime" 


UPPER LIMIT-$[(1:?"Need an upper limit of primes to search.") 


Encxuneees( "'" S (SSC; SENE Jum) ) 


iEViDSSEIE =i sb dE 


Primes[i-1]-2'' # 1 is not a prime. 
until (( (i += 1) > (S(UPPER LIMIT)/i) )) # Need check only ith-way. 
do # Why? 
if ((${Primes[t=1i* (i-1), i]})) 


# Obscure, but instructive, use of arithmetic expansion in subscript. 
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then 
timed (( ( & += 4 ) = ejUbEEE mcum y) 
do Primes[t]=; done 
ít 
done 


# echo ${Primes[*] } 

echo # Change to original script for pretty-printing (80-col. display). 
primei Wesel SiTesespues 51 } 

echo; echo 


exit $? 
Compare these array-based prime number generators with alternatives that do not use arrays, Example A-15, 
and Example 16-46. 


Arrays lend themselves, to some extent, to emulating data structures for which Bash has no native support. 


Example 27-15. Emulating a push-down stack 


#!/bin/bash 
# stack.sh: push-down stack simulation 


# Similar to the CPU stack, a push-down stack stores data items 
#+ sequentially, but releases them in reverse order, last-in first-out. 


BP-100 Base Pointer of stack array. 
Begin at element 100. 


SP=SBP Stack Pointer. 
Ibaigane ale deo. Yossie’ (lex) wit itio 


Data= Contents of stack location. 
Must use global variable, 
+ because of limitation on function return range. 


100 Base pointer < Base Pointer 
99 First data item 
98 Second data item 
More data 
Last data item <== Stack PONHER 
declare -a stack 
push () # Push item on stack. 
{ 
alte. Ab za: UNS y] # Nothing to push? 
then 
IO DUE 
íi 
Je VSS. pU # Bump stack pointer. 
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Stack[$SP]-$1 


return 
} 
pop () Pop item off stack. 
{ 
Data= Empty out data item. 
aie jp SS See USE | Stack empty? 
then 
TOUT 
i231 This also keeps SP from getting past 100, 
+ i.e., prevents a runaway stack. 
Data=$ {stack[$SP] } 
et SPI pdt Bump stack pointer. 
DEIUED 
} 
status, report () # Find out what's happening. 
{ 
cho " " 


echo "REPORT" 

echo "Stack Pointer = SSP" 

scho '"gisir Tope! WU SiDemm NU qur tine Stack, 
ren v " 


# Now, for some fun. 

echo 

# See if you can pop anything off empty stack. 
pop 

SUSUUS TODOLE 


echo 


push garbage 


pop 
status report # Garbage in, garbage out. 
valuel-23; push $valuel 
value2=skidoo; push $value2 

value3-LAST; push $value3 

pop # LAST 

Status reparte 

pop # skidoo 

Sbebus-epOEE 

pop 4 23 

Status report # Lhast-in, first-out"! 


# Notice how the stack pointer decrements with each push, 
#+ and increments with each pop. 


echo 
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exit 0 


Exercises: 


1) Modify the "push()" function to permit pushing 
* multiple element on the stack with a single function call. 


2) Modify the "pop()" function to permit popping 
+ multiple element from the stack with a single function call. 


3) Add error checking to the critical functions. 

That is, return an error code, depending on 
+ successful or unsuccessful completion of the operation, 
+ and take appropriate action. 


4 gana cois Seriot AS A Starge foodie, 
+ write a stack-based 4-function calculator. 


Fancy manipulation of array "subscripts" may require intermediate variables. For projects involving this, 
again consider using a more powerful programming language, such as Perl or C. 


Example 27-16. Complex array application: Exploring a weird mathematical series 


!/bin/bash 
Douglas Hofstadter's notorious "Q-series": 


Qi) = 902) —1 
Qua) = Qe — Qui») «s Quim — Q(u—2)); wow i072 


This is a "chaotic" integer series with strange 
+ and unpredictable behavior. 

The first 20 terms of the series are: 

1 22 3 94 5566 8 8 8 lO 9 19 ii IT 32 


See Hofstadter's book,  Goedel, Escher, Bach: An Eternal Golden Braid_, 
4e Jue LSI, dE. 


LIMIT-100 # Number of terms to calculate. 
LINEWIDTH-20 # Number of terms printed per line. 


Qus # First two terms of series are 1. 

QI 

echo 

echo "Q-series [SLIMIT terms]:" 

exem sa VSO? wv # Output first two terms. 
} 


echo =m "$(Q[2] 


for ((n=3; n <= SLIMIT; n++)) # C-like loop expression. 

do # Oln] = Ofn = Ol[n-1]] + Oin — QO[n-2]1J] ROS ins 

# Need to break the expression into intermediate terms, 

#+ since Bash doesn't handle complex array arithmetic very well. 
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Ter Viol E xp = 30V n-1 
lee Vind = Sin 2w n-2 
t0—' expr $n - ${Q[n1]}~ i Qmd T 
tl= expr $n - $(Q[n2])' a = Opiz] 
TO-$(Q[t0]) Oly = Ops 
T1=${Q[t1]} Olm — Q[m-2]] 
Ola |= eqs Su sp fL" Q[n - Q[n-1]] 
exime =m UgIO9apy v 
if [| expr $n $ SLINEWIBTH -eq. 0 | 


then # modulo 
echo # Break lines into neat chunks. 
ít 


= Oln = Omm-2]] 


# Format output. 


done 

echo 

exit 0 

# This is an iterative implementation of the Q-series. 

# The more intuitive recursive implementation is left as an exercise. 
# Warning: calculating this series recursively takes a VERY long time 
#+ via a script. C/C++ would be orders of magnitude faster. 


Bash supports only one-dimensional arrays, though a little trickery permits simulating multi-dimensional 


ones. 


Example 27-17. Simulating a two-dimensional array, then tilting it 


#!/bin/bash 


# twodim.sh: Simulating a two-dimensional array. 


# A one-dimensional array consists of a single row. 
# A two-dimensional array stores rows sequentially. 


Rows-5 
Columns-5 
ur 2 Ok 5 Acea 


declare -a alpha 


# char alpha [Rows] [Columns]; 


# Unnecessary declaration. Why? 


load_alpha () 
{ 

local rc=0 
local index 


oe 3t dm AB (C ]DY dm 18" (Cj 18b 2L ag! Ge bh MN QUOS O R S wo w Wy x x 


do # Use different symbols if you like. 


local row-'expr $rc / $Columns' 


local column=‘expr $rc % SRows~ 
let "index = $row * SRows + $column" 
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alpha [S$index]=$i 

# alpha[Srow] [$column] 
iew Wie em DU 

done 


Simpler would be 
ils elecgllesee. =e ellooe=( A (C ID dm, Hr Gul 3E jr kmh MIN (Op 2 O R S oU w W OX X )) 
+ but this somehow lacks the "flavor" of a two-dimensional array. 


print alpha () 


local row-0 
local index 


echo 
while [ "Srow™ —TIt "SROws" ] # Print out in "row major" order: 
do #+ columns vary, 


#+ while row (outer loop) remains the same. 
local column=0 


eem =a V " # Lines up "square" array with rotated one. 
walle | "USuuodlwunsa" =e “SColiiumeas! T 
do 
let "index = $row * SRows + Scolumn" 
echo -n "S${alpha[index]} " # alpha[$row] [$column] 
lsr "Aero: sre aL! 
done 


let "row += 1" 


echo 
done 

The simpler equivalent is 

echo $(alpha[*]) | xargs -n $Columns 
echo 
filter () # Filter out negative array indices. 
echo -n " " # Provides the tilt. 
# Explain how. 

aie [p SSI ee Q Ge "SI" sie UStows" ee USZV see 9 ss VS2" -it YSColhoumns” 1 
then 


ler Wince = Sil = GROWS a SAX 

# Now, print it rotated. 

echo -n " S{alpha[index]}" 

# alpha[Srow] [$column] 


rotate () # Rotate the array 45 degrees -- 
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{ #+ "balance" it on its lower lefthand corner. 
local row 
local column 


for (( tow = Baows; Pow > —BowWss row-- D) 
do # Step through the array backwards. Why? 
fortat(-colummn = 07 colummnoevColummgs coli y 
do 
ii [ “Sion —ge © | 
then 
let “til = Scolumn = srow" 
lee Ui SX 
else 
Ter Weil = Seo duni 
let Yes = Seele sp Sues 
fe 
files Stl Sie2 # Filter out negative array indices. 


# What happens if you don't do this? 
done 


echo; echo 
done 


Array rotation inspired by examples (pp. 143-146) in 
+ "Advanced C Programming on the IBM PC," by Herbert Mayer 
+ (see bibliography). 

This just goes to show that much of what can be done in C 
+ can also be done in shell scripting. 


Now, let the show begin. d 
load alpha # Load the array. 
print alpha q^ peine 3E dX. 
rotate # Rotate it 45 degrees counterclockwise. 
# 


exit 0 


This is a rather contrived, not to mention inelegant simulation. 


Exercises: 
1) Rewrite the array loading and printing functions 
in a more intuitive and less kludgy fashion. 


2) Figure out how the array rotation functions work. 
Hint: think about the implications of backwards-indexing an array. 


3) Rewrite this script to handle a non-square array, 
such as a 6 X 4 one. 
Try to minimize "distortion" when the array is rotated. 


A two-dimensional array is essentially equivalent to a one-dimensional one, but with additional addressing 
modes for referencing and manipulating the individual elements by row and column position. 


For an even more elaborate example of simulating a two-dimensional array, see Example A-10. 
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For more interesting scripts using arrays, see: 


* Example 12-3 

* Example 16-46 
* Example A-22 
* Example A-44 
e Example A-41 
* Example A-42 
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Chapter 28. Indirect References 


We have seen that referencing a variable, Svar, fetches its value. But, what about the value of a value? What 
about $$var? 


The actual notation is | $5var, usually preceded by an eval (and sometimes an echo). This is called an 
indirect reference. 


Example 28-1. Indirect Variable References 


#!/bin/bash 
# ind-ref.sh: Indirect variable referencing. 
# Accessing the contents of the contents of a variable. 


s; lesu eus. ieo@ll sieeiool ~ dle 
var-23 


echo "A$var = Swen! # Svar = 23 
So far, everything as expected. But 


echo "\$\$var = $$var" $ Gwen = A57Owauz 
Not useful 
\S\S GRoamclecl tO PID OF Che serit 
== HES tO tle entry on the SS variable =-= 
+ and "var" is echoed as plain text. 
(Thank you, Jakob Bohm, for pointing this out.) 


echo "\\\$\$var = N$$var" 4 \SSvar = $23 
As expected. The first $ is escaped and pasted on to 
i: ehe valus ou var (Svar = 23 Jo 


Meaningful, but still not useful. 


Now, let's start over and do it the right way. 


a-letter of alphabet # Variable "a" holds the name of another variable. 
letter of alphabet-z 


echo 


Directe cd c senece 
echo Ua = Se" # a = letter of alphabet 


Indirect reference. 
eval a=\$Sa 
AAN 


Forcing an eval(uation), and 
Escaping the first $ 


The 'eval' forces an update of $a, sets it to the updated value of \$Sa. 
So, we see why 'eval' so often shows up in indirect reference notation. 


echo "Now a = $a" # Now a = Z 
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ecno 


ow, let's try changing the second-order referenc 


—-table cell. 3 
able cell 3-24 


(cr. ru 


echo "N"'table cell 3N" = Stable cell 3" i vralle call 3" = 24 
cho -n "dereferenced \"t\" = "; eval echo N$$t z gleweiteuemeed VEU = 24 
In this simple case, the following also works (why?). 
val t=\S$St; lovey MN Ute WW Sie! 
echo 


t-table cell 3 

EW VAL-387 

able cell, 3-$NEW VAL 

echo "Changing value of \"table_cell_3\" to $NEW VAL." 

echo W\Nesinle cell 9! new Suslble cell 3 

cho =a Ugeeteremeeg WEW mow UP eval echo WSSu 

# "eval" takes the two arguments "echo" and "\SSt" (set equal to $table cell 3) 


echo 


# (Thanks, Stephane Chazelas, for clearing up the above behavior.) 


# A more straightforward method is the ${!t} notation, discussed in the 
#+ "Bash, version 2" section. 
# See also ex78.sh. 


exe © 


Indirect referencing in Bash is a multi-step process. First, take the name of a variable: varname. Then, 


reference it: $varname. Then, reference the reference: $$varname. Then, escape the first $: 
\$Svarname. Finally, force a reevaluation of the expression and assign it: eval newvar=\$$varname. 


Of what practical use is indirect referencing of variables? It gives Bash a little of the functionality of pointers 
in C, for instance, in table lookup. And, it also has some other very interesting applications. . . . 


Nils Radtke shows how to build "dynamic" variable names and evaluate their contents. This can be useful 
when sourcing configuration files. 


#!/bin/bash 


# 
# This could be "sourced" from a separate file. 
isdnMyProviderRemoteNet=172.16.0.100 
isdnYourProviderRemoteNet=10.0.0.10 
isdnOnlineService="MyProvider" 


# 


remoteNet=$ (eval "echo \$$(echo isdn${isdnOnlineService}RemoteNet) ") 
remoteNet=S (eval "echo \$$(echo isdnMyProviderRemoteNet) ") 
remoteNet=S (eval "echo \SisdnMyProviderRemoteNet") 
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remoteNet-$(eval "echo $isdnMyProviderRemoteNet") 


echo "SremoteNet" i? db 22 a 05100) 


# 


# And, it gets even better. 


# Consider the following snippet given a variable named getSparc, 
#+ but no such variable getIa64: 


chkMirrorArchs () { 
arch- tst; 
aie [| W"S(ewuedL Yecha WHS (exeo GSES (exclmo -me Sarea | 
eed "s/^WX(.N).mZWXL/Ag!" | t Vau" UmA-ZU. Sele Seem | 
sec "eu s Cs NO) J NI? 9) gosse V) w e qax | 


then 

return 0; 
else 

return 1; 
Irak? 


getSparc="true" 

unset getIa64 
chkMirrorArchs sparc 
echo $? # 0 

# True 


chkMirrorArchs Ia64 


echo $? # 1 

# False 
# Notes 
# VER ITAL C IS 


# Even the to-be-substituted variable name part is built explicitly. 
# The parameters to the chkMirrorArchs calls are all lower case. 
# The variable name is composed of two parts: "get" and "Sparc" 


Example 28-2. Passing an indirect reference to awk 


#!/bin/bash 


# Another version of the "column totaler" script 
#+ that adds up a specified column (of numbers) in the target file. 
# This one uses indirect references. 


ARGS=2 
E_WRONGARGS=85 


then 
echo "Usage: 'basename $0' filename column-number" 
exit $E WRONGARGS 


ia 

filename=$1 # Name of file to operate on. 
column_number=$2 # Which column to total up. 

#===== Same as original script, up to this point =====# 
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A multi-line awk script is invoked by 
awk " 


Begin awk script. 


awk " 


total += NX$$(column number) # Indirect reference 


END ( 
prime Coral 
} 


" "$filename" 
# Note that awk doesn't need an eval preceding V$$. 
# 
# End awk script. 


# Indirect variable reference avoids the hassles 
#+ of referencing a shell variable within the embedded awk script. 
# Thanks, Stephane Chazelas. 


exit $? 


This method of indirect referencing is a bit tricky. If the second order variable changes its value, 
then the first order variable must be properly dereferenced (as in the above example). 
Fortunately, the $ { ! variable} notation introduced with version 2 of Bash (see Example 
37-2 and Example A-22) makes indirect referencing more intuitive. 


Bash does not support pointer arithmetic, and this severely limits the usefulness of indirect referencing. In 
fact, indirect referencing in a scripting language is, at best, something of an afterthought. 
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Chapter 29. /dev and /proc 


A Linux or UNIX filesystem typically has the / dev and /proc special-purpose directories. 


29.1. /dev 


The /dev directory contains entries for the physical devices that may or may not be present in the hardware. 
[118] Appropriately enough, these are called device files. As an example, the hard drive partitions containing 
the mounted filesystem(s) have entries in / dev, as df shows. 


1k-blocks Used Available Use% 
Mounted on 
/ dev/hda6 495876 222748 247527 Ales 


/dev/hdal 50755 3887 44248 9% 
/ dev/hda8 367013 1.32102 334803 4% 
/ dev/hda5 1714416 1123624 503704 70$ 


Among other things, the / dev directory contains loopback devices, such as /dev/1loop0. A loopback 
device is a gimmick that allows an ordinary file to be accessed as if it were a block device. [119] This permits 
mounting an entire filesystem within a single large file. See Example 17-8 and Example 17-7. 


A few of the pseudo-devices in / dev have other specialized uses, such as /dev/null, /dev/zero, 
/ dev/urandom, /dev/sdal (hard drive partition), /dev/udp (User Datagram Packet port), and 


/ dev/tcp. 


For instance: 
To manually mount a USB flash drive, append the following line to /etc/fstab. [120 


/dev/sdal /mnt/flashdrive auto noauto,user,noatime 0 0 


(See also Example A-23.) 
Checking whether a disk is in the CD-burner (soft-linked to / dev / hdc): 


head -1 /dev/hdc 


head: cannot open '/dev/hdc' for reading: No medium found 
(No disc in the drive.) 


head: error reading '/dev/hdc': Input/output error 
(There is a disk in the drive, but it can't be read; 
+ possibly it's an unrecorded CDR blank.) 


Stream of characters and assorted gibberish 
(There is a pre-recorded disk in the drive, 
+ and this is raw output -- a stream of ASCII and binary data.) 
Here we s the wisdom of using 'head' to limit the output 
+ to manageable proportions, rather than 'cat' or something similar. 


Now, it's just a matter of checking/parsing the output and taking 
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#+ appropriate action. 


When executing a command on a /dev/tcp/Shost/Sport pseudo-device file, Bash opens a TCP 
connection to the associated socket. 


A socket is a communications node associated with a specific I/O port. (This is analogous to a hardware 


socket, or receptacle, for a connecting cable.) It permits data transfer between hardware devices on the same 
machine, between machines on the same network, between machines across different networks, and, of 
course, between machines at different locations on the Internet. 


The following examples assume an active Internet connection. 
Getting the time from nist.gov: 


bash$ cat «/dev/tcp/time.nist.gov/13 


SOSA MA- OSTE W4ezogad Gs 0 © (50/2...) WE (UNIS D) s 


[Mark contributed this example.] 
Generalizing the above into a script: 


#!/bin/bash 
# This script must run with root permissions. 


URL="time.nist.gov/13" 
Time=$ (cat </dev/tcp/"SURL") 


UTCS (echo "STime" | awk '{print$3}") # Third field is UTC (GMT) time. 
# Exercise: modify this for different time zones. 


echo "UTC Time = "$UTC"" 
Downloading a URL: 


bash$ exec 5<>/dev/tcp/www.net.cn/80 
bash$ echo -e "GET / HTTP/1.0\n" »&5 
bash$ cat «&5 


[Thanks, Mark and Mihai Maties.] 


Example 29-1. Using /dev/tcp for troubleshooting 


!/bin/bash 
dev-tcp.sh: /dev/tcp redirection to check Internet connection. 


See low; troy MEEL, 


Used with permission. 
TCP HOST-news-15.net # A known spam-friendly ISP. 
TCP PORT-80 # Port 80 is http. 

dew! to GCommece. (Semewiaaic Similac (eo c “young? a s 3) 
echo "HEAD / HTTP/1.0" »/dev/tcp/S$(TCP. HOST) /S(TCP. PORT) 
MYEXIT-$? 
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: XXEXPLANATION 

If bash was compiled with nable-net-redirections, it has the capability of 
using a special character device for both TCP and UDP redirections. These 
redirections are used identically as STDIN/STDOUT/STDERR. The devic ntries 
are 30,36 for /dev/tcp: 


mknod /dev/tcp c 30 36 


>From the bash reference: 
/dev/tcp/host/port 

If host is a valid hostname or Internet address, and port is an integer 
port number or service name, Bash attempts to open a TCP connection to the 
corresponding socket. 


EXPLANATIO 
Ai | Oxia! e WON Tp Then 

Scho “Commccicion Suceeassicull. moale Coes Sede 
else 

echo "Connection unsuccessful. Exit code: SMYEXIT" 
if aL 


exit SMYEXIT 


Example 29-2. Playing music 


!/bin/bash 
music.sh 


Music without external files 
Author: Antonio Macchi 


Used in ABS Guide with permission. 


/dev/dsp default = 8000 frames per second, 8 bits per frame (1 byte), 
* 1 channel (mono) 


duration-2000 # If 8000 bytes = 1 second, then 2000 = 1/4 second. 
volume=$'\xc0! # Max volume = \xff (or \x00). 
mute=$'\x80' # No volume = \x80 (the middle). 
function mknote () # S1-Note Hz in bytes (e.g. A = 440Hz 
{ #+ 8000 fps / 440 = 16 :: A = 16 bytes per second) 
for t in “seq 0 $duration' 
do 
case S(( SES Sil )) = 0 && echo =n Swolswe || scho sm Smug 
done 
} 
e-'mknote 49° 
g= mknote 41` 
a=mknote 36° 
b-' mknote 32° 
c=`mknote 30" 


cis-'mknote 29^ 
d-'mknote 27` 

e2—' mknote 24^ 
n-'mknote 32767^ 

# European notation. 
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echo =m Uses SeleieSolere Sel eise egere n ee SiclSeSeMoseSseisSinsSeiesicl \ 
$n$g$e2$d$c$d$c$a$g$n$gS$e$n$g$a$d$c$bS$aSb$c" > /dev/dsp 
# dsp = Digital Signal Processor 


exit # A "bonny" example of an elegant shell script! 


29.2. /proc 


The /proc directory is actually a pseudo-filesystem. The files in /proc mirror currently running system and 
kernel processes and contain information and statistics about them. 


bash$ cat /proc/devices 
Character devices: 
1 mem 


2 us 
3 TEENS) 
4 ttyS 
5 cua 
TEN GS 
LO mige 
14 sound 
29 t9 
36 netlink 
128 ptm 
USS jones 
162 raw 
254 pcmcia 


Block devices: 
1 ramdisk 

2 IEC 

3 ideO 

9) wol 


bash$ cat /proc/interrupts 


CPUO 
0 84505 KEPT timer 
il 3375 XT-PIC keyboard 
De 0 XT-PIC cascade 
38 i XT-PIC  soundblaster 
eg it Dp olus 
125 4231 XT-PIC PS/2 Mouse 
14: TOSTO: XT-PIC ide0 
MIDE 0 
ERR: 0 


bash$ cat /proc/partitions 


major minor #blocks name rio rmerge rsect ruse wio wmerge wsect wuse running use aveg 
3 0 3007872 hda 4472 22260 114520 94240 3551 18703 50384 549710 0 111550 644030 
3 il DA4ILG moell 277 Sj BAA Soo) A 2 TMA 10 (Oy G00 LLO 
3 2 Linck2 0 00000000000 
3 4 165260 nedas 10 © 20 210 0 9 0 O 9 210 23 
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bash$ cat /proc/loadavg 
01s 0.42 0.23 2/0 dias 


bash$ cat /proc/apm 
tole 1,2 (05009. (x0. (seri (exe ile =i 2 


Advanced Bash-Scripting Guide 


bash$ cat /proc/acpi/battery/BAT0/info 


Jouerexeiesane E yes 

design capacity: 43200 mWh 
lese colL dexegexexeaie ye 36640 mWh 
battery technology: rechargeable 
design voltage: 10800 mV 
design capacity warning: 1832 mWh 
design capacity low: 200 mWh 
capacity granularity 1: 1 mWh 
capacity granularity 2: 1 mWh 

model number: IBM-02K6897 
serial number: LSS 
battery type: LION 

OEM info: Panasonic 


bash$ fgrep Mem /proc/meminfo 
MemTotal: 52152/115. 118} 
MemFree: 266248 kB 


Shell scripts may extract data from certain of the files in /proc. [121 


FS-iso # ISO filesystem support in kernel? 


grep SFS /proc/filesystems # iso9660 


kernel version-$( awk '( print $3 }' /proc/version ) 


CPU=$( awk '/model name/ {print $5)' « /proc/cpuinfo ) 


ie [[ Wee = Wiesen) V] 
then 
run some commands 


else 
run other commands 


fest 


Cou cegexexexeb- gi ( rgrao Voga Misia /lewcrxew/cionsusueo) [| Gu "TrpuesuesE SAY ) 
# Current operating speed (in MHz) of the cpu on your machine. 
# On a laptop this may vary, depending on use of battery 

#+ or AC power. 
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#!/bin/bash 
# get-commandline.sh 
# Get the command-line parameters of a process. 


OPTION=cmdline 


# Identify PID. 


DICES echo S(joicleie VSI") |) awk "Jt gexanm Sil p" ) 

# Get only first Diu ASSES GONE) Jan obse EH TE | TAGS EAn CAS, 
echo 

eho VPKOCSSS JUD) Ole (rirse siasicaines (ur) "SI" = Sel 

echo -n "Command-line arguments: " 

cat /proc/"Spid"/"SOPTION" | xargs -0 echo 

# Formats output: EES E DD EN: 

# (levaiaiiest, Men HOLL ice elev) iiano) 


echo; echo 


# For example: 
# sh get-commandline.sh xterm 


+ 


devfile="/proc/bus/usb/devices" 
text="Spd" 

USB1="Spd=12" 

USB2="Spd=480" 


bus_speed=$(fgrep -m 1 "Stext" Sdevfile | awk '{print $9}') 


d ANS SIS. aroan Pirar macchi, 
if [ "$bus speed" = "SUSB1" ] 
then 


exciso. wuss isl jeje oe A 
# Do something appropriate for USB 1.1. 
ita 


$^) It is even possible to control certain peripherals with commands sent to the /proc directory. 


root# echo on > /proc/acpi/ibm/light 


This turns on the Thinklight in certain models of IBM/Lenovo Thinkpads. (May not work on all Linux 
distros.) 


Of course, caution is advised when writing to /proc. 


The /proc directory contains subdirectories with unusual numerical names. Every one of these names maps 
to the process ID of a currently running process. Within each of these subdirectories, there are a number of 
files that hold useful information about the corresponding process. The stat and status files keep running 
statistics on the process, the cmdline file holds the command-line arguments the process was invoked with, 
and the exe file is a symbolic link to the complete path name of the invoking process. There are a few more 
such files, but these seem to be the most interesting from a scripting standpoint. 


Example 29-3. Finding the process associated with a PID 
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#!/bin/bash 
# pid-identifier.sh: 
# Gives complete path name to process associated with pid. 


ARGNO-1 # Number of arguments the script expects. 
E_WRONGARGS=65 

PID=66 

E_NOSUCHPROCESS=67 

. NOPERMISSION=68 

PROCF ILE=exe 


Ei pj p 
w 
> 
iw) 


I 


if [ $# -ne SARGNO ] 

then 
echo "Usage: ^basename $0? PID-number" >&2 # Error message »stderr. 
exit $E WRONGARGS 

feu 


picho=b( ps ex || ces Sil | we "4 prime Sil Y" [| sue Sil ) 

(Qiswexclx;s: diy joael ai "ys WESTEN ESE Fil, 

Then makes sure it is the actual process, not the process invoked by this script. 
Pe last Vores Sil rilrers Ole, Elie: [9XoXsisiaLio ja. Lalo sy s 


joie S ( iss! mex || awk Vd princ Sil JY || Grea SX) 
also works, as Teemu Huovila, points out. 


ai [ ez "Sgueuo" | # If, after all the filtering, the result is a zero-length string, 
then #+ no running process corresponds to the pid given. 
echo "No such process running." 
exit $E NOSUCHPROCESS 
fi 
Alternatively: 
ae | jos Sil > Jewel 25b 
then # no running process corresponds to the pid given. 
echo "No such process running." 
exit $E NOSUCHPROCESS 
iru 
to sedan tin ntire process, use "pidof". 


aie [ | es "/oeoc/Sl/SBmEOCSILEU T # Check for read permission. 


[0] 
Q 
Ez 
O 


Recess Sil wus, JlOXDüE Goo A 
echo "Can't get read permission on /proc/$1/$PROCFILE." 
exit $E NOPERMISSION # Ordinary user can't access some files in /proc. 


# The last two tests may be replaced by: 

# aie | Kei —0 Si = olevani Zel o5 VOY as mot a elemel, lowe 
# this will test whether it is possible 
# to send a signal to the process. 


# then echo "PID doesn't exist or you're not its owner" >&2 
# exit SE_BADPID 
# Ea 

secun dhees Jus =L yoresi | eras Vex || eink "4 orane SL gv y 
# Or ze cilessi Jus = Jew esie || awk torim SLL! y 
# 
# /proc/pid-number/exe is a symbolic link 
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#+ to the complete path name of the invoking process. 


a [ e VSee Cilet J| Gp Wie [uox oro m bWorSus7 ese CLOTS, 

then #+ then the corresponding process exists. 
echo "Process #$1 invoked by $exe file." 

else 
echo "No such process running." 

fe. 


This elaborate script can *almost* be replaced by 
S ax || grep SL | awk "4 prine SH p" 
However, this will not work... 
+ because the fifth field of 'ps' is argv[0] of the process, 
3e AXE ela xecutable file path. 


However, either of the following would work. 
find /proc/$1/exe -printf '$1^n' 
lsof -aFn -p $1 -d txt | sed -ne 's/^n//p' 


Additional commentary by Stephane Chazelas. 


exit 0 
Example 29-4. On-line connect status 


#!/bin/bash 

# connect-stat.sh 

# Note that this script may need modification 
#+ to work with a wireless connection. 


PROCNAME=pppd # ppp daemon 
PROCFILENAME-status # Where to look. 
NOTCONNECTED=85 


INTERVAL=2 # Update every 2 seconds. 
pidno=$( ps ax | grep -v "ps ax" | grep -v grep | grep SPROCNAME | 
ak "4 qx Sl p" ) 


Finding the process number of 'pppd', the 'ppp daemon'. 
Have to filter out the process lines generated by the search itself. 


However, as Oleg Philon points out, 
+ this could have been considerably simplified by using "pidof". 
pidno-$( pidof $PROCNAME ) 


Moral of the story: 
+ When a command sequence gets too complex, look for a shortcut. 


at [| ev "Spuehwo" | # If no pid, then process is not running. 
then 
echo "Not connected." 
# exit SNOTCONNECTED 
else 


echo "Connected."; echo 
Fi 
while [ true ] # Endless loop, script can be improved here. 
do 
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if [ ! -e "/proc/S$pidno/SPROCFILENAME" ] 
# While process running, then "status" file exists. 
then 


echo "Disconnected." 
# exit SNOTCONNECTED 


ia 
netstat -s | grep "packets received" # Get some connect statistics. 
netstat -s | grep "packets delivered" 


sleep SINTERVAL 


# As it stands, this script must be terminated with a Control-C. 


Exercises: 


ake the script more user-friendly in other ways. 


# 

# 

# Improve the script so it exits on a "q" keystroke. 

# 

# Fix the script to work with wireless/DSL connections. 


In general, it is dangerous to write to the files in /proc, as this can corrupt the filesystem or crash the 
machine. 
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The Net's a cross between an elephant and a 
white elephant sale: it never forgets, and it's 
always crap. 


--Nemo 
A Linux system has quite a number of tools for accessing, manipulating, and troubleshooting network 
connections. We can incorporate some of these tools into scripts -- scripts that expand our knowledge of 
networking, useful scripts that can facilitate the administration of a network. 


Here is a simple CGI script that demonstrates connecting to a remote server. 


Example 30-1. Print the server environment 


!/bin/bash 
test-cgi.sh 

by Michael Zick 

Used with permission 


ay have to change the location for your site. 

(At the ISP's servers, Bash may not be in the usual place.) 
Other places: /usr/bin or /usr/local/bin 

ight even try it without any path in sha-bang. 


Disable filename globbing. 
set -f 


Header tells browser what to expect. 
echo Content-type: text/plain 
echo 


echo (6(63t/ 11,00). test scrion Tagor? 
echo 


echo environment settings: 
SEE 
echo 


echo whereis bash? 
whereis bash 
echo 


echo who are we? 
echo $(BASH VERSINFO[*])J 
echo 


Sele ecce 18 Sip, dues ae Usu. 
echo 


# CGI/1.0 expected environment variables. 


echo SERVER_SOFTWARE = SSERVER_SOFTWARE 
echo SERVER_NAME = SSERVER_NAME 
echo GATEWAY_INTERFACE = SGATEWAY_INTERFACE 


Chapter 30. Network Programming 469 


Advanced Bash-Scripting Guide 


echo SERVER PROTOCOL = $SERVER PROTOCOL 


echo SERVER PORT = SSERVER PORT 

echo REQUEST METHOD = S$REQUEST METHOD 
echo HTTP ACCEPT = "SHTTP ACCEPT" 

echo PATH INFO - "SPATH INFO" 

echo PATH TRANSLATED = "SPATH TRANSLATED" 
echo SCRIPT NAME = "SSCRIPT NAME" 


echo QUERY STRING = "$QUERY_STRING" 
echo REMOTE HOST - SREMOTE HOS 
echo REMOTE_ADDR = $REMOTE_ADDR 
R 
A 


echo REMOTE_USER = SREMOTE_USER 
echo AUTH_TYPE = SAUTH_TYP 
echo CONTENT TYPE = SCONTENT_TYPE 
echo CONTENT LENGTH = $CONTENT LENGTH 


A 


E 


U 


exit 0 


# Here document to give short instructions. 
cM SENE HA 


1) Drop this in your http://domain.name/cgi-bin directory. 
2) Then, open http://domain.name/cgi-bin/test-cgi.sh. 


MEESE TCG. 
For security purposes, it may be helpful to identify the IP addresses a computer is accessing. 


Example 30-2. IP addresses 


!/bin/bash 
ip-addresses.sh 
List the IP addresses your computer is connected to. 


Inspired by Greg Bledsoe's ddos.sh script, 
Hkou Jorane, 0S warin 20i 
URL: 
http://www.linuxjournal.com/content/back-dead-simple-bash-complex-ddos 
Greg licensed his script under the GPL2, 
+ and as a derivative, this script is likewise GPL2. 


connection type-TCP # Also try UDP. 

field=2 Which field of the output we're interested in. 
no_match=LISTEN Filter out records containing this. Why? 

lsof args--ni -i lists Internet-associated files. 


n preserves numerical IP addresses. 
What happens without the -n option? Try it. 


womirsie=" [E9)— 9] i0) 9] 19-9 1 (EO 91 9o 91 - x» 

# Delete the router info. 

Teor WSlses suse greo Sconnecrion cys | cras -v S ORI ats ci || 
awk. V torint SOR" || cut scl g =i Susede | sore | wane | 


sed s/"^$router"// 


Bledsoe's script assigns the output of a filtered IP list, 
(similar to lines 19-22, above) to a variable. 

He checks for multiple connections to a single IP address, 
then uses: 


dE JE db db db dE 


ajexecwdoliess = INNO —e Sup oO CES 3| avi ——xee3ee-waigm. Ce- Ceset 
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. within a 60-second delay loop to bounce packets from DDOS attacks. 


Exercise: 


Use the 'iptables' command to extend this script 
+ to reject connection attempts from well-known spammer IP domains. 


More examples of network programming: 


. Getting the time from nist.gov 

. Downloading a URL 

. A GRE tunnel 

. Checking if an Internet server is up 
. Example 16-41 

. Example A-28 

. Example A-29 

. Example 29-1 


ANNDNFWN KE 


See also the networking commands in the System and Administrative Commands chapter and the 
communications commands in the External Filters, Programs and Commands chapter. 
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Chapter 31. Of Zeros and Nulls 


Faultily faultless, icily regular, splendidly null 
Dead perfection; no more. 
--Alfred Lord Tennyson 
/dev/zero... /dev/null 


Uses of /dev/null 


Think of /dev/nu11 as a black hole. It is essentially the equivalent of a write-only file. Everything 
written to it disappears. Attempts to read or output from it result in nothing. All the same, 
/ dev/null can be quite useful from both the command-line and in scripts. 


Suppressing stdout. 


cat $filename >/dev/null 
z (ClosoueesoWESL (ut clase iude will mgr List T0 SECOLE» 


Suppressing stderr (from Example 16-3). 


rm $badname 2>/dev/null 
# So error messages [stderr] deep-sixed. 
Suppressing output from both stdout and stderr. 


cat $filename 2>/dev/null >/dev/null 

If "Sfilename" does not exist, there will be no error message output. 

ie WiSiea ewes COs Sailer, icles) eleinicGinics! (our lake Gesllke ql invore ilaisie ice) Steclowie s 
Therefore, no output at all will result from the above line of code. 


This can be useful in situations where the return code from a command 
+ needs to be tested, but no output is desired. 


cat $filename &>/dev/null 
also works, as Baris Cicek points out. 


Deleting contents of a file, but preserving the file itself, with all attendant permissions (from Example 


2-1 and Example 2-3): 


cat /dev/null > /var/log/messages 


# : > /var/log/messages has same effect, but does not spawn a new process. 


cat /dev/null > /var/log/wtmp 


Automatically emptying the contents of a logfile (especially good for dealing with those nasty 
"cookies" sent by commercial Web sites): 


Example 31-1. Hiding the cookie jar 


# Obsolete Netscape browser. 
# Same principle applies to newer browsers. 


if [ -f ~/.netscape/cookies ] # Remove, if exists. 
then 
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rm -f ~/.netscape/cookies 
ica. 


ln -s /dev/null -/.netscape/cookies 
# All cookies now get sent to a black hole, rather than saved to disk. 


Uses of /dev/zero 
Like /dev/null, /dev/zero is a pseudo-device file, but it actually produces a stream of nulls 
(binary zeros, not the ASCII kind). Output written to /dev/zero disappears, and it is fairly difficult 
to actually read the nulls emitted there, though it can be done with od or a hex editor. The chief use of 


/ dev/zerois creating an initialized dummy file of predetermined length intended as a temporary 
swap file. 


Example 31-2. Setting up a swapfile using /dev/zero 


#!/bin/bash 
# Creating a swap file. 


# A swap file provides a temporary storage cache 
#+ which helps speed up certain filesystem operations. 


ROOT_UID=0 # Root has SUID O0. 
E WRONG USER-85 # Not root? 


FILE-/swap 
BLOCKSIZE-1024 
MINBLOCKS-40 
SUCCESS=0 


sr iale SISO. mest be TIA as TOOT 

it || UIS" =ne VSROOT UID% T 

then 
echo; echo "You must be root to run this script."; echo 
exit $E WRONG USER 

a aL 


blocks=$ {1:-SMINBLOCKS } # Set to default of 40 blocks, 
#+ if nothing specified on command-line. 


This is the equivalent of the command block below. 
alae. [DL ex SAL 4 
then 
blocks-$1 
else 
blocks=SMINBLOCKS 
iat 
ie || Weder! -lrt SMENJLOCKS | 
then 
blocks=SMINBLOCKS # Must be at least 40 blocks long. 
iu 


FEFE TE FE E FE HE TE FE FE FE HE FE E TE FE FE FE HE HEE EH HEHE HE EEE EH EH EHH EEE EE EERE HEH EERE EEE 
echo "Creating swap file of size Sblocks blocks (KB)." 
dd if=/dev/zero of-$FILE bs=$BLOCKSIZE count-$blocks # Zero out file. 
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mkswap SFILE Sblocks # Designate it a swap file. 
swapon SFILE # Activate swap file. 
retcode-$? # Everything worked? 


Note that if one or more of these commands fails, 
+ then it could cause nasty problems. 
FE FE TE FE TE FE FE FE FE FE FE FE TE FE FE FE FE FE FE FE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE HE HE FE FE FE FE FE FE FE FE HE FE HE HE HE HE E 


Exercise: 
Rewrite the above block of code so that if it does not execut 
+ successfully, then: 
1) an error message is echoed to stderr, 
2) all temporary files are cleaned up, and 
3) the script exits in an orderly fashion with an 
+ appropriate error code. 


echo "Swap file created and activated." 


exit $retcode 
Another application of /dev/zero is to "zero out" a file of a designated size for a special purpose, 
such as mounting a filesystem on a loopback device (see Example 17-8) or "securely" deleting a file 


(see Example 16-61). 


Example 31-3. Creating a ramdisk 


!/bin/bash 
ramdisk.sh 


A "ramdisk" is a segment of system RAM memory 
+ which acts as if it were a filesystem. 
Its advantage is very fast access (read/write time). 
Disadvantages: volatility, loss of data on reboot or powerdown, 
t less RAM available to system. 


Of what use is a ramdisk? 
Keeping a large dataset, such as a table or dictionary on ramdisk, 
+ speeds up data lookup, since memory access is much faster than disk access. 


E NON ROOT USER-70 # Must run as root. 
ROOTUSER NAME-root 


Create with mkdir /mnt/ramdisk. 
2K blocks (change as appropriate) 
1K (1024 byte) block size 

First ram device 


MOUNTPT-/mnt/ramdisk 


BLOCKSIZE=1024 
DEVICE=/dev/ram0 


Se SE ch SHE 


username= id -nu' 
if [ "Susername" != "SROOTUSER_NAME 
then 
echo "Must be root to run \"*basename $0^N". 
exit $E NON ROOT USER 


irat 

a p U sel USWOUNHMEÜSV T # Test whether mount point already there, 

then Wr SO) IO) Gueieue LE eaS Som sls eum 
mkdir SMOUNTPT #+ multiple times. 

ie aL 


HEHE HHH HHH EH HT HH AE FE Ho HE EE EE EE EEE aa 
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dd if=/dev/zero of=SDEVICE count=SSIZE bs=SBLOCKSIZE # Zero out RAM device. 
# Why is this necessary? 


mke2fs SDEVICE # Create an ext2 filesystem on it. 
mount SDEVICE SMOUNTPT # Mount it. 
chmod 777 SMOUNTPT # Enables ordinary user to access ramdisk. 


# However, must be root to unmount it. 
HGH HE EEE E TE EE HE TE HE EEE FE HE EH HE E EE EEE EE HE EE EE EEE E TE EE E TE EE ER EE E E EE EEE E E EE E EE EE E 
d to test whether above commands succeed. Could cause problems otherwis 
Exercise: modify this script to make it safer. 


echo "\"SMOUNTPT\" now available for use." 
The ramdisk is now accessible for storing files, even by an ordinary user. 


Caution, the ramdisk is volatile, and its contents will disappear 
+ on reboot or power loss. 
Copy anything you want saved to a regular directory. 


After reboot, run this script to again set up ramdisk. 
Remounting /mnt/ramdisk without the other steps will not work. 


Sumtabikyemo dated ssuhalsmsicialprmcanm by Lavoe in Jere} ore c Cre local, 
+ to set up ramdisk automatically at bootup. 
That may be appropriate on, for example, a database server. 


exit 0 
In addition to all the above, /dev/zero is needed by ELF (Executable and Linking Format) 
UNIX/Linux binaries. 
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Debugging is twice as hard as writing the code in 
the first place. Therefore, if you write the code as 
cleverly as possible, you are, by definition, not 
smart enough to debug it. 


--Brian Kernighan 
The Bash shell contains no built-in debugger, and only bare-bones debugging-specific commands and 
constructs. Syntax errors or outright typos in the script generate cryptic error messages that are often of no 
help in debugging a non-functional script. 


Example 32-1. A buggy script 


#!/bin/bash 
# ex74.sh 


ge Lime ats} ci CEN GXoscaslE c 
# Where, oh where is the error? 


a=37 


iif [Sa =o 27 ] 
then 

echo $a 
seein 


exit $? # O! Why? 
Output from script: 


./ex74.sh: [37: command not found 


What's wrong with the above script? Hint: after the if. 


Example 32-2. Missing keyword 


#!/bin/bash 
# missing-keyword.sh 
# What error message will this script generate? And why? 


roi a am d 2 9 


do 
echo "$a" 
# done # Required keyword 'done' commented out in line 8. 
exit 0 # Will not exit here! 
+ === # 


# From command line, after script terminates: 
echo 82 # 2 


Output from script: 


missing-keyword.sh: line 10: syntax error: unexpected end of file 


Chapter 32. Debugging 476 


Advanced Bash-Scripting Guide 


Note that the error message does not necessarily reference the line in which the error occurs, but the line 
where the Bash interpreter finally becomes aware of the error. 


Error messages may disregard comment lines in a script when reporting the line number of a syntax error. 


What if the script executes, but does not work as expected? This is the all too familiar logic error. 


Example 32-3. test24: another buggy script 


#!/bin/bash 


# This script is supposed to delete all filenames in current directory 
#+ containing embedded spaces. 

# It doesn't work. 

# Why not? 


badname-'ls | grep ' '^ 


# Try this: 
# echo "Sbadname" 


rm "Sbadname" 


exit 0 
Try to find out what's wrong with Example 32-3 by uncommenting the echo "$badname" line. Echo 
statements are useful for seeing whether what you expect is actually what you get. 


In this particular case, rm " S5badname" will not give the desired results because $badname should not be 
quoted. Placing it in quotes ensures that rm has only one argument (it will match only one filename). A partial 
fix is to remove to quotes from $badname and to reset SIF‘ to contain only a newline, IFS=$'\n'. 
However, there are simpler ways of going about it. 


# Correct methods of deleting filenames containing spaces. 


rm *\ * 
rm *" "x 
resi 59 Des 


i? JüeteuoUk hs SoG. 
Summarizing the symptoms of a buggy script, 


1. It bombs with a "syntax error" message, or 
2. It runs, but does not work as expected (logic error). 
3. It runs, works as expected, but has nasty side effects (logic bomb). 


Tools for debugging non-working scripts include 


1. Inserting echo statements at critical points in the script to trace the variables, and otherwise give a 
snapshot of what is going on. 


į ) Even better is an echo that echoes only when debug is on. 


### debecho (debug-echo), by Stefano Falsetto ### 
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### Will echo passed parameters only if DEBUG is set to a value. ### 


debecho () { 
if [ ! -z "SDEBUG" ]; then 
echo "S1" >&2 
d WES SEIS) COIS IETS 
i3 
} 
DEBUG=on 
Whatever=whatnot 


debecho $Whatever # whatnot 


DEBUG= 
Whatever=notwhat 
debecho SWhatever s (WELL DOE EERO.) 


2. Using the tee filter to check processes or data flows at critical points. 
3. Setting option flags -n -v -x 


sh -n scriptname checks for syntax errors without actually running the script. This is the 
equivalent of inserting set -n or set -o noexec into the script. Note that certain types of 
syntax errors can slip past this check. 


sh -v scriptname echoes each command before executing it. This is the equivalent of inserting 
set -vor set -o verbose in the script. 


The -n and -v flags work well together. sh -nv scriptname gives a verbose syntax check. 


sh -x scriptname echoes the result each command, but in an abbreviated manner. This is the 
equivalent of inserting set -x or set -o xtrace in the script. 


Inserting set -u or set -o nounset in the script runs it, but gives an unbound variable error 
message and aborts the script. 


SSE ibi # Or seu cO qroDDSet 


# Setting a variable to null will not trigger the error/abort. 
# unset, var- 


echo $unset var # Unset (and undeclared) variable. 
echo "Should not echo!" 


ss Sm GB seda 
# t2.sh: line 6: unset var: unbound variable 


4. Using an "assert" function to test a variable or condition at critical points in a script. (This is an idea 
borrowed from C.) 


Example 32-4. Testing a condition with an assert 


#!/bin/bash 
# assert.sh 


HT HH FE FE E FE AE HH EH HE AE FE EE AE FE FE FE FE FE AE FE AE FE FE FE aE EE aE 


assert () sr E CONCEAL Ey 
{ #+ exit from script 
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#+ with appropriat rror messag 
E PARAM ERR-98 
E ASSERT FAILED-99 
ae |b sez USE # Not enough parameters passed 
then #+ to assert() function. 
return $E PARAM ERR # No damage done. 
f 
lineno-$2 
a qp 8 Si | 
then 
echo Yassgeorciom tailed YSI 
echo "File \"$0O\", line $lineno" # Give name of file and line number. 
exit $E ASSERT FAILED 
# else 
# return 
d and continue executing the script. 
Pi 
} # Insert a similar assert() function into a script you need to debug. 


HHT Ha HHT EH EHH AE E EH HEE EEE EEE 


a=5 

b=4 

COmebbicsoa="Sa illic Slow # Error message and exit from script. 
# Try setting "condition" to something else 
#+ and see what happens. 


assert "Scondition" SLINENO 
The remainder of the script executes only if the "assert" does not fail. 


Some commands. 
Some more commands 
echo "This statement echoes only if the \"assert\" does not fail." 


More commands 


exit $? 
5. Using the $LINENO variable and the caller builtin. 
6. Trapping at exit. 


The exit command in a script triggers a signal 0, terminating the process, that is, the script itself. [122 
It is often useful to trap the exit, forcing a "printout" of variables, for example. The trap must be the 
first command in the script. 


Trapping signals 


trap 
Specifies an action on receipt of a signal; also useful for debugging. 


A signal is a message sent to a process, either by the kernel or another process, telling it to take 
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some specified action (usually to terminate). For example, hitting a Control-C sends a user interrupt, 
an INT signal, to a running program. 


A simple instance: 


ieee YY 2 
# Ignore interrupt 2 (Control-C), with no action specified. 


tre echo "(Comurol-C clisalolecl,) 2 
# Message when Control-C pressed. 


Example 32-5. Trapping at exit 


!/bin/bash 
Hunting variables with a trap. 


trap ‘echo Variable Listing --- a = $a b = $b' EXIT 
EXIT is the name of the signal generated upon exit from a script. 


The command specified by the "trap" doesn't execute until 
+ the appropriate signal is sent. 


echo "This prints before the \"trap\" --" 
echo "even though the script sees the \"trap\" first." 
echo 


exit 0 
# Note that commenting out the 'exit' command makes no difference, 
#+ since the script exits in any case after running out of commands. 


Example 32-6. Cleaning up after Control-C 


#!/bin/bash 
# logon.sh: A quick 'n dirty script to check whether you are on-line yet. 


umask 177 # Make sure temp files are not world readable. 


RUE-1 

LOGFILE-/var/log/messages 

Note that $LOGFILE must be readable 

+ (as root, chmod 644 /var/log/messages). 

EMPFILE-temp.$$ 

Create a "unique" temp file name, using process id of the script. 

Using 'mktemp' is an alternative. 
For example: 

TEMPFILE-'mktemp temp.XXXXXX' 

KEYWORD-address 

At logon, the line "remote IP address xxx.xxx.xxx.xxx" 

appended to /var/log/messages. 


HECK LINES-100 
How many lines in log file to check. 


O 
USER_INTERRUPT=13 
@ 
T 
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trap ‘rm —f STEMPETLE; exit SUSER-INTERRUPT' TERM INT 
# Cleans up the temp file if script interrupted by control-c. 


echo 
while [ S$TRUE ] Endless loop. 
do 
tail -m $CHECK LINES $LOGFILE» S$TEMPFILE 


Saves last 100 lines of system log file as temp fil 

Necessary, since newer kernels generate many log messages at log on. 

Search-' grep SKEYWORD S$TEMPFILE' 
Checks for presence of the "IP address" phrase, 

+ indicating a successful logon. 


ase [ | =” "USseeusem || Quotes necessary because of possible spaces. 
then 
echo "On-line" 
rm —f STEMPFILE Clean up temp file. 
exit SONLINE 
else 
Celso. ag Mou The -n option to echo suppresses newline, 
+ so you get continuous rows of dots. 
E 
sleep 1 
done 


# Note: if you change the KEYWORD variable to "Exit", 
#+ this script can be used while on-lin 
#+ to check for an unexpected logoff. 


# Exercise: Change the script, per the above note, 
d andipretti ty eit 


Sxia O 


# Nick Drage suggests an alternate method: 


while true 
do ifconfig ppp0 | grep UP 1» /dev/null && echo "connected" && exit 0 


echo nne et qr lexeaLsuels dots (oos ) until connected. 
sleep 2 
done 


# Problem: Hitting Control-C to terminate this process may be insufficient. 
#+ (Dots may keep on echoing.) 
# Exercise: Fix this. 


# Stephane Chazelas has yet another alternativ 


CHECK_INTERVAL=1 


while ! tail -n 1 "SLOGFILE" | grep -q "SKEYWORD" 
do echo -n 
Sleep S$CHECK INTERVAL 
done 
echo "On-line" 
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# Exercise: Discuss the relative strengths and weaknesses 
# of each of these various approaches. 


Example 32-7. A Simple Implementation of a Progress Bar 


! /bin/bash 
progress-bar2.sh 
Author: Graham Ewart (with reformatting by ABS Guide author). 
Used in ABS Guide with permission (thanks!). 


Invoke this script with bash. It doesn't work with sh. 


interval-1 
long interval-10 


(exeo "exon Sur. 
sleep Sinterval; sleep Sinterval 
while true 


do 
exem =a 7," # Use dots. 
sleep Sinterval 
done; } & # Start a progress bar as a background process. 
pid=s! 
trao Veche He kilil SUSIRIL SPC warnt Spo KLI # To handle ^C. 


echo -n 'Long-running process ' 
Sleep $1long interval 
echo ' Finished!' 


kill -USRI Spid 
wait $pid # Stop the progress bar. 
trap EXIT 


exit $? 


c) The DEBUG argument to trap causes a specified action to execute after every command in a script. This 
permits tracing variables, for example. 


Example 32-8. Tracing a variable 


#!/bin/bash 


trap 'echo "VARIABLE-TRACE» \S$variable = \"Svariable\""' DEBUG 
# Echoes the value of Svariable after every command. 


variable=29; line=$LINENO 


secho Wo gust imirtializec \Styelionelolhs io) Swealieabalolle im line ionbialoeve Silas, Y 


let "variable *= 3"; line-$LINENO 


echo " Just multiplied \$variable by 3 in line number Sline." 
exit 0 
j dime "rej eomme 5 o o (CüowWüsume2 n o o DEBE (loseitreE Le 


#+ more appropriate in the context of a complex script, 
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#+ where inserting multiple "echo $variable" statements might be 
#+ awkward and time-consuming. 


# Thanks, Stephane Chazelas for the pointer. 


Outat 9i «euis 


VARIABLE-TRACE» Svariable = "" 
VARIABLE-TRACE» Svariable = "29" 
Just initialized $variable to 29. 
VARIABLE-TRACE» Svariable = "29" 
VARIABLE-TRACE> Svariable = "87" 
Just multiplied $variable by 3. 
VARIABLE-TRACE» Svariable = "87" 


Of course, the trap command has other uses aside from debugging, such as disabling certain keystrokes 


within a script (see Example A-43). 


Example 32-9. Running multiple processes (on an SMP box) 


#!/bin/bash 

# parent.sh 

# Running multiple processes on an SMP box. 
# Author: Tedman Eng 


# This is the first of two scripts, 
#+ both of which must be present in the current working directory. 


LIMIT-$1 # Total number of process to start 
NUMPROC=4 # Number of concurrent threads (forks?) 
PROCID=1 # Starting Process ID 


eCie "iy IUD) xe So" 


InWNCIe soi Biceicie_iclauceyayel()) 4i 
if [ $PROCID -le $LIMIT | ; then 
./child.sh SPROCIDé 
Jueug MAROC ID sear! 


else 
echo "Limit reached." 
wait 
exit 
ÍE3L 
} 
while [ "SNUMPROC" -gt 0 ]; do 


start thread; 
let "NUMPROC--" 
done 


while true 
do 


trap "start thread" SIGRTMIN 


done 
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exit © 


/bin/bash 

child.sh 

Running multiple processes on an SMP box. 
Wins S@uijor ie Cal lecli low; joauceimc . sia. 
Author: Tedman Eng 


temp=$RANDOM 

index=$1 

shift 

let "temp %= 5" 

let "temp += 4" 

echo WSicaicic tine) Since WamiSegsicemjav SOY 
sleep S{temp} 

echo "Ending $index" 

kill -s SIGRTMIN $PPID 


exit 0 
S GESISERIEAUIBETORSESSSINO ES # 
It's not completely bug free. 
I ran it with limit = 500 and after the first few hundred iterations, 


+ one of the concurrent threads disappeared! 
Not sure if this is collisions from trap signals or something else. 
Once the trap is received, there's a brief moment while executing the 
+ trap handler but before the next trap is set. During this time, it may 
+ be possible to miss a trap signal, thus miss spawning a child process. 


No doubt someone may spot the bug and will be writing 
d" o & p dum eNe JEUNESULSG 


FE HE TE FE E FE AE FE E TE FE FE FE HE FE E FE FE FE ERR EH HEHE HEHEHE EH EEE 
The following is the original script written by Vernia Damiano. 
Unfortunately, it doesn't work properly. 

HHH HH HH HHH EHH HH EH EHH HE HEE HEH E FE AE TE FE TE FE TE EE E E E E EH EEE EH EEE HE 


!/bin/bash 


Must call script with at least one integer parameter 
+ (number of concurrent processes). 
All other parameters are passed through to the processes started. 


INDICE-8 4 Total number of process to start 
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TEMPO-5 # Maximum sleep time per process 
E BADARGS-65 4 No arg(s) passed to script. 


if [ $4 -eq 0 ] 4 Check for at least one argument passed to script. 


echo "Usage: ^basename $0? number of processes [passed params]" 
exit $E BADARGS 


ÍE3L 

NUMPROC-$1 # Number of concurrent process 
shift 

PARAMETRI-( "$Q" ) # Parameters of each process 


function avvia() ( 
local temp 
local index 
temp-$RANDOM 
index-$1 
SORE 
let "temp %= $TEMPO" 
iket Vereor I 
echo "Starting $index Time:$temp" "S@" 
sleep ${temp} 
echo "Ending $index" 
kill -s SIGRTMIN $$ 


pme tton emme 4i 


wie [| SENDIC =c O ] F wier 
avvia $INDICE "${PARAMETRI[@]}" & 
Let VODNIDDOUCIS — — V 
else 
trap : SIGRTMIN 


trap parti SIGRTMIN 


waiile [p VSNUMPROCY oe 0 ly c 
joeueieaup 
CaN UMER@@ Say 

done 

wait 


trap - SIGRIMIN 
exam S9 


X«SCRIPT AUTHOR COMMENTS 
I had the need to run a program, with specified options, on a number of 
different files, using a SMP machine. So I thought [I'd] keep running 
a specified number of processes and start a new one each time . . . one 
of these terminates. 


The "wait" instruction does not help, since it waits for a given process 
or *all* process started in background. So I wrote [this] bash script 
EME (eum Co Cle FOO, MSiing clas Vire" LASE ECCE LON 

—-Vernia Damiano 
SCRIPT_AUTHOR_COMMENTS 
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trap '' SIGNAL (two adjacent apostrophes) disables SIGNAL for the remainder of the script. trap 
SIGNAL restores the functioning of SIGNAL once more. This is useful to protect a critical portion of a 
script from an undesirable interrupt. 


ipeo "V 2 a; (Suspe 2 le Comcwol—C, now clisalsilect. 
command 

command 

command 

Ewa 2 # Reenables Control-C 


Version 3 of Bash adds the following internal variables for use by the debugger. 


1. SBASH_ARGC 


Number of command-line arguments passed to script, similar to 
2. SBASH_ARGV 


Final command-line parameter passed to script, equivalent $4! 
3. SBASH, COMMAND 


Command currently executing. 
4. SBASH. EXECUTION STRING 


The option string following the -c option to Bash. 
5. SBASH, LINENO 


In a function, indicates the line number of the function call. 
6. SBASH_ REMATCH 


Array variable associated with =~ conditional regex matching. 


GI 


S$BASH SOURCI 


This is the name of the script, usually the same as $0. 


8. SBASH SUBSHELL 
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Options are settings that change shell and/or script behavior. 


The set command enables options within a script. At the point in the script where you want the options to take 
effect, use set -o option-name or, in short form, set -option-abbrev. These two forms are equivalent. 


!/bin/bash 


set -o verbose 
Echoes all commands before executing. 


!/bin/bash 


set -v 
Exact same effect as above. 


$^; To disable an option within a script, use set +0 option-name or set +option-abbrev. 


#!/bin/bash 


set -o verbose 
# Command echoing on. 
command 


command 
set +o verbose 
# Command echoing off. 


command 
# Not echoed. 


See Ww 
# Command echoing on. 
command 


command 
BU EV 
# Command echoing off. 


command 


exe O 


An alternate method of enabling options in a script is to specify them immediately following the 7 ! script 
header. 


#!/bin/bash -x 
# 
# Body of script follows. 
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It is also possible to enable script options from the command line. Some options that will not work with set 
are available this way. Among these are —i, force script to run interactive. 


bash -v script-name 
bash -o verbose script-name 


The following is a listing of some useful options. They may be specified in either abbreviated form (preceded 
by a single dash) or by complete name (preceded by a double dash or by —-o). 


Table 33-1. Bash options 


i a Prevent overwriting of files by redirection (may be overridden by >l) 


eo eee List double-quoted strings prefixed by $, but do not execute commands in 
script 


a ewe | Export all defined variables 


Notify when jobs running in background terminate (not of much use in a 
script) 


Read commands from ... 


Informs user of any open jobs upon shell exit. Introduced in version 4 of 
Bash, and still "experimental." Usage: shopt -s checkjobs (Caution: may 
hang!) 

errexit Abort script at first error, when a command exits with non-zero status 
(except in until or while loops, if-tests, list constructs) 


-£ hogob | Filename expansion (globbing) disabled 


globstar globbing Enables the ** globbing operator (version 4+ of Bash). Usage: shopt -s 
ae star-match globstar 


Script runs in interactive mode 
= Read commands in script, but do not execute them (syntax check) 


- (none) Invoke the Option-Name option 

TT AA 

puse oS Change the behavior of Bash, or invoked script, to conform to POSIX 
standard. 


-o pipefail pipe failure {Causes a pipeline to return the exit status of the last command in the pipe 
that returned a non-zero return value. 


m— M Script runs as "suid" (caution!) 


Script runs in restricted mode (see Chapter 22). 
—— ce Read commands from stdin 
(none) Exit after first command 
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exit 
xtrace Similar to —v, but expands commands 


(non) [End of options flag. All other arguments are positional parameters. 


(none) Unset positional parameters. If arguments given (-- argl arg2), 
positional parameters set to arguments. 
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Turandot: Gli enigmi sono tre, la morte una! 
Caleph: No, no! Gli enigmi sono tre, una la vita! 
--Puccini 


Here are some (non-recommended!) scripting practices that will bring excitement into an otherwise dull life. 


Assigning reserved words or characters to variable names. 


case-valueO # Causes problems. 

23skidoo-valuel # Also problems. 

Variable names starting with a digit are reserved by the shell. 

Try _23skidoo=valuel. Starting variables with an underscore is okay. 


However . . . using just an underscore will not work. 

225 

Gxeleo S # S is a special variable set to last arg of last command. 
Butea 5. ~ is a valid function name! 

xyz((!*-value2 # Causes severe problems. 


As of version 3 of Bash, periods are not allowed within variable names. 


* Using a hyphen or other reserved characters in a variable name (or function name). 


var-1-23 
Use 'var 1' instead. 


function-whatever () # Error 
Use 'function whatever ()' instead. 


As of version 3 of Bash, periods are not allowed within function names. 
function.whatever () # Error 
Use 'functionWhatever ()' instead. 


* Using the same name for a variable and a function. This can make a script difficult to understand. 


do something () 
{ 


echa inie iebhoveicsioin Coes sSonetaine wira Weal yy. 


do_something=do_something 


do_something do_something 


# All this is legal, but highly confusing. 


* Using whitespace inappropriately. In contrast to other programming languages, Bash can be quite 
finicky about whitespace. 


varl - 23 Pevar 25]. abf) CO ae Cie. 
# On line above, Bash attempts to execute command "varl" 
# with the arguments "=" and "23". 
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let c = Sa — Sb # Instead: let c-$a-$b or lee Ve = Se = Glo"! 
aie [| Sa ale 5] i abe || Se ke 5 J IL) LONI ACIE c 
# $5 PE EE VIAE is even better. 
# II $a -le 5 ]] also works. 
e 


Not terminating with a semicolon the final command in a code block within curly brackets. 


( Jig =p chee Senon WiDeukexs V Jj 
# bash: syntax error: unexpected end of file 


rds Cna. Selo Meme ww yh 
d 2 ### Final command needs semicolon. 


Assuming uninitialized variables (variables before a value is assigned to them) are "zeroed out". An 
uninitialized variable has a value of null, not zero. 


!/bin/bash 


echo "uninitialized var = $uninitialized var" 
uninitialized var - 


However b 
if SBASH, VERSION = 4.2; then 


ae [PD db Ay wenepueeitEshellbsLyaeol var i] 
then 
uninitialized var-0 # Initialize it to zero! 
ÍE3L 
e 


Mixing up = and -eq in a test. Remember, = is for comparing literal variables and -eq for integers. 


az | “Sal = 273 | # Is $a an integer or string? 
ase | Wat =e 27S ] # If $a is an integer. 
# Sometimes you can interchang q and = without adverse consequences. 


# However 


a=273.0 # Not an integer. 


if [ "$a" = 273 ] 


then 

echo "Comparison works." 
else 

echo "Comparison does not work." 
ia # Comparison does not work. 


# Same with a= 2/3 and a= 02730. 


# Likewise, problems trying to use "-eq" with non-integer values. 


sg | WSE ew A O] 


then 
echo "a = $a" 
fi # Aborts with an error message. 
# test.sh: [: 273.0: integer expression expected 
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* Misusing string comparison operators. 


Example 34-1. Numerical and string comparison are not equivalent 


#!/bin/bash 
# bad-op.sh: Trying to use a string comparison on integers. 


echo 
number=1 


# The following while-loop has two errors: 
#+ one blatant, and the other subtle. 


while [ "Snumber" < 5 ] iz Ween! Saovle loess vaile I VSinuimoeie?” -it 5 | 
do 
echo -n "$number 
let "number += 1" 
done 
# Attempt to run this bombs with th rror messag 
#+ bad-op.sh: line 10: 5: No such file or directory 
# Within single brackets, "<" must be escaped, 
#+ and even then, it's still wrong for comparing integers. 


cho " " 
while [ "$number" \< 5 ] i b» Eu 
do # 

echo -n "$number " # It *seems* to work, but 

let "number += 1" #+ it actually does an ASCII comparison, 
done #+ rather than a numerical one. 

chos cnet " 


# This can cause problems. For example: 


lesser-5 
greater-105 


3r [  WSgpasedbesc" YK UI" | 
then 
echo "Sgreater is less than $1lesser" 
ít 4 105 is less than 5 


if 35e. aeeie "LSU aciemellikny ac! less: itinein WE 
ive dtm ek SEa (erewüereuests(om ASCL Swit. yc ole) . 


echo 


exit 0 
Attempting to use let to set string variables. 


kee "Um = melle. veu 
echo "$a" # 0 


Sometimes variables within "test" brackets ([ ]) need to be quoted (double quotes). Failure to do so 
may cause unexpected behavior. See Example 7-6, Example 20-5, and Example 9-6. 
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* Quoting a variable containing whitespace prevents splitting. Sometimes this produces unintended 
consequences. 

e. 
Commands issued from a script may fail to execute because the script owner lacks execute permission 
for them. If a user cannot invoke a command from the command-line, then putting it into a script will 
likewise fail. Try changing the attributes of the command in question, perhaps even setting the suid bit 
(as root, of course). 

e. 


Attempting to use - as a redirection operator (which it is not) will usually result in an unpleasant 


surprise. 

commandl 2» - | command2 

# Trying to redirect error output of commandl into a pipe 
W c o o WALll mom work. 

commandl 2>& - | command2 # Also futile. 


Thanks, S.C. 

e. 
Using Bash version 2+ functionality may cause a bailout with error messages. Older Linux machines 
may have version 1.XX of Bash as the default installation. 


#!/bin/bash 


minimum_version=2 

# Since Chet Ramey is constantly adding features to Bash, 

# you may set $minimum_version to 2.XX, 3.XX, or whatever is appropriate. 
E BAD VERSION-80 


ase | WSEVASIE VERSTOM Nes USindalioaligtbinl versioni | 

then 
echo "This script works only with Bash, version $minimum or greater." 
echo "Upgrade strongly recommended." 
exit $E BAD VERSION 

iu 


e Using Bash-specific functionality in a Bourne shell script (8 ! /bin/sh) on a non-Linux machine 
may cause unexpected behavior. A Linux system usually aliases sh to bash, but this does not 
necessarily hold true for a generic UNIX machine. 

e. 

Using undocumented features in Bash turns out to be a dangerous practice. In previous releases of this 
book there were several scripts that depended on the "feature" that, although the maximum value of 
an exit or return value was 255, that limit did not apply to negative integers. Unfortunately, in version 
2.05b and later, that loophole disappeared. See Example 24-9. 

e. 

In certain contexts, a misleading exit status may be returned. This may occur when setting a local 
variable within a function or when assigning an arithmetic value to a variable. 

* The exit status of an arithmetic expression is not equivalent to an error code. 


var=1 && ((--var)) && echo $var 
d ^^^^^^^^^ Here the and-list terminates with exit status 1. 
# Svar doesn't echo! 


echo $? # 1 
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* A script with DOS-type newlines ( Vr V1) will fail to execute, since #! /bin/bash\r\n is not 
recognized, not the same as the expected #! /bin/bash\n. The fix is to convert the script to 
UNIX-style newlines. 


#!/bin/bash 
echo "Here" 
unix2dos $0 # Script changes itself to DOS format. 


chmod 755 $0 # Change back to execute permission. 
# The 'unix2dos' command removes execute permission. 


./$0 # Script tries to run itself again. 
# But it won't work as a DOS file. 


echo "There" 


exit 0 

e. 
A shell script headed by #! /bin/sh will not run in full Bash-compatibility mode. Some 
Bash-specific functions might be disabled. Scripts that need complete access to all the Bash-specific 
extensions should start with 4 ! /bin/bash. 

* Putting whitespace in front of the terminating limit string of a here document will cause unexpected 
behavior in a script. 

* Putting more than one echo statement in a function whose output is captured. 
add2 () 
{ 


echo Wwisereswere ooa Y # Delete this line! 
let "retval = $1 + $2" 
echo $retval 


} 


num1-12 
num2-43 
echo Sun cut Smiml dual Sion? = S (exkl Sup (Susun2) " 


d Sum of 12 and 43 - Whatever ... 
# 55 


# Mas VSclioes'” COMmecieSmaice . 
This will not work. 
e 
A script may not export variables back to its parent process, the shell, or to the environment. Just as 
we learned in biology, a child process can inherit from a parent, but not vice versa. 


WHATEVER=/home/bozo 


export WHATEVER 
exit 0 


Sure enough, back at the command prompt, $WHATEVER remains unset. 
e 


Setting and manipulating variables in a subshell, then attempting to use those same variables outside 
the scope of the subshell will result an unpleasant surprise. 
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#!/bin/bash 
# Pitfalls of variables in a subshell. 


outer_variable=outer 

echo 

Gho Wontar variagla = Sew varielolaY 
echo 


( 
# Begin subshell 


echo "outer variable inside subshell = gouter variable" 
inner variable-inner # Set 

echo "inner variable inside subshell = cinner variable" 
outer variable-inner # Will value change globally? 
echo "outer variable inside subshell = S$outer variable" 
# Will 'exporting' make a difference? 

# export inner_variable 

# export outer_variable 

# Try it and see. 


# End subshell 

) 

echo 

echo "inner variable outside subshell = Sinner_variable" # Unset. 
echo "outer variable outside subshell = $outer variable" # Unchanged. 
echo 

exit 0 


# What happens if you uncomment lines 19 and 20? 
# Does it make a difference? 


Piping echo output to a read may produce unexpected results. In this scenario, the read acts as if it 


were running in a subshell. Instead, use the set command (as in Example 15-18). 


Example 34-3. Piping the output of echo to a read 


#!/bin/bash 

# badread.sh: 

# Attempting to use 'echo and 'read' 

#+ to assign variables non-interactively. 


# shopt -s lastpipe 


a-aaa 
b=bbb 
eee 


echo "one two three" | read ab c 
jr dhay IO meESSiCia El, 19, uel (s 


echo 
echo "a = Sa" #a aaa 
echo "b = Sb" #b bbb 
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SCHOO CaS Cl Ce — cce 
Reassignment failed. 


## However 
# Uncommenting line 6: 
shopt -s lastpipe 
#+ fixes the problem! 
## This is a new feature in Bash, version 4.2. 


Try the following alternative. 


var= echo "one two three" 
set -— Svar 
a-$1; b=$2; c-$3 


expo WJol——-—--—-— " 

echo "a = $a" # a = one 
echo "b = $b" 4 b = two 
echo "c = $c" 4 c = three 


# Reassignment succeeded. 


# 

# Note also that an echo to a 'read' works within a subshell. 

# However, the value of the variable changes *only* within the subshell. 
a=aaa # Starting all over again. 

b=bbb 

c=ccc 


echo; echo 


echo "one two three" | ( read ab c; 
ecko Vinside Sitlesinglis Yep scha Ya = Sats echo. Vo = Slovo echa Ye = Sek) 
# a = one 

# b = two 

# c = three 

Eiio W " 

echo "Outside subshell: " 

echo "a = $a" 4 a = aaa 

echo "b = $b" # b = bbb 

echo "c = $c" 4 c = ccc 

echo 

exa. © 


In fact, as Anthony Richardson points out, piping to any loop can cause a similar problem. 


# Loop piping troubles. 
# This example by Anthony Richardson, 
#+ with addendum by Wilbert Berendsen. 


foundone-false 

find SHOME -type f -atime +30 -size 100k | 
while true 

do 


read f 
echo "Sf is over 100KB and has not been accessed in over 30 days" 
echo "Consider moving the file to archives." 
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Foundone-true 


echo "Subshell level = $BASH SUBSHELL" 
Subshell level = 1 
Yes, we're inside a subshell. 


done 
# foundone will always be false here since it is 
#+ set to true inside a subshell 
abit Sfoundone = false ] 
then 
echo "No files need archiving." 
Ea 
# Now, here is the correct way: 


foundone=false 
for f in $(find SHOME -type f -arine +30 -size 100k) # No pipe here. 
do 
echo "Sf is over 100KB and has not been accessed in over 30 days" 
echo "Consider moving the file to archives." 
foundone-true 


done 
if [ $foundone = false ] 
then 
echo "No files need archiving." 
iP aL 
d And here is another alternativ 


# Places the part of the script that reads the variables 
#+ within a code block, so they share the same subshell. 
# Thank you, W.B. 


Timol SIMON Sieve 36 -arima 3:900 -size 100k || 1 
foundone=false 
while read f 
do 
echo "Sf is over 100KB and has not been accessed in over 30 days" 
echo "Consider moving the file to archives." 
foundone=t rue 


done 
if ! Sfoundone 
then 
echo "No files need archiving." 
if aL 


A lookalike problem occurs when trying to write the stdout of a tail -f piped to grep. 


tail -f /var/log/messages | grep "SERROR_MSG" >> error.log 

# The "error.log" file will not have anything written to it. 
# As Samuli Kaipiainen points out, this results from grep 
#+ buffering its output. 

# The fix is to add the "--line-buffered" parameter to grep. 


Using "suid" commands within scripts is risky, as it may compromise system security. [123 
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* Using shell scripts for CGI programming may be problematic. Shell script variables are not 
"typesafe," and this can cause undesirable behavior as far as CGI is concerned. Moreover, it is 
difficult to "cracker-proof" shell scripts. 

* Bash does not handle the double slash (//) string correctly. 


Bash scripts written for Linux or BSD systems may need fixups to run on a commercial UNIX 
machine. Such scripts often employ the GNU set of commands and filters, which have greater 
functionality than their generic UNIX counterparts. This is particularly true of such text processing 


utilites as tr. 
e. 


Sadly, updates to Bash itself have broken older scripts that used to work perfectly fine. Let us recall 
how risky it is to use undocumented Bash features. 


Danger is near thee -- 

Beware, beware, beware, beware. 

Many brave hearts are asleep in the deep. 
So beware -- 

Beware. 


--A.J. Lamb and H.W. Petrie 


Chapter 34. Gotchas 498 


Chapter 35. Scripting With Style 


Get into the habit of writing shell scripts in a structured and systematic manner. Even on-the-fly and "written 
on the back of an envelope" scripts will benefit if you take a few minutes to plan and organize your thoughts 


before sitting down and coding. 


Herewith are a few stylistic guidelines. This is not (necessarily) intended as an Official Shell Scripting 


Stylesheet. 


35.1. Unofficial Shell Scripting Stylesheet 


* Comment your code. This makes it easier for others to understand (and appreciate), and easier for you 


to maintain. 

PASS-"SPASSS(MATRIX:$ ( (SRANDOM%$ (SMATRIX])) :1}" 

# It made perfect sense when you wrote it last year, 
#+ but now it's a complete mystery. 

# (From Antek Sawicki's "pw.sh" script.) 


Add descriptive headers to your scripts and functions. 


!/bin/bash 


KOKCKCkCkCkCkCk Ck Ck kckckckckckckckckck ck ck kc kc k Ck k kc k kc kckckckckokckckckck ck ckck ck ck ck ck k db 
XS ES c SID 
written by Bozo Bozeman 
Joly OS, 21000 


Clean up project files. 
KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK 


# 
# 
# 
# 
# 
# 


E_BADDIR=85 # No such directory. 
projectdir=/home/bozo/projects # Directory to clean up. 


cleanup_pfiles () 
Removes all files in designated directory. 
Parameter: Starget_directory 


Returns: 0 on success, $E BADDIR if something went wrong. 


cleanup pfiles () 


ae Tp ed re sued # Test if target directory exists. 


then 
Geha MeL sie. imone e obser. E 
return $E BADDIR 

iat 


rm -f Doct cs 
return 0 # Success. 
} 


cleanup_pfiles Sprojectdir 


exit $? 


dE Je db db db d 


* Avoid using "magic numbers," [124] that is, "hard-wired" literal constants. Use meaningful variable 
names instead. This makes the script easier to understand and permits making changes and updates 


without breaking the application. 
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if [ -f /var/log/messages ] 
then 


Ea 
A year later, 


+ and hope nothing breaks. 


A better way: 
LOGFILE=/var/log/messages 
if [ -f "SLOGFILE" ] 

then 


itat 


It is now necessary to manually change the script, 


you decide to change the script to check /var/log/syslog. 


instance by instance, 


# Only line that needs to be changed. 


* Choose descriptive names for variables and functions. 


fl-'ls -al S$dirname' 
file listing-'ls -al $dirname' 


MAXVAL-10 
while [ "Sindex" -le "SMAXVAL" ] 


E NOTFOUND-95 


ac [ P e "Sruleswewre" ] 

then 
echo "File $filename not found." 
exit $E NOTFOUND 

ít 


MAIL DIRECTORY-/var/spool/mail/bozo 
export MAIL DIRECTORY 


GetAnswer () 

{ 
prompt-$1 
echo -n $prompt 
read answer 
return $answer 


GetAnswer "What is your favorite number? 


favorite number-$? 
echo $favorite number 


_uservariable=23 


# Cryptic. 
# Better. 


# 
#+ 


# Permissible, 


# All caps used for a script constant. 


Uppercase for an errorcode, 


and name prefixed with E. 


Uppercase for an environmental 
variable. 


Mixed case works well for a 
function name, especially 
when it improves legibility. 


but not recommended. 


# It's better for user-defined variables not to start with an underscore. 


# Leave that for system variables. 


* Use exit codes in a systematic and meaningful way. 


E WRONG ARGS-95 


exit $E WRONG ARGS 
See also Appendix E. 
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Ender suggests using the exit codes in /usr/include/sysexits.h in shell scripts, though these 
are primarily intended for C and C++ programming. 
* Use standardized parameter flags for script invocation. Ender proposes the following set of flags. 


-a All: Return all information (including hidden file info). 

-b Brief: Short version, usually for other scripts. 

m Copy, concatenate, etc. 

=d Daily: Use information from the whole day, and not merely 
information for a specific instance/user. 

-e Extended/Elaborate: (often does not include hidden file info). 

-h Help: Verbose usage w/descs, aux info, discussion, help. 
See also -V. 

= lox QUEUES (OP SCST. 

=i Manual: Launch man-page for base command. 

ST Numbers: Numerical data only. 

=r Recursive ALl files im a Chirectory (ancor all stiahnite) 

m Setup & File Maintenance: Config files for this script. 

=u Usage: List of invocation flags for the script. 

ay Verbose: Human readable output, more or less formatted. 

=V Version / License / Copy(right|left) / Contribs (email too). 


See also Section G.1. 
* Break complex scripts into simpler modules. Use functions where appropriate. See Example 37-4. 
* Don't use a complex construct where a simpler one will do. 


COMMAND 
ic [ $99 eeg O | 


# Redundant and non-intuitive. 
if COMMAND 


# More concise (if perhaps not quite as legible). 


... reading the UNIX source code to the Bourne 
shell (/bin/sh). I was shocked at how much simple 
algorithms could be made cryptic, and therefore 
useless, by a poor choice of code style. I asked 
myself, "Could someone be proud of this code?" 


--Landon Noll 
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Nobody really knows what the Bourne shell's 
grammar is. Even examination of the source code 
is little help. 


--Tom Duff 


36.1. Interactive and non-interactive shells and scripts 


An interactive shell reads commands from user input on a tt y. Among other things, such a shell reads startup 
files on activation, displays a prompt, and enables job control by default. The user can interact with the shell. 


A shell running a script is always a non-interactive shell. All the same, the script can still access its t t y. It is 
even possible to emulate an interactive shell in a script. 


#!/bin/bash 
MY PROMPT-'$ ' 
while 
do 
echo -n "$MY PROMPT" 
read line 
exl. “WS e 
done 


exztic O 


# This example script, and much of the above explanation supplied by 
# Stéphane Chazelas (thanks again). 


Let us consider an interactive script to be one that requires input from the user, usually with read statements 
(see Example 15-3). "Real life" is actually a bit messier than that. For now, assume an interactive script is 
bound to a tty, a script that a user has invoked from the console or an xterm. 


Init and startup scripts are necessarily non-interactive, since they must run without human intervention. Many 
administrative and system maintenance scripts are likewise non-interactive. Unvarying repetitive tasks cry out 
for automation by non-interactive scripts. 


Non-interactive scripts can run in the background, but interactive ones hang, waiting for input that never 
comes. Handle that difficulty by having an expect script or embedded here document feed input to an 
interactive script running as a background job. In the simplest case, redirect a file to supply input to a read 
statement (read variable <file). These particular workarounds make possible general purpose scripts that run 
in either interactive or non-interactive modes. 


If a script needs to test whether it is running in an interactive shell, it is simply a matter of finding whether the 
prompt variable, $PS1 is set. (If the user is being prompted for input, then the script needs to display a 
prompt.) 


ait || ws SIPSil j| x Me) jOromioe? 
### if [ -v PS1 ] # On Bash 4.2+ 
then 


# non-interactive 
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else 
# interactive 


fi 
Alternatively, the script can test for the presence of option "i" in the $- flag. 


case $- in 
*i*) # interactive shell 


vr 


# non-interactive shell 
# (Courtesy of "UNIX F.A.Q.," 1993) 
However, John Lange describes an alternative method, using the -t test operator. 


# Test for a terminal! 


fd-0 # stdin 


# As we recall, the -t test option checks whether the stdin, [ -t 0 ], 
ie One elem. | =e i ||, im A eben. EXcueaHpwE 3:6) ebana Mim El eene 
ase jf ex Um ] 
then 
echo interactive 
else 
echo non-interactive 
if aL 
# But, as John points out: 
# suE [| =e © J| Works cos Wee vorir LOGE sum exsul 
# but fails when you invoke the command remotely via ssh. 
# So for a true test you also have to test for a socket. 
às [[ =e VeEse [|| =o /clew/sieeliioa 1] 
then 
echo interactive 
else 
echo non-interactive 
fe 


£^) Scripts may be forced to run in interactive mode with the -i option or with a #!/bin/bash —i header. 
Be aware that this can cause erratic script behavior or show error messages even when no error is 
present. 


36.2. Shell Wrappers 


A wrapper is a shell script that embeds a system command or utility, that accepts and passes a set of 
parameters to that command. [125] Wrapping a script around a complex command-line simplifies invoking it. 
This is expecially useful with sed and awk. 


A sed or awk script would normally be invoked from the command-line by a sed -e 'commands' or 
awk 'commands '. Embedding such a script in a Bash script permits calling it more simply, and makes it 
reusable. This also enables combining the functionality of sed and awk, for example piping the output of a set 
of sed commands to awk. As a saved executable file, you can then repeatedly invoke it in its original form or 
modified, without the inconvenience of retyping it on the command-line. 
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Example 36-1. shell wrapper 


!/bin/bash 


E NOARGS-85 
aie [ c Wu ] 
then 


exit $E NOARGS 
feu 


sed e /^$/d "$1" 
Same as 


Y^ 


T 
+ blank lines. 
T 


exit 


If you need to do that, 
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This simple script removes blank lines from a file. 
No argument checking. 


You might wish to add something like: 


echo "Usage: `basename $0` target-file" 


sed -e '/^$/d' filename 
invoked from the command-line. 


The '-e' means an "editing" command follows (optional here). 
indicates the beginning of line, '$' the end. 
his matches lines with nothing between the beginning and the end -- 


he 'd' is the delete command. 


Quoting the command-line arg permits 
+ whitespace and special characters in the filename. 


Note that this script doesn't actually change the target fil 


redirect its output. 


Example 36-2. A slightly more complex shell wrapper 


#!/bin/bash 


# subst.sh: a script that substitutes one pattern for 


#+ another in a file, 


qr Loup Uem slo oss: Sosa owe Jes sioe e 


# 


Jones replaces Smith. 


ARGS=3 # Script requires 3 arguments. 


ab || St? es. VSINNESY T 
then 


E_BADARGS=85 # Wrong number of arguments passed to script. 


echo "Usage: ~“basename $0° old-pattern new-pattern filename" 


exit $E BADARGS 
ipai 


old pattern-$1 
new pattern-$2 


if [ -f "$3" ] 


then 
file name-$3 
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else 
exeo Wire, WXUSSWU Close more Gre. 
exit $E BADARGS 


fear 


Here is where the heavy work gets done. 
sed -e "s/$old pattern/$new pattern/g" $file name 


's' is, of course, the substitute command in sed, 

* and /pattern/ invokes address matching. 
wae Ug," uc Glosak rier CaMmses (SNBIOYSEdLIEUNESHOUD ieee AAH 

+ occurence of Sold_pattern on each line, not just the first. 
Read the 'sed' docs for an in-depth explanation. 


Gate (E G7? INSCLLWSCI the OMICOUIE Of this Beier co meite to e iene, 


Example 36-3. A generic shell wrapper that writes to a logfile 


#!/bin/bash 

# logging-wrapper.sh 

# Generic shell wrapper that performs an operation 
#+ and logs it. 


DEFAULT_LOGFILE=logfile.txt 

# Set the following two variables. 

OPERATION- 

# Can be a complex chain of commands, 

#+ for example an awk script or a pipe 

LOGFILE- 

if [ -z "SLOGEILE" ] 

then # If not set, default to 
LOGFILE="SDEFAULT_LOGFILE" 

ies 

# Command-line arguments, if any, for the operation. 


OPTIONS-"S$(Q" 


ia DOG Len 

echo "date + "whoami' + SOPERATION "S@"" >> SLOGFIL 
# Now, do it. 

exec SOPERATION "$Q" 


EE 


# It's necessary to do the logging before the operation. 
# Why? 


Example 36-4. A shell wrapper around an awk script 


#!/bin/bash 
# pr-ascii.sh: Prints a table of ASCII characters. 


START=33 # Range of printable ASCII characters (decimal). 
ENDIS # Will not work for unprintable characters (> 127). 


echo " Decimal Hex Character" # Header. 
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cho " " 


for ((i=START; i<=END; i++) ) 


do 
echo $i | awk '(printf(" %3d $2x Que we. Sil, Sus SII 
# The Bash printf builtin will not work in this context: 
# printf Io eu NSW 
done 
exit 0 
Decimal Hex Character 
33 Zl ! 
34 22 " 
35 23 # 
36 24 S 
12:27 7a Zz 
123 7b { 
124 Ke | 
125 7d } 
Redirect the output of this script to a file 
4e (Que josioxe Tit to "ewe" cm jor—ase.gia || noue 


Example 36-5. A shell wrapper around another awk script 


#!/bin/bash 


# Adds up a specified column (of numbers) in the target file. 
# Floating-point (decimal) numbers okay, because awk can handle them. 


ARGS=2 
E_WRONGARGS=85 


if [ S# -ne "SARGS" ] # Check for proper number of command-line args. 
then 

echo "Usage: 'basename $0' filename column-number" 

exit $E WRONGARGS 


ít 


filename-$1 
column number-$2 


Passing shell variables to the awk part of the script is a bit tricky. 
One method is to strong-quote the Bash-script variable 
+ within the awk script. 
$'SBASH SCRIPT VAR' 


^ ^ 


This is done in th mbedded awk script below. 
See the awk documentation for more details. 


A multi-line awk script is here invoked by 
awk ' 
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Begin awk script. 


awk ' 


total += S'"S{column_number}"' 


END { 


printi total 


' "$filename" 


End awk script. 


It may not be safe to pass shell variables to an embedded awk script, 
+ so Stephane Chazelas proposes the following alternative: 


awk -v column number-"$column number" ' 
( total += $column number 


} 


END { 
print toral 
)' "Sfilename" 
exit 0 


For those scripts needing a single do-it-all tool, a Swiss army knife, there is Perl. Perl combines the 
capabilities of sed and awk, and throws in a large subset of C, to boot. It is modular and contains support for 
everything ranging from object-oriented programming up to and including the kitchen sink. Short Perl scripts 
lend themselves to embedding within shell scripts, and there may be some substance to the claim that Perl can 
totally replace shell scripting (though the author of the ABS Guide remains skeptical). 


Example 36-6. Perl embedded in a Bash script 


#!/bin/bash 


# Shell commands may precede the Perl script. 
echo "This precedes th mbedded Perl script within \"S0O\"." 
Chom 


perl -e 'print "This line prints from an embedded Perl script.\n";' 
# Like sed, Perl also uses the "-e" option. 


Glave) 
echo "However, the script may also contain shell and system commands." 


exit 0 
It is even possible to combine a Bash script and Perl script within the same file. Depending on how the script 
is invoked, either the Bash part or the Perl part will execute. 
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Example 36-7. Bash and Perl scripts combined 


!/bin/bash 
bashandperl.sh 


echo "Greetings from the Bash part of the script, $0." 
More Bash commands may follow here. 


exit 
End of Bash part of the script. 


!/usr/bin/perl 
This part of the script must be invoked with 
perl -x bashandperl.sh 


prune "(eeet3uge trom te Parl ges Qo the mesjor, SO. wr 
Perl doesn't seem to like "echo" 
ore Perl commands may follow here. 


End of Perl part of the script. 


bash$ bash bashandperl.sh 
Greetings from the Bash part of the script. 


bash$ perl -x bashandperl.sh 
Greetings from the Perl part of the script. 


It is, of course, possible to embed even more exotic scripting languages within shell wrappers. Python, for 
example ... 


Example 36-8. Python embedded in a Bash script 


#!/bin/bash 
# ex56py.sh 


# Shell commands may precede the Python script. 
echo "This precedes th mbedded Python script within \"$0.\"" 
Glave) | 


joRVielevenn -C Yprine Vrais line jonealinlics| iron can GYwloreYelelexol Pyechom serilor, Yall! PY 
4 Unlike sed and perl, Python uses the "-c" option. 


[OwiElskoum =e Vie = sec suayjouic ( Visine ci key dte Exale (BG. guest exse. V y" 


Clave). V 
echo "However, the script may also contain shell and system commands." 


exiit (9) 
Wrapping a script around mplayer and the Google's translation server, you can create something that talks 
back to you. 


Example 36-9. A script that speaks 
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#!/bin/bash 
# Courtesy of: 
# http://elinux.org/RPi_Text_to_Speech_(Speech_Synthesis) 


# You must be on-line for this script to work, 
#+ SO you can access the Google translation server. 
# Of course, mplayer must be present on your computer. 


speak () 
{ 
local IFS=+ 
# Invoke mplayer, then connect to Google translation server. 
/usr/bin/mplayer -ao alsa -really-quiet -noconsolecontrols \ 
"http://translate.google.com/translate tts?tl-en&q-"$*"" 
# Google translates, but can also speak. 


} 


LINES=4 


spk=S$ (tail -SLINES $0) 4 Tail end of same script! 

speak "$spk" 

exit 

# Browns. Nice talking to you. 

One interesting example of a complex shell wrapper is Martin Matusiak's undvd script, which provides an 
easy-to-use command-line interface to the complex mencoder utility. Another example is Itzchak Rehberg's 


Ext3Undel, a set of scripts to recover deleted file on an ext3 filesystem. 


36.3. Tests and Comparisons: Alternatives 


For tests, the [[ ]] construct may be more appropriate than [ ]. Likewise, arithmetic comparisons might 
benefit from the (()) construct. 


a-8 


# All of the comparisons below are equivalent. 

tmr Yat Te JG && echo "wes, Sa < 16" "andi hace te 
foudsjicesic "Ey oie d ie Geo "wed, Sa « I" 
[ USaw Sie 16 ] ese exeo. Wyss, Se x dU 

[fl $a =e 16 I] t echo “yes, Ga < 16” Quoting variables within 

(( m < 16 )) && eco “wes, Sa 16" [[ ]] and (( )) not necessary. 


city="New York" 
# Again, all of the comparisons below ar quivalent. 
iexenr Virus ee Pacis GG Sele WSs, Paris as) Greater Caan Sealey! 

# Greater ASCII order. 
foster “Seney! Ne Paris e cho Wives, Paris is GieSeieeie rhan Seatac! 
| Wexeuney US Paris | e celer) Vies, Parie ie epereveneKene Enemi Sealey! 
IL Sex < Paris T] && ceho “WES, Paris is grcoater tham Sous 

# Need not quote $city. 


i; Weve you, SoC. 


36.4. Recursion: a script calling itself 


Can a script recursively call itself? Indeed. 
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Example 36-10. A (useless) script that recursively calls itself 


#!/bin/bash 
# recurse.sh 


# Can a script recursively call itself? 
# Yes, but is this of any practical use? 
# (See the following.) 


RANGE=10 
MAXVAL=9 
i-SRANDOM 
let "i $- SRANGE" # Generate a random number between 0 and SRANGE - 1. 
sls fp WSL Sahe SUSAN T 
then 
echo "i = $i" 
./$0 # Script recursively spawns a new instance of itself. 
sent # Each child script does the same, until 


#+ a generated $i equals SMAXVAL. 


# Using a "while" loop instead of an "if/then" test causes problems. 
# Explain why. 


exc @ 


This is the case even if it is invoked by an "sh" command. 


# 
# 
# This script must have execute permission for it to work properly. 
# 
# Explain why. 


Example 36-11. A (useful) script that recursively calls itself 


#!/bin/bash 
# pb.sh: phone book 


# Written by Rick Boivie, and used with permission. 
# Modifications by ABS Guide author. 


MINARGS=1 # Script needs at least one argument. 
DATAFILE=./phonebook 

# A data file in current working directory 
#+ named "phonebook" must exist. 


PROGNAME-$0 
E NOARGS-70 # No arguments error. 


if [ Si -l1t SMINARGS ]; then 
echo "Usage: "SPROGNAME" data-to-look-up" 
exit $E NOARGS 


if [ $4 -eq SMINARGS ]; then 
grep $1 "SDATAFILE" 
# 'grep' prints an error message if SDATAFILE not present. 


else 


( Snie "SEO S% J) | Grep Sil 
# Script recursively calls itself. 


ít 
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exit 0 # Script exits here. 
# Therefore, it's o.k. to put 


#+ non-hashmarked comments and data after this point. 


# 


Sample "phonebook" datafile: 


John Doe 1555 isum Star Belt imore; MD 21228 (Au) 222-2333 
Mary Moe 9899 Jones Blvd., Warren, NH 03787 (603) 898-3232 
Richard Roe Coo E. Jul St. New York, NY 10009 (2112). 199—415) 7) 
Sam Roe J56 E- OU Strop New Orne "NY OOo (212) 4404-5678 
Zoe Zenobia AAV IL IN, leu Stor Sein Wwicsine1see, Sir SASS (415) 501-1631 
d 

$bash pb.sh Roe 

Richard Roe 956 x. yim Stoy New Wok, JA LOCO? (24.2). 313:9)—415(6 7/ 
Sam Roe J56. He cba cSt.» New York. M WOOL (212) AAM EET 
$bash pb.sh Roe Sam 

Sam Roe USE UE.UBth- ob. New York. NY T0009 (212) 444-5678 


# When more than one argument is passed to this script, 


#+ it prints *only* the line(s) containing all the arguments. 


Example 36-12. Another (useful) script that recursively calls itself 


!/bin/bash 
usrmnt.sh, written by Anthony Richardson 
Used in ABS Guide with permission. 


usage: usrmnt.sh 


MNTUSERS group in the /etc/sudoers file. 


This is a usermount script that reruns itself using sudo. 
A user with the proper permissions only has to type 


usermount /dev/fd0 /mnt/floppy 
instead of 
sudo usermount /dev/fd0 /mnt/floppy 


I use this same technique for all of my 
+ sudo scripts, because I find it convenient. 


tf [o2 *"SSUDOCCOMMAND' ] 

then 
mntusr-$(id -u) grpusr-$(id -g) sudo $0 $* 
exe O 

JESL 


# We will only get here if we are being run by sudo. 
/bin/mount $* -o uid-$mntusr,gid-$grpusr 
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description: mount device, invoking user must be listed in the 


If SUDO COMMAND variable is not set we are not being run through 
+ sudo, so rerun ourselves. Pass the user's real and group id 
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exit 0 


Additional notes (from the author of this script): 


1) Linux allows the "users" option in the /etc/fstab 
file so that any user can mount removable media. 
But, on a server, I like to allow only a few 
individuals access to removable media. 

I find using sudo gives me more control. 


2) I also find sudo to be more convenient than 
accomplishing this task through groups. 


3) This method gives anyone with proper permissions 
root access to the mount command, so be careful 
about who you allow access. 
You can get finer control over which access can be mounted 
by using this same technique in separate mntfloppy, mntcdrom, 
and mntsamba scripts. 


« Too many levels of recursion can exhaust the script's stack space, causing a segfault. 


36.5. "Colorizing" Scripts 


The ANSI [126] escape sequences set screen attributes, such as bold text, and color of foreground and 
background. DOS batch files commonly used ANSI escape codes for color output, and so can Bash scripts. 


Example 36-13. A "colorized" address database 


#!/bin/bash 
7 Gxes0a Sing Colorize weesiLom or Gs) soc 
d Crude address database 


clear # Clear the screen. 


echo -n " m 
echo -€ "XE[S7;44m""NOSS[TmContact. Tast\033 [0m" 


White on blue background 
echo; echo 
echo -e "X033[1mChoose one of the following persons: V033[0m" 
Bold 
ijo xul Reset attributes. 
echo "(Enter only the first letter of name.)" 
echo 
echo -em 'NE[47;34m'"N033[1mEN033 [0m" Blue 
tput sgrO0 Reset colors to "normal." 
echo "vans, Roland" Wm] weuarss, RoleanchH 
echo -em 'NE[47;35m'"NO33 [1mJN033 [ 0m" Magenta 
tput sgrO0 
echo "ambalaya, Mildred" 
echo -em '\E[47;32m'"\033[1mS\033[0m" Green 
tput sgrO0 
echo menem, sdb 
echo -en 'NE[47;31m'"N033[1mZN033[0m" Red 
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tput sgrO0 


Sela@ Ware, WMigucidie 


echo 


read person 


case "Sperson" in 


# Note variable is quoted. 


"pn" | "en ) 
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# Accept upper or lowercase input. 


ecno 


echo "Roland Evans" 
Gola, w4 5/21. wem: JDse ! 


echo "Hardscrabble, 


Scho: "(303 T3S4-98 74" 
Sao VASOS) T934—O089 Eers 
echo "revans@zzy.net" 
echo "Business partner & old friend" 


echo "Mildred Jambalaya" 
exglewg W2AS m. cim Sy ANDE 
echo "New York, NY 10009" 
Sone (212 5233-2 olgc" 
Scho (iy) base aie past 
echo "milliej@loisaida.com" 
echo "Girlfriend" 

echo "Birthday: Feb. 11" 


CORSO MOSM 


ELO 


# Add info for Smith & Zane later. 


RE 


# Default option. 
(hitting RETURN) fits here, too. 


# Empty input 
echo 


echo "Not yet in database." 


"a 
esac 
tput semo 
echo 


exit 0 


Example 36-14. Drawing a box 


!/bin/bash 


Script by Stefano Palmeri, 
Minor edits suggested by Jim Angstadt. 
Used in the ABS Guide with permission. 
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# Reset colors to "normal." 


Draw-box.sh: Drawing a box using ASCII characters. 


Har HT HH HH HEE EE EE a EEE EE EEE EE 


with minor editing by document author. 
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wap cran Doz iwibinyeicsl@in COG Semi 


The "draw box" function lets the user 
X Qhaewy a bok in @ Cemmuiel, 


Usage: draw box ROW COLUMN HEIGHT WIDTH [COLOR] 
ROW and COLUMN represent the position 
+ of the upper left angle of the box you're going to draw. 
ROW and COLUMN must be greater than 0 
+ and less than current terminal dimension. 
HEIGHT is the number of rows of the box, and must be » O0. 
HEIGHT + ROW must be <= than current terminal height. 
WIDTH is the number of columns of the box and must be > 0. 
WIDTH + COLUMN must be <= than current terminal width. 


E.g.: If your terminal dimension is 20x80, 

Ghea os 2. 3. 119) di5 sie come! 

thee loov« 2. 9 TO 5 Iwe loo in GE scs (1932 + 210) 
draw box 2 3 18 78 has bad WIDTH value (78-43 > 80) 


COLOR is the color of the box frame. 
This is the 5th argument and is optional. 
O=black 1-2red 2=green 3-tan 4-blue 5-purple 6=cyan 7-whit 
If you pass the function bad arguments, 
ap SUE WLL Jost exit mirta Coce 657 
+ and no messages will be printed on stderr. 


Clear the terminal before you start to draw a box. 
The clear command is not contained within the function. 
This allows the user to draw multiple boxes, even overlapping ones. 


## end of draw box function doc ### 
Hat Ht Ha Hat HE HE HE aE HE HEE HEE aE EE HE aE HE aE HE aE HE EE aE HEE aE EE aE aE EE aE HE EEE HEE aE EEE HE EEE HE EE 


draw_box() { 


HORZ-"-" 
VERT-"|" 
CORNER CHAR-"4" 


MINARGS-4 

E BADARGS-65 

dee———————----a 

if [ $4 -lt "SMINARGS" ]; then # If args are less than 4, exit. 
exit $E BADARGS 

EI 


# Looking for non digit chars in arguments. 
4 Probably it could be done better (exercise for the reader?). 


aie Glove, SG || er el [glolkeualeg || || 135 =l reigi || | eso o &» Jew eu 
exit $E BADARGS 

aL 

BOX HEIGHT-'expr $3 - 1° # -1 correction needed because angle char "+" 

BOX WIDIH-' expr $4 - 1^ #+ is a part of both box height and width. 

T ROWS-' tput lines # Define current terminal dimension 

T_COLS=*tput cols” #+ in rows and columns. 

ase [ Si =e 2 ] |i [ Sl see ST EOWS lp uie # Start checking if arguments 
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exit $E BADARGS #+ are correct. 
ÍE3L 
aie Sy ke al | [S2 Sefer Su COGS ls iem 
exit $E BADARGS 
iB aL 
alit “ezorn Sil sp SIO RETCHIE + d^ gg) Su JNOWES l then 
exit $E BADARGS 
ÍE3L 
dir "ewqoe S2 ar SIO MDI we 11^ m (up COLS Je taen 
exit $E BADARGS 
íi 
abit Sst She) “al |) dE Sa cube db Tes selon 
exit $E BADARGS 
deat # End checking arguments. 
plor Caere) # Function within a function. 
echo e "\E[S{1};S{2}H"S3 
} 
echo -ne "\E[3${5}m" # Set box frame color, if defined. 


# start drawing the box 


count=1 # Draw vertical lines using 
oie (( r=Sile Coming <=SieOK iets rrr) cle #+ plot_char function. 

plor Char Sr $20 SVERT 

let count=count+1 


done 

count=1 

c— expr $2 + $BOX WIDTH' 

icone (E aecstebe. Crime Seule Op REGA 35353 :)))-8- rel) 


Dilor Char Sie Se ENDINURUE 
let count-count-1 


done 
count=1 # Draw horizontal lines using 
icone (E essen. Coline SiO MIDIS ear) A Clo jar olot Clase ic UIMNCie sem s 


olor char Sil SE SHOBA 
let count=count+1 
done 


count=1 

r= exgore Sul xe SBO ETOK 

hon mezo2r CONE = SIO WIDTH, CET do 
joli. ehar Sie Se SORZ 
let count=count+1 

done 


plot char $1 $2 $CORNER CHAR # Draw box angles. 
plot char $1 ‘expr $2 + $BOX WIDTH' $CORNER CHAR 

plot char “expr $1 + SBO HEIGHT' $2 S$CORNER CHAR 

plot char ‘expr $1 + $BOX HEIGHT? ‘expr $2 + $BOX WIDTH' $CORNER CHAR 


echo -ne "\E[0Om" # Restore old colors. 


P_ROWS= expr $T RONS - 1^ # Put the prompt at bottom of the terminal. 


Eri 


echo -e "NXE[S(P. ROWS) ; 1H" 


} 
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# Now, let's try drawing a box. 


clear # Clear the terminal. 
R=2 # Row 

C=3 # Column 

H=10 # Height 

W-45 # Width 

col-1 # Color (red) 


draw box SR $C $H SW Scol # Draw the box. 


exit 0 


# Exercise: 


4 Add the option of printing text within the drawn box. 

The simplest, and perhaps most useful ANSI escape sequence is bold text, \033[1m ... \033[0m. The X033 
represents an escape, the "[1" turns on the bold attribute, while the "[0" switches it off. The "m" terminates 
each term of the escape sequence. 


bash$ echo -e "\033[1mThis is bold text.\033[0m" 


A similar escape sequence switches on the underline attribute (on an rxvt and an aterm). 


bash$ echo -e "\033[4mThis is underlined text.\033[0m" 


$^; With an echo, the -e option enables the escape sequences. 


Other escape sequences change the text and/or background color. 


bash$ echo -e '\E[34;47mThis prints in blue.'; tput sgr0 


bash$ echo -e '\E[33;44m'"yellow text on blue background"; tput sgr0 


bash$ echo -e '\E[1;33;44m'"BOLD yellow text on blue background"; tput sgr0 


$^) It's usually advisable to set the bold attribute for light-colored foreground text. 


The tput sgr0 restores the terminal settings to normal. Omitting this lets all subsequent output from that 
particular terminal remain blue. 


$^) Since tput sgr0 fails to restore terminal settings under certain circumstances, echo -ne V£[Üm may be a 
better choice. 


Use the following template for writing colored text on a colored background. 


echo -e 'NE[COLOR1;COLOR2mSome text goes here.' 


The "\E[" begins the escape sequence. The semicolon-separated numbers "COLORI" and "COLOR2" 
specify a foreground and a background color, according to the table below. (The order of the numbers does 
not matter, since the foreground and background numbers fall in non-overlapping ranges.) The "m" 
terminates the escape sequence, and the text begins immediately after that. 
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Note also that single quotes enclose the remainder of the command sequence following the echo -e. 


The numbers in the following table work for an rxvt terminal. Results may vary for other terminal emulators. 


Table 36-1. Numbers representing colors in Escape Sequences 


Coler — Foreground Background 


black Bo ko 


za pr — d 


green 32 42 
yellow |33 43 


Example 36-15. Echoing colored text 


#!/bin/bash 
# color-echo.sh: Echoing text messages in color. 


# Modify this script for your own purposes. 
# It's easier than hand-coding color. 


black='\E[30;47m' 
red='\E[31;47m' 
green='\E[32;47m' 
yellow-'NE[33;47m' 
blue='\E[34;47m' 
magenta='\E[35;47m' 
cyan='\E[36;47m' 
white='\E[37;47m' 


alias Reset="tput sgr0" Reset text attributes to normal 
+ without clearing screen. 


cecho () Color-echo. 
Argument $1 - messag 
Argument $2 = color 


{ 


local default_msg="No message passed." 
Doesn't really need to be a local variable. 


message=${1:-Sdefault_msg} Defaults to default message. 
color=${2:-Sblack} Defaults to black, if not specified. 


echo -e "Scolor" 
echo "Smessage" 
Reset # Reset to normal. 


return 
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# Now, let's try it out. 


# 

caeing Maeeilivere; lola, os U^ Serbie 

cecho "Magenta looks more like purple." $magenta 
cecho "Green with envy." Sgreen 

cecho "Seeing red?" S$red 

cecho "Cyan, more familiarly known as aqua." $cyan 


cecho "No color passed (defaults to black)." 

# Missing $color argument. 

cecho "\"Empty\" color passed (defaults to black)." "" 
# Empty $color argument. 


cecho 
# Missing $message and $color arguments. 
cecho wee wee 
# Empty $message and $color arguments. 
# 
echo 
exit 0 


# Exercises: 


5s: 1.) Ace tela "IoxeulolU eneiciedlouice ice) tela "ceo (0 V uei c 
# 2) Add options for colored backgrounds. 


Example 36-16. A "horserace" game 


!/bin/bash 

horserace.sh: Very simple horserace simulation. 
Author: Stefano Palmeri 

Used with permission. 


Goals of the script: 
playing with escape sequences and terminal colors. 


Exercise: 

Edit the script to make it run less randomly, 

+ set up a fake betting shop 

Ui s o 5 Wil o. 4 4 MES Gileaimctiime EO. genae! WMS CGE A uoi 


The script gives each horse a random handicap. 
The odds are calculated upon horse handicap 
+ and are expressed in European(?) style. 
E.g., odds=3.75 means that if you bet $1 and win, 
+ you receive $3.75. 


The script has been tested with a GNU/Linux OS, 
+ using xterm and rxvt, and konsole. 
On a machine with an AMD 900 MHz processor, 
+ the average race time is 75 seconds. 
On faster computers the race time would be lower. 


Script by Stefano Palmeri. 
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a HH HE HH ET FE AE FE EH Ha EEE EE EEE H 


So, if you want more suspense, reset the USLEEP_ARG variable. 


Ha HE AE FE EH HH FE HE AE FE AE FE EE EE EEE EEE 
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E RUNERR-65 


# Check if md5sum and bc are installed. 
di (| vaici Toc < /clew/immilile rmen 

echo bc is not installed. 

exeo "Gee mu 5 5 s 7 

exit $E RUNERR 


if ! which md5sum &» /dev/null; then 
echo md5sum is not installed. 
exelwo. Wow E IN 5 s W 
exit $E RUNERR 


Set the following variable to slow down script execution. 

It will be passed as the argument for usleep (man usleep) 

+ and is expressed in microseconds (500000 = half a second). 
USLEEP ARG-0 


Clean up the temp directory, restore terminal cursor and 
4e Ewuwumed. colors == aie geunjt 3umtexupptes lw Cele. 
taceo lecho -em "m 925m echo -em “Va [Ome qu Schor \ 
Colic cu 20 0p rm Sie SRORSE RACH TMP DIOR? TIKAM EXIT 
S the chapter on debugging for an explanation of 'trap.' 


Set a unique (paranoid) name for the temp directory the script needs. 
HORSE RACE TMP DIR-$HOME/.horserace-' date +%s`-`head -c10 /dev/urandom \ 
md5sum | head -c30^ 


Create the temp directory and move right in. 
mkdir S$HORSE RACE TMP DIR 
cd SHORSE RACE TMP DIR 


Taie rvActiOA MOVs tas WlWlieisKoue to line Sil coluna S2 amci TEN Orinte Ssh, 
E.g.: "move and echo 5 10 linux" is equivalent to 

+ "tput cup 4 9; echo linux", but with one command instead of two. 
Note: "tput cup" defines 0 0 the upper left angle of the terminal, 
+ echo defines 1 1 the upper left angle of the terminal. 
move and echo() { 


Geo me "EE [LS TEILE 5 faba S gu 


Function to generate a pseudo-random number between 1 and 9. 
pandona $9 () 


head -c10 /dev/urandom | md5sum | tr -d [a-z] | tr -d 0 | cut -cl 
Two functions that simulate "movement," when drawing the horses. 


draw horse one() { 
echo -n " "//$MOVE HORSE// 


draw horse two()í 
echo -n " "\\\\SMOVE_HORSE\\\\ 


Define current terminal dimension. 
N_COLS="tput cols' 
N LINES-' tput lines' 
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# Need at least a 20-LINES X 80-COLUMNS terminal. Check it. 

ait || SN COrs Jr SO T] | T Sur ibis =iIke 20 lg iiem 
echo ""basename $0' needs a 80-cols X 20-lines terminal." 
echo "Your terminal is $(N COLS)-cols X ${N_LINES}-lines." 
exit $E RUNERR 

13 


# Start drawing the race field. 


# Need a string of 80 chars. See below. 
BLANK80-'seq -s "" 100 | head -c80" 


clear 


# Set foreground and background colors to white. 
echo -ne 'NE[37;47m' 


# Move the cursor on the upper left angle of the terminal. 
cout cta 0) © 


# Draw six white lines. 
fOr im aum “see 5 p clo 
echo SBLANK80 # Use the 80 chars string to colorize the terminal. 


done 

4 Sets foreground color to black. 
echo -ne 'NE[30m' 
move and echo 3 1 "START 1" 
move and echo 3 75 FINISH 
move and echo 1 5 "|" 
move and echo 1 80 "|" 
move and echo 2 5 "|" 
move and echo 2 80 "|" 
move and echo 4 5 "| 2 
move and echo 4 80 "|" 
move and echo 5 5 "vy 3j" 
move and echo 5 80 "v" 


# Set foreground color to red. 
echo -ne 'NE[31m' 


# Some ASCII art. 


move and echo 1 8 "..@@@..@@@@@...@@@@@.@...@..@@@@..." 
movetand echo 2 (9 Woo s sos csosos @ @ (d (der e 
Wie cual Seine Se VCs. (is sos c Q... CCCA. CCQ..." 
moverandkecho 4d 8B Woes oc@sse@scsoses (Geers ieee: (Chet yap eee en ace W 
NOS ual echo St "olo a osos (deed C.. CCQ i 
move and echo 1 43 "@@@@...@@@...@@@@..@@G@..@@ee." 
mosemanmcee com 49 addu (LEE @ (Uy eeu y 
move and echo 3 43 "@@@@..@@@@@.@..... @@@@...@@@.." 
move randt schod ANS) WIG oo s Clon Gals 555-6 (Chase REN act Cha 
move and echo 5 43 "@...@.@...@..@@@@..@@G@.@@@e@.." 


# Set foreground and background colors to green. 
echo -ne '\E[32;42m' 


# Draw leven green lines. 
Tote cuu S-O 
ios im am Seep Jug co 
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echo SBLANK80 
done 


# Set foreground color to black. 
Setho sare "WE [son 
iex Cus & © 


# Draw the fences. 
echo "4444444 ERTTTTTTTAT TTA Y 


ERERRERRERR BR ERR RHBRRBRÀÁBÓ6RPEAEPRRERERERRR +++ + 44444444 


cout cia 15 0) 
echo UER EF EERE EE EE Sb b ERER bs e b eed 


EERERRERERERRER B ERRE RH BRE) FB T]HHAAEBECERERREREHERHEHECEEREHERERF BG 


4 Set foreground and background colors 
echo -ne '\E[37;47m' 


# Draw three white lines. 

for mM im see 3" p clo 
echo SBLANK80 

done 


# Set foreground color to black. 
echo -ne '\E[30m' 


# Create 9 files to stores handicaps. 
for im im seq 10 7 68° p ge 

TOUCA Sin 
done 


# Set the first type of "horse" the script will draw. 


HORSE_TYPE=2 


# Create position-file and odds-file for every "horse". 
#+ In these files, store the current position of the horse, 


#+ the type and the odds. 

itose Jaw Gua. "Eee 9' s; co 

touch horse S$(HN) position 
touch odds_$ {HN} 
echo \-1 > horse_${HN}_position 


HANDICAP-'random 1 9" 


HANDICAP-'random 1 9" 
done 


# Define last handicap position for horse. 


LHP=` expr SHANDICAP \* 7 + 3^ 
for Wills, sum sec TO 7 Sisley clo 
echo SHN >> SFILE 


done 


# Calculate odds. 
case SHANDICAP in 


1) ODDS= echo SHANDICAP \* 0.25 + 1.25 


echo SHORSE TYPE >> horse_${HN}_position 
Define a random handicap for horse. 


Check if the random 1 9 function returned a good value. 


while ! echo SHANDICAP | grep [1-9] &» /dev/null; do 


| dee 


echo SODDS > odds S$(HN) 
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4 | 5 | 6) oDS- eet Süs/MNWDICANSe X9 0,55 4- 1,25 | lex 
echo SODDS > odds. $(HN) 


7 | 8) QOS] exco SisuwwDi Cue "We (275 4 d 25 | dee 
echo SODDS > odds S$(HN) 


9) ODDS= echo SHANDICAP \* 0.90 + 1.25 | bc^ 
echo SODDS > odds S(HN) 
esac 


done 


# Print odds. 
[os abaowe xoxelels). i 
Tote que © ©) 
echo -ne 'NE[30; 42m' 
Or RINI auo "mew Bp clo 
echo "#SHN odds-»" ^cat odds S(HN)^ 


done 


} 


# Draw the horses at starting line. 
draw_horses() { 
CoE Cus © O 
echo -ne '\E[30;42m' 
itoue jaüwW im "ees 9' p. Clo 

echo /NNSHN/NN" g 


done 


} 


print, odds 


echo -ne '\E[47m' 
# Wait for a enter key press to start the race. 


# Th scape sequence '\E[?251' disables the cursor. 
cout Cus 17 0 

Gielerey ey Vn [P2SIL Wess. [[eiltcene || ikg co stare jelnvs) ieee, oc 
read -s 


# Disable normal echoing in the terminal. 

# This avoids key presses that might "contaminate" the screen 
#+ during the race. 

stty -echo 


# 
ur (Neuste therracek 


draw horses 

echo -ne 'NE[37;47m! 
move and echo 18 1 SBLANK80 
echo -ne 'NE[30m' 
Toves eue exelso) LI 1L SEACE o 5 c 
sleep 1 


# Set the column of the finish line. 
WINNING_POS=74 


# Define the time the race started. 
START _TIME= date +%s~ 
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# COL variable needed by following "while" construct. 


COL=0 


while 


[ 


MOVE_HORSE=0 


# Check if the random_1_9 function has returned a good value. 
&> /dev/null; do 


while ! echo 


SCOL -lt SWINNING_POS ]; do 


SMOVE_HORSE 


MOVE_HORS 


done 


# Define old type and position of the "randomized horse". 
HORSE_TYPE= cat 
COL=$ (expr ~cat 


ADD_POS=1 


# Check if the current position is an handicap position. 
if seq 10 7 68 | grep -w $COL &> /dev/null; 

if grep -w $MOVE HORSE $COL &> /dev/null; 
ADD POS-0 
grep -v -w 
img 4B ACO 


horse $(MOVE 


ge [1-9] 
E-'random 1 9" 


HORS 


horse $(MOVE 


HORS 


SMOV 


mv -f ${COL}_new $COL 


else ADD_ 


fi 


else ADD_POS=1 


iE aL 


POS=1 


COL-'expr $COL + $ADD POS' 


echo $COL » 


HORS 


horse S$(MOVE 


E) position 


case $HORSE TYPE in 


4L) JE(QIRUS 


Fr 


2) HORSE TYPE-1; DRAW HORSI 


esac 


echo S$HORSE TYPE >> 


Stor 


(Gub Ue qe 


echo -ne '\E 


"cat horse S(MOVE 


imu. EAS) 


[30; 42m' 


Move the cursor to new 


E TYPE-2; DRAW HORSI 


# Choose the type of horse to draw. 


tput cup exor $MOVE HORS 


horse position. 


qug UN 


S$DRAW HORSE 


Draw the horse. 


usleep SUSL 


# When all 


EEP ARG 


HORSE). position | head 


E) position | 
ui JOOSIE LOM || 


# Store new position. 


=i) d 


awl =m db 
heec =m IL) 


then 


then 


E-draw horse two 
E-draw horse one 


horse $(MOVE HORSE] position 


E HORSE $COL > $(COL) new 


Set foreground color to black and background to green. 


touch fieldlinel5 


if [| SCOR = 
echo SMOV 

ica. 

sug (fet IL, 


WS IA eaea 


fieldlinel5 


print_odds 
> fieldlinel5 


ia 


horses have gon 


cut ie) el € 


# Define the leading horse. 
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157; 


reprint odds. 


523 


HIGHI 


# Se 


Advanced Bash-Scripting Guide 


EST POS= cat *position 


echo -ne '\E[47m' 
tput cus Ly © 


cho -n Current leader: 


| so 


done 


# Define t 


he time th 


FINISH TIM 


# Set background color to gr 


E-' date +%s° 


echo -ne 'NE[30; 42m' 
echo -en '\E[5m' 


rac 


finished. 


n and 


"grep 


nabl 


me =m | tend =i 


t background color to white. 


w SHIGHEST_POS *position 


# Make the winning horse blink. 


tput cup 'expr $MOVFE 
“cat horse S(MOVE 
$DRAW HORSE 


. HORSE 


HORSE 


P. 


# Disable blinking text. 
echo -en 'NE[25m' 


HOTA 


-position | 


head 


=m d^ 


# Set foreground and background color to white. 
echo -ne 'NE[37;47m' 
move and echo 18 1 SBLANK80 


# Set foreground color to black. 
echo -ne 'NE[30m' 


# Make winner blink. 


awe (go Ly g 


echo -e "V 


" Race time: 


E [5mWINNER: 


SMOVE 


_HORSE\E[25m"" 


Odds: ^cat odds_${MOVE 


“expr SFINIS 


# Restore cursor and old colors. 
echo -en "\E[?25h" 
echo -em "NE[Om" 


# Restore echoing. 


stty echo 


# Remove rac 


rm -rf SHORSE RACE TMP DIR 


ieu ewa 19 © 


exit 0 


See also Example A-21, Example A-44, Example A-52, and Example A-40. 


temp directory. 


H TIME - S$START TIME' 


secs" 


blinking text. 


| eui -e97 Ñ 


BAOREN UN 


D There is, however, a major problem with all this. ANSI escape sequences are emphatically non-portable. 


What works fine on some terminal emulators (or the console) may work differently, or not at all, on 


others. A "colorized" script that looks stunning on the script author's machine may produce unreadable 
output on someone else's. This somewhat compromises the usefulness of colorizing scripts, and possibly 


relegates this technique to the status of a gimmick. Colorized scripts are probably inappropriate in a 


commercial setting, i.e., your supervisor might disapprove. 


Alister's ansi-color utility (based on Moshe Jacobson's color utility considerably simplifies using ANSI 
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escape sequences. It substitutes a clean and logical syntax for the clumsy constructs just discussed. 


Henry/teikedvl has likewise created a utility (http://scriptechocolor.sourceforge.net/) to simplify creation of 
colorized scripts. 


36.6. Optimizations 


Most shell scripts are quick 'n dirty solutions to non-complex problems. As such, optimizing them for speed is 
not much of an issue. Consider the case, though, where a script carries out an important task, does it well, but 
runs too slowly. Rewriting it in a compiled language may not be a palatable option. The simplest fix would be 
to rewrite the parts of the script that slow it down. Is it possible to apply principles of code optimization even 
to a lowly shell script? 


Check the loops in the script. Time consumed by repetitive operations adds up quickly. If at all possible, 
remove time-consuming operations from within loops. 


Use builtin commands in preference to system commands. Builtins execute faster and usually do not launch a 
subshell when invoked. 
Avoid unnecessary commands, particularly in a pipe. 


cat "Sfile" | grep "Sword" 


grep "Sword" "Sfile" 


# The above command-lines have an identical effect, 
#+ but the second runs faster since it launches one fewer subprocess. 


The cat command seems especially prone to overuse in scripts. 


Disabling certain Bash options can speed up scripts. 


As Erik Brandsberg points out: 


If you don't need Unicode support, you can get potentially a 2x or more improvement in speed by simply 
setting the LC_ALL variable. 


export LC_ALL=C 


[specifies the locale as ANSI C, 
thereby disabling Unicode support] 


[In an example script ...] 


Without [Unicode support]: 
erik(erik-desktop:-/capture$ time ./cap-ngrep.sh 
JE3592 s19Xeisuo- 2 ROUEN EXE 


real 0m20.483s 
user 1m34.470s 
Sys 0m12.869s 
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With [Unicode support]: 
erik(erik-desktop:-/capture$ time ./cap-ngrep.sh 
live2.pcap » out.txt 


real 0m50.232s 
user Siisyll » 3L: 
Sys miley Zales 


A large part of the overhead that is optimized is, I believe, 


regex match using [[ string =~ REGEX ]], 

but it may help with other portions of the code as well. 

I hadn't [seen it] mentioned that this optimization helped 
with Bash, but I had seen it helped with "grep," 

so why not try? 


$^; Certain operators, notably expr, are very inefficient and might be replaced by double parentheses 
arithmetic expansion. See Example A-59. 


Math tests 


math via $(( )) 


real 0m0.294s 
user 0m0.288s 
Sys 0m0.008s 


math via expr: 


real 1m17.879s # Much slower! 
user 0m3.600s 
sys Om8.765s 


ivalieln “yale dien e 


real 0m0.364s 
user 0m0.372s 
sys 0m0.000s 


Condition testing constructs in scripts deserve close scrutiny. Substitute case for if-then constructs and 


combine tests when possible, to minimize script execution time. Again, refer to Example A-59. 


Test using "case" construct: 


real 0m0.329s 
user 0m0.320s 
sys 0m0.000s 
Test with if [], no quotes: 
real 0m0.438s 
user 0m0.432s 
sys 0m0.008s 


Test with if [], quotes: 


real 0m0.476s 
user 0m0.452s 
sys 0m0.024s 
Test with if [], using -eqg: 
real 0m0.457s 
user 0m0.456s 
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sys 0m0.000s 


$^; Erik Brandsberg recommends using associative arrays in preference to conventional numeric-indexed 
arrays in most cases. When overwriting values in a numeric array, there is a significant performance 
penalty vs. associative arrays. Running a test script confirms this. See Example A-60. 


Assignment tests 


Assigning a simple variable 


real 0m0.418s 
user 0m0.416s 
sys 0m0.004s 


Assigning a numeric index array entry 


real 0m0.582s 
user 0m0.564s 
sys 0m0.016s 


Overwriting a numeric index array entry 


real (Qum 2:1. 95) 1L 
user han il = 'S)1 Sis} 
sys 0m0.016s 


Linear reading of numeric index array 


real 0m0.422s 
user 0m0.416s 
sys 0m0.004s 


Assigning an associative array entry 


real 0m1.800s 
user 0m1.796s 
sys 0m0.004s 


Overwriting an associative array entry 


real 0m1.798s 
user Om1.784s 
sys Om0.012s 


Linear reading an associative array entry 


real Om0.420s 
user Om0.420s 
sys 0m0.000s 


Assigning a random number to a simple variable 


real 0m0.402s 
user 0m0.388s 
sys Om0.016s 


Assigning a sparse numeric index array entry randomly into 64k cells 


real 0m12.678s 
user 0m12.649s 
sys Om0.028s 


Reading sparse numeric index array entry 


real Om0.087s 
user 0m0.084s 
sys 0m0.000s 


Assigning a sparse associative array entry randomly into 64k cells 
real 0m0.698s 


Chapter 36. Miscellany 527 


Advanced Bash-Scripting Guide 


user Om0.696s 
sys 0m0.004s 


Reading sparse associative index array entry 


real 0m0.083s 
user 0m0.084s 
sys 0m0.000s 


Use the time and times tools to profile computation-intensive commands. Consider rewriting time-critical 
code sections in C, or even in assembler. 


Try to minimize file I/O. Bash is not particularly efficient at handling files, so consider using more 
appropriate tools for this within the script, such as awk or Perl. 


Write your scripts in a modular and coherent form, [127] so they can be reorganized and tightened up as 
necessary. Some of the optimization techniques applicable to high-level languages may work for scripts, but 


others, such as loop unrolling, are mostly irrelevant. Above all, use common sense. 


For an excellent demonstration of how optimization can dramatically reduce the execution time of a script, see 
Example 16-47. 


36.7. Assorted Tips 


36.7.1. Ideas for more powerful scripts 


You have a problem that you want to solve by writing a Bash script. Unfortunately, you don't know 
quite where to start. One method is to plunge right in and code those parts of the script that come 
easily, and write the hard parts as pseudo-code. 


#!/bin/bash 


ARGCOUNT=1 # Need name as argument. 
E_WRONGARGS=65 


if [ number-of-arguments is-not-equal-to "SARGCOUNT" ] 
# RAKAKRAKRAKRAKRAKRAANKRAARAKRA RAKRAKRAKAKAKRAARAAKAN 

# Can't figure out how to code this 

#+ . . . SO write it in pseudo-code. 


echo "Usage: name-of-script name" 
d qo Quaque More pseudo-code. 
exit $E WRONGARGS 


exit 0 
# Later on, substitute working code for the pseudo-code. 


# Line 6 becomes: 
if [ $# -ne "SARGCOUNT" ] 
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# Line 12 becomes: 
echo "Usage: ^basename $0' name" 


For an example of using pseudo-code, see the Square Root exercise. 

e. 
To keep a record of which user scripts have run during a particular session or over a number of 
sessions, add the following lines to each script you want to keep track of. This will keep a continuing 
file record of the script names and invocation times. 


# Append (>>) following to end of each script tracked. 


User invoking the script. 
Script name. 

Date and time. 

Blank line as separator. 


whoami»» $SAVE FILE 
echo $0>> $SAVE FILE 
date>> S$SAVE FILE 
echo»» S$SAVE FILE 


Se HE ch ok 


# Of course, SAVE FILE defined and exported as environmental variable in -/.bashrc 
#+ (something like -/.scripts-run) 


e. 
The >> operator appends lines to a file. What if you wish to prepend a line to an existing file, that is, 
to paste it in at the beginning? 


file-data.txt 
istic deter Shs} elevey Aste]: lina (our Cere Te isles 


echo Siecle || Car $file »$file.new 

ur "emi =! quienes olo CO Suse. 

# End result is 

#+ to write a new file with $title appended at *beginning*. 


This is a simplified variant of the Example 19-13 script given earlier. And, of course, sed can also do 
this. 


e. 
A shell script may act as an embedded command inside another shell script, a Tcl or wish script, or 
even a Makefile. It can be invoked as an external shell command in a C program using the 
system () call, i.e., system("script name");. 

e 


Setting a variable to the contents of an embedded sed or awk script increases the readability of the 
surrounding shell wrapper. See Example A-1 and Example 15-20. 


e 
Put together files containing your favorite and most useful definitions and functions. As necessary, 
"include" one or more of these "library files" in scripts with either the dot (.) or source command. 


SCRIPT LIBRARY 


Ole? 
On T Sherer: 
© Wirya Colan ios. 


Useful variable definitions 


ROOT UID-0 # Root has SUID O0. 

E NOTROOT-101 # Not root user error. 

AXRETVAL-255 # Maximum (positive) return value of a function. 
SUCCESS=0 

FAILURE--1 
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# Functions 


Usage () # "Usage:" message. 
{ 
alae, |p yz, Ue # No arg passed. 
then 
msg=filename 
else 
msg=S@ 
í£3 
echo "Usage: ^basename $0? "$msg"" 
} 
(laexels abit oe 40) # Check if root running script. 
{ # From "ex39.sh" example. 
ae || “SUD” =n "SOOO || 
then 


echo WMUSIE iore 200r: CO wA CNES SECIE o 
exit $E_NOTROOT 
PA 


CreateTempfileName () # Creates a "unique" temp filenam 
{ # From "ex51.sh" example. 
prefix=temp 
suffix= eval date +%s` 
Tempfilename=Sprefix.Ssuffix 


isalpha2 () # Tests whether *entire string* is alphabetic. 
{ # From "isalpha.sh" example. 
[ $$ -eq 1] || return SFAILURE 


case $1 in 


*[la-zA-Z]*|"") return S$FAILURE;; 
=) seeuEwuen SSUCCASS 2p 
esac «P lWasialk<s, Solis 
} 
abs () Absolute value. 
{ Caution: Max return value = 255. 
E ARGERR=- 999999 
abis. [psv Sas 3 Need arg passed. 
then 
return $E ARGERR Obvious error value returned. 
if aL 
wie | “Sly e © | If non-negative, 
then 
absval-$1 stays as-is. 
else Otherwise, 
leu "VUmsewed = (i © = SL yy" change sign. 
f 
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return $absval 


tolower () # Converts string(s) passed as argument (s) 
{ #+ to lowercase. 
ase lf eat, SM] # If no argument (s) passed, 
then #+ send error messag 
Gone "(nally A #+ (C-style void-pointer error message) 
return #+ and return from function. 
iE aL 
echo "S@" | tr A-Z a-z 


# Translate all passed arguments (S@). 
Peper, 


Use command substitution to set a variable to function output. 
For example: 

oldvar="A seT of miXed-caSe LEtTerS" 

newvar= tolower "$oldvar"' 


echo "Snewvar" # a set of mixed-case letters 
Exercise: Rewrite this function to change lowercase passed argument (s) 
to uppercase ... toupper() [easy]. 


Use special-purpose comment headers to increase clarity and legibility in scripts. 


## Caution. 
Xe ISIE C AS ## The "-rf" options to "rm" are very dangerous, 
##+ especially with wild cards. 


+ Line continuation. 
Maske: aus: disse Ab 
ip (WE a meilei- lina Comence; 
4s eme toits aS che drabevedl Mire 


* Note. 


© PSE abiens 


> Another point of view. 
winrle: [ "Segel" Ia "eme ] i> waila test "edel de. vench 


Dotan Barak contributes template code for a progress bar in a script. 


Example 36-17. A Progress Bar 


#!/bin/bash 
# progress-bar.sh 


# Author: Dotan Barak (very minor revisions by ABS Guide author). 
# Used in ABS Guide with permission (thanks!). 
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BAR WIDTH-50 

BAR CHAR START-"[" 
BAR CHAR END-"]" 
BAR CHAR EMPTY-"." 
BAR CHAR FULL-"-" 
BRACKET CHARS-2 
LIMIT-100 


print progress bar() 


{ 


# Calculate how many characters will be full. 
let "full limit = ((($1 = SBRACKET CHARS) 


# Calculate how many characters 


let "empty limit = ($1 - SBRACKET_CHARS) 


# Prepare the bar. 
bar line-"S$(BAR CHAR START)" 


fox (es «ud Jews Jy clo 
bar line-"$(bar line)$(BAR CHAR FULL)" 


done 


for 00; ysemptyslüimit;85:)) 79 


bar line-"$(bar lina e (EAR CHAR _ 


done 


bar line-"$(bar line)$(BAR CHAR ENDJ" 


primet Wes siclats tue ($2 Soor Lime 


# Here is a sample of code that uses it. 
MAX PERCENT-100 


for ((i20; i«-2MAX PERCENT; i++)); do 
d 
usleep 10000 
# ... Or run some other commands 
# 


print progress bar ${BAR_WIDTH} ${i} 


echo -en "Nr" 


done 


fexelaioy VI 


exit 


" S2 4 SNB) Y 


will be empty. 


= Siew Jost ]-U 


EMPTY)" 


A particularly clever use of if-test constructs is for comment blocks. 


#!/bin/bash 


COMMENT_BLOCK= 
# Try setting the above variable to 
#+ for an unpleasant surprise. 


if [ SCOMMENT_BLOCK ]; then 


Comment loll@ele == 


Chapter 


This is a comment line. 
This is another comment lin 
[This is yet another comment lin 
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SENO arse. will mor Scao Y 


Comment blocks ar rror-free! Whee! 
fi 
echo "No more comments, please." 


ei |) 


Compare this with using here documents to comment out code blocks. 


Using the $? exit status variable, a script may test if a parameter contains only digits, so it can be 
treated as an integer. 


#!/bin/bash 


SUCCESS=0 
E_BADINPUT=85 


test "SI" -ne 0 -o "SI" -eq 0 2>/dev/null 
An integer is either equal to 0 or not equal to 0. 
2>/dev/null suppresses error messag 


ie | SP we VSSUCORSSV 1 

then 
echo "Usage: ~basename $0` integer-input" 
exit $E BADINPUT 

ira 


lee ewm = Sil sb NS # Would give error if $1 not integer. 
echo "Sum = $sum" 


# Any variable, not just a command-line parameter, can be tested this way. 


exit 0 

e The 0 - 255 range for function return values is a severe limitation. Global variables and other 
workarounds are often problematic. An alternative method for a function to communicate a value 
back to the main body of the script is to have the function write to st dout (usually with echo) the 
"return value," and assign this to a variable. This is actually a variant of command substitution. 


Example 36-18. Return value trickery 


#!/bin/bash 
# multiplication.sh 


MULE oly C) # Multiplies params passed. 
{ # Will accept a variable number of args. 


local product-1 


wml [p o "SW | # Until uses up arguments passed... 
do 
ler Wprocter s= Sil 
shift 
done 
echo $product # Will not echo to stdout, 
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WüpudbidL—1 5.90.55 mul 2-—2/521. iL 


vall= multiply $mu] 


lied SunedhEZ 


#+ since this will be assigned to a variable. 


# Assigns stdout (echo) of function to the variable vall. 


echo "Smult1 X $mult2 


$vall" 


multi1-25; mult2=5; mult3-20 


val2= multiply $mu] 
echo "$multl1 X $mult2 X $mult3 


mult1=188; mult2=37; mult3=25; 
val3= ‘multiply $mu] 


# 387820813 


Lei, Sud Sumus 


= $val2" # 2500 


mult4=47 


Ltd Susi Smilts up" 


exeo: YU Simiilieil 2« Similie2 x Simmiles ox Suunlip4. = Suwedbsw s Sil 7 8:90 


exit 0 
The same technique also works for alphanumeric strings. This means that a function can "return" a 
non-numeric value. 


capitalize_ichar () 


{ 


newstring= capitalize_ichar "every sentenc 


string0="S@" 


firstchar=${string0:0:1} 


stringl=S{string0:1} 


FirstChar= echo "$firstchar" 


echo "SFirstChar$stringl" 


echo "Snewstring" 


It is even possible for a function to "return" multiple values with this method. 


Capitalizes initial character 
* of argument string(s) passed. 


Accepts multiple arguments. 


Ipae. (eloveletel eie ede c 
Rest of string(s). 


| ce eum JA 
Capitalize first character. 


OwnEjobie CO Sicclowie . 


Example 36-19. Even more return value trickery 


!/bin/bash 
sum-product.sh 


A function may "return" more than one value. 


eee S SX d 92 ») 


ecno 


ec 


icexewol ELESE 


ecno 


echo "Enter second number 


read second 
echo 
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sum and product () # Calculates both sum and product of passed args. 


SUL * $2 P) 
Echoes to stdout each calculated value, separated by space. 


should start with a capital letter." 
Every sentence should start with a capital letter. 
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retval-'sum and product $first $second' # Assigns output of function. 
sum-'echo "Sretval" | awk '(print SLYS # Assigns first field. 
product-'echo "Sretval" | awk '{print $2)'" # Assigns second field. 


echo "Sfirst + $second = $sum" 
echo "Sfirst = $second = $product" 
echo 


exit 0 


D There can be only one echo statement in the function for this to work. If you alter the 
previous example: 


sum and product () 
1 


echo "This is the sum and product function." # This messes things up! 
echo $(( Sl + 92 )) 9S(( Sl = 92 J) 

} 

retval sum and product $first $second' 4 Assigns output of function. 


# Now, this will not work correctly. 


Next in our bag of tricks are techniques for passing an array to a function, then "returning" an array 
back to the main body of the script. 


Passing an array involves loading the space-separated elements of the array into a variable with 
command substitution. Getting an array back as the "return value" from a function uses the previously 
mentioned strategem of echoing the array in the function, then invoking command substitution and 
the ( ... ) operator to assign it to an array. 


Example 36-20. Passing and returning arrays 


#!/bin/bash 
# array-function.sh: Passing an array to a function and 
# "returning" an array from a function 


Pass_Array () 

{ 
local passed_array # Local variable! 
passed array-( echo "S$1"^ ) 
echo "S{passed_array[@]}" 
# List all the elements of the new array 
#+ declared and set within the function. 


original array-( elementl element2 element3 element4 element5 ) 
echo 

echo "original array = $[(original array[0])" 

# List all elements of original array. 


# This is the trick that permits passing an array to a function. 
# ck ck ck ck ck ck Ck ck ck Ck ck Sk ck ck kc ck ck ok kk kk ok ko Sk ko Sk k ko ko kokok 


argument= echo S{original_array[@] }° 
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CkCkckckckckck ckckck ckck ck ckockckckckckckckckckckck ck ck kck kc kck kk 


Pack a variable 
+ with all the space-separated elements of the original array. 


Attempting to just pass the array itself will not work. 


This is the trick that allows grabbing an array as a "return value". 
ck ck ck ck ck Ck ck ck ck ck Ck ck ck Ck ck Ck ck ck ck ck ck ck kk kk ck Mk Sk kv Mk Sk M Sk ko ko ko ko 


returned array-( "Pass Array "S$argument"^ ) 
Lad d d dd d d dd dd d dd d d dd dd d dd dd d dd d dd d d d d d d d d 


Assign 'echoed' output of function to array variable. 


echo "returned array = ${returned_array[@]}" 


(egy | 


Now, try it again, 
+ attempting to access (list) the array from outside the function. 
Pass Array "Sargument" 


The function itself lists the array, but 

+ accessing the array from outside the function is forbidden. 
echo "Passed array (within function) = $(passed array[G])" 

NULL VALUE since the array is a variable local to the function. 


echo 

FE AE AE FE AE FE HEE HHT FE FE AE FE HH AE FE EEE Ee AE E FE AE HE E HE H 
# And here is an even more explicit example: 
ret_array () 


{ 
for element in {11..20} 


do 
echo "Selement " # Echo individual elements 
done #+ of what will be assembled into an array. 
} 
arr-( $(ret array) ) # Assemble into array. 


eeno WCejocuiesline eureen \Wencie\ ise TEIUNO(G(EUHOYQ. Jet. emren d) ooo 


(xelexo Wwingliecl (eller (our array WWeucie\" ues feu 12] pes # 13 (zero-indexed) 
echo -n "Entire array is: " 

echo S{arr[@]} ap dL Gb aS) dbab bsp 3D. dL als} Sy 20) 

echo 

exit 0 


# Nathan Coulter points out that passing arrays with elements containing 
#+ whitespace breaks this example. 


For a more elaborate example of passing arrays to functions, see Example A-10. 
Using the double-parentheses construct, it is possible to use C-style syntax for setting and 


incrementing/decrementing variables and in for and while loops. See Example 11-13 and Example 
11-18. 
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e Setting the path and umask at the beginning of a script makes it more portable -- more likely to run on 
a "foreign" machine whose user may have bollixed up the $PATH and umask. 


#!/bin/bash 
PATH=/bin:/usr/bin:/usr/local/bin ; export PATH 
umask 022 # Files that the script creates will have 755 permission. 


# Thanks to Ian D. Allen, for this tip. 
e 


A useful scripting technique is to repeatedly feed the output of a filter (by piping) back to the same 
filter, but with a different set of arguments and/or options. Especially suitable for this are tr and grep. 


# From "wstrings.sh" example. 


vlla eec Serene VEAL [| En SYA ee || tere V epoca! wm || N 
‘ie cs U[sedjews]" z [ ie se "\APS=\SIT! X | tee mY 


Example 36-21. Fun with anagrams 


#!/bin/bash 
# agram.sh: Playing games with anagrams. 


# Find anagrams of... 
LETTERSET=etaoinshrdlu 


IOS U S cie ip 156 ! How many letters minimum? 

# 1234567 

anagram "SLETTERSET" | Find all anagrams of the letterset... 
giuseppe SE LITER | With at least 7 letters, 

grep gs] Sis atstestrigawelsts SN 

grep -v ‘ss! | no plurals 

grep -v 'ed$' no past tense verbs 


4 Possible to add many combinations of conditions and filters. 


# Uses "anagram" utility 

#+ that is part of the author's "yawl" word list package. 
#  http://ibiblio.org/pub/Linux/libs/yawl-0.3.2.tar.gz 

#  http://bash.deta.in/yawl-0.3.2.tar.gz 


eei O # End of code. 


bash$ sh agram.sh 
islander 

isolate 

isolead 

isotheral 


Exercises: 


odify this script to take the LETTERSET as a command-line parameter. 
SisucrwneEueabvae: taa Jeablbiereucrs im Lines iil = Ws) (a6 viem SiMe) 7 
+ so that they can be specified by passing arguments to a function. 


For a slightly different approach to anagramming, 
+ see the agram2.sh script. 


See also Example 29-4, Example 16-25, and Example A-9. 
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Use "anonymous here documents" to comment out blocks of code, to save having to individually 
comment out each line with a #. See Example 19-11. 


Running a script on a machine that relies on a command that might not be installed is dangerous. Use 
whatis to avoid potential problems with this. 


CMD=command1 # First choice. 
PlanB=command2 # Fallback option. 
command_test=$(whatis "$CMD" | grep ‘nothing appropriate') 


If 'commandl' not found on system , 'whatis' will return 
+ "commandl1: nothing appropriate." 


A safer alternative is: 
command test-$(whereis "S$CMD" | grep \/) 
But then the sense of the following test would have to be reversed, 
+ since the $command test variable holds content only if 
+ the SCMD exists on the system. 
(Thanks, bojster.) 


if [[ -z "$command test" ]] # Check whether command present. 
then 

SCMD optionl option2 # Run commandl with options. 
else # Otherwise, 

SPlanB #+ run command2. 
ít 


An if-grep test may not return expected results in an error case, when text is output to stderr, rather 
that stdout. 


if ls -l nonexistent filename | grep -q 'No such file or directory' 
chen acing Vitiile \Vneomescaieiceine Enlename Y Coes more SLST. 
i aL 


Redirecting stderr to stdout fixes this. 


if ls -l nonexistent filename 2>&1 | grep -q 'No such file or directory' 


E: AAAA 


then echo Vrile \Vncinexasiceme filename" cloas not esxalsie lU 
itai 


# Thanks, Chris Martin, for pointing this out. 
If you absolutely must access a subshell variable outside the subshell, here's a way to do it. 
TMPFILE-tmpfile # Create a temp file to store the variable. 


( # Inside the subshell 

inner variable-Inner 

echo $inner variable 

echo $inner variable >>STMPFILE 4 Append to temp file. 
) 


# Outside the subshell 


cho; cha" oy cho 

echo $inner variable # Null, as expected. 
odere A vs cho 

# Now 
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read inner variable «$TMPFILE # Read back shell variable. 
rm —f "STMPEILE" # Get rid of temp file. 
echo "S$inner variable" # It's an ugly kludge, but it works. 


e. 
The run-parts command is handy for running a set of command scripts in a particular sequence, 
especially in combination with cron or at. 

e. 
For doing multiple revisions on a complex script, use the rcs Revision Control System package. 


Among other benefits of this is automatically updated ID header tags. The co command in rcs does a 
parameter replacement of certain reserved key words, for example, replacing # $Id$ ina script with 
something like: 


y Sids helloworld sh; y L.l 2004/10/16 02:43:05 bozo wip S 


36.7.2. Widgets 


It would be nice to be able to invoke X-Windows widgets from a shell script. There happen to exist several 
packages that purport to do so, namely Xscript, Xmenu, and widtools. The first two of these no longer seem to 
be maintained. Fortunately, it is still possible to obtain widtools here. 


The widtools (widget tools) package requires the XForms library to be installed. Additionally, the 
Makefile needs some judicious editing before the package will build on a typical Linux system. Finally, 
three of the six widgets offered do not work (and, in fact, segfault). 


The dialog family of tools offers a method of calling "dialog" widgets from a shell script. The original dialog 
utility works in a text console, but its successors, gdialog, Xdialog, and kdialog use X-Windows-based widget 


sets. 


Example 36-22. Widgets invoked from a shell script 


!/bin/bash 
dialog.sh: Using 'gdialog' widgets. 


Must have 'gdialog' installed on your system to run this script. 
Or, you can replace all instance of 'gdialog' below with 'kdialog' 
Version 1.1 (corrected 04/05/05) 


This script was inspired by the following article. 
VOgeriprting oi X Pieeeluicicawiliey, " low; Marco iles, 
LINUX JOURNAL, Issue 113, September 2003, pp. 86-9. 
Thank you, all you good people at LJ. 


Input error in dialog box. 

E INPUT-85 

Dimensions of display, input widgets. 
EIGHT-50 

WIDTH-60 


Output file name (constructed out of script name). 
OUTFILE=$0.output 
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# Display this script in a text widget. 
Grehieuloxej —Siesieile UdDslersdLenvateweg SOU --textoox SO (usnm eds SWIIDTE 


# Now, we'll try saving input in a file. 
echo -n "VARIABLE-" > SOUTFILI 
Gxghierlloxe; —rtirle MUiseue dDsqwue ^ «hogy nElo o» Vintre variable, pleases y 
SHEIGHT SWIDTH 2>> SOUTFITIJ 


Up 


Eee 


aie | VS" eer © | 

# It's good practice to check exit status. 

then 
echo 

else 
echo Harron (s) im \iclleikoey DOLNY exexcubtie sein s UU 

i" Que. Cllaveleerel quet WGeineeiL, snasieceicl (ue VOI lowuneicioia, 
rm SOUTFILE 
exit $E INPUT 

fi 


apaeciblicerel \\"cliculoc leyes Ww Wwiticlowie icici, J 


# Now, we'll retrieve and display the saved variable. 
SOUTFILE f 'Source' the saved fil 
echo "The variable input in the \"input box\" was: "SVARIABLE"" 


rm SOUTFILE # Clean up by removing the temp file. 
# Some applications may need to retain this file. 


emi Se 


# Exercise: Rewrite this script using the 'zenity' widget set. 


The xmessage command is a simple method of popping up a message/query window. For example: 


xmessage Fatal error in script! -button exit 
The latest entry in the widget sweepstakes is zenity. This utility pops up GTK+ dialog widgets-and-windows, 
and it works very nicely within a script. 


get info () 
{ 
zenity --entry # Pops up query window 
#+ and prints user entry to stdout. 
# Also try the --calendar and --scale options. 
} 
answer-$( get info ) # Capture stdout in Sanswer variable. 


echo "User entered: "Sanswer"" 

For other methods of scripting with widgets, try Tk or wish (Tcl derivatives), PerlTk (Perl with Tk 
extensions), tksh (ksh with Tk extensions), XForms4Perl (Perl with XForms extensions), Gtk-Perl (Perl with 
Gtk extensions), or PyQt (Python with Qt extensions). 
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36.8. Security Issues 


36.8.1. Infected Shell Scripts 


A brief warning about script security is indicated. A shell script may contain a worm, trojan, or even a virus. 
For that reason, never run as root a script (or permit it to be inserted into the system startup scripts in 
/etc/rc.d)unless you have obtained said script from a trusted source or you have carefully analyzed it to 
make certain it does nothing harmful. 


Various researchers at Bell Labs and other sites, including M. Douglas McIlroy, Tom Duff, and Fred Cohen 
have investigated the implications of shell script viruses. They conclude that it is all too easy for even a 
novice, a "script kiddie," to write one. [128 


Here is yet another reason to learn scripting. Being able to look at and understand scripts may protect your 
system from being compromised by a rogue script. 


36.8.2. Hiding Shell Script Source 


For security purposes, it may be necessary to render a script unreadable. If only there were a utility to create a 
stripped binary executable from a script. Francisco Rosales' shc -- generic shell script compiler does exactly 
that. 


Unfortunately, according to an article in the October, 2005 Linux Journal, the binary can, in at least some 
cases, be decrypted to recover the original script source. Still, this could be a useful method of keeping scripts 
secure from all but the most skilled hackers. 


36.8.3. Writing Secure Shell Scripts 


Dan Stromberg suggests the following guidelines for writing (relatively) secure shell scripts. 


* Don't put secret data in environment variables. 

* Don't pass secret data in an external command's arguments (pass them in via a pipe or redirection 
instead). 

e Set your $PATH carefully. Don't just trust whatever path you inherit from the caller if your script is 
running as root. In fact, whenever you use an environment variable inherited from the caller, think 
about what could happen if the caller put something misleading in the variable, e.g., if the caller set 


SHOME to /etc. 


36.9. Portability Issues 


It is easier to port a shell than a shell script. 
--Larry Wall 


This book deals specifically with Bash scripting on a GNU/Linux system. All the same, users of sh and ksh 
will find much of value here. 
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As it happens, many of the various shells and scripting languages seem to be converging toward the POSIX 
1003.2 standard. Invoking Bash with the -—posix option or inserting a set -o posix at the head of a script 
causes Bash to conform very closely to this standard. Another alternative is to use a #//bin/sh sha-bang header 
in the script, rather than Z//bin/bash. [129] Note that /bin/sh is a link to /bin/bash in Linux and certain 
other flavors of UNIX, and a script invoked this way disables extended Bash functionality. 


Most Bash scripts will run as-is under ksh, and vice-versa, since Chet Ramey has been busily porting ksh 
features to the latest versions of Bash. 


On a commercial UNIX machine, scripts using GNU-specific features of standard commands may not work. 
This has become less of a problem in the last few years, as the GNU utilities have pretty much displaced their 
proprietary counterparts even on "big-iron" UNIX. Caldera's release of the source to many of the original 
UNIX utilities has accelerated the trend. 


Bash has certain features that the traditional Bourne shell lacks. Among these are: 


* Certain extended invocation options 

* Command substitution using $( ) notation 

* Brace expansion 

* Certain array operations, and associative arrays 
* The double brackets extended test construct 

* The double-parentheses arithmetic-evaluation construct 
e Certain string manipulation operations 

* Process substitution 

* A Regular Expression matching operator 

* Bash-specific builtins 

* Coprocesses 


See the Bash F.A.Q. for a complete listing. 


36.9.1. A Test Suite 


Let us illustrate some of the incompatibilities between Bash and the classic Bourne shell. Download and 
install the "Heirloom Bourne Shell" and run the following script, first using Bash, then the classic sh. 


Example 36-23. Test Suite 


#!/bin/bash 

# test-suite.sh 

# A partial Bash compatibility test suite. 

# Run this on your version of Bash, or some other shell. 


default_option=FAIL # Tests below will fail unless 


echo 

echo -n "Testing " 
slesp ip echo =N be 
skeep ibi echo n aN 
Sleep 1; echo ". " 
echo 
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# Double brackets 
String="Double brackets supported?" 
echo -n "Double brackets test: " 


if [[ "S$String" = "Double brackets supported?" i] 
then 
echo "PASS" 
else 
echo "FAIL" 
ii 


# Double brackets and regex matching 
String="Regex matching supported?" 
echo -n "Regex matching: " 
aiea URL WSGiesbee Se dE 446 matching* ]] 
then 

echo "PASS" 
else 

echo "FAIL" 
feat 


# Arrays 

test arr-$default option # FAIL 

Array-( If supports arrays will print PASS ) 
test_arr=$ {Array[5] } 

echo "Array test: S$test arr" 


# Command Substitution 
csub test () 


1 
echo "PASS" 


test csub-S$default option # FAIL 
test csub-$(csub test) 
echo "Command substitution test: $test csub" 


echo 
# Completing this script is an exercise for the reader. 
# Add to the above similar tests for double parentheses, 


#+ brace expansion, process substitution, etc. 


exit Se 


36.10. Shell Scripting Under Windows 


Even users running that other OS can run UNIX-like shell scripts, and therefore benefit from many of the 
lessons of this book. The Cygwin package from Cygnus and the MKS utilities from Mortice Kern Associates 
add shell scripting capabilities to Windows. 


Another alternative is UWIN, written by David Korn of AT&T, of Korn Shell fame. 


In 2006, Microsoft released the Windows Powershell®, which contains limited Bash-like command-line 
scripting capabilities. 
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37.1. Bash, version 2 


The current version of Bash, the one you have running on your machine, is most likely version 2.xx.yy, 
3.xx. yy, or 4.xx.yy. 


bash$ echo $BASH VERSION 


3.2.25(1)-release 


The version 2 update of the classic Bash scripting language added array variables, string and parameter 
expansion, and a better method of indirect variable references, among other features. 


Example 37-1. String expansion 


#!/bin/bash 


# String expansion. 
# Introduced with version 2 of Bash. 


i? SIAM Ole the Geom S eS] 
#+ have the standard escaped characters interpreted. 


echo $'Ringing bell 3 times \a \a \a' 
# May only ring once with certain terminals. 
# Or 
# May not ring at all, depending on terminal settings. 
echo Si Three toirm Tesca E yE NE 
echo $'10 newlines \n\n\n\n\n\n\n\n\n\n' 
echo $'\102\141\163\150' 
# B a S h 
# Octal equivalent of characters. 


exit 


Example 37-2. Indirect variable references - the new way 


#!/bin/bash 


# Indirect variable referencing. 
# This has a few of the attributes of references in C++. 


a-letter of alphabet 
letter of alphabet-z 


echo "a = $a" # Direct reference. 
echo "Now a = S{!a}" # Indirect reference. 
# The $(!variable) notation is more intuitive than the old 


#+ eval varl=\$Svar2 


echo 
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t-table cell 3 
table cell 3-224 


eelne Wie = BE # t = 24 
table_cell_3=387 
echo "Value of t changed to ${!t}" 4 387 


No 'eval' necessary. 


This is useful for referencing members of an array or table, 
+ or for simulating a multi-dimensional array. 

An indexing option (analogous to pointer arithmetic) 
+ would have been nice. Sigh. 


exit 0 


# See also, ind-ref.sh exampl 


Example 37-3. Simple database application, using indirect variable referencing 


#!/bin/bash 
# resistor-inventory.sh 
# Simple database / table-lookup application. 


# 

# Data 

B1723_value=470 Ohms 
B1723_powerdissip=.25 Watts 


Color bands 


B1723 colorcode-"yellow-violet-brown" 
ig 72:3 Mec 
B1723 inventory-78 


dE Jb db db dk 


How many 


B1724 value-1000 

B1724 powerdissip-.25 

B1724 colorcode-"brown-black-red" 
B1724_loc=24N 
B1724_inventory=243 


B1725_value=10000 
B1725_powerdissip=.125 

B1725 colorcode-"brown-black-orange" 
B1725 loc-24N 

B1725 inventory-89 


Where they are 


# 


echo 


PS3='Enter catalog number: ' 
echo 


sellecetucataiegsenuml ccm BT 9 IESU E 
do 
Inv-e$(catalog number) inventory 
Val-S$(catalog number] value 
Pdissip-$(catalog number) powerdissip 
Loc-$(catalog number) loc 
Ccode-$(catalog number) colorcode 
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echo 
echo "Catalog number $catalog number:" 

# Now, retrieve value, using indirect referencing. 

echo "There are $(!Inv) of [${!Val} ohm / $(!Pdissip) watt]\ 
resistors in stock." # A d 

# As of Bash 4.2, you can replace "ohm" with \u2126 (using echo -e). 
echo "ese ace located im lods. 7 Gee. 

eccle "wen coles Cocks eg Y"sTCeose) y. 


break 
done 


echo; echo 


Exercises: 
1) Rewrite this script to read its data from an external file. 
2) Rewrite this script to use arrays, 
+ rather than indirect variable referencing. 
Which method is more straightforward and intuitive? 
Which method is easier to code? 


Shell scripts are inappropriate for anything except the most simple 
+ database applications, and even then it involves workarounds and kludges. 
Much better is to use a language with native support for data structures, 
+ such as Ct+ or Java (or even Perl). 


exit 0 


Example 37-4. Using arrays and other miscellaneous trickery to deal four random hands from a deck of 
cards 


#!/bin/bash 
# cards.sh 


# Deals four random hands from a deck of cards. 


UNP ICKED=0 
PICKED=1 


DUPE_CARD=99 


LOWER_LIMIT=0 
UPPER_LIMIT=51 
CARDS_IN_SUIT=13 
CARDS=52 


declare -a Deck 

declare -a Suits 

declare -a Cards 

# It would have been easier to implement and more intuitive 

#+ with a single, 3-dimensional array. 

# Perhaps a future version of Bash will support multidimensional arrays. 


initialize Deck () 
{ 
i-S$LOWER, LIMIT 
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DHE Tp Wes Sete SU ere T 

do 
Deck [i] =SUNPICKED # Set each card of "Deck" as unpicked. 
tee ta =e 

done 

echo 


} 


initialize Suits () 


{ 


Suits[0]=C #Clubs 
Suits[1]=D #Diamonds 
Suits[2]=H #Hearts 
Suits[3]=S #Spades 


miea enean dS (0) 


Cancs=(2 3 45 G7 8S 9 10 ov © K A) 
Alternate method of initializing an array. 


pick_a_card () 


card_number=SRANDOM 
let "card number %= SCARDS" # Restrict range to 0 - 51, i.e., 52 cards. 
if [ "S{Deck[card_number]}" -eq SUNPICKED ] 
then 
Deck[card number]-$PICKED 
return $card number 
else 
return $DUPE CARD 
TEI 


parse_card () 


number=$1 

let "suit_number = number / CARDS_IN_SUIT" 
suit=${Suits[suit_number] } 

echo =n “Sewaie—" 

let "card no = number $ CARDS IN SUIT" 
Carde$(Cards[card no]) 

printf $-4s $Card 

Print cards in neat columns. 


seed_random () # Seed random number generator. 

# What happens if you don't do this? 

seed= eval date +%s` 

let "seed $- 32766" 

RANDOM-$seed 

# Consider other methods of seeding the random number generator. 


deal cards () 


echo 


cards picked-0 
while [ "$cards, picked" -le S$UPPER LIMIT ] 
do 

pick a card 
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T=? 


if [ "$t" -ne $DUPE CARD ] 
then 
parse card $t 


u=Scards_picked+1 
# Change back to 1-based indexing, temporarily. Why? 
let "u %= SCARDS IN SUIT" 


ai || we Ger O | # Nested if/then condition test. 
then 

echo 

echo 

if # Each hand set apart with a blank line. 


let "cards_picked += 1" 
ít 
done 


echo 
return 0 


} 


# Structured programming: 
# Entire program logic modularized in functions. 


d 
Seed random 
initialize Deck 
abigtabig ser bst ve - fehlte S. 
initialize Cards 
deal cards 

# 


exit 


Exercise 1: 
Add comments to thoroughly document this script. 


Exercise 2: 
Add a routine (function) to print out each hand sorted in suits. 
You may add other bells and whistles if you like. 


Exercise 3: 
Simplify and streamline the logic of the script. 


37.2. Bash, version 3 


On July 27, 2004, Chet Ramey released version 3 of Bash. This update fixed quite a number of bugs and 
added new features. 


Some of the more important added features: 
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A new, more generalized {a..z} brace expansion operator. 


#!/bin/bash 


itgue at aue fils, iO} 
# Simpler and more straightforward than 
#+ for 1 in $(seq 10) 
do 
acing sa Vei Y 
done 


echo 


i" d Z3 7 5 6 7 & 9 Lg 


echo {a..z} ai lo © j| K dL wa im © jeep eS US OW We YW A 
echo {e..m} efg 
Za x 


echo {z..a} 


el e i e Im s 
fa at p de db ig 
Wr sy 14 1E se Gp jo Q Je un db Je sj 3L Im gp $ (e Le 9 & 
Works backwards, too. 


Gela; 42:5 «5 30} 25 26 27 28 29. 30 
EENE Io I S2 l O = 2 
echo {X..d} OSE VACA Veit E re ESTNE CE 


Shows (some of) the ASCII characters between Z and a, 
+ but don't rely on this type of behavior because 
echo {]..a} aera) 
Why? 


# You can tack on prefixes and suffixes. 
echon t Number 2T c abu, To ag 
# Number #1, Number #2, Number #3, Number #4, 


# You can concatenate brace-expansion sets. 

BEC eae ram qui M d 
s dE 4 du se dum de 2z ah 2y ar Zu de cb ae Sy ow OS) ab 
# Generates an algebraic expression. 
# This could be used to find permutations. 


# You can nest brace-expansion sets. 
SEN dde cl pide cS 
Tipe aR e Vil TL es} 
# The "comma operator" splices together strings. 


UEIIIZIIZIIIISMEILIIIIIISMEIIIIZIIZIZIZIZMEIIZILIIIZIZMEIIZIIIIIMEIIIIZIIIIZIIXIrl 
4 Unfortunately, brace expansion does not lend itself to parameterization. 
varl=1 

var2=5 

ceho Svar le Svan] a EEES) 


# Yet, as Emiliano G. points out, using "eval" overcomes this limitation. 


start=0 
end=10 
ror incik alin Silewal echo (Sees s s Seiavel))) 
do 
echo sia UW Siigclex Y 7 O d 2 94507 8 9 10 
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* done 


echo 


e The ${!array[@]} operator, which expands to all the indices of a given array. 


#!/bin/bash 


Array-(element-zero element-on lement-two element-three) 


echo $(Array[0]) element-zero 
First element of array. 


echo ${!Array[@] } Q i 2 3 
All the indices of Array. 


por a alin Si sexes LG) 


do 
echo ${Array[i] } element-zero 
element-one 
element-two 
element-three 
All the elements in Array. 
done 


The =~ Regular Expression matching operator within a double brackets test expression. (Perl has a 
similar operator.) 


#!/bin/bash 
variable="This is a fine mess." 


echo "Svariable" 


# Regex matching with =~ operator within [[ double brackets ]]. 

ae [| YSweieialolleY S_ Wee osodo os fin*es* ]] 

# NOTE: As of version 3.2 of Bash, expression to match no longer quoted. 
then 


echo "match found" 
# match found 
ít 


Or, more usefully: 


#!/bin/bash 


input=$1 

aie [p "USsuepown" ee "(O=9] [0-9] [O=9]|=O=9] [O=S] = [0-9] 10-91 [0-9] 10-91" 31 

# ^- NONT:  OUGESIMG MOE MECESSaIAy, AS Ol excom 92 OL Basia. 
# NNN-NN-NNNN (where each N is a digit). 

then 


echo "Social Security number." 
# Process SSN. 
else 
echo "Not a Social Security number!" 
# Or, ask for corrected input. 
ia 
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For additional examples of using the =~ operator, see Example A-29, Example 19-14, Example A-35, 
and Example A-24. 


e. 
The new set -o pipefail option is useful for debugging pipes. If this option is set, then the exit 
status of a pipe is the exit status of the last command in the pipe to fail (return a non-zero value), 
rather than the actual final command in the pipe. 


See Example 16-43. 


« The update to version 3 of Bash breaks a few scripts that worked under earlier versions. Test critical 
legacy scripts to make sure they still work! 


As it happens, a couple of the scripts in the Advanced Bash Scripting Guide had to be fixed up (see 
Example 9-4, for instance). 


37.2.1. Bash, version 3.1 


The version 3.1 update of Bash introduces a number of bugfixes and a few minor changes. 


e The += operator is now permitted in in places where previously only the = assignment operator was 


recognized. 

a-1 

echo $a # 1 

at=5 # Won't work under versions of Bash earlier than 3.1. 
echo Sa # 15 

at-Hello 

echo $a # 15Hello 


Here, += functions as a string concatenation operator. Note that its behavior in this particular context 
Is different than within a let construct. 


a-1 

echo $a # 1 

let a+=5 # Integer arithmetic, rather than string concatenation. 
echo $a # 6 


let a+=Hello # Doesn't "add" anything to a. 
echo Sa # 6 


Jeffrey Haemer points out that this concatenation operator can be quite useful. In this instance, we 
append a directory to the SPATH. 


bash$ echo $PATH 
/usr/bin:/bin:/usr/local/bin:/usr/X11R6/bin/:/usr/games 


bash$ PATH+=:/opt/bin 


bash$ echo $PATH 
/usr/bin:/bin:/usr/local/bin:/usr/X11R6/bin/:/usr/games:/opt/bin 
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37.2.2. Bash, version 3.2 
This is pretty much a bugfix update. 


* [n global parameter substitutions, the pattern no longer anchors at the start of the string. 
e The -—wordexp option disables process substitution. 
e The =~ Regular Expression match operator no longer requires quoting of the pattern within [I ... Il. 


D In fact, quoting in this context is not advisable as it may cause regex evaluation to fail. 
Chet Ramey states in the Bash FAQ that quoting explicitly disables regex evaluation. 
See also the Ubuntu Bug List and Wikinerds on Bash syntax. 


Setting shopt -s compat31 in a script causes reversion to the original behavior. 


37.3. Bash, version 4 


Chet Ramey announced Version 4 of Bash on the 20th of February, 2009. This release has a number of 
significant new features, as well as some important bugfixes. 


Among the new goodies: 


* Associative arrays. [130 


An associative array can be thought of as a set of two linked arrays -- one holding the data, and the 
other the keys that index the individual elements of the data array. 


Example 37-5. A simple address database 


#!/bin/bash4 
# fetch_address.sh 


declar A address 
# -A option declares associative array. 


address[Charles]="414 W. 10th Ave., Baltimore, MD 21236" 
address[John]="202 E. 3rd St., New York, NY 10009" 
address [Wilma]="1854 Vermont Ave, Los Angeles, CA 90023" 


echo “Carles! mE aciress ig Síseleseems [ Charles] o“ 

# Charles's address is 414 W. 10th Ave., Baltimore, MD 21236. 
echo "Wilma's address is ${address[Wilma]}." 

# Wilma's address is 1854 Vermont Ave, Los Angeles, CA 90023. 
echo "John's address is ${address[John]}." 

# John's address is 202 E. 3rd St., New York, NY 10009. 


echo 


echo "e lackleess [r] 1 # The array indices 
# Charles John Wilma 
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Example 37-6. A somewhat more elaborate address database 


#!/bin/bash4 
# fetch address-2.sh 
# A more elaborate version of fetch address.sh. 


SUCCESS=0 
E_DB=99 # Error code for missing entry. 


declar A address 
# -A option declares associative array. 


store address () 

{ 
address[$1]="$2" 
rerin SP 


fetch_address () 
{ 
as [| —- “Siacciress Si] }Y I] 
then 
echo "$1's address is not in database." 
return $E DB 
ftx 


echo "$1's address is ${address[$1]}." 
return $? 


store address "Lucas Fayne" "414 W. 13th Ave., Baltimore, MD 21236" 

store address "Arvid Boyce" "202 E. 3rd St., New York, NY 10009" 

store address "Velma Winston" "1854 Vermont Ave, Los Angeles, CA 90023" 
Exercise: 

Rewrite the above store address calls to read data from a file, 

+ then assign field 1 to name, field 2 to address in the array. 

Each line in the file would have a format corresponding to the above. 
Use a while-read loop to read from file, sed or awk to parse the fields. 


fetch address "Lucas Fayne" 

Lucas Fayne's address is 414 W. 13th Ave., Baltimore, MD 21236. 
fetch address "Velma Winston" 

Velma Winston's address is 1854 Vermont Ave, Los Angeles, CA 90023. 
fetch address "Arvid Boyce" 

Arvid Boyce's address is 202 E. 3rd St., New York, NY 10009. 

fetch address "Bozo Bozeman" 

Bozo Bozeman's address is not in database. 


T 


ezit $? # In this case, exit code = 99, since that is function return. 


See Example A-53 for an interesting usage of an associative array. 


d Elements of the index array may include embedded space characters, or even leading 
and/or trailing space characters. However, index array elements containing only 
whitespace are not permitted. 


address[ J="Blank" # Error! 
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* Enhancements to the case construct: the ; ; & and ; & terminators. 


Example 37-7. Testing characters 


#!/bin/bash4 


test_char () 
{ 


case "S1" in 


Aprann ceha: WSil ie a printable Character. Wa pi: | 
# The ;;& terminator continues to the next pattern test. | 
[[:alnum:]] echo "$1 is an alpha/numeric character.";;& V 
[[:alpha:]] echo US ie an ailjoinielosicse characters Wp pi: v 
[[:lower:]] echo "$1 is a lowercase alphabetic character.";;& 
IE IL srelav@ jae: § J) J] ecko “Sil is um mimere Caracter, Vog | 
# The ;& terminator executes the next statement | 
2; 2; S; (a (a (a (a ( echo ES LA EU LN x c Bold a Ba a cM d E No M B M E OS E L sec v 

d QAGANMSATA. ERS. wien a Cluny OCES, 

esac 
} 
echo 


test_char 3 

3 is a printable character. 

3 is an alpha/numeric character. 
3 is an numeric character. 


CkCk ck ck ckckckckckckckckckckckckckckckckckckck ck kc ck ck ck ck k kk 


echo 


test char m 

m is a printable character. 

m is an alpha/numeric character. 

m is an alphabetic character. 

m is a lowercase alphabetic character. 
echo 


tes heus / 
/ is a printable character. 


echo 


# The ;;& terminator can save complex if/then conditions. 


# The ;& is somewhat less useful. 


* 'The new coproc builtin enables two parallel processes to communicate and interact. As Chet Ramey 


states in the Bash FAQ [131] , ver. 4.01: 


There is a new 'coproc' reserved 
an asynchronous command run with 
shell. Coprocs can be named. The 
and the PID of the coprocess are 


word that 
two pipes 
input and 
available 


variables with coproc-specific names. 


George Dimitriu explains, 


"... COproC ... is a feature used in 


which now is made publicly available." 
This means it can be explicitly invoked in a script, rather than 


Specifies a coprocess 
connected to the crea! 
output file descripto: 
to the calling shell 


Bash process substitution, 


just being a behind-the-scenes mechanism used by Bash. 
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Coprocesses use file descriptors. Eie descriptors enable processes and pipes to communicate. 


#!/bin/bash4 
# A coprocess communicates with a while-read loop. 


Cooroc { eat woe Cacace lees 2p | 


E: AA^A^A^AA^A^ 


# Try running this without "sleep 2" and see what happens. 


while read -u ${COPROC[0]} line #  S(COPROC[0]) is the 

do #+ file descriptor of the coprocess. 
echo "Sline" | sed -e 's/line/NOT-ORIGINAL-TEXT/"' 

done 

kill $COPROC PID # No longer need the coprocess, 


wap GO lexJI xe ID). 
But, be careful! 


#!/bin/bash4 


echo; echo 
a=aaa 
b=bbb 
c=ccc 


coproc echo "one two three" 
while read -u S${COPROC[0]} ab c; # Note that this loop 


do #+ runs in a subshell. 
echo "Inside while-read loop: "; 
echo "a = Sale echo "b = Sos echo Ye = Se" 
echo "coproc file descriptor: ${COPROC[0]}" 

done 

# a = one 

# b = two 

# c = three 

# So far, so good, but 

chomn n 

echo "Outside while-read loop: " 

echo "a = $a" # a= 

echo "b = $b" #b= 

echo Yo = sic ich = 

echo "coproc file descriptor: ${COPROC[0]}" 

echo 


# The coproc is still running, but 
#+ it still doesn't enable the parent process 
#+ to "inherit" variables from the child process, the while-read loop. 


# Compare this to the "badread.sh" script. 


The coprocess is asynchronous, and this might cause a problem. It may terminate 
before another process has finished communicating with it. 


#!/bin/bash4 
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COO cue | tor s sum (0..10)] E co exeo Waincles: = Sas comes | 
# ANADAN SMS Ie mb MMe CCOMLOCESS . 

read -u S{cpname[0] } 

echo SREPLY # index = 0 

echo ${COPROC[0] } #+ No output ... the coprocess timed out 


# after the first loop iteration. 


# However, George Dimitriu has a partial fix. 


Copre eacus 4 eue 3t alin dS  1O}P Cho Gela@ Walinclerx< — Sap close Sleep. ie 
Seine. imet 2- meo Cac — SS xm, | 
# A572 Wm Sie Cl Saee (SO OS. 


echo "I am main"$'\04' >&S${cpname[1] } 
myfd-S$(cpname[0]) 
echo myfd=Smyfd 


### while read -u $myfd 


### do 
Jg echo S$REPLY; 
### done 


echo $cpname PID 


# Run this with and without the commented-out while-loop, and it is 
#+ apparent that each process, the executing shell and the coprocess, 
jr vedte POG gies Othe to jabuLfeier Asie aLiove; Glin. GLENS lime woe nabled pip 


* The new mapfile builtin makes it possible to load an array with the contents of a text file without 
using a loop or command substitution. 


#!/bin/bash4 


mapfile Arri < $0 


# Same result as Mezl=( Seek SO) ) 

echo "S(Arr1[0])" # Copies this entire script out to stdout. 

echo. Heels Cna 

# But, not the same as read -a UI 

read -a Arr2 < $0 

echo "S(Arr2[0])" # Reads only first line of script into the array. 
erase 


* The read builtin got a minor facelift. The -t timeout option now accepts (decimal) fractional values 
[132] and the -i option permits preloading the edit buffer. [133] Unfortunately, these enhancements 


are still a work in progress and not (yet) usable in scripts. 
e Parameter substitution gets case-modification operators. 


#!/bin/bash4 


var=veryMixedUpVariable 


echo ${var} # veryMixedUpVariable 
echo $í(var^) 4 VeryMixedUpVariable 
# KE First char --» uppercase. 
ceho Svars) # VERYMIXEDUPVARIABLE 
# ES All chars  --» uppercase. 
echo ${var, } # veryMixedUpVariable 
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# * iubieeWr Chal => llowicwease., 
echo ${var,, } # verymixedupvariable 
d s All chars  --» lowercase. 


The declare builtin now accepts the -1 lowercase and -c capitalize options. 


#!/bin/bash4 


declare -l vari Will change to lowercase 
varl=MixedCaseVARIABLE 

echo "Svarl" mixedcasevariable 

# Same effect as echo $varl | tr A-Z a-z 

declare -c var2 Changes only initial char to uppercase. 
var2-originally lowercase 

echo "$var2" Originally lowercase 

# NOT the same effect as Sela) svar? || wie a-z A-Z 


* Brace expansion has more options. 
Increment/decrement, specified in the final term within braces. 


!/bin/bash4 


echo {40..60..2} 
40 42 44 46 48 50 52 54 56 58 60 
AUTE E ven numbers, between 40 and 60. 


echo {60..40..2} 

60 58 56 54 52 50 48 46 44 42 40 

opo ven numbers, between 40 and 60, counting backwards. 
In effect, a decrement. 

echo (60..40..-2) 

The same output. The minus sign is not necessary. 


But, what about letters and symbols? 

echo {X..d} 

09:087, P E Di PO ME geo eS 

Does not echo the \ which escapes a space. 

Zero-padding, specified in the first term within braces, prefixes each term in the output with the same 


number of zeroes. 


bash4$ echo {010..15} 
GLO (3. (7 OLS Quid (Qus 


bash4$ echo {000..10} 
000 001 002 003 004 005 006 007 008 009 010 


Substring extraction on positional parameters now starts with $0 as the zero-index. (This corrects an 
inconsistency in the treatment of positional parameters.) 


#!/bin/bash 
# show-params.bash 
# Requires version 4+ of Bash. 


# Invoke this scripts with at least one positional parameter. 
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E BADPARAMS-99 


sb pow WS y 

then 
echo "Usage $0 paraml ..." 
exit $E BADPARAMS 

ít 


echo ${@:0} 


bash3 show-params.bash4 one two three 
one two three 


bash4 show-params.bash4 one two three 
show-params.bash4 one two three 


$0 Si 82 m3 
* The new ** globbing operator matches filenames and directories recursively. 


!/bin/bash4 
filelist.bash4 


shopt -s globstar # Must enable globstar, otherwise ** doesn't work. 
# The globstar shell option is new to version 4 of Bash. 


echo "Using *"; echo 
icone —EsLTleweweWwd e. alin = 


do 
echo "$filename" 

done # Lists only files in current directory (S$PWD). 
ERNER Che. ct AE. cho 


SEME Vsa sau 
Pe elenen sig 7 
do 
echo "$filename" 
done # Lists complete file tree, recursively. 


exit 
Using * 


allmyfiles 
filelist.bash4 


Usiro eve 


allmyfiles 

allmyfiles/file.index.txt 

allmyfiles/my music 

allmyfiles/my music/me-singing-60s-folksongs.ogg 
allmyfiles/my music/me-singing-opera.ogg 
allmyfiles/my music/piano-lesson.1.09gg 
allmyfiles/my pictures 

allmyfiles/my pictures/at-beach-with-Jade.png 
allmyfiles/my pictures/picnic-with-Melissa.png 
filelist.bash4 


e The new $BASHPID internal variable. 
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* There is a new builtin error-handling function named command, not found handle. 


#!/bin/bash4 


command_not_found_handle () 
{ # Accepts implicit parameters. 

echo "The following command is not valid: N""$1NX""" 

ceho “Will: chas GOllemime eicgumemtc (Ss) p. WwUTSZNWUUC Xmurs S mu] # $4, $5 
} # $1, $2, etc. are not explicitly passed to the function. 


bad_command argl arg2 


# The following command is not valid: "bad_command" 
# With the following argument(s): "argl" "arg2" 


Editorial comment 


Associative arrays? Coprocesses? Whatever happened to the lean and mean Bash we have come to know 
and love? Could it be suffering from (horrors!) "feature creep"? Or perhaps even Korn shell envy? 


Note to Chet Ramey: Please add only essential features in future Bash releases -- perhaps for-each loops and 
support for multi-dimensional arrays. [134] Most Bash users won't need, won't use, and likely won't greatly 
appreciate complex "features" like built-in debuggers, Perl interfaces, and bolt-on rocket boosters. 


37.3.1. Bash, version 4.1 


Version 4.1 of Bash, released in May, 2010, was primarily a bugfix update. 


e The printf command now accepts a -v option for setting array indices. 

* Within double brackets, the » and « string comparison operators now conform to the locale. Since the 
locale setting may affect the sorting order of string expressions, this has side-effects on comparison 
tests within // ... /] expressions. 

e The read builtin now takes a -N option (read -N chars), which causes the read to terminate after 
chars characters. 


Example 37-8. Reading N characters 


#!/bin/bash 
# Requires Bash version -ge 4.1 


num_chars=61 


read -N $num chars var < $0 # Read first 61 characters of script! 
echo "Svar" 
exit 


HEHHEHE Output of Script ###HtHF 


#!/bin/bash 
# Requires Bash version -ge 4.1 


num_chars=61 
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e Here documents embedded in $( ... ) command substitution constructs may terminate with a 
simple ). 


Example 37-9. Using a here document to set a variable 


#!/bin/bash 
# here-commsub.sh 
# Requires Bash version -ge 4.1 


multi line var-$( cat <<ENDxxx 


Hais we line il (ue the variaols 
Theses ines 2 (ons wine xteueairallole 
[his is line 3 of the variable 


ENDxxx) 


# Rather than what Bash 4.0 requires: 
#+ that the terminating limit string and 
#+ the terminating close-parenthesis be on separate lines. 


# ENDxxx 
# ) 


echo "Sw sialon. wee! 


# Bash still emits a warning, though. 
# warning: here-document at line 10 delimited 
#+ by end-of-file (wanted ~ENDxxx') 


37.3.2. Bash, version 4.2 


Version 4.2 of Bash, released in February, 2011, contains a number of new features and enhancements, in 
addition to bugfixes. 


e Bash now supports the the Vu and VU Unicode escape. 


Unicode is a cross-platform standard for encoding into numerical values letters and graphic 
symbols. This permits representing and displaying characters in foreign alphabets and unusual fonts. 


echo -e '\u2630' Horizontal triple bar character. 
4 Equivalent to the more roundabout: 

Scho =e "Nod 2 Vox] Vosdeg) 
Recognized by earlier Bash versions. 


echo -e '\u220F' PI (Greek letter and mathematical symbol) 
echo =e "eA TG" (CegeaedL VE (Oyen liie dieses) 

echo -e '\u2708' Airplane (Dingbat font) symbol 

echo -e '\u2622' Radioactivity trefoil 


Scho —e Vihe amolirrier (ueewuL mequimes a 100 W226 jowililavys resistor, V 
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# Female symbol 
# Female symbol, with newline 


And for something a bit more elaborate 


We can store Unicode symbols in an associative array, 


then retriev 


them by name. 


Run this in a gnome-terminal or a terminal with a large, bold font 


for better legibility. 


declare -A symbol 


symbol 
symbol 
symbol 
symbol 
symbol 
symbol [T] 
symbol 
symbol 
symbol 
symbol 


pe: 


MYO IOS) 
OO} SIMMS 
Oey 10S) 
MNO) oso 
MOY IOVS 
Cy SIMS 
DIO) 10S) 
MEL o 
Aio) S10) 
HG SRS 
no 


SCL 


Sigaealiote. 
iyeueslpnE 1 
Rx]='\u211E' 


trademar 


# Associative array. 


E]-'Nu2130' 
gerio P= Wael Sal” 
J]='\u2110' 
M]-'Nu2133' 


EL]-'Nu2121' 


"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 
"S{symbol 


PAKS" Nu ss" 

care of]-2'Nu2105' 
exeo ] =" Wor2:1 0/01" 
k]2'Nu2122' 


Seriot f 
SEL E 
Seriot J 
Script M 


Rx]] 
TEL] } 
FAX] } 


] 
] 
] 
] 


care of]) 
account ] } 


trademark] } 


The above example uses the $' ... ' string-expansion construct. 


When the 2astpipe shell option is set, the last command in a pipe doesn't run in a subshell. 


Example 37-10. Piping input to a read 


#!/bin/bash 
# lastpipe-option.sh 


linez'' 


Se 


ec 


no 


ho "\Sline = 


shopt -s lastpipe 


ec 
# 


ec 


no 


WS skies " 


# Null value. 


# Sline 


sr lucens Om BASA Version lic 4.2. 
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head -1 $0 | read line # Pipe the first line of the script to read. 
d Qoi Dd Not in a subshell!!! 

echo "\Sline = "$line"" 

# Older Bash releases $line - 

# Bash version 4.2 Sline = #!/bin/bash 


This option offers possible "fixups" for these example scripts: Example 34-3 and Example 15-8. 


Negative array indices permit counting backwards from the end of an array. 


Example 37-11. Negative array indices 


!/bin/bash 
neg-array.sh 
Requires Bash, version -ge 4.2. 


array-( zero one two three four five ) 
0 i 2 3 4 5 
6 5 4 3 2 i 


egative array indices now permitted. 


echo $(array[-1]) # five 
echo $(array[-2]) de dE(ONDUE 
echo $(array[-6]) # zero 


4 Six-element array. 


egative array indices count backward from the last element+1l. 


But, you cannot index past the beginning of the array. 


echo Sjipeucxeeny [=7 |] } # array: bad array subscript 


# So, what is this new feature good for? 


echo "The last element in the array is 


"S {array [-1] ju " 


# Which is quite a bit more straightforward than: 


echo "The last element in the array is 
echo 


# And 


index=0 


let "neg element count = 0 - S{#array[* 


"S{array[${#array[*]}-1]}"" 


] xu 


# Number of elements, converted to a negative number. 


while I $index -gt $neg element count i 
( (index--)); cho -n "S{array [index] } 


fale. 


done # Lists the elements in the array, backwards. 
# We have just simulated the "tac" command on this array. 


echo 


# See also neg-offset.sh. 


e Substring extraction uses a negative length parameter to specify an offset from the end of the target 


string. 


Example 37-12. Negative parameter in string-extraction construct 


#!/bin/bash 
# Bash, version -ge 4.2 


# Negative length-index in substring extraction. 
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# Important: It changes the interpretation of this construct! 


StringZ-abcABC123ABCabc 


echo $(stringZ) # abcABC123ABCabc 
WOGINELOM Tysielasin NECESITE QA 51215 THSY 9I 5 c 6 6 
echo Sisiewasinvey792 8 9] d CAB 


$(string:position:length) 
So far, nothing new, but now 


# abcABC123ABCabc 
WOGINEMOM TWyskielasin Sie Ie siAG; E QlAS. 65. SIENTO) 
Scho Serrin Sa (5) d INS 


^ 


+ and extract everything in between. 
$(string:offset-from-front:offset-from-end) 
When the "length" parameter is negative, 

+ it serves as an offset-from-end parameter. 


See also neg-array.sh. 


Count 2 chars forward from string beginning, and extract 3 chars. 


Index 3 chars forward from beginning and 6 chars backward from end, 
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Chapter 38. Endnotes 
38.1. Author's Note 


doce ut discas 


(Teach, that you yourself may learn.) 
How did I come to write a scripting book? It's a strange tale. It seems that a few years back I needed to learn 
shell scripting -- and what better way to do that than to read a good book on the subject? I was looking to buy 
a tutorial and reference covering all aspects of the subject. I was looking for a book that would take difficult 
concepts, turn them inside out, and explain them in excruciating detail, with well-commented examples. [135] 
In fact, I was looking for this very book, or something very much like it. Unfortunately, it didn't exist, and if I 
wanted it, I'd have to write it. And so, here we are, folks. 


That reminds me of the apocryphal story about a mad professor. Crazy as a loon, the fellow was. At the sight 
of a book, any book -- at the library, at a bookstore, anywhere -- he would become totally obsessed with the 
idea that he could have written it, should have written it -- and done a better job of it to boot. He would 
thereupon rush home and proceed to do just that, write a book with the very same title. When he died some 
years later, he allegedly had several thousand books to his credit, probably putting even Asimov to shame. 
The books might not have been any good, who knows, but does that really matter? Here's a fellow who lived 
his dream, even if he was obsessed by it, driven by it . . . and somehow I can't help admiring the old coot. 


38.2. About the Author 


Who is this guy anyhow? 
The author claims no credentials or special qualifications, [136] other than a compulsion to write. [137 


This book is somewhat of a departure from his other major work, HOW-2 Meet Women: The Shy Man's 
Guide to Relationships. He has also written the Software-Building HOWTO. Of late, he has been trying his 
(heavy) hand at fiction: Dave Dawson Over Berlin (First Installment) Dave Dawson Over Berlin (Second 
Installment) and Dave Dawson Over Berlin (Third Installment) . He also has a few Instructables (here, here, 


here, here, here, here, and here to his (dis)credit. 


A Linux user since 1995 (Slackware 2.2, kernel 1.2.1), the author has emitted a few software truffles, 
including the cruft one-time pad encryption utility, the mcalc mortgage calculator, the judge Scrabble 
adjudicator, the yawl word gaming list package, and the Quacky anagramming gaming package. He got off to 
a rather shaky start in the computer game -- programming FORTRAN IV on a CDC 3800 (on paper coding 
pads, with occasional forays on a keypunch machine and a Friden Flexowriter) -- and is not the least bit 
nostalgic for those days. 


Living in an out-of-the-way community with wife and orange tabby, he cherishes human frailty, especially his 
own. [138 


Chapter 38. Endnotes 564 


Advanced Bash-Scripting Guide 
38.3. Where to Go For Help 


The author is no longer supporting or updating this document. He will not answer questions about this book or 
about general scripting topics. 


If you need assistance with a schoolwork assignment, read the pertinent sections of this and other reference 
works. Do your best to solve the problem using your own wits and resources. Please do not waste the 
author's time. You will get neither help nor sympathy. [139 


Likewise, kindly refrain from annoying the author with solicitations, offers of employment, or "business 


opportunities." He is doing just fine, and requires neither help nor sympathy, thank you. 


Please note that the author will not answer scripting questions for Sun/Solaris/Oracle or Apple systems. The 
endarkened execs and the arachnoid corporate attorneys of those particular outfits have been using litigation 
in a predatory manner and/or as a weapon against the Open Source Community. Any Solaris or Apple users 
needing scripting help will therefore kindly direct their concerns to corporate customer service. 


... sophisticated in mechanism but possibly agile 
operating under noises being extremely 
suppressed ... 


--CI-300 printer manual 


38.4. Tools Used to Produce This Book 


38.4.1. Hardware 


A used IBM Thinkpad, model 760XL laptop (P166, 104 meg RAM) running Red Hat 7.1/7.3. Sure, it's slow 
and has a funky keyboard, but it beats the heck out of a No. 2 pencil and a Big Chief tablet. 


Update: upgraded to a 770Z Thinkpad (P2-366, 192 meg RAM) running FC3. Anyone feel like donating a 
later-model laptop to a starving writer <g>? 


Update: upgraded to a T61 Thinkpad running Mandriva 2011. No longer starving «g», but not too proud to 
accept donations. 


38.4.2. Software and Printware 


i. Bram Moolenaar's powerful SGML-aware vim text editor. 
ii. OpenJade, a DSSSL rendering engine for converting SGML documents into other formats. 
iii. Norman Walsh's DSSSL stylesheets. 
iv. DocBook, The Definitive Guide, by Norman Walsh and Leonard Muellner (O'Reilly, ISBN 
1-56592-580-7). This is still the standard reference for anyone attempting to write a document in 
Docbook SGML format. 
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38.5. Credits 


Community participation made this project possible. 'The author gratefully acknowledges that writing this 
book would have been unthinkable without help and feedback from all you people out there. 


Philippe Martin translated the first version (0.1) of this document into DocBook/SGML. While not on the job 
at a small French company as a software developer, he enjoys working on GNU/Linux documentation and 
software, reading literature, playing music, and, for his peace of mind, making merry with friends. You may 
run across him somewhere in France or in the Basque Country, or you can email him at feloy @free.fr. 


Philippe Martin also pointed out that positional parameters past $9 are possible using (bracket) notation. (See 
Example 4-5). 


Stéphane Chazelas sent a long list of corrections, additions, and example scripts. More than a contributor, he 
had, in effect, for a while taken on the role of co-editor for this document. Merci beaucoup! 


Paulo Marcel Coelho Aragao offered many corrections, both major and minor, and contributed quite a number 
of helpful suggestions. 


I would like to especially thank Patrick Callahan, Mike Novak, and Pal Domokos for catching bugs, pointing 
out ambiguities, and for suggesting clarifications and changes in the preliminary version (0.1) of this 
document. Their lively discussion of shell scripting and general documentation issues inspired me to try to 


make this document more readable. 


I'm grateful to Jim Van Zandt for pointing out errors and omissions in version 0.2 of this document. He also 
contributed an instructive example script. 


Many thanks to Jordi Sanfeliu for giving permission to use his fine tree script (Example A-16), and to Rick 
Boivie for revising it. 


Likewise, thanks to Michel Charpentier for permission to use his dc factoring script (Example 16-52). 
Kudos to Noah Friedman for permission to use his string function script (Example A-18). 


Emmanuel Rouat suggested corrections and additions on command substitution, aliases, and path 
management. He also contributed a very nice sample .bashrc file (Appendix M). 


Heiner Steven kindly gave permission to use his base conversion script, Example 16-48. He also made a 
number of corrections and many helpful suggestions. Special thanks. 


Rick Boivie contributed the delightfully recursive pb.sh script (Example 36-11), revised the tree.sh script 
(Example A-16), and suggested performance improvements for the monthlypmt.sh script (Example 16-47). 


Florian Wisser enlightened me on some of the fine points of testing strings (see Example 7-6), and on other 
matters. 


Oleg Philon sent suggestions concerning cut and pidof. 


Michael Zick extended the empty array example to demonstrate some surprising array properties. He also 
contributed the isspammer scripts (Example 16-41 and Example A-28). 
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Marc-Jano Knopp sent corrections and clarifications on DOS batch files. 


Hyun Jin Cha found several typos in the document in the process of doing a Korean translation. Thanks for 
pointing these out. 


Andreas Abraham sent in a long list of typographical errors and other corrections. Special thanks! 


Others contributing scripts, making helpful suggestions, and pointing out errors were Gabor Kiss, Leopold 
Toetsch, Peter Tillier, Marcus Berglof, Tony Richardson, Nick Drage (script ideas!), Rich Bartell, Jess 
Thrysoee, Adam Lazur, Bram Moolenaar, Baris Cicek, Greg Keraunen, Keith Matthews, Sandro Magi, Albert 
Reiner, Dim Segebart, Rory Winston, Lee Bigelow, Wayne Pollock, "jipe," "bojster," "nyal," "Hobbit," 
"Ender," "Little Monster" (Alexis), "Mark," "Patsie," "vladz," Peggy Russell, Emilio Conti, Ian. D. Allen, 
Hans-Joerg Diers, Arun Giridhar, Dennis Leeuw, Dan Jacobson, Aurelio Marinho Jargas, Edward Scholtz, 
Jean Helou, Chris Martin, Lee Maschmeyer, Bruno Haible, Wilbert Berendsen, Sebastien Godard, Bjón 
Eriksson, John MacDonald, John Lange, Joshua Tschida, Troy Engel, Manfred Schwarb, Amit Singh, Bill 
Gradwohl, E. Choroba, David Lombard, Jason Parker, Steve Parker, Bruce W. Clare, William Park, Vernia 
Damiano, Mihai Maties, Mark Alexander, Jeremy Impson, Ken Fuchs, Jared Martin, Frank Wang, Sylvain 
Fourmanoit, Matthew Sage, Matthew Walker, Kenny Stauffer, Filip Moritz, Andrzej Stefanski, Daniel Albers, 
Jeffrey Haemer, Stefano Palmeri, Nils Radtke, Sigurd Solaas, Serghey Rodin, Jeroen Domburg, Alfredo 
Pironti, Phil Braham, Bruno de Oliveira Schneider, Stefano Falsetto, Chris Morgan, Walter Dnes, Linc 
Fessenden, Michael Iatrou, Pharis Monalo, Jesse Gough, Fabian Kreutz, Mark Norman, Harald Koenig, Dan 
Stromberg, Peter Knowles, Francisco Lobo, Mariusz Gniazdowski, Sebastian Arming, Chetankumar 
Phulpagare, Benno Schulenberg, Tedman Eng, Jochen DeSmet, Juan Nicolas Ruiz, Oliver Beckstein, Achmed 
Darwish, Dotan Barak, Richard Neill, Albert Siersema, Omair Eshkenazi, Geoff Lee, Graham Ewart, JuanJo 
Ciarlante, Cliff Bamford, Nathan Coulter, Ramses Rodriguez Martinez, Evgeniy Ivanov, Craig Barnes, 
George Dimitriu, Kevin LeBlanc, Antonio Macchi, Tomas Pospisek, David Wheeler, Erik Brandsberg, 
YongYe, Andreas Kühne, Pádraig Brady, Joseph Steinhauser, and David Lawyer (himself an author of four 
HOWTOs). 


My gratitude to Chet Ramey and Brian Fox for writing Bash, and building into it elegant and powerful 
scripting capabilities rivaling those of ksh. 


Very special thanks to the hard-working volunteers at the Linux Documentation Project. The LDP hosts a 
repository of Linux knowledge and lore, and has, to a great extent, enabled the publication of this book. 


Thanks and appreciation to IBM, Red Hat, Google, the Free Software Foundation, and all the good people 
fighting the good fight to keep Open Source software free and open. 


Belated thanks to my fourth grade teacher, Miss Spencer, for emotional support and for convincing me that 
maybe, just maybe I wasn't a total loss. 


Thanks most of all to my wife, Anita, for her encouragement, inspiration, and emotional support. 


38.6. Disclaimer 


(This is a variant of the standard LDP disclaimer.) 
No liability for the contents of this document can be accepted. Use the concepts, examples and information at 


your own risk. There may be errors, omissions, and inaccuracies that could cause you to lose data, harm your 
system, or induce involuntary electrocution, so proceed with appropriate caution. The author takes no 
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responsibility for any damages, incidental or otherwise. 
As it happens, it is highly unlikely that either you or your system will suffer ill effects, aside from 


uncontrollable hiccups. In fact, the raison d'etre of this book is to enable its readers to analyze shell scripts 
and determine whether they have unanticipated consequences. 
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Appendix A. Contributed Scripts 


These scripts, while not fitting into the text of this document, do illustrate some interesting shell programming 
techniques. Some are useful, too. Have fun analyzing and running them. 
Example A-1. mailformat: Formatting an e-mail message 


#!/bin/bash 
# mail-format.sh (ver. 1.1): Format mail messages. 


# Gets rid of carets, tabs, and also folds excessively long lines. 


# 
# Standard Check for Script Argument (s) 
ARGS=1 

E_BADARGS=85 

E NOFILE-86 


if [ $4 -ne SARGS ] # Correct number of arguments passed to script? 
then 

echo "Usage: ^basename $0^ filename" 

exit $E BADARGS 


ia 
ab. [pese Wei’ 1 # Check if file exists. 
then 
file name-$1 
else 
Scho ise SINY coss not erxibshE a 
exit $E_NOFILE 
fi 
# 
MAXWIDTH=70 # Width to fold excessively long lines to. 
d 


# A variable can hold a sed script. 
# It's a useful techniqu 
Secsicripra"s/AS// 


eue Em 

e^ py 

S" DU A 
# 


# Delete carets and tabs at beginning of lines, 
#+ then fold lines to SMAXWIDTH characters. 
sed "Ssedscript" $1 | fold -s --width-$MAXWIDTH 
a =S Opus. io WEOLEY 
#+ breaks lines at whitespace, if possible. 


# This script was inspired by an article in a well-known trade journal 
#+ extolling a 164K MS Windows utility with similar functionality. 


# An nice set of text processing utilities and an efficient 
#+ scripting language provide an alternative to the bloated executables 
#+ of a clunky operating system. 


Appendix A. Contributed Scripts 577 


Advanced Bash-Scripting Guide 


exit $? 
Example A-2. rn: A simple-minded file renaming utility 
This script is a modification of Example 16-22. 


#! /bin/bash 
* rn.sh 


# Very simpleminded filename "rename" utility (based on "lowercase.sh"). 
# 

# The "ren" utility, by Vladimir Lanin (lanin@csd2.nyu.edu), 

#+ does a much better job of this. 


ARGS=2 
E_BADARGS=85 
ONE=1 # For getting singular/plural right (see below). 


ae [ Sip ue VSARES J 

then 
echo "Usage: i basename $0° old pattern new-pattern" 
# As in "rn gif jpg", which renames all gif files in working directory to jpg. 
exit $E BADARGS 


fti 
number=0 # Keeps track of how many files actually renamed. 
ror ienileiennes nim “Sil #Traverse all matching files in directory. 
do 
we 3 WSirslilkeneinas! ] 5r Wie SesboWelst C o c 
then 
fname-'basename $filename' Wr Semio Ori joSiela. 
n-' echo $fname | sed -e "s/$1/$2/"' # Substitute new for old in filename. 
mv Sfname $n # Rename. 
let "number += 1" 
al 
done 
a [ "Snumben" -e6 VSOTA T] # For correct grammar. 
then 
echo "$number file renamed." 
else 
echo "$number files renamed." 
Fn 
exit $? 


# Exercises: 


# What types of files will this not work on? 
# How can this be fixed? 


Example A-3. blank-rename: Renames filenames containing blanks 


This is an even simpler-minded version of previous script. 
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#! /bin/bash 

# blank-rename.sh 

# 

# Substitutes underscores for blanks in all the filenames in a directory. 


ONE=1 # For getting singular/plural right (see below). 
number=0 # Keeps track of how many files actually renamed. 
FOUND=0 # Successful return value. 
for filename in * #Traverse all files in directory. 
do 
echo "$filename" | grep -q " " # Check whether filenam 
ise [ $2 -eG SIOUID ] #+ contains space(s). 
then 
fname=$ filename # Yes, this filename needs work. 
n= echo $fname | sed -e "s/ / /g"^ # Substitute underscore for blank. 
im "Seem Una # Do the actual renaming. 
let "number += 1" 
ft 
done 
Le [| “snumber™ -e6 "SONE | # For correct grammar. 
then 
echo "Snumber file renamed." 
else 
echo "Snumber files renamed." 
íi 
exit 0 


Example A-4. encryptedpw: Uploading to an ftp site, using a locally encrypted password 


#!/bin/bash 


# Example "ex72.sh" modified to use encrypted password. 


# Note that this is still rather insecure, 
#+ Since the decrypted password is sent in the clear. 
# Use something like "ssh" if this is a concern. 


E_BADARGS=85 


es Jp we PSE T 

then 
echo "Usage: ^basename $0° filename" 
exit $E BADARGS 

ied 


Username=bozo Change to suit. 
pword=/home/bozo/secret/password_encrypted. fil 
# File containing encrypted password. 


Filename=*basename $1° Strips pathname out of file name. 


Serverz"XXX" 
Directory="YYY" Change above to actual server name & directory. 


Password= cruft «$pword' # Decrypt password. 
# Uses the author's own "cruft" file encryption package, 
#+ based on the classic "onetime pad" algorithm, 
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#+ and obtainable from: 
#+ Primary-site: ftp://ibiblio.org/pub/Linux/utils/file 
#+ crore- 0-2 tarea [16k] 


ftp -n $Server ««End-Of-Session 

user $Username $Password 

binary 

bell 

cd $Directory 

put $Filename 

bye 

End-Of-Session 

# -n option to "ftp" disables auto-logon. 

# Note that "bell" rings 'bell' after each file transfer. 


exit 0 
Example A-5. copy-cd: Copying a data CD 


#!/bin/bash 
Wr (Xe Glossis Celine cr lene CD 


CDROM-/dev/cdrom # CD ROM device 
OF-/home/bozo/projects/cdimage.iso # output file 

d /XXXX/XXXXXXXX/ Change to suit your system. 
BLOCKSIZE=2048 

# SPEED=10 # If unspecified, uses max spd. 
# DEVICE=/dev/cdrom older version. 

DEVTCE UE ^ 9 7:9) 


Gela (ope. elo unsere Source CD), Joie (lo) ino meine abbr 
echo "Press ENTER when ready. " 
read ready # Wait for input, $ready not used. 


Sehoe echo YCooying the source CD tro SOT.” 
echo "This may take a while. Please be patient." 


dd if-$CDROM of=SOF bs=$BLOCKSIZI 


EJ 


# Raw device copy. 


cho; echo "Remove data CD." 

echo "Insert blank CDR." 

echo "Press ENTER when ready. " 

read ready # Wait for input, $ready not used. 


echo "Copying SOF to CDR." 


# cdrecord -v -isosize speed-$SPEED dev=SDEVICE SOE # Old version. 
wodim -v -isosize dev-$DEVICE SOF 
4 Uses Joerg Schilling's "cdrecord" package (see its docs). 

4 http://www.fokus.gmd.de/nthp/employees/schilling/cdrecord.html 
# Newer Linux distros may use "wodim" rather than "cdrecord" 


echo; echo "Done copying SOF to CDR on device $CDROM." 


echo "Do you want to erase the image file (y/n)? " # Probably a huge file. 
read answer 


case "Sanswer" in 
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[yY]1) rm -f SOF 
echo "SOF erased." 


mr 


*) echo "SOF not erased.";; 


ecno 


# Exercise: 
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, 


# Change the above "case" statement to also accept 


exit 0 
Example A-6. Collatz series 


!/bin/bash 
(S'GXIBIE SZ « Sila 


The notorious "hailstone" 


gue Callerz series, 


1) Get the integer "seed" 
2) NUMBER «-- seed 
3) Print NUMBER. 


6) NUMBER «-- result 


dE 


Tals 3b (uo. TinSieeince Cie cho 


Sometimes the result is a 


MAX ITERATIONS-200 


from the command-line. 


4) If NUMBER is even, divide by 2, or 
Sr ait xoxolel, mubed low 3 uel aickel 1L. 


7) Loop back to step 3 (for specified number of iterations). 


The theory is that every such sequence, 
+ no matter how large the initial value, 
eventually settles down to repeating "4,2,1..." cycles, 
+ even after fluctuating through a wide range of values. 


"iterate," 


4e (eus WJOSECNE ION eee reece Tits OUVIEOUIE loce: SUE) ais AvE . 


"chaotic" series. 


# For large seed numbers (>32000), 


h=${1:-$$} 


echo 


try increasing MAX_ITERATIONS. 


Seed. 
Use SPID as seed, 


if not specified as command-line arg. 


Seha WiC (Sia) = Simic NRA TIONIS) iieueshe atio 


echo 


for ((i=1; i<=MAX_ITERATIONS; 
do 


# echo -n "Sh a 

# ^^^ 

# tab 

# printf does it better 
COLWIDTH=%7d 

printf $COLWIDTH $h 


let "remainder = h $ 2" 
if | "Sremainder" -eq 0 ] 
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then 

dene Wiel f= 2 # Divide by 2. 
else 

dence Wick doers) qe DU # Multiply by 3 and add 1. 
fr 


COLUMNS=10 # Output 10 values per line. 
let "line break = i $ SCOLUMNS" 
if [ "S$line break" -eq 0 ] 
then 
echo 
fat 


done 

echo 

# For more information on this strange mathematical function, 

#+ see Computers, Pattern, Chaos, and Beauty , by Pickover, p. 185 ff., 


#+ as listed in the bibliography. 


exit 0 


Example A-7. days-between: Days between two dates 


#!/bin/bash 


# days-between.sh: Number of days between two dates. 

# Usage: ./days-between.sh [M]M/[D]D/YYYY [M]M/[D]D/YYYY 

# 

# Note: Script modified to account for changes in Bash, v. 2.05b +, 
#+ that closed the loophole permitting large negative 

#+ integer return values. 

ARGS=2 # Two command-line parameters expected. 
E PARAM ERR-85 # Param error. 

REF YR=1600 # Reference year. 

CENTURY=100 

DIY=365 

ADJ_DIY=367 # Adjusted for leap year + fraction. 
MIY=12 

DIM=31 

LEAPCYCLE=4 


MAXRETVAL=255 # Largest permissible 
#+ positive return value from a function. 


diff= # Declare global variable for date difference. 
value= # Declare global variable for absolute value. 
day= # Declare globals for day, month, year. 
month= 

year= 

Param_Error () # Command-line parameters wrong. 


{ 
echo "Usage: `basename $0` [M]M/[D]D/YYYY [M]M/[D]D/yyyy" 
eelag v (date must be after 1/3/1600)" 
exit $E PARAM ERR 
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Parse Date () # Parse date from command-line params. 


{ 


month=$ {1%3%/**} 


dm=$ {1%/**} # Day and month. 

day-$ {dm#*/} 

let "year = “basename $1'" # Not a filename, but works just the same. 
} 
check_date () # Checks for invalid date(s) passed. 
{ 

[ WSSE fE. WW SB) IL "n ] | | [ " Smonth" =EL "SMIYM ] | | 

[ USsexuc" luc SIREIR | GS Param Brera 

4 Exit script on bad value(s). 

# Uses or-list / and-list. 

# 

# Exercise: Implement more rigorous date checking. 
} 
strip_leading_zero () Better to strip possible leading zero(s) 


{ 


+ from day and/or month 
return ${1#0} + since otherwise Bash will interpret them 
Toms OCUal values (POSIX.Z,. sect 2.9.2.1). 


day index () Gauss' Formula: 


{ 


Days from March 1, 1600 to date passed as param. 


AKKRAKAKRAARAAAA 


day=$1 
month=S2 
year=$3 


let "month = $month - 2" 
abe || WShiaveyatiely! ies (9. | 
then 

let "month += 12" 

let "year -= 1" 
R 


let "year == SREFYR" 
let "indexyr = $year / SCENTURY" 


let "Days = SDIY*Syear + $year/SLEAPCYCLE - Sindexyr \ 
+ Sindexyr/SLEAPCYCLE + SADJ_DIY*Smonth/SMIY + Sday - SDIM" 
For an in-depth explanation of this algorithm, see 
+ http://weblogs.asp.net/pgreborio/archive/2005/01/06/347968.aspx 


echo $Days 


calculate difference () # Difference between two day indices. 


{ 


diese. eiir = Sil = S20) # Global variable. 
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abs () # Absolute value 
{ # Uses global "value" variable. 
SECURE SEE SS] REESE) Dd] # If negative 
then #+ then 
let "value = 0 - $1" #+ change sign, 
else #+ else 
lert “values = Si" #+ leave it alone. 
ia 
} 
if [ $$ -ne "SARGS" ] # Require two command-line params. 
then 


Poran ERAO 


Parse Date $1 


check date $day $month $year # See if valid date. 

strip leading zero $day # Remove any leading zeroes 
day=$? #+ on day and/or month. 
strip leading zero $month 

month-$? 

let "datel = "day index $day Smonth S$year'" 


Parse Date $2 
check date $day $month $year 


strip_leading_zero $day 
day=$? 
strip_leading_zero $month 


month=S? 


date2=S (day index $day $month $year) # Command substitution. 


calculate difference $datel $date2 


abs $diff # Make sure it's positive. 


diff-$value 


echo $diff 


exit 0 


Exercise: 


If given only one command-line parameter, have the script 
+ use today's date as the second. 


Compare this script with 
+ the implementation of Gauss' Formula in a C program at 
t http://buschencrew.hypermart.net/software/datedif 


Example A-8. Making a dictionary 
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!/bin/bash 


makedict.sh [make dictionary] 


Modification of /usr/sbin/mkdict 
OriGiiMal festi. Cosy owe 1995, 


(/usr/sbin/cracklib-forman) script. 
by Alec Muffett. 


This modified script included in this document in a manner 


consistent with the "LICENSE" document of the "Crack" package 
taat the oricinal script te c pact Oi, 


This script processes text files to produce a sorted list 


of words found in the files. 


E BADARGS-85 


sm [p dh oes we3W | 

then 
echo "Usage: $0 files-to-process" 
exit $E BADARGS 

Fi 


# SORT="sort" 


Gar Su | 
jee ANA cerva || 
is toe PUN OTZ] 

d tr -cd '\012[a-z][0-9]' 
tr -c '\012a—z' 2 NEZ V 
sort | 
unig | 
Gee, cp. Vot 
grep -v WC 

exit $? 


Example A-9. Soundex conversion 


!/bin/bash 


soundex.sh: Calculate "soundex" 


This may be useful for compiling dictionaries 
+ and for other lexicographic purposes. 


# Need at least on 


valid file argument. 


No longer necessary to define 
options to sort. Changed from 
Griciaal Seriot c 


Dump specified files to stdout. 
Convert to lowercase. 
New: change spaces to newlines. 
Get rid of everything 


Rather than deleting non-alpha 
chars, change them to newlines. 
SSORT options unnecessary now. 
Remove duplicates. 

Delete lines starting with #. 
Delete blank lines. 


code for names 


Soundex script 
by 
Mendel Cooper 
thegrendel.abs@gmail.com 


as alin Wms Ivete! (ua Mine, 
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reldate: 23 January, 2002 


Placed in the Public Domain. 


A slightly different version of this script appeared in 
+ Ed Schaefer's July, 2002 "Shell Corner" column 


non-alphanumeric (in orig. script). 
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#+ http://www.unixreview.com/documents/uni1026336632258/ 


# 


ARGCOUNT-1 
E WRONGARGS-90 


if [ $4 -ne "SARGCOUNT" ] 
then 


# Need name as argument. 


echo "Usage: ^basename $0? name" 


exit $E WRONGARGS 
ies 


assign value () 


{ 


vall=bfpv 
val2=cgjkqsxz 
val3=dt 
val4-1 
val5=mn 
val6o=r 


Exceptionally clever use of ' 


value-$( echo "$1" \ 


# Assigns numerical value 
#+ to letters of name. 


it WOE MOR ab 


# 'e,g,jrkrq, SPx,Z' = 2 
do GEO. 


ipu" EOL LOWS. 


Try to figure out what is going on here. 


Ignore 'w' and 'h', even as s 


input_name="$1" 
echo 
echo "Name = $input name" 


Change all characters of name 


tie xol itd C 

tie Sweld, d | te Svela 2 | te Swesdls N 

ce Syeda A |] tie SwalS 5 || tr Swale 6 \ 

tr -s 123456 \ 

tr -d aeiouy ) 

Assign letter values. 

Remove duplicate numbers, except when separated by vowels. 


Ignore vowels, except as separators, so delete them last. 
eparators, so delete them first. 


The above command substitution lays more pipe than a plumber <g>. 


input to lowercase. 


name=$( echo $input name | tr A-Z a-z ) 


IIE 0i SOUTE Cocks ELESE 


Just in case argument to script is mixed case. 


letter of name. 


char pos-0 
prefix0=S{name:S$char_pos:1} 
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preriz= SElovo) Seusestipx || exe a-a A-2 
# Uppercase 1st letter of soundex. 


let "char_pos += 1" # Bump character position to 2nd letter of name. 


namel-$(name:S$char pos) 


WR Aa v uPHPdeUPdEdPdPSPae e PARS RNase DEpECKEIS E LOM, PAGEN. qpXbSPdR OR EHE TE ahaha UAEREOESEHEHPHER HERPES arate EHE 
# Now, we run both the input name and the name shifted one char 

#+ to the right through the value-assigning function. 

# If we get the same value out, that means that the first two characters 
#+ of the name have the same value assigned, and that one should cancel. 

# However, we also need to test whether the first letter of the name 

#+ is a vowel or 'w' or 'h', because otherwise this would bollix things up. 


charl= echo $prefix | tr A-Z a-z # First letter of name, lowercased. 


assign_value Sname 

sl-$value 

assign value $namel 

s2-$value 

assign value Schar 

s3-$value 

s3=9Ss3 If first letter of name is a vowel 
ne tone ai rene. eiae 


+ Therefore, set it to 9, an otherwise 


aie [pf] eek ae wee qp SS cere 
then 
suffix-$s2 
else 
suffix-$(s2:$char. pos) 
ies 


# +tt+t+++++++4+++4+4+4+4+4+4+4++ end Exception Patch ++++++++++++++++44+4+44+4+444+4+ 


padding=000 # Use at most 3 zeroes to pad. 
soun-$prefix$suffix$padding # Pad with zeroes. 
MAXLEN-4 # Truncate to maximum of 4 chars. 


soundex=$ {soun:0:$MAXLEN} 


echo "Soundex = Ssoundex" 


echo 


The soundex code is a method of indexing and classifying names 
+ by grouping together the ones that sound alike. 

The soundex code for a given name is the first letter of the name, 
+ followed by a calculated thr number cod 

Similar sounding names should have almost the same soundex codes. 


Examples: 

Smith and Smythe both have a "S-530" soundex. 
Harrison = H-625 

Hargison = H-622 

Harriman =65 5 
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+ unused value, which can be tested for. 
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This works out fairly well in practice, but there are numerous anomalies. 


The U.S. Census and certain other governmental agencies use soundex, 
as do genealogical researchers. 


For more information, 
+ see the "National Archives and Records Administration home page", 
* http://www.nara.gov/genealogy/soundex/soundex.html 


# Exercise: 


# Simplify the "Exception Patch" section of this script. 


exit 0 


Example A-10. Game of Life 


!/bin/bash 

diste slas “nie sia iene (Sule Eene 
Author: Mendel Cooper 

License: GPL3 


wersiom (0.2 Patched by Daniel Albers 
+ to allow non-square grids as input. 
Version 0.2.1: Added 2-second delay between generations. 


HERE HEHEHE HH HEHEHE HE EEE EH EH EE EHH EEE EE EEE EEE EE EH EE E E E EEE RE 
This is the Bash script version of John Conway's "Game of Life". 
"Life" is a simple implementation of cellular automata. 


On a rectangular grid, let each "cell" b alielnesie Wilalwalinie;? ie Wels. V 
Designate a living cell with a dot, and a dead one with a blank space. 
Begin with an arbitrarily drawn dot-and-blank grid, 
+ and let this be the starting generation: generation 0. 
Determine each successive generation by the following rules: 
1) Each cell has 8 neighbors, the adjoining cells 


+ left, right, top, bottom, and the 4 diagonals. 
123) 
Aye '5) The * is the cell under consideration. 
678 


2) A living cell with either 2 or 3 living neighbors remains alive. 
SURVIVE=2 

3) A dead cell with 3 living neighbors comes alive, a "birth." 
BIRTH=3 

4) All other cases result in a dead cell for the next generation. 
HEHEHE HE HE EEE E TE EE EH EE EE FE HE EE FE FE E EE EE EE EE HR HE EEE EE EE E E EE EEE EE EE HH EH 


startfile=gen0 # Read the starting generation from the file "gen0" 
# Default, if no other file specified when invoking script. 
# 
abi. [ign VISTI T # Specify another "generation 0" file. 
then 
startfile="$1" 
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fi 


TEE ERE ERE EE EE EEE EE EEE EE HE HEE 
# Abort script if "startfile" not specified 
#+ and 

#+ default file "gen0" not present. 


E_NOSTARTFILE=86 


atis c dp Ca WO Sie anette wa 
then 
Celine Usual \OVSsicencicir nile \Y eS Sanne 
exit $E NOSTARTFILI 
fi 


E 


+ 


FE AE AE FE AE FE FE E FE AE E FE AE FE FE E FE FE E FE AE FE FE AE FE FE AE FE AE FE FE AE FE FE AE FE AE FE FE HE E E 


# Represent living and dead cells in the start-up fil 


# LÀ 
# This script uses a 10 x 10 grid (may be increased, 
#+ but a large grid will slow down execution). 


ROWS-10 

COLS-10 

# Change above two variables to match desired grid size. 

# # 

GENERATIONS=10 # How many generations to cycle through. 
# Adjust this upwards 
#+ if you have time on your hands. 

NONE_ALIVE=85 # Exit status on premature bailout, 
#+ if no cells left alive. 

DELAY=2 # Pause between generations. 

TRUE= 

FALSE=1 

ALIVE=0 

DEAD=1 

avar= # Global; holds current generation. 

generation=0 # Initialize generation count. 

# 

let "wells = SROWS = Gcons" # How many cells. 


# Arrays containing "cells." 
declare -a initial 
declar a current 


display () 
{ 


alive=0 # How many cells alive at any given time. 
# Initially zero. 


declare -a arr 
eucce(( weg VSI j # Convert passed arg to array. 


element count-$(4arr[*]) 
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roc ((iSHOe sb«SedJewiexwu Cowes ni) 
do 
# Insert newline at end of each row. 
let "rowcheck = $i (COIS)! 
if [| "“Sroweheck” —eq 0° | 
then 
echo # Newline. 
echo -n " i # Indent. 
IE 
cell=${arr[i]} 
nest Seea S 4 
then 
let "alive += 1" 
i3 
echo =a VUS&esllV | eed -e "s / Jg" 


ur Daime OUE cuc, 
done 


Peturn 
} 
IsValid () 
{ 

ita [ -Z MEUM Te) -zZ clu 1 

then 

return SFALSE 

ít 
local row 
local lower limit-0 
local upper limit 
local left 
Loes, sione 
ler Wvgger lume = SROWS ~ SCOLS = I! 
alaca qp epus Sake SS a aimee! =@ S 
then 

return $FALSE 
ítiü 
row-$2 
ike desi = ow =< SXONSU 
lert “ieslioinig = Sileicie qe SCOUS — 1v 
aE [ Wahu -lt WS ere” —Oo uud =ou “Sr 
then 

return S$FALSE 
f 


return $TRUE 
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changing underscores to spaces. 


# Test if cell coordinate valid. 


# Mandatory arguments missing? 


# Disallow negative coordinate. 


# Total number of cells. 


agic “Simjoyjersie_ilalnmie! J 


# Out of array bounds. 


# Left limit. 
# Right limit. 


ight" ] 


# Beyond row boundary. 


# Valid coordinate. 
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IsAlive () # Test whether cell is alive. 
# Takes array, cell number, and 
{ #+ state of cell as arguments. 
eeeCoume Wisi’ m # Get alive cell count in neighborhood. 


local nhbd=$? 


if [ "Snhbd" -eq "SBIRTH" ] # Alive in any case. 
then 
return SALIVE 
itu 
ae (p WSs = WISI m. Uisininloyel! See, VSSURW Ibn!) 
then # Alive only if previously alive. 
return SALIVE 
ia 
return SDEAD # Defaults to dead. 
} 
GetCount () # Count live cells in passed cell's neighborhood. 
# Two arguments needed: 
# $1) variable holding array 
# $2) cell number 


local cell, number-$2 
local eue 

local rog 

local ceu 

local bottom 


locat i 
local row 
toea a 


Laced ie Tog 
local t_cen 
toecal rt Igor 
local count=0 
local ROW_NHBD=3 


array=( ^echo "S$1"^ ) 


let Wro = SxexedLIL-iewwndoxeuc = SCOLS = JL # Set up cell neighborhood. 
ler "exe = SeSilil_intimoeie = dL" 

lec Wootton = Seeilllimunmlosie ++ SCOS = IL" 

lex "i = Seelil_munisee / Song" 


for ((i=0; i<SROW_NHBD; i++) ) # Traverse from left to right. 


ler Utt too = Sire s $us 
let "c cem = Seewrex = Siu 
ler "i loot = GSiloxiEiOwn 4^ gii 


let "row = $r" # Count center row. 
IsValid $t cen Sron # Valid cell position? 
ax | S2 s USE | 

then 
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ise TP Sewer] = USNE J| S ane xe db 
then # If yes, then 
Pet “Vereisimie dem dU # Increment count. 
feat 
ica 
let “sow = Sr = i” # Count top row. 


IsValid $t top Srow 
dae | GSP ew USD ] 


then 
if [ $(array[$t topli = "SALIVE1" ] 4 Redundancy here. 
then # Can it be optimized? 
dene "robs. a= dL 
FA 
iB aL 
Ler Hinom = Sie sp 4 # Count bottom row. 


Igel S looi Sion 
ae | 82 eg "suns" T 


then 
ai (| Sfawrey (Stoo) } = "SALVE! | 
then 
JkeuE “Vein sr LU 
Ea 
fi 
done 
if [ $(array[$cell number]) = "SALIVEI" ] 
then 
lew Üierohbiohe ==" dE # Make sure value of tested cell itself 
iP aL #+ is not counted. 


return $count 


next_gen () # Update generation array. 


{ 


local array 
local i=0 


sucicaw=( eeo VSI y # Convert passed arg to array. 
Woke, [p Whats ge Wiseculilig g 
do 
ISAlsiwe UGgU Su Shere [est] d $ Is the cell aliya? 
if [ $? seq URNA T 
then # If alive, then 
array[Si]=. #+ represent the cell as a period. 
else 
array [$i]="_" # Otherwise underscor 
D #+ (will later be converted to space). 
let "i += 1" 
done 
# let "generation += 1" # Increment generation count. 


### Why was the above line commented out? 
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# Set variable to pass as parameter to "display" function. 


avar= echo $[(array[Q])^ # Convert array back to string variable. 
display "Savar" # Display it. 
echo; echo 
echo "Generation $generation - Salive alive" 
aue [D Wellies ee O | 
then 
echo 
echo "Premature exit: no more cells alive!" 
exit S$NONE ALIVE # No point in continuing 
EI #+ if no live cells. 
main () 


Load initial array with contents of startup file. 
imulictal=( "gene Yosracerilet | seed -e "Zus/ob || wie =e Um 
Delete lines containing '#' comment character. 

Sec CEU AW MMC CREE S HN Pop 1) 
Remove linefeeds and insert space between elements. 


clear # Clear screen. 

echo # Title 

setterm -reverse on 

c ho " " 
setterm -reverse off 

CCN SGENERATIONS generations" 
echo " eue 


echo "\"Life in the Slow Lane\"" 
Serten cPOVERGO OD 

cho " " 
Setterm -reverse off 


Sleep SDELAY # Display "splash screen" for 2 seconds. 


WP c—————— iDigyodLasy Tirst CGSineicaiecieim, e—————-- 
Gan] echo {im tiaL [Le 1] ^ 

display "SGen0" # Display only. 
echo; echo 

echo "Generation $generation - Salive alive" 
sleep SDELAY 

# 

let "generation += 1" # Bump generation count. 
echo 

if oce————- Display second generation. ------- 
(Cups acing, Sd amatis aba dE [EU > 

next gen "SCur" # Update & display. 
sleep SDELAY 

# 
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let "generation += 1" # Increment generation count. 

A Main loop for displaying subsequent generations ------ 
while [ "$generation" -le "SGENERATIONS" ] 

do 


Cur="Savar" 
next_gen "SCur" 
let "generation += 1" 
sleep SDELAY 
done 


exiic O # CEOF:EOE 


[The grid in this script has a "boundary problem." 

The the top, bottom, and sides border on a void of dead cells. 
Exercise: Change the script to have the grid wrap around, 

T so that the left and right sides will "touch," 

F as will the top and bottom. 


Exercise: Create a new "gen0" file to seed this script. 
Use a 12 x 16 grid, instead of the original 10 x 10 one. 
Make the necessary changes to the script, 

* So it will run with the altered fil 


Exercise: Modify this script so that it can determine the grid size 


+ from the "gen0" file, and set any variables necessary 
t itgue Ele Sew deg uu. 

This would make unnecessary any changes to variables 
t in the script for an altered grid size. 


Exercise: Optimize this script. 
It has redundant code. 


Example A-11. Data file for Game of Life 


gen0 


This is an example "generation 0" start-up file for "life.sh". 


he "gen0O" file is a 10 x 10 grid using a period (.) for live cells, 


Ab 
+ and an underscore ( ) for dead ones. We cannot simply use spaces 
+ f 
[ 


Exercise for the reader: explain this.] 
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or dead cells in this file because of a peculiarity in Bash arrays. 


Lines beginning with a '#' are comments, and the script ignores them. 
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+++ 


The following script is by Mark Moraes of the University of Toronto. See the file Moraes-COPYRIGHT 
permissions and restrictions. This file is included in the combined HTML/source tarball of the ABS Guide. 


Example A-12. behead: Removing mail and news message headers 


! /bin/sh 

Strips off the header from a mail/News message i.e. till the first 
+ empty line. 

Author: Mark Moraes, University of Toronto 


==> These comments added by author of this document. 


ade [ Sie eer OU enen 
==> If no command-line args present, then works on file redirected to stdin. 


exe SE Vil (ASKEW =e VPS ] *$/g 
# --» Delete empty lines and all lines until 
# --» first one beginning with white space. 
else 
# ==> If command-line args present, then work on files named. 
itor 3L Co 
eee =e Tp / e ce VT ]*$e7d" Sa 
# --» Ditto, as above. 
done 
fex 
exit 


==> Exercise: Add error checking and other options. 


# 
# 
# ==> Note that the small sed script repeats, except for the arg passed. 
4 ==> Does it make sense to embed it in a function? Why or why not? 


Copyright University of Toronto 1988, 1989. 
Written by Mark Moraes 


Permission is granted to anyone to use this software for any purpose on 
any computer system, and to alter it and redistribute it freely, subject 
to the following restrictions: 


1. The author and the University of Toronto are not responsible 
for the consequences of use of this software, no matter how awful, 
even if they arise from flaws in it. 

2. The origin of this software must not be misrepresented, either by 
explicit claim or by omission. Since few users ever read sources, 
credits must appear in the documentation. 

3. Altered versions must be plainly marked as such, and must not be 
misrepresented as being the original software. Since few users 
ever read sources, credits must appear in the documentation. 

4. This notice may not be removed or altered. 


x seco cXS oS XS oXS Oe ox oS OX OX o3 S 3 03S ORO ob o6 X 3X o 


Sy 


+ 
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Antek Sawicki contributed the following script, which makes very clever use of the parameter substitution 
operators discussed in Section 10.2. 


Example A-13. password: Generating random 8-character passwords 


MATRIX-"0123456789ABCD 


/bin/bash 


Random password generator for Bash 2.x + 


==> Comments added by document author 


+ by Antek Sawicki <tenox@tenox.tc>, 
+ who generously gave usage permission 


to the ABS Guide author. 


EFGHIJKLMNOPORSTUVWXYZabcdefghijklmnopqrstuvwxyz" 


# ==> Password will consist of alphanumeric characters. 
LENGTH-"8" 
# ==> May change 'LENGTH' for longer password. 
wale [ wedge" xe UGG | 
# ==> Recall that :- is "default substitution" operator. 
# ==> So, if 'n' has not been initialized, set it to 1. 
do 
PASS-"SPASSS(MATRIX:$ ((SRANDOM$S (SMATRIX])) :1}" 
==> Very clever, but tricky. 
==> Starting from the innermost nesting... 
==> ${#MATRIX} returns length of array MATRIX. 
==> SRANDOMZS(4MATRIX) returns random number between 1 
==> and [length of MATRIX] - 1. 
==> S(MATRIX:$((SRANDOM£S$ { #MATRIX}) ) :1} 
==> returns expansion of MATRIX at random position, by length 1. 
==> See {var:pos:len} parameter substitution in Chapter 9. 
==> and the associated examples. 
==> PASS=... simply pastes this result onto previous PASS (concatenation). 
==> To visualize this more clearly, uncomment the following line 
echo "SPASS" 
==> to see PASS being built up, 
==> one character at a time, each iteration of the loop. 
let n+=1 
==> Increment 'n' for next pass. 
done 
echo "SPASS" # ==> Or, redirect to a file, as desired. 
exit 0 
+ 


James R. Van Zandt contributed this script which uses named pipes and, in his words, "really exercises 
quoting and escaping." 
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Example A-14. fifo: Making daily backups, using named pipes 


#!/bin/bash 


# ==> Script by James R. Van Zandt, and used here with his permission. 
# ==> Comments added by author of this document. 

HERE=" uname -n` # ==> hostname 

THERE=bilbo 

echo "starting remote backup to STHERE at ‘date +%r°" 

jr ==> date xw recurg Eine alin U2—Ineuwe iSite, woe, "oes iii’. 


# make sure /pipe really is a pipe and not a plain file 
ia) =e Josse 
mkfifo /pipe # ==> Create a "named pipe", named "/pipe" 


==> 'su xyz' runs commands as user "xyz". 

==> 'ssh' invokes secure shell (remote login client). 

su xyz -c "ssh STHERE \"cat > /home/xyz/backup/S(HERE)-daily.tar.gzN" < /pipe"& 
eel / 
car eur = bin boot (ew; ete homa inio Lio man root Soia share usr yar > Aoise 
==> Uses named pipe, /pipe, to communicate between processes: 


==> 'tar/gzip' writes to /pipe and 'ssh' reads from /pipe. 


==> Th nd result is this backs up the main directories, from / on down. 


==> What are the advantages of a "named pipe" in this situation, 
==>+ as opposed to an "anonymous pipe", with |? 
==> Will an anonymous pipe even work here? 


==> Is it necessary to delete the pipe befor xiting the script? 
==> How could that be done? 


Stéphane Chazelas used the following script to demonstrate generating prime numbers without arrays. 


Example A-15. Generating prime numbers using the modulo operator 


#!/bin/bash 
# primes.sh: Generate prime numbers, without using arrays. 
# Script contributed by Stephane Chazelas. 


# This does *not* use the classic "Sieve of Eratosthenes" algorithm, 
#+ but instead the more intuitive method of testing each candidate number 
#+ for factors (divisors), using the "%" modulo operator. 


LIMIT=1000 s; JCMS, 2 ooo OOO. 
Primes () 
{ 

(( m — Sl ar 1 ») f Bump to next integer. 
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easi) 4 Next parameter in list. 
# echo " n-$n i-$i " 


if (( n == LIMIT )) 
then echo $* 
Pee 
fti 
Ore als clo ur Vow ger rO WE, journals wells Cir Sin, 
# Cae Vie aS 
((( 3L 9 3b m im 99) 4&& locale # Optimization. 
((n$i)) && continue 4 Sift out non-primes using modulo operator. 
Primes $n $@ # Recursion inside loop. 
EO em 
done 
Primes $n $0 $n # Recursion outside loop. 


4  Successively accumulate 

#+ positional parameters. 

# "SQ" is the accumulating list of primes. 
Primes 1 
Gxalic S 
PIOS OWE UIE (Qut The Seale (tio Emet LOL Jowcexb(tuieus Oren i]s 


Uncomment lines 16 and 24 to help figure out what is going on. 


Compare the speed of this algorithm for generating primes 
* with the Sieve of Eratosthenes (ex68.sh). 


Exercise: Rewrite this script without recursion. 


+ 


Rick Boivie's revision of Jordi Sanfeliu's tree script. 


Example A-16. tree: Displaying a directory tree 


!/bin/bash 
tree.sh 


Written by Rick Boivie. 
Used with permission. 
This is a revised and simplified version of a script 
+ by Jordi Sanfeliu (the original author), and patched by Ian Kjos. 
This script replaces th arlier version used in 
+ previous releases of the Advanced Bash Scripting Guide. 
Copy reame (e). 2002; dox vowel SeinitSllilw, Riek Boivie; cuo! eu KOS. 


==> Comments added by the author of this document. 


search () { 

itioue Clase aug ~ Slay; ^ 

# ==> "echo * lists all the files in current working directory, 
#+ ==> without line breaks. 
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i? ==> dSubwatibene Eiriceyeie CO Or Clie sin 35 
# ==> but "dir in 'echo **" will not handle filenames with blanks. 
do 
ae (| Sel WSehize™ J| 2 Ewa ==> If it is a directory (-d)... 
zz-0 ==> Temp variable, keeping track of 
directory level. 
while [ $zz != $1 ] Keep track of inner nested loop. 
do 
Eclat ia Wi ow ==> Display vertical connector symbol, 
==> with 2 spaces & no line feed 
in order to indent. 
zz= expr $zz + 1^ ==> Increment zz. 
done 
aie [| 5 WSs d P B when ag SSS Tie Chiiceeirioicy as ci Sivimleyollake diabede s c 
exei U4———fexelbe *3he —dL Scli (| sacl Vea w Ehe MY 
# ==> Display horiz. connector and list directory name, but... 
# ==> delete date/time part of long listing. 
else 
eeh "3 -—-—Sgi rU # ==> Display horizontal connector symbol... 
# ==> and print directory name. 
numdirs= expr $numdirs + 1' # ==> Increment directory count. 
sse rel USygliseW p enen # ==> If can move to subdirectory... 
saroh "eeu Sil de d^ # with recursion ;-) 
# ==> Function calls itself. 
cd 
Pi 
Pi 
ít 
done 
} 
abe Ske WSO i) fF elato! 
cd $1 # Move to indicated directory. 
#else # stay in current directory 
ies 
echo "Initial directory = "pwd'" 


numdirs-0 


search 0 
echo "Total directories = $numdirs" 


exit 0 
Patsie's version of a directory tree script. 


Example A-17. tree2: Alternate directory tree script 


!/bin/bash 
tree2.sh 


Lightly modified/reformatted by ABS Guide author. 
Included in ABS Guide with permission of script author (thanks!). 


Recursive file/dirsize checking script, by Patsie 


Taie fwesssgone lowes a liest or riles/chirectories Ane thelr size (C =a) 
and processes this list to a human readable tr shap 

The 'du -akx' is only as good as the permissions the owner has. 

So preferably run as root* to get the best results, or use only on 


Se H che cR H H 
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# directories for which you have read permissions. Anything you can't 
i? eeel ass nog inv Ele Ja Ske 


* ABS Guide author advises caution when running scripts as root! 


TES4ESSSS THIS IS CONFIGURABLE dE HE T E 


TOP=5 # Top 5 biggest (sub)directories. 
MAXRECURS=5 # Max 5 subdirectories/recursions deep. 
E_BL=80 # Blank line already returned. 

E_DIR=81 # Directory not specified. 

HtPPHEHHHH DON'T CHANGE ANYTHING BELOW THIS LINE ########44 
PID-$$ # Our own process ID. 
SELF-'basename $0" # Our own program name. 
TMP="/tmp/${SELF}.${PID}.tmp" # Temporary 'du' result. 


# Convert number to dotted thousand. 

iul Coir { Sele ™ um] 
eed -e ge e "s/Wts9-9nx)Yen9-9] VIS) No wNE/pESU | 
iCall ex dep ji 


# Usage: tree <recursion> <indent prefix> <min size> <directory> 
function tree { 
recurs-"$]" 
prefix-"$2" 
minsize="$3" 
dirname="$4" 


How deep nested are we? 

What do we display before file/dirname? 
What is the minumum file/dirsize? 

Which directory are we checking? 


Se de db dk 


# Get (STOP) biggest subdirs/subfiles from TMP file. 


iere Vl sspecsslstebaussenel4[^Zl59 Wege || 

euis "abe (SUS Saepius!) orinter || gorg -mr || heeii -STOR 
[MES E SS STET S, SETA C3 UIT 4 Empty list, then go back. 
cnt-0 
ibi exciso) "USES || wwe b # How many entries in the list. 


## Main loop 


echo "SLIST" | while read size name; do 
((cnt+=1) ) # Count entry number. 
bname= basename "$name"' # We only need a basename of th IDEAE SZ S 
[ =cl "Simewie? T| ce loxveudec Slouvsnüe / ^ 


# If it's a directory, append a slash. 
echo "'dot $size'S$prefix +-Sbname" 
# Display the result. 

Call ourself recursively if it's a directory 
+ and we're not nested too deep (SMAXRECURS) . 

The recursion goes up: $((recurs-*1)) 

The prefix gets a space if it's the last entry, 
+ or a pipe if there are mor ntries. 

The minimum file/dirsize becomes 
ap a centa Ope aio TeeherexeuE n. (S ( (salve 109))9) « 

Last argument is the full directory name to check. 


if [ -d "Sname" -a $recurs le $MAXRECURS ]; then 
| Sem =e smirim ] \ 
| | Geese S (recuceri) VSpreris W Seize I0) VSnamat) N 
&& (res (recors ij) “pretiz |" S((siz6/10)) “Smansa ") 
E, 
done 
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$? -eq 0 ] && echo " $prefix" 
Every time we jump back add a 'blank' line. 


return $E BL 
We return 80 to tell we added a blank line already. 


# T4 
# main program ### 
# T4 


rootdir="Se" 

-Xol WSicoerccaue j] || | 

{I echo WSS Ueages SSELE <chiceciro@iays! $3825 cae SEDIR? p 
# We should be called with a directory name. 


echo "Building inventory list, please wait ..." 

Show "please wait" message. 

du -akx "$rootdir" 1>"STMP" 2>/dev/null 

Build a temporary list of all files/dirs and their size. 


Gne eu =i Ua || ue horie Sal jee 
What is our rootdirectory's size? 
echo UY clos See Sieceiwchize 
Display rootdirectory's entry. 
ieee (0) "Ww. O PSieooieclkise 


Display the tree below our rootdirectory. 


rm "STMP" 2>/dev/null 
Clean up TMP file. 


exit $? 
Noah Friedman permitted use of his string function script. It essentially reproduces some of the C-library 
string manipulation functions. 


Example A-18. string functions: C-style string functions 


!/bin/bash 


string.bash --- bash emulation of string(3) library routines 
Author: Noah Friedman <friedman@prep.ai.mit.edu> 

==> Used with his kind permission in this document. 
Created: 1992-07-01 

tast mochra 1995-09-29 

Public domain 


Conversion to bash v2 syntax done by Chet Ramey 


Commentary: 
Code: 


Boloeeiesume, SXETCEISIE S 
Usage: strcat sl s2 


Strcat appends the value of variable s2 to variable sl. 


Example: 
a="foo" 
b="bar" 


strcat a b 
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echo $a 
=> foobar 


:end docstring: 


##;7;autoload 


==> Autoloading of function commented out. 
FUINCIEMOI Esse () 


local el val s2 val 


sl_val=${!1} # indirect variable expansion 
s2_val=${!2} 

eval VSU STel seSie2 valy X" 

# ==> eval $1='${s1_val}${s2_val}' avoids problems, 

# ==> if one of the variables contains a single quote. 


scoest sumgs) EINE 
Usage: strncat sl s2 $n 


Line strcat, but strncat appends a maximum of n characters from the value 
of variable s2. It copies fewer if the value of variabl s2 is shorter 
than n characters. Echoes result on stdout. 


Example: 

a-foo 
b-barbaz 
Serasa a lo 3 
echo $a 

=> foobar 


:end docstring: 


##;;;autoload 
IEGUNCIE ON Siewaresic (()) 


loves. ecWsi 

local eus 

logen =a. am S3 
local sil, val s2 val 


sl, val-$(!s1) # ==> indirect variable expansion 
s2 val-$(!s2)] 


aie || SMS Avail} cp Shin dg eleven 
92 svalesis2 weeds 2 Sia}! # ==> substring extraction 
ie aL 


eval Weel wes. valis e valj v 
==> eval $1='S${sl_val}${s2_val}' avoids problems, 
==> if one of the variables contains a single quote. 


BAC Sisal SENS 
Usage: strcmp $s1 $s2 


Strcmp compares its arguments and returns an integer less than, equal to, 
or greater than zero, depending on whether string sl is lexicographically 
less than, equal to, or greater than string s2. 

:end docstring: 


$4;;;autoload 
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EUMCELOM Sti () 
{ 
I 2817 = T620 J] ee return Ü 


[ "Sqipw Pe SAN ] 2 few ee return -i 


return 1 


:docstring strnomp: 
Usage: strncmp Sel $s2 $n 


Like strcmp, but makes the comparison by examining a maximum of n 
characters (n less than or equal to zero yields equality). 
:end docstring: 


##; 7; autoload 
function strncmp () 


aie [ =e USISP" Se MSS} Y ele WOM le iles 
return 0 
if 


if [| S43} ge ST) —-a S{3} =ge S{#2} 1); then 
Siren VELU weow 
return $? 
else 
s1=${1:0:$3} 
S2-$(2:0:$3) 
stremp Sel $852 
return $? 
1631 


:docstring strlen: 
Usage: strlen s 


Strlen returns the number of characters in string literal s. 
:end docstring: 


##;;;autoload 
ieu cae ep Sie sellein (()) 


eval echo "\S{#${1}}" 
# ==> Returns the length of the value of the variable 
# ==> whose name is passed as an argument. 


:docstring strspn: 
Usage: strspn $sl $s2 


Strspn returns the length of the maximum initial segment of string sl, 
which consists entirely of characters from string s2. 
:end docstring: 


##;;;autoload 
EUINGIE LOIN Sers C) 


# Unsetting IFS allows whitespace to be handled as normal chars. 
local IFS= 
local result="${1%%[!${2}]*}" 
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echo ${#result} 
:docstring strcspn: 
Usage: strcspn Sel $s2 
Strcspn returns the length of the maximum initial segment of string sl, 
which consists entirely of characters not from string s2. 


:end docstring: 


##; 7; autoload 
FUNCIEOM Eee () 


# Unsetting IFS allows whitspace to be handled as normal chars. 
local IFS= 
local sexes S T I 


oe 


[$(2)]*)" 


echo ${#result} 


LCOS SIEISIING G'EICSIEIZE S 
Usage: strstr sl s2 


Strstr echoes a substring starting at the first occurrence of string s2 in 
Sieg Sil, © motioning LE SA Coes MOE OCHE ism ne Gime, LE S2 joues. CO 
a string of zero length, strstr echoes sl. 

:end docstring: 


##;;;autoload 
EWING Swist () 


# if s2 points to a string of zero length, strstr echoes sl 
| Siu2) eO |] && | Geno VSI" A seem OF p 


# strstr echoes nothing if s2 does not occur in sl 
Case "SU atin 


SZ") gag 
ay ere Pet al erp 
esac 


# use the pattern matching code to strip off the match and everything 
# following it 
paene (L/SQ*/ p 


# then strip off the first unmatched portion of the string 
echo "${1##Sfirst}" 


RCS SIE Ieiine] GuETCOUNESS 
Usage: strtok sl s2 


Strtok considers the string sl to consist of a sequence of zero or more 
text tokens separated by spans of one or more characters from the 
separator string s2. The first call (with a non-empty string sl 
specified) echoes a string consisting of the first token on stdout. The 
function keeps track of its position in the string sl between separat 
calls, so that subsequent calls made with the first argument an empty 
string will work through the string immediately following that token. In 
this way subsequent calls will work through the string sl until no tokens 
remain. The separator string s2 may be different from call to call. 

When no token remains in sl, an empty value is echoed on stdout. 

:end docstring: 
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##; 7; autoload 
function strtok 


:docstring strt 
Usage. sl rrrun 


:end docstring: 


##;7;autoload 
PUCE Tyo Sie Iie 1e Ula 


ASS 2 Blasi 
TOI ERU 

echo "$( 
done 


provide string 


string.bash en 
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0 


runc: 


[9 Sic Sell ess deos 


e ©) 


z4 2 (0) 8 Suet] Uu 


ds here 


Used by many functions like strncmp to truncate arguments for comparison. 


Echoes the first n characters of each string sl s2 on stdout. 


==> Everything 


below here added by the document author. 


==> Suggested 
==> and "sourc 


SEINE 
string0-one 
stringl-two 

echo 

echo "Testing \" 
echo "Original \ 
eximg WAYE wimg il \ 


use of this script is to delete everything below 
e" this file into your own scripts. 


STLENN PONCET LONE Y 
"stringON" = $stringO" 
Ue Sera iL” 


SiSCIE SCL SELNI 


echo Ue yerri 
echo 


# strlen 

echo 

echo "Testing \" 
str=123456789 
exsimg. Y\Wisteie Wy = 


ng0N" = SstringO" 


sup lewis NU fuum omi" 


Sisi ie 


emo -m Lengra of Perry = U 


strlen str 
echo 


# Exercise: 


# Add code to test all the other string functions above. 


exe (9 
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Michael Zick's complex array example uses the md5sum check sum command to encode directory 
information. 


Example A-19. Directory information 


! /bin/bash 
CE exe oue —3umE Gs ilm 
Parses and lists directory information. 


NOTE: Change lines 273 and 353 per "README" file. 


Michael, ALEK US ipe AMMEIMOIe (ut. Elans SIU s 
Used here with his permission. 


COmeicolls 

If overridden by command arguments, they must be in the order: 
Argl: "Descriptor Directory" 
Arg2: "Exclude Paths" 
Arg3: "Exclude Directories" 


Environment Settings override Defaults. 
Command arguments override Environment Settings. 


Default location for content addressed file descriptors. 
MD5UCFS-$(1:-$(MD5UCFS:-'/tmpfs/ucfs'])) 


Directory paths never to list or enter 
declare -a \ 
EXCLUDE PATHS-$(2:-S(EXCLUDE PATHS:-'(/proc /dev /devfs /tmpfs)']) 


# Directories never to list or enter 
declare -a \ 
EXCLUDE DIRS-$(3:-$(EXCLUDE DIRS:-'(ucfs lost+found tmp wtmp) '}} 


# Files never to list or enter 
declare -a \ 
EXCLUDE FILES-$(3:-S(EXCLUDE FILES:-'(core "Name with Spaces") '}} 


Here document used as a comment block. 
««LSfieldsDoc 
+ 4$ 4 # List Filesystem Directory Information # 4 # 4 # 


ListDirectory "FileGlob" "Field-Array-Name" 

or 
ListDirectory -of "FileGlob" "Field-Array-Filename" 
'-of' meaning 'output to filename' 

Tos ood 


String format description based on: ls (GNU fileutils) version 4.0.36 
Produces a line (or more) formatted: 
inode permissions hard-links owner group 


BATIBO uz ——————- dL weise mszick 


size day month date hh:mm:ss year path 
2756608 Sun Apr 20 08:53:06 2003 /home/mszick/core 


Unless it is formatted: 
inode permissions hard-links owner group 
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2581/05. Ce e ijl root uucp 
major minor day month date hh:mm:ss year path 


4, 68 Sun Apr 20 09:27:33 2003 /dev/ttyS4 
NOTE: that pesky comma after the major number 


NOTE: the 'path' may be multiple fields: 
/home/mszick/core 

Procl S92 7 EUO — etes imd: 

/proc/982/fd/1 => /home/mszick/.xsession-errors 
/proc/982/fd/13 -» /tmp/tmpfZVVOCs (deleted) 
/proc/982/f£d/7 -> /tmp/kde-mszick/ksycoca 
Ponce Sez scel S) == Gxoxelisensg [iL 99] 

PEO) VI2/ tel => 19stjexeg 111566] 


If that isn't enough to keep your parser guessing, 

either or both of the path components may be relative: 

5 c f Buln lt- Sianel —2 Jun dli Sie euE we! 

a of bime Ane 20 ciere olov. => 5 ao of cc /SRES/ ML biqubs 2 4 c ZO «Eur lov 


The first character of the 11 (10?) character permissions field: 
's' Socket 

'd' Directory 

'b' Block device 

'c' Character device 

VILY Sygawexodlito. Lat igus 

NOTE: Hard links not marked - test for identical inode numbers 
on identical filesystems. 

All information about hard linked files are shared, xcept 

for the names and the name's location in the directory system. 
NOTE: A "Hard link" is known as a "File Alias" on some systems. 
'-' An undistingushed file 


Followed by three groups of letters for: User, Group, Others 
Character 1: '-' Not readable; 'r' Readable 

Character 2: '-' Not writable; 'w' Writable 

Character 3, User and Group: Combined execute and special 


= ot Executable, Not Special 
'x' Executable, Not Special 
's' Executable, Special 
'S' Not Executable, Special 
Character 3, Others: Combined execute and sticky (tacky?) 
Uia ot Executable, Not Tacky 
'x' Executable, Not Tacky 
't' Executable, Tacky 
jS e ot Executable, Tacky 
Followed by an access indicator 
Haven't tested this one, it may be the eleventh character 


or it may generate another field 
' ' No alternate access 

'*' Alternate access 

LSfieldsDoc 


ListDirectory () 
{ 

Igesi =e 

local =i, qure # Default return in variable 
# OLD_IFS=SIFS # Using BASH default ' \t\n' 


case "S#" in 
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3) case "$1" in 
=O) onec B. e ena e 
5-1) astern dL Boe 
esac ;; 
2) 8 EB # Poor man's "continue" 
E» wewu dL £g 
esac 


# NOTE: the (ls) command is NOT quoted (") 


T=( $(1s inod ignore-backups almost-all directory \ 


Te BUE TL e suai color-non time-status --sort-none \ 
--format-long $1) ) 


case $of in 

# Assign T back to the array whose name was passed as $2 
0) eval S2=\( V'XSNUOEXIONISNPN"S 3) pg 

# Write T into filename passed as $2 
Dy ime. "eig pu sz UBSAXU ng 

esac 

return 0 


# # 4d # 4 Is that string a legal number? # 4 # 4 # 


d IsNumber "Var" 
+ 4$ 4 # 4 There has to be a better way, sigh... 


IsNumber () 

{ 
lioxemdl =i, aime 
if [ S5 es © ] 


then 

return 1 
else 

(lee idmct=Si)) 2s/cles/ mui 

return $? # Exit status of the let thread 
fi 


+ # # # Index Filesystem Directory Information # # # # 4 


IndexList "Field-Array-Name" "Index-Array-Name" 
Or 


IndexList -if Field-Array-Filename Index-Array-Nam 
IndexList -of Field-Array-Name Index-Array-Filenam 


IndexList -if -of Field-Array-Filename Index-Array-Filenam 
To: ood 


««IndexListDoc 
Walk an array of directory fields produced by ListDirectory 


Having suppressed the line breaks in an otherwise line oriented 
report, build an index to the array element which starts each line. 


Each line gets two index entries, the first element of each line 
(inode) and the element that holds the pathname of the file. 


The first index entry pair (Line-Number--0) are informational: 
Index-Array-Name[0] : Number of "Lines" indexed 
Index-Array-Name[1] : "Current Line" pointer into Index-Array-Name 


The following index pairs (if any) hold element indexes into 
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the Field-Array-Name per: 
Index-Array-Name[Line-Number * 2] : The "inode" field element. 


NO 
Ind 


mi 


his distance may b ither +11 or +12 elements. 


NO 


mi 


x-Array-Name[(Line-Number * 2) + 1] : The "pathname" element. 


his distance may be a variable number of elements. 


Next line index pair for Line-Number+1. 
IndexListDoc 


IndexList() 


{ 


local -e Ib ILS Local of listname passed 
local -a -i INDEX=( 0 0 ) Local of index to return 
local =a Ibaleb< luem 
local -i if=0 of=0 


Default to variable names 


case "S4" in Simplistic option testing 
D etum qe 


) 
iL) "merewgeibhexgr di "p.p 
2) 8o WS Poor man's continue 
S xexuexe Wisi “ation 
-if) if=1 ;; 
—(ur) iouE—d pp 
Nux CELO EN NT 


esac SMITER 
4 aiee Cyril -gr SE a ENEE "DTP 
^) xeexewueer dL 
esac 


4 Make local copy of list 

Gases Vili ia 
Oy Enel ies ( WY YS VISITE NINN? S3) 63 
i) xugSw-( Ses $3) X) gg 

esac 


# Grok (grope?) the array 
Lent=${#LIST[@] } 


Lidx=0 
until (( hidx >= Lent )) 
do 
if IsNumber ${LIST[$Lidx] } 
then 
local -i inode name 
local rr 
inode=Lidx 
local m=${LIST[$Lidx+2] } # Hard Links field 
ISS d Ib IESE | Sibiaebeee sl 1] BO) 8 iL}! # Fast-Stat 
Case Sicic alin 
b) ( (aiebet-=12)) ) Eg # Block device 
€) ((ubiobe-12») pp # Character device 
£3) ((Lidx+=11)) ;; # Anything else 
esac 


name=Lidx 
CASE, Gig. sin 


=) ((bzebs—1)) Bg f The easy one 

b) ((Lidxt-1)) 7; # Block device 

c) ((Lidx+=1)) 7; # Character device 

d) ((Lidx+=1)) ;; # The other easy on 

1) ((Lidx+=3)) ;; # At LEAST two more 
# A little mor legance here would handle pipes, 


#+ sockets, deleted files later. 
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*) until IsNumber ${LIST[Shidx]} || ((lidx >= Lent)) 
do 
( (Lidx-t-1)) 
done 
P; # Not required 
esac 
INDEX [${#INDEX[*]}]=$inode 
INDEX [${#INDEX[*] }]=Sname 
INDEX [0] =$ { INDEX [0] }+1 # One more "line" found 
» echo “Isimes S INDEXI) wes Sif: Diakses: Sun modes \ 
# S{LIST[Sinode]} Name: ${LIST[$name] }" 
else 
( (Lidx+=1) ) 
Pi 
done 
case "Sof" in 
0) eval $2=\( N"NSN(INDEXN[QN]N)N" XN) ;; 
1) echo “SiN TE]; > “SQ pp 
esac 
return 0 # What could go wrong? 
# 4$ # # Content Identify File # # # # 4 
DigestFile Input-Array-Name Digest-Array-Nam 
or 
DigestFile -if Input-FileName Digest-Array-Nam 
dod od # 
Here document used as a comment block. 
««DigestFilesDoc 
The key (no pun intended) to a Unified Content File System (UCFS) 
is to distinguish the files in the system based on their content. 
Distinguishing files by their name is just so 20th Century. 
The content is distinguished by computing a checksum of that content. 
This version uses the md5sum program to generate a 128 bit checksum 
representative of the file's contents. 
There is a chance that two files having different content might 
generate the same checksum using md5sum (or any checksum). Should 
that become a problem, then the use of md5sum can be replace by a 
cyrptographic signature. But until then... 
The md5sum program is documented as outputting three fields (and it 
does), but when read it appears as two fields (array elements). This 
is caused by the lack of whitespace between the second and third field. 
So this function gropes the md5sum output and returns: 
[01 32 character checksum in hexidecimal (UCFS filename) 
[E26] Single character: ' ' text file, '*' binary file 
[2] Filesystem (20th Century Style) name 
Note: That name may be the character '-' indicating STDIN read. 
DigestFilesDoc 
DigestFile() 
{ 
local if=0 # Default, variable name 
Local =e “Wil 07 
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case "S4" in 


3 case "$1" in 
=if) alan db c A AA 
S) ivewEwWuem) JL Bp 
esac ;; 
2) Dog 4 Poor man's "continue" 
A) TEE y 
esac 


case Sif in 

0) eval TI=\( \"\S\{S1\T@\]\}\" X) 
T2=( $(echo ${T1[@]} | md5sum -) ) 

1) ©2=( S(wal5guss $1) ) 


vr 


esac 
Case SrA [e sum 
O) cerura d 
1) seewwuem d B 
2) Case eSqm2[4]s0913 atin # SanScrit-2.0.5 
NOS) 02 [ES ESO: [UT 3. 1 S 1022 [EE] e dE 
32 LI=\" 
= PALS Gee ET] Je sS EZEL] T 


Eo e 
ri 
esac 
P; 
3) : ;; # Assume it worked 
ey Rebun oes 


esac 
does =i lem=S {4702 [0] } 


ae JP Sikeia Sime 392. 7| Ff eaaa setsxtibueig. dL fp ital 
eval $2=\( \"\S$\{T2\[@\]\}\" X) 


* 4$ # # Locate File # # # # # 


LocateFil [-1] FileName Location-Array-Name 
(IS 

LocateFil [=i] of FileName Location-Array-FileNam 
dod d # 


A file location is Filesystem-id and inode-number 


Here document used as a comment block. 
««StatFieldsDoc 

Based on stat, version 2.2 

SIEGE -wt aue seat lle ibas 
0 name 
il Total size 
File - number of bytes 
Symbolic link - string length of pathname 
Number of (512 byte) blocks allocated 
File type and Access rights (hex) 
User ID of owner 
Group ID of owner 
Device number 
Inode number 


AHA OF WD 
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Sw xe 

Return 
Size o 
Conten 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 


For a 
Sele = 
Statim 


SE 
0] 


1] 
2] 


Duet 


f=) We) (Se) «| rey) Gal des (9 


S) 


aura Jede 

Return 
Size o 
Conten 
Elemen 
Elemen 
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Number of hard links 

Device type (if inode device) Major 

Device type (if inode device) Minor 

Time of last access 

May be disabled in 'mount' with noatime 

atime of files changed by exec, read, pipe, utime, mknod 
atime of directories changed by addition/deletion of files 


Time of last modification 

mtime of files changed by write, truncate, utime, mknod 
mtime of directories changed by addtition/deletion of files 
Time of last change 


ctime reflects time of changed inode information (owner, 
permissions, link count 


Le UOSILAZMO SO 
12: 1051214068 


code: 0 

ig Guest e LA 
ts of array 
t O: /home/mszick 
c ds 096 

t Ae Ue) 

t 3: 41e8 

zr ds 50 

c Be S300 

t $8 303 

t 7 92395 
& B! 22 

c 9s © 

t dig 0 


Trae Skid CAS 
t linkname 
lt linkname 


tf and stat 
name 
idp-Q? 
IDO)? 


Ts TOSTIO 


form of linkname -> realname 
returns the linkname (link) information 
returns the realname information 


Slice stieilels 


# Maybe someday, but Linux stat structure 
# does not have either LABEL nor UUID 
# fields, currently information must come 
# from file-system specific utilities 


will be munged into: 
UUID if possible 
Volume Label if possible 


Nero, Jy 


does return the label and could return the UUID 


Maximum length of filenames 
Filesystem type 

Total blocks in the filesystem 
Free blocks 

Free blocks for non-root user(s) 


Block siz 


of the filesystem 


Total inodes 
Free inodes 


Codera0 
it ewewenys db 


ite OIE AILEY 
t 0: /home/mszick 
i; dg © 
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Element 2: O0 

Element 3: 255 

Element 4: ef53 

Element 5: 2581445 

Element 6: 2277180 

Element 7: 2146050 

Element 8: 4096 

Element 9: 1311552 

Element 10: 1276425 
StatFieldsDoc 
# LocateFile [-1] FileName Location-Array-Name 
# LocateFil fa) of FileName Location-Array-FileNam 
LocateFile() 


{ 
local =e OC OCL LOCZ 
local lk-2"" of-0 


case "S4" in 
D erisa dyes 


1) seem I pp 
2) $9 Be 
wey ssesLlke- (6 Wieow A y 
do 
case "$1" in 
eJ ejes 
—ui) @ir= PR 
2a )) return dL. ps 
esac 
shift 
done ;; 
esac 


# More Sanscrit-2.0.5 
7 WOCI=( Sista -© Sik Gil) ) 
# LOC2=( $(stat -tf SIk $1) ) 
4 Uncomment above two lines if system has "stat" command installed. 
LOC-( ${LOC1[@]:0:1} ${LOC1[@]:3:11} 
Sibmfere ren edbg i SEE z [Ci] sag ily) 


case "Sof" in 
0) eval SZ=\( VOW VOC VIE NINN? XU) EE 
1) Gene USmuerg])" e USZV ps 

esac 

return 0 


Which yields (if you are lucky, and have "stat" installed) 
-e-5— IOCHELOM lDiseusipitgr —v—*5— 
Return code: 0 
Sig Ioue anaye ILS) 
Contents of array 
Element 0: /home/mszick 20th Century name 
Element 1: 41e8 Type and Permissions 
Element 2: 500 User 
Element 3: 500 Group 
Element 4: 303 Device 
Element 5: 32385 inode 
Element 6: 22 Link count 
Element 7: 0 Device Major 
Element 8: O0 Device Minor 
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# Element 9: 1051224608 Last Access 

d Element 10: 1051214068 Last Modify 

# Element 11: 1051214068 Last Status 

# Element 12: 0 UUID (to be) 

# Element 13: 0 Volume Label (to be) 
d Element 14: ef53 Filesystem type 

} 


# And then there was some test code 


ListArray () 
{ 


# ListArray Name 


loe@al, =a 3e 


eyal Ta=\ l VVSMSL\VIENT SS Y) 
echo 
SCN Wwe Iosue OIF Buea Sea! 
echo Visite (eue cuc do Sgen p 
echo "Contents of array $1:" 
fom (( t=O p se mae p. sw ) 
do 
cho TMiciilenemc Sale pue esr] pn 
done 


return 0 


declare -a CUR DIR 
# For small arrays 
ListDirectory "S$(PWD)" CUR DIR 
ListArray CUR DIR 


declare -a DIR DIG 

DigestFile CUR DIR DIR DIG 

echo "The new \"name\" (checksum) for S(CUR DIR[9]) is ${DIR_DIG[0]}" 
declare -a DIR ENT 


# BIG DIR # For really big arrays - use a temporary file in ramdisk 


4 BIG-DIR # ListDirectory -of "S(CUR | 


ListDirectory "S{CUR_DIR[11]}/*" DIR 


declare -a DIR IDX 


Dre [353b] p fies 
ENT 


"/tmpfs/junk2" 


# BIG-DIR # IndexList -if "/tmpfs/jun 
NT DIR IDX 


P. 


Hode Sie iDJDE 


declare -a IDX_ 
# BIG-DIR # DIR 


. ENT-( $(cat /tmpfs/junk2) 


k2" 


DIG 
) 


DIR IDX 


# BIG-DIR # DigestFile -if /tmpfs/junk2 IDX DIG 


DigestFile DIR | 


# Small 
# Large 
echo "Th 


(should 
(should 
\"nam 


aay 


T IDX_DIG 
be able to parallize Index] 


List & DigestFile 


) 
) be able to parallize Indexl 
\" (checksum) 


declare -a FILI 


LOC 


LocateFile $( 
ListArray FILI 


P. 


exi, (0) 


PWD) FIL 
| LOE 


an 


IOG 


List & DigestFile & the assignment 


for the contents of S$(PWD) is S$(IDX DIG[0])" 


Stéphane Chazelas demonstrates object-oriented programming in a Bash script. 
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Mariusz Gniazdowski contributed a hash library for use in scripts. 


Example A-20. Library of hash functions 


Hash: 

Hash function library 

Author: Mariusz Gniazdowski «mariusz.gn-at-gmail.com-» 
Date: 2005-04-07 


Limitations: 
* Only global variables are supported. 


* Variable names collisions are possible 
+ if you define variable like __hash__hashname_key 


t (no dashes, periods, etc.). 

* The hash is created as a variable: 

... hashname keyname 

So if somone will create hashes lik 
myhash_ + mykey = myhash__mykey 
myhash + _mykey = myhash__mykey 

Then there will be a collision. 

(This should not pose a major problem.) 


Hash_config_varname_prefix=__hash__ 


Emulates: hash[key]=value 


Params: 

iL = AES 

Te IEG 

3 - value 

function hash set { 

eval "${Hash_config_varname_prefix}${1}_${2}=\"${3}\"™ 


Emulates:  value-hash[key] 


Paramse 
JL — hiesa 
2 - key 


3 —- value (name of global variable to set) 
function hash get into ( 
eval "$3-N"XS$$(Hash config varname prefix)$(1)  $(2)N"" 


Emulates: echo hash[key] 

Params: 

JL — Javei Sila 

B= JEN 

3 - echo params (like -n, for example) 


function hash echo { 
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* Each hash instance generates one global variable per value. 


* Keys must use chars that can be part of a Bash variable name 
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eval "echo $3 \"\$S${Hash_config_varname_prefix}${1}_${2}\"" 


Emulates: hashl[key1]-hash2[key2] 


Params: 

Jl — doudou 
£c NE 

Sb = Mash 
4 - key2 


function hash_copy { 
eval "S{Hash_config_varname_prefix}${1}_${2}\ 
=\"\S$${Hash_config_varname_prefix}${3}_${4}\"" 


Emulates: hash[keyN-1]=hash[key2]=...hash[keyl] 


Copies first key to rest of keys. 


IN, = KEYN 
function hash_dup { 

local hashName-"$1" keyName-"$2" 

Simakinie 2 

biel [ Si} -le 0 lg clo 

eval "$(Hash config varname prefix)$(hashName] $(1)N 

=\"\S$S${Hash_config_varname_prefix}${hashName}_${keyName}\"" 
SIME d 
done; 


Emulates: unset hash[key] 


Params: 

JL — deum 

RS GN 

function hash_unset { 

eval "unset ${Hash_config_varname_prefix}${1}_${2}" 


Emulates something similar to:  ref-&hash[key] 


The reference is name of the variable in which value is held. 


Params: 
JL = mesi 
2 — key 


3 - ref - Name of global variable to set. 
function hash get ref into { 
eval "$3-N"S$(Hash config varname prefix)$(1) $(2)N"" 


Emulates something similar to: echo &hash[key] 
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That reference is name of variable in which value is held. 


Params: 

JL — xem 

2 - key 

3 - echo params (lik n for example) 


function hash_echo_ref { 
eval "echo $3 \"${Hash_config_varname_prefix}${1}_${2}\"" 


# Emulates something similar to: SShash[key] (paraml, param2, ...) 
# 

# Params: 

# 1 — hash 

# 2 - key 

# 3,4, ... - Function parameters 


function hash_call { 
local hash key 


hash=$1 
key-$2 
Smit 2 
eval "eval N"N$$(Hash config varname prefix)$(hash] $(key) \\\"\\\S@\\\"\"u 
Emulates something similar to:  isset(hash[key]) or hash[key]==NULL 
Params: 
Jl = Jam 
23 KON; 
ROLUrÍns: 
0 - there is such key 
1 - there is no such key 
function hash is set { 
eval "if [I \"\${${Hash_config_varname_prefix}${1}_${2}-a}\" = N"aN" && 
\"\S{${Hash_config_varname_prefix}${1}_${2}-b}\" = N"bN" ]] 


then return 1; else return 0; fi" 


Emulates something similar to: 
foreach ($hash as $key => $value) { fun ($key, $value); } 


It is possible to write different variations of this function. 
Here we use a function call to make it as "generic" as possible. 


Params: 
JL = MESAN 
2. — SAGE dips! NANS 


function hash foreach { 
local keyname oldIFS="SIFS" 
IFS-' ' 
for i in $(eval "echo \${!${Hash_config_varname_prefix}${1}_*}"); do 
keyname-$(eval "echo \${i##${Hash_config_varname_prefix}${1}_}") 
eval "62 Skeyvneme WVUXSeiuu 
done 
IFS-"$oldIFS" 
} 
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# NOTE: In lines 103 and 116, ampersand changed. 
# But, it doesn't matter, because these are comment lines anyhow. 


Here is an example script using the foregoing hash library. 


Example A-21. Colorizing text using hash functions 


#!/bin/bash 
# hash-example.sh: Colorizing text. 
# Author: Mariusz Gniazdowski <mariusz.gn-at-gmail.com> 


Hash.lib # Load the library of functions. 
hash_set colors red WN OSS OR Si alin! 
hash_set colors blue UN O33) [Oe Sabin! 
hash_set colors light_blue WN 0333) [Like Saban! 
hash_set colors light_red UNOS) [DTE 8:3) Mg 
hash set colors cyan "AMORIS omi 
hash set colors light green "\033[1;32m" 
hash set colors light gray UNO 33 [Oe SET 
hash_set colors green UNOS [Lore Sz! 
hash_set colors yellow UNOS Sills soem 
men sc cc o5 SM TT bI CN W\O sis) [ile si Sun! 
hash set colors purple WN O33 TOT Sisi 
naca Set Colors resset color VOIS (un 


# $1 - keyname 
# 52 - value 
iy Colors () 4 

echo -em VEU 

echo “Wings line ls 1L." 
} 
hash foreach colors try colors 
hash echo colors reset color -en 


echo -e '\nLet us overwrite some colors with yellow.'n' 

# It's hard to read yellow text on some terminals. 

hash dup colors yellow red light green blue green light gray cyan 
hash foreach colors try colors 

hash echo colors reset color -en 


cho Anier te elscs them and usr Colors (lee mors 5 5 oa 


for i in red light_green blue green light_gray cyan; do 
hash unset colors $i 

done 

hash foreach colors try colors 

hash echo colors reset color -en 


hash set other txt "Other examples . . ." 
hash echo other txt 

hash get into other txt text 

echo $text 


hash_set other my_fun try_colors 
hash_call other my_fun purple "'hash echo colors purple" 
hash echo colors reset color -en 


echo; echo "Back to normal?"; echo 
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# On some terminals, the "light" colors print in bold, 

# and end up looking darker than the normal ones. 

# Why is this? 

An example illustrating the mechanics of hashing, but from a different point of view. 


Example A-22. More on hash functions 


!/bin/bash 
Sigs bassin y 142 2005/04/21. 2393243726 Olivar Txo $ 
Copyright 2005 Oliver Beckstein 
Released under the GNU Public License 
Author of script granted permission for inclusion in ABS Guide. 
(Thank you!) 


pseudo hash based on indirect parameter expansion 
API: access through functions: 


create the hash: 


newhash Lovers 


add entries (note single quotes for spaces) 


addhash Lovers Tristan Isolde 
addhash Lovers 'Romeo Montague' 'Juliet Capulet' 


access value by key 


gethash Lovers Tristan c———»- Uk 
show all keys 
keyshash Lovers cem aie Siteua ! "Romeo Montague’ 
Convention: instead of perls' foo{bar} = boing' syntax, 
use 
' foo bar-boing' (two underscores, no spaces) 
1) store key in _NAME_keys[] 


2) store value in NAME values[] using the same integer index 
The integer index for the last entry is | NAME ptr 


NOTE: No error or sanity checks, just bare bones. 


AUNG EOn enn aS (0) 4 
# private function 
# call at the beginning of each procedure 
# defines: keys values ptr 
# 
# Usage: _inihash NAME 
local name=$1 
_keys=_${name}_keys 
_values=_${name}_values 
_ptr=_S{name}_ptr 
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function newhash () { 
# Usage: newhash NAME 
d NAME should not contain spaces or dots. 
# Actually: it must be a legal name for a Bash variable. 
# We rely on Bash automatically recognising arrays. 
local name=$1 
local _keys _values _ptr 
_inihash ${name} 
eval ${_ptr}=0 


EUINGIe LOM aclelaacin () 4i 
Usage: addhash NAME KEY 'VALUE with spaces' 
arguments with spaces need to be quoted with single quotes '' 
local name=$1 k-"$2" v="$3" 
local _keys _values _ptr 
_inihash $(name) 


echo "DEBUG(addhash): S${_ptr}=S{!_ptr}" 


eval let ${_ptr}=${_ptr}+1 
eval "S_keys[${!_ptr}]=\"${k}\"" 
eval US yalteses [St pri -y 9p 


function gethash () ( 

Usage: gethash NAME KEY 

Returns boing 

ERR=0 if entry found, 1 otherwise 
That's not a proper hash -- 

+ we simply linearly search through the keys. 

local name-$1 key="$2" 

local keys values ptr 

local k w a roume ia 

_inihash ${name} 


_ptr holds the highest index in the hash 
found=0 


iu a aum Secco i Sl orii) clo 
he"N$($( keys)[S(1)])" # Safer to do it in two steps, 


eval k-$(h) #+ especially when quoting for spaces. 
abi p WS pie s USER! Tea ehen keon d= lp Dre akae 
done; 


I Siirommcl? = © | && sexum is 

# else: i is the index that matches the key 
In NS eH. values [S435] p V 

eval echo "S{h}" 

return 0; 


function keyshash () { 
# Usage: keyshash NAME 
# Returns list of all keys defined for hash name. 
local name-$1 key-"$2" 
local keys values ptr 
locesd ik a Im 
_inihash ${name} 
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# ptr holds the highest index in the hash 
fuc i ai S(seq d S47 ips clo 


he"AS(S$( keys) [${i}]}" # Safer to do it in two steps, 
eval k-$(h) #+ especially when quoting for spaces. 
exa sa WS Ww 

done; 


# 


# Now, let's test it. 

# (Per comments at the beginning of the script.) 
newhash Lovers 

addhash Lovers Tristan Isolde 

addhash Lovers 'Romeo Montague’ 'Juliet Capulet' 


# Output results. 


echo 

gethash Lovers Tristan # Isolde 

echo 

keyshash Lovers # 'Tristan' 'Romeo Montague! 


echo; echo 


exit 0 


# Exercise: 


# Add error checks to the functions. 


Now for a script that installs and mounts those cute USB keychain solid-state "hard drives." 


Example A-23. Mounting USB keychain storage devices 


!/bin/bash 

==> usb.sh 

==> Script for mounting and installing pen/keychain USB storage devices. 
==> Runs as root at system startup (see below). 


==> Newer Linux distros (2004 or later) autodetect 
==> and install USB pen drives, and therefore don't need this script. 
E ite, cpm Gicalilil slinstereuvercalwiS, 


This code is free software covered by GNU GPL license version 2 or above. 
Please refer to http://www.gnu.org/ for the full license text. 


Some code lifted from usb-mount by Michael Hamilton's usb-mount (LGPL) 
+ see http://users.actrix.co.nz/michael/usbmount.html 


INSTALL 
Put this in /etc/hotplug/usb/diskonkey. 
Then look in /etc/hotplug/usb.distmap, and copy all usb-storag ntries 
+ into /etc/hotplug/usb.usermap, substituting "usb-storage" for "diskonkey". 
Otherwise this code is only run during the kernel module invocation/removal 
+ (at least in my tests), which defeats the purpose. 


Appendix A. Contributed Scripts 621 


Advanced Bash-Scripting Guide 


+ devlabel, which I haven't yet tried. 


AUTHOR and SUPPORT 


Konstantin Riabitsev, «icon linux duke edu». 
Send any problem reports to my email address at the moment. 


==> Comments added by ABS Guide author. 


SYMLINKDEV-/dev/diskonkey 
MOUNTPOINT-/mnt/diskonkey 


DEVLABEL-/sbin/devlabel 
DEVLABELCONFIG-/etc/sysconfig/devlabel 
IAM-$0 

# 


# Functions lifted near-verbatim from usb-mount code. 

# 

function allAttachedScsiUsb { 
ciel Morot sxeehl/ seri 9 /pPeOC/Sesu/Usl—sSitorage" Eye s | 
xargs grep -l 'Attached: Yes' 


} 


function scsiDevFromScsiUsb { 
echo $1 | awk —F"[-/]" '{ ns$(NE-1); 
print "/dev/sd" substr("abcdefghijklmnopqrstuvwxyz", n+l, 1) 


aur. (| SANCTION WY SS Vevelel || Ge [o VSqmEwigQsegre ]e qeu 

LE 

4 lifted from usbcam code. 

# 

if [ -f /var/run/console.lock ]; then 
CONSOLEOWNER-' cat /var/run/console.lock' 

elir [| d /var/ leek /eongole. tock Jo then 
CONSOLEOWNER=` cat /var/lock/console.lock` 


else 


CONSOLEOWNER= 


FN 

for procEntry in $(allAttachedScsiUsb); do 
scsiDev=S (scsiDevFromScsiUsb SprocEntry) 

Some bug with usb-storage? 


Handle more than one diskonkey device at one time (e.g. /dev/diskonkeyl 
+ and /mnt/diskonkeyl), etc. The biggest problem here is the handling in 


accessed 


Partitions are not in /proc/partitions until they ar 
+ somehow. 
/sbin/fdisk -L $scsiDev >/dev/null 
# 


+++ t 


it uses th ntire device and hopes for the better. 


if grep q basename $scsiDev'1 /proc/partitions; then 
part-"$scsiDev""]" 

else 
part=SscsiDev 

i631 

## 


Most devices have partitioning info, so the data would be on 
/dev/sd?1. However, some stupider ones don't have any partitioning 
and use th ntire device for data storage. This tries to 

guess semi-intelligently if we have a /dev/sd?1 and if not, then 


# Change ownership of the partition to the console user so they can 
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#+ mount it. 


# 

aie [p 1 eve YSCONSOILTONNIDRA Tg (jare 
chown SCONSOLEOWNER:disk Spart 

FEE 

## 


# This checks if we already have this UUID defined with devlabel. 
a Wie Wot, alic Chea colos: -the cCevice ro thoe ieit 
# 
prodid= $DEVLABEL printid -d $part' 
if ! grep -q Sprodid $DEVLABELCONFIG; then 
# cross our fingers and hope it works 


SDEVLABEL add -d $part -s $SYMLINKDEV 2>/dev/null 
fe 
+H 
# Check if the mount point exists and create if it doesn't. 
# 
as [ l ege SMOUNMEO NW Js telex 
mkdir -p SMOUNTPOINT 
TEE 
+H 
# Take care of /etc/fstab so mounting is easy. 
# 


if ! grep -q "^$SYMLINKDEV" /etc/fstab; then 
# Add an fstab entry 
echo -e \ 
"SSYMLINKDEV\t \t $MOUNTPOINT\t\tauto\tnoauto, owner,kudzu 0 0" \ 
>> /etc/fstab 


it 
done 
if [ ! -z "SREMOVER" ]; then 
## 
# Make sure this script is triggered on device removal. 
# 
mkdir -p “dirname SREMOVER' 
ln -s SIAM SREMOVER 


iB aL 
elif [ "S{ACTION}" = "remove" ]; then 
## 
# If the device is mounted, unmount it cleanly. 
# 


if grep -q "SMOUNTPOINT" /etc/mtab; then 
# unmount cleanly 
umount -1 SMOUNTPOINT 
dea 
## 
# Remove it from /etc/fstab if it's there. 
# 
if grep -q "*SSYMLINKDEV" /etc/fstab; then 
grep -v "^S$SYMLINKDEV" /etc/fstab > /etc/.fstab.new 
mv -f /etc/.fstab.new /etc/fstab 


ít 
fea 


exit 0 


Converting a text file to HTML format. 


Example A-24. Converting to HTML 


Appendix A. Contributed Scripts 623 


Advanced Bash-Scripting Guide 


!/bin/bash 
cowe ya [ws O.2,0i, weleacee (04/13/12. a teeny bit Less Dec] 


Convert a text file to HTML format. 

Author: Mendel Cooper 

License: GPL3 

Usage: sh tohtml.sh « textfile » htmlfile 

Script can easily be modified to accept source and target filenames. 


Assumptions: 

1) Paragraphs in (target) text file are separated by a blank line. 

2) Jpeg images (*.jpg) are located in "images" subdirectory. 
In the target file, the image names ar nclosed in square brackets, 
for example, [image01.jpg]. 

3) Emphasized (italic) phrases begin with a spacetunderscore 

Es or the first character on the line is an underscore, 

+ and end with an underscoretspace or underscoretend-of-lin 


Settings 

FNTSIZE=2 # Small-medium font size 

IMGDIR="images" # Image directory 

Headers 

ROI-'«!DOCTYPE HTML PUBLIC "-//W3C//DID HTML 4.01 Transitional//EN">' 
R022'«! Comerce Ex EYG loy; Aeee oe Sie meu ==> 
R032'«!-- script author: M. Leo Cooper <thegrendel.abs@gmail.com> --»' 
Lg) " «legno: " 

R11='<head>' 

Ril laa! </aserel> " 

R12a-'«title»' 

R12b='</title>' 

R121='<META NAME-"GENERATOR" CONTENT="tohtml.sh script"»' 
R13='<body bgcolor="#dddddd">' Change background color to suit. 
Rl4a-'«font size=' 

R14b='>' 

POC eas 

FTR10='</body>' 

joe = << Manes ss 

Tags 

BOLD="<b>" 

CENTER="<center>" 

END_CENTER="</center>" 

LF="<br>" 


I) 4g. My c3 e deg. y eo d de») 


I 


write headers () 


{ 


eelae) VSRR 
echo 
echo "SHDRO2" 
echo "SHDRO3" 
echo 
echo 
echo "SHDR10" 
eclavey SEI ENNIO 
exem) "SJDIEILZ T 
coo SIHIDESNI 
ceho Vsk sit 
echo 


echo -n "SHDR14a" 
echo -n "SFNTSIZE 
echo "SHDR14b" 
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echo 
echo "SBOLD" # Everything in bold (more easily readable). 


} 


process_text () 


{ 


while read line Read one line at a time. 
do 
{ 
ab 4p D Ugbshewesw Blank line? 
then Then new paragraph must follow. 
echo 
echo "SLF" Insert two «br» tags. 
echo "SLF" 
echo 
continue Skip the underscore test. 
else Otherwise 
aie [| "SlXsae" == \ [aise 41 # Is a graphic? 
then # Strip away brackets. 
temp=$( echo "$line" | sed -e 's/N[//' -e 's/N]//' ) 


line=""SCENTER" «img src="\"SIMGDIR"/Stemp\"> "SEND CENTER" 
# Add image tag. 
# And, center it. 


ie 3L 
i631 
echo "Sline" | grep -q _ 
aie [p VSR’ =se © ] # If line contains underscore 
then 


Convert underscored phrase to italics. 
temp-$( echo "Sline" | 
sed =e s f «<is/l 9 Us Jex/nx 49" | 
eel ce Ug viu =e Uy, iN al y 
Process only underscores prefixed by space, 
+ or at beginning or end of line. 
Do not convert underscores embedded within a word! 
line="Stemp" 
Slows script execution. Can be optimized? 


iE 
d echo 

echo "Sline" 
d echo 


# Don't want extra blank lines in generated text! 
} # End while 


done 
} # End process_text () 
write footers () # Termination tags. 


{ 
echo "SFTR10" 
exelewg Uaec Tb 


} 
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write headers 
JOE oXessiei ESSE, 
write footers 


# 1) Fixup: Check for closing underscore before a comma or period. 
# 2) Add a test for the presence of a closing underscore 
#+ in phrases to be italicized. 


Here is something to warm the hearts of webmasters and mistresses: a script that saves weblogs. 


Example A-25. Preserving weblogs 


!/bin/bash 
archiveweblogs.sh v1.0 


Troy Engel <tengel@fluid.com> 
Slightly modified by document author. 
Used with permission. 


This script will preserve the normally rotated and 
* thrown away weblogs from a default RedHat/Apache installation. 
It will save the files with a date/time stamp in the filename, 
+ bzipped, to a given directory. 


Rum tars Fron (xeyontele) imdieneur ly; at am Orr Inoue, 
+ as bzip2 can suck up some serious CPU on huge logs: 
02 * x * /opt/sbin/archiveweblogs.sh 


PROBLEM-66 


# Set this to your backup dir. 
BKP_DIR=/opt/backups/weblogs 


# Default Apache/RedHat stuff 
LOG_DAYS="4 3 2 1" 
LOG_DIR=/var/log/httpd 
LOG_FILES="access_log error_log" 


# Default RedHat program locations 
LS-/bin/ls 

MV-/bin/mv 

ID=/usr/bin/id 

CUT=/bin/cut 

COL=/usr/bin/column 
BZ2=/usr/bin/bzip2 


# Are we root? 
USER= $ID -u` 
ase [ "Xe Sm qe Ou jp ieu 
exelew “RANICS Only woot (isum run This Sxesesier, | 
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exit SPROBLEM 
Eal 


# Backup dir exists/writable? 

aie [ 0 = SEKA d» je Ele» 
echo "PANIC: $BKP DIR doesn't exist or isn't writable!" 
exit SPROBLEM 

ies 


# Move, rename and bzip2 the logs 
for logday in SLOG_DAYS; do 
ror logfile aim SLOC i1 SP clo 
MYFILE-"$LOG DIR/$1ogfile.$10gday" 
at | wwe SNPs Jg. Enen 
DIS-'$LS -lgo ieswas-sbylc-sexewel Sube || SCO Ee | Scuw =el " " sary 
SMV SMYFILE SBKP_DIR/Slogfile.$DTS 
$BZ2 SBKP_DIR/Slogfile.$DTS 


else 
# Only spew an error if the fil xits (ergo non-writable). 
qu [| —£ SMYEIBE |; then 
echo "ERROR: $MYFILE not writable. Skipping." 
fa 
f 
done 
done 
exit 0 


How to keep the shell from expanding and reinterpreting text strings. 


Example A-26. Protecting literal strings 


#! /bin/bash 
4 protect literal.sh 


# set -vx 


B«eceU jenegitiexelE didicere. Seene DOE 


Copyright (c) Michael S. Zick, 2003; All Rights Reserved 
License: Unrestricted reuse in any form, for any purpose. 
Warranty: None 
Revision: $ID$ 


Documentation redirected to the Bash no-operation. 
Bash will '/dev/null' this block when the script is first read. 
(Uncomment the above set command to see this action.) 


Remove the first (Sha-Bang) line when sourcing this as a library 
procedure. Also comment out th xample use code in the two 
places where shown. 


Usage: 
protect literal str 'Whatever string meets your ${fancy}!' 
Just echos the argument to standard out, hard quotes 
restored. 


$( protect literal str 'Whatever string meets your ${fancy}') 
as the right-hand-side of an assignment statement. 


Appendix A. Contributed Scripts 627 


Advanced Bash-Scripting Guide 


Does: 
As the right-hand-side of an assignment, preserves th 
hard quotes protecting the contents of the literal during 


assignment. 

Notess 
The strange names ( *) are used to avoid trampling on 
the user's chosen names when this is sourced as a 
Jaloiesuey « 


—Protect Literal String Doc 

i? Weve) Vttewe aLiLihuisibiesre alone! ieee dL. OLN 

—jguoutecE ates gu) 4 

4 Pick an un-used, non-printing character as local IFS. 


# Not required, but shows that we are ignoring it. 
local IFS=$'\x1B' # NESC character 


4 Enclose the All-Elements-Of in hard quotes during assignment. 
local tmp=$'\x27'S@S'\x27' 


# ISSA Tempe y Vea UNT U # Even uglier. 
local len=${#tmp} # Info only. 
echo $tmp is $len long. # Output AND information. 


# This is the short-named version. 


els) 4 
lo@eeul mgs # \ESC character (not required) 
ele SY X227 SES) Ner # Hard quoted parameter glob 

} 

i? Bee POr CE bivec Il _Sieieabaxe; TESTY 

4 # # Remove the above "# " to disable this code. # # # 


# See how that looks when printed. 
echo 
Gag) Test On M 

.protect literal str 'Hello S$user' 

doxes. JangrweeilL Sti “hello US senserit p V 
echo 


Which yields: 


Test On 
vrelo Siuisyese? ies 13 lonc. 
"Hello "S{username}"' is 21 long. 


Looks as expected, but why all of the trouble? 

The difference is hidden inside the Bash internal order 
+ of operations. 

Which shows when you use it on the RHS of an assignment. 


Declare an array for test values. 
declare -a arrayZ 


Assign elements with various types of quotes and escapes. 
cucdeNZ (C veucor WS (yolks: Visreulike; Save) V Viskeulike; Sapo y UN esses fete wu )) 


Now list that array and see what is there. 
Gelso) Was = Meche Alito E 
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iue “(( m0 p aues geuemeAU]g 8 tara })) 


echo Element $i: S{arrayZ[$i]} is: $(farrayZ[$i]) long. 


done 
echo 


Which yields: 


acquc ADR 

Element 0: zero is: 4 long. # Our marker element 

mlemueww Ig Wiebo Se" sms IS loeo s Quse VUS( els Vis" Qv 

Element 2: Hello ${You} is: 12 long. # Quotes are missing 

pienemt -9g ESSE XU Isi 10 Joy. # S{pw} expanded to nothing 
ow make an assignment with that result. 


declare -a array2-( S{arrayZ[@]} ) 


And print what happened. 


(eg) | Test Thr A 


iene (( SO p ste S d ueneno a )) 


echo Element $i: S{array2[$i]} is: $(farray2[$i]) long. 


done 
echo 


Which yields: 


Test Thr 
Element 0: zero is: 4 long. # Our marker element. 
Element 1: Hello ${Me} is: 11 long. # Intended result. 
Element 2: Hello is: 5 long. 4 S(You) expanded to nothing. 
Element 3: 'Pass: is: 6 long. 4 Split on the whitespace. 
uence Ag U aise db eee. # The end quote is here now. 


Our Element 1 has had its leading and trailing hard quotes stripped. 


Although not shown, leading and trailing whitespace is also stripped. 


Now that the string contents are set, Bash will always, internally, 
hard quote the contents as required during its operations. 


Why? 

Considering our "$( pls 'Hello ${Me}')" construction: 

U^ 5c 9 c igociigulom ECES (iE CIS) (ENS (GINE GS 

S sco X — Rejollace vien tine maswllc Oi, 45, SEELS (lotes 

molo Eu cuEcaliliecMwesimiei tse ase arsgumenis see stis Msc IUe Sr 
The result returned includes hard quotes; BUT the above processing 
has already been done, so they become part of the value assigned. 


Similarly, during further usage of the string variable, the ${Me} 
is part of the contents (result) and survives any operations 
(Until explicitly told to evaluate the string). 


Hint: See what happens when the hard quotes ($'\x27') are replaced 
with soft quotes ($'\x22') in the above procedures. 
Interesting also is to remove the addition of any quoting. 


.Protect Literal String Test 
# # Remove the above "# " to disable this code. # # # 


exui © 


But, what if you want the shell to expand and reinterpret strings? 


Example A-27. Unprotecting literal strings 
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#! /bin/bash 
# unprotect literal.sh 


# set -vx 

SKK=V _IVIMBIEOESCIE lhabeueel. Sieesume) DOSY 
Copyright (c) Michael S. Zick, 2003; All Rights Reserved 
License: Unrestricted reuse in any form, for any purpose. 


Warranty: None 
Revision: SIDS 


Documentation redirected to the Bash no-operation. Bash will 
'/dev/null' this block when the script is first read. 
(Uncomment the above set command to see this action.) 


Remove the first (Sha-Bang) line when sourcing this as a library 
procedure. Also comment out th xample use code in the two 
places where shown. 


Usaqges 
Comolenment (ue ths VS ole Viiceral string Y ieibiavetesloyal. 
(S the protect literal.sh example.) 


StringVar-$( upls ProtectedSringVariable) 


Does: 
When used on the right-hand-side of an assignment statement; 
makes the substitions embedded in the protected string. 


NobLess 
The strange names ( *) are used to avoid trampling on 
the user's chosen names when this is sourced as a 
library. 


.UnProtect Literal String Doc 


isis) i 
local IFS=$'x1B'! # \ESC character (not required) 
eval echo S@ # Substitution on the glob. 

} 

i? ge" huele _Ibaliveeeill Sering TAST 

4 4 # Remove the above "# " to disable this code. # 49 # 


ols) d 
Jioxewedl. IPSS usce)" 4 NESC character (not required) 
eea 9 W27 "SES! xs 7 v # Hard quoted parameter glob 


Declare an array for test values. 
declare -a arrayZ 


Assign elements with various types of quotes and escapes. 
sueeiyZ--( nero VS 91s "edle Sweep)" erlo Siow}! UXUEgseS Sd ) 


Now make an assignment with that result. 
declare -a array2=( S$(arrayZ[Q0]) ) 
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Which yielded: 


Test Thr 
Element 0: zero is: 4 long # Our marker element. 
milenmeime ig tello Sus; sug 11 Tong # Intended result. 
Element 2: Hello is: 5 long 4 S{You} expanded to nothing. 
Element 3: 'Pass: is: 6 long 4 Split on the whitespace. 
Element 4: ' is: 1 long # The end quote is here now. 
Set ux 


Initialize 'Me' to something for th mbedded ${Me} substitution. 
This needs to be done ONLY just prior to evaluating the 

+ protected string. 
(This is why it was protected to begin with.) 


Me="to the array guy." 


# Set a string variable destination to the result. 
newVar=S (_upls $(array2[1])) 


# Show what the contents ar 
echo $newVar 


# Do we really need a function to do this? 
newerVar-$(eval echo $(array2[1])) 
echo $newerVar 


# I guess not, but the  upls function gives us a place to hang 
#+ the documentation on. 

# This helps when we forget what a # construction like: 

#+ S(eval echo coas ) means. 


# What if Me isn't set when the protected string is evaluated? 
unser Me 

newestVar-$( upls ${array2[1]}) 

echo $newestVar 


Just gone, no hints, no runs, no errors. 


Why in the world? 

Setting the contents of a string variable containing character 
+ sequences that have a meaning in Bash is a general problem in 
+ script programming. 


This problem is now solved in eight lines of code 
+ (and four pages of description). 


Where is all this going? 

Dynamic content Web pages as an array of Bash strings. 
Content set per request by a Bash 'eval' command 

+ on the stored page templat 

Not intended to replace PHP, just an interesting thing to do. 


## 
Don't have a webserver application? 

No problem, check th xample directory of the Bash source; 
T oeer ie a basi scies ons a sor 


.UnProtect Literal String Test 
# # Remove the above "# " to disable this code. # # # 


exc © 


This interesting script helps hunt down spammers. 
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Example A-28. Spammer Identification 


!/bin/bash 


Sikes as spammer bash; w 13125223151 2004710/011 21.247955. ws S49 $ 
Above line is RCS info. 


The latest version of this script is available from http://www.morethan.org. 


Spammer-identification 
by Michael S. Zick 
Used in the ABS Guide with permission. 


TERRE ERE EEE EE HE HE EERE EE HE HE HEE EE EE HE HEH 
# Documentation 

# See also "Quickstart" at end of script. 

HEE EEE HE EE EEE EE HEH HE EE EEE EEE HE HE ERE EE HE HE EEE RE EE HEH 


L due SosimmEese _IDOe 
Copyright (c) Michael S. Zick, 2004 


License: Unrestricted reuse in any form, for any purpose. 
Warranty: None -(Its a script; the user is on their own.)- 


Impatient? 
Application code: goto "4 4 # Hunt the Spammer' program code # # 4" 
UCI Ourcjowies "scc" sus josunme Gun." V 
How to use: Enter script name without arguments. 
Or Core YOuLelksireic” ar Ciel (Oft ewe 


Provides 
Given a domain name or IP(v4) address as input: 


Does an exhaustive set of queries to find the associated 
network resources (short of recursing into TLDs). 


Checks the IP(v4) addresses found against Blacklist 
nameservers. 


If found to be a blacklisted IP(v4) address, 
reports the blacklist text records. 
(Usually hyper-links to the specific report.) 


Requires 

A working Internet connection. 
(Exercise: Add check and/or abort if not on-line when running script.) 
Bash with arrays (2.05bt). 


The external program 'dig' 
utility program provided with the 'bind' set of programs. 
Specifically, the version which is part of Bind series 9.x 
See: http://www.isc.org 


e 


All usages of 'dig' are limited to wrapper functions, 
which may be rewritten as required. 
See: dig wrappers.bash for details. 

("Additional documentation" -- below) 


Usage 
Script requires a single argument, which may be: 
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1) A domain name; 
2) An IP(v4) address; 
3) A filename, with one name or address per line. 


Script accepts an optional second argument, which may be: 
1) A Blacklist server name; 
2) A filename, with one Blacklist server name per lin 


If the second argument is not provided, the script uses 
a built-in set of (free) Blacklist servers. 


See also, the Quickstart at the end of this script (after 'exit'). 


Return Codes 
0) = JAILIL OK 
i = Seriye ea lee 
2 — Something is Blacklisted 


Optional environment variables 
SPAMMER TRACE 

IGE Gee ACY eb wacansedeudhey arabika, 
Script will log an execution flow trace. 


SPAMMER DATA 
If set to a writable file, script will dump its 
discovered data in the form of GraphViz file. 
See: http://www.research.att.com/sw/tools/graphviz 


SPAMMER LIMIT 
Limits the depth of resource tracing. 


Default is 2 levels. 


A setting of 0 (zero) means 'unlimited' 
Caution: script might recurse the whole Internet! 


A limit of 1 or 2 is most useful when processing 
a file of domain names and addresses. 
A higher limit can be useful when hunting spam gangs. 


Additional documentation 
Download the archived set of scripts 
explaining and illustrating the function contained within this script. 
http://bash.deta.in/mszick clf.tar.bz2 


Study notes 

This script uses a large number of functions. 
early all general functions have their own example script. 
Each of the example scripts have tutorial level comments. 


Scripting project 
Add support for IP(v6) addresses. 
IP(v6) addresses are recognized but not processed. 


Advanced project 
Add the reverse lookup detail to the discovered information. 


Report the delegation chain and abuse contacts. 


Modify the GraphViz file output to include the 
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newly discovered information. 
is Spaniei DOC 


FE AE E TE AE HH FE AE E FE AE FE FE AE FE FE AE FE AE FE FE AE FE FE AE FE AE FE FE FE FE FE AE FE FE FE FE AE FE HE AE FE AE FE FE AE FE HE E FE EFE 


### Special IFS settings used for string parsing. #### 


Whitespace == :Space:Tab:Line Feed:Carriage Return: 
WSP IFS-$'Nx20'$'Nx09'S$'NxOA'S'NxOD' 


No Whitespace -- Line Feed:Carriage Return 
NO WSP-$'NAxOA'S'AxOD' 


Field separator for dotted decimal IP addresses 
ADR IFS-S$(NO WSP]'.' 


Array to dotted string conversions 
DOW _ USS". SMS JS] 


# Pending operations stack machine # # # 

This set of functions described in func_stack.bash. 
(See "Additional documentation" above.) 

# 


Global stack of pending operations. 

declar f -a pending. 

Global sentinel for stack runners 

declare =i jo ed 

Global holder for currently executing function 
declare -f _pend_current_ 


# # Debug version only remove for regular use # # # 


The function stored in | pend hook is called 
immediately befor ach pending function is 
evaluated. Stack clean, pend current set. 


This thingy demonstrated in pend hook.bash. 
declare -f | pend hook 
# 


[The do nothing function 
pend dummy() { : ; } 


Clear and initialize the function stack. 
pend_init() { 

unset _pending_[@] 

pend_func pend_stop_mark 

pend hook -'pend dummy' # Debug only. 


# Discard the top function on the stack. 
pend pop() { 
if [ $(£ pending [80]) -gt 0 ] 
then 
loea =i 309. 
.top -$(4 pending [60])-1 
unset . pending [$ top ] 
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# pend func function name [$(printf '%Sq\n' arguments)] 
pend func() { 

local IFS-$(NO WSP) 

SKC SIE 

_pending_[${#_pending_[@]}]=$@ 

set +f 


# The function which stops the release: 
pend_stop_mark() { 

pera = 
} 


pend_mark() { 
pend_func pend_stop_mark 


} 


# Execute functions until 'pend_stop_mark' 
pend_release() { 
local = Tog # Declare _top_ as integer. 
.p.ctrl -$(£$ pending [G8]) 
wine [| S1 jg sul Jj ge 9 |] 
do 
.top -$(f$ pending [0])-1 
.pend current -$( pending [S$ top ]) 
unset . pending [$ top ] 
$ pend hook . # Debug only. 
eval $ pend current 
done 


# Drop functions until 'pend stop mark' 
pend drop() { 

lees =1 tog 

local _pd_ctrl_=S${#_pending_[@] } 


duele I Si po ecri r -cw 9 | 
do 
itp —S. el cxi ES] 
ase dp "ST pencho [9-1] e Vxor mank | 
then 
unset . pending [$ top ] 
break 
else 


unset . pending. [$ top ] 
pancer MES typ) 


ita 
done 
if [ $(£ pending IC -eq 0 ] 
then 

pend func pend stop mark 


PI 


#t## Array editors #### 


# This function described in edit_exact.bash. 

# (See "Additional documentation," above.) 

# edit_exact <excludes_array_name> <target_array_name> 
edit exact() { 
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[ S3 -ee 2 ] I 

[ $$ -eq 3 ] || return 1 
local -a | ee Excludes 
local -a  |ee Target 
local ee x 

local ee t 

local IFS=${NO_WSP} 


ie E 
eval ee Excludes=\( \$\{$1\[@\]\} V) 
val _ee_ Target-N( \$\{$2\[@\]\} X) 
local _ee_len=${#_ee_Target [@] } # Original length. 
local _ee_cnt=$ {#_ee_Excludes [@] } # Exclude list length. 
[ ${_ee_ len) -ne 0 ] || return 0 # Can't edit zero length. 
[ ${_ee cnt) -ne 0 ] || return O # Can't edit zero length. 
iene ((( — UP sxc« S ce cme} § sear )))) 
do 
-e6 S4 ee Beluces | Six] } 
for C mm 0) ne Seren kane oer) 
do 
ie 9 ee Target [|a ]] J 
ix [ xpi ee ie} == z" ee x)” ] 
then 
unset _ee_Target[$n] # Discard match. 
[ $# -eq 2 ] && break # If 2 arguments, then done. 
Hal 
done 
done 
eval S2eWi( Wu ese Target \ [E\ Y) 
set +f 


return 0 


} 


4 This function described in edit by glob.bash. 
4 edit by glob «excludes array name» «target array name» 
edit by glob() { 
[ S -ee 2 ] II 
| Si exer 3. 1. d reri di 
local -a , ebg Excludes 
local -a | ebg Target 
local  ebg x 
local _ebg_t 
local IFS-$(NO WSP) 
set -f 
eval _ebg_Excludes=\( \$\{$1\[@\]\} V) 
eval _ebg_Target=\( \$\{$2\[@\]\} V) 
local _ebg_len=${#_ebg_Target [@] } 
local _ebg_cnt=${#_ebg_Excludes[@] } 


[ S${_ebg_len} -ne 0 ] || return 0 
[| S{[ebg ent} 6 0) | | seturn 0 
itor (( x = OF cx « SW clos co] p seu ») 
do 
ebg x-$(. ebg Excludes[$x]) 
iue (( im = 9 p in K Sí geesLdem) p weer ») 
do 
[ES Seq si | SSNECbqex-sl meg "A et Dompretis ect: 
ai [| S4 ees essel I #+ if defined & set. 
then 


ebg_t=${_ebg_Target [$n]/#${_ebg_x}/} 
[ ${#_ebg_t} -eq 0 ] && unset _ebg_Target [$n] 
ie aL 
done 
done 
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eval S2=\( WSW eg TegeEWIONINE 3) 


set +f 
return 


} 


0 


# This function described in unique_lines.bash. 
# unique_lines <in_name> <out_name> 


unique lin 
[ Sip = 
local 
local 
local 
local 
local 
local 
set -f 
eval _ 


eso 1 

eq2] || return 1 
-a ul in 

=a Ul ea 

=i _ wll (E 

=i _Uil_ jos! 

ul jemi) 

IFS=S {NO_WSP } 


Gil n= AEHL Le VIN 


_ul_cnt=${#_ul_in[@] } 
wl pos = © y will os < Si ul Cove} p —wulTeosvs ) 


ioe (4 
do 
aie 
Tela 


i231 
done 
eval $ 
set +f 
return 


} 


P Sedi asa[p$ {_wul_jooss} 
Tr 


W) 


=h ] 


ul tmp-$( ul in[$(í ul pos)]) 


ul one [LS d og eub. vest [LG 


# If defined & not empty 


}]=${_ul_tmp} 


tu (( meo = ul pos — wei < SY ul Cnel 8 veis 
do 

[ S(t suae menphls-h J] ee 

[ "xS ge. ssm[S me] == "xUSq ul imo} T] && 


asec, -CIl cab 
done 


${zap}] 


2=\ ( VO aul cui WIEN YW) 


0 


# This function described in char_convert.bash. 


# to_lower <string> 
to_lower() { 

| $$ -eq T |] || return 1 
Joyce cl- Gwr 

.tl out-$(1//A/a) 

‘ell one S cl rox //18/ I9) 
(EJ xxu ESSE - el exuit CA 
gll emes d gui A/o 
pl qune il owe //a/e 
ell_omne=S 4 ded. exu ATE 
tl out-5( tl out//G/g 
ill oune-$4 cl qoxuu//18/m 
El: (unt-e ibl. qx 7 15/3 
tl out-$( tl out//J/]j 
pl. (une Sd il qeu 
ll (uic-$91 ul own//L5/1 
cl uuE-O del. (xu MU 
ted owes cl eine // NAD 
tl out-5( tl out//0O/o 
tl out-5( tl out//P/p 
ttl ui-Oq ibl «xu /9/ 
‘ell omnee crl sowie / Rte 
tl_out=${_tl_out//S/s 
Ell (uic-S4 cl oxne/ f T Ac 
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ipll une S md quic / 75] 
tl out-5( tl out//V/v) 
tl out-$( tl out//W/w) 
(ell GUTES Eel XXE E ose] 
il ouE=S4_ ud gu//Y/s] 
cl guuE-S El pude A/a] 
exelao) S el eine } 

return O0 


### Application helper funct 


Not everybody uses dots as 
This function described in 
to dot «string» 

wogtciris e NE 

[ $$ -eq 1 | || return 1 
esche $33.27 Ibi: L8 IS a d 


return O0 


4 This function described in 
# is number «input» 


is number() { 
ws esr b T || retu 
[ x"$j]" ee Usu ] && retu 


roeal =i ESE 
lert esicSSil 2S/ clew/ ial ih 
recura Se 


# This function described in 
# is_address <input> 
is_address() { 
[ $$ -eq 1 ] || return 1 
local =e „ie 3umpulE 
local IFS=${ADR_IFS} 
Tranpe: Sil) 
iE dp $f ie impute] oe 


is number $[( ia input 
is number $[( ia input 
is number $[( ia input 
is number $[( ia input 
| S${_ia_input [0] } =1t 
L Sh cue shaven [il] } Sale 
EL Sake imone [2] } Sake 
| Sf oet stioyonie |[S)]) ]- ihe 
then 
return 0 
else 


return 1 
ie 


# This function described in 
# split ip «IP address» 


Advanced Bash-Scripting Guide 


ions #### 


Separators (APNIC, for example). 


to dot.bash 


is number.bash. 


iim dL x. ais louheuods e 


rn 0 # is zero? 


# else is numeric! 


is address.bash. 


s; Blank ==> false 


er a | && 
[0] } && 
3E] 3 && 
[214 && 
[3] } && 
256 ] && 
256 ] && 
256 ] && 
2916 || 


gle AS), losisiin - 


#+ <array_name_norm> [<array_name_rev>] 


est aja) 1 
| Se -eq 3] | 
[ $$ -eq 2 ] || return 1 
local =a Su WAJNE 
local IFS=${ADR_IFS} 
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#+ or two arguments 
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.Si input-( $1 ) 
IFS-S(WSP IFS) 
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eval S2=\(\ XSN est absunt X TENT WO VY) 


ii [ Sh -eg 9 ] 
then 


# Build query order array. 


local =a Gmg- abs 


cme atro) (0) SS t ei input 
_dns_ip[1]=${_si_input [ 
_dns_ip[2]=${_si_input [ 
oas 3o || S/S 1 sa shiayouure [I 

p 


eval $3=\(\ \$\{_dns_i 


iB aL 
return O0 


# This function described in 
# dot array «array name» 
dot array() { 
[ $$ -eq 1 ] || return 1 
local =a ee asappuuE 


dot array.bash. 


Guide 


# Single argument required. 


eval _da_input=\(\ NSN(SIN[QN]N)N X) 


local IFS-S(DOT IFS) 


local | da output-$(. da input[G]) 


IFS-S(WSP IFS) 
echo $(. da output) 
return 0 


# This function described in 


file to array.bash 


4 file to array «file name» «line array name» 


file to array() { 
[ $$ -eq 2 ] || return 1 
local IFS=${NO_WSP} 
lo@el =a cra TONS. 
ita ge =—( Sear Sil) y 


# Two arguments required. 


eval S2Z=\( Ne rea cma AIAT 9 


return 0 


# Columnized print of an array of multi-field strings. 
# col print «array name» «min space» < 


#+ tab stop [tab stops]» 


col peime () d 
Su exu 2 1 J| xxm 0 
oee =a Go aeg) 
lees =a cp Spe 
koe -e eq donee 
lees. Go mmm 
Dieta. ol c pene: 
lo@al -© POS 


local -Ag ODE 
loe@al -Go wels 
loea = G9 

logell = GDE 
koe Go riei 


z NOI BIVAN == C ILS) QUO 


WARNING: FOLLOWING LIN 
diee. eo men" 
set -f 


local IFS=${NO_WSP} 
eval cp inp-N(N \$\{$1\ 
${#_cp_inp[@]} -gt 0 ] 


LONINA Y 


DSPACE 


|| return 0 # Empty is easy. 
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. cp ment-$2 
cp min-$(. cp max:1:$( cp mcntj) 
shift 
SMERNE 
_cp_cnt=S# 
ious (Wt xem SU sg x9 € € xe. p esu J) 
do 
— (ero. isipxe | exeo exe [6] PS" S4. (cip mexpZSSIp" gU 
Soak Je 1c, 
done 
—(Si9. EINE p d x15» 3o E 1] } 
scene (elon = OR; Go « (es cu p epe ))) 
do 
fep posl 
IFS=${NO_WSP}$'\x20' 
-ep jboee-( S1 ce tople eeii ) 
IFS=S {NO_WSP } 
tou (( eer = 0 2 Coe < Sis ce lsee[tc]lj g jester J) 
do 
Ga qe o9 1 x19 serelS Corie Si er joss} } 
me D Su ep tasi -Jc S cp omnet T 
then 
mGpatab— S CTI 
if aL 
Scho ia VS qe cag] 
(( Cp pos = Stic jos}! m Slk eo cador J) 
Sepania reg labmie (S i eit y 1 pv 
exeo; —i S1 cm lel 
(4 Cin joes) = Si_cio joes s Siac seikel} jy) 
done 
echo 
done 
set +f 
return O0 
# # # 'Hunt the Spammer' data flow 4 # 4 # 


declare 


Names 
Ready 
declare 


Original input, 


Original input IP addresses ar 
After which, IP addresses to check 


eb AUS 


Application return code 
declare -i hs RC 


After which, domain names to check 
declare -a uc name 


from which IP addresses are removed 


moved her 


c, address 


against which address expansion run 


for 
=e © 


name detail lookup 
hk_name 


Recursion is depth-first-by-nam 

The expand input address maintains this list 
+ to prohibit looking up addresses twice during 
+ domain name recursion. 


declar 


ab 


n_there_addr 
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Addresses against which name expansion run 
Ready for address detail lookup 
declare -a chk address 
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been there addr-( '127.0.0.1' ) 4 Whitelist localhost 


Names which we have checked (or given up on) 
declare -a known name 


Addresses which we have checked (or given up on) 
declare -a known address 


List of zero or more Blacklist servers to check. 

Each 'known address' will be checked against each server, 
+ with negative replies and failures suppressed. 

declare -a list, server 


Indirection limit set to zero -- no limit 
indirect-$(SPAMMER LIMIT:-2)] 


4 # # 'Hunt the Spammer' information output data # 4 4 4 


Any domain name may have multiple IP addresses. 
Any IP address may have multiple domain names. 
Therefore, track unique address-name pairs. 
declare -a known pair 

declar a reverse pair 


In addition to the data flow variables; known address 
+ known name and list server, the following are output to the 
+ external graphics interface file. 


Authority chain, parent -» SOA fields. 
declare -a auth, chain 


Reference chain, parent name -> child name 
declare -a ref chain 


DNS chain - domain name -» address 
declar a name address 


Name and service pairs - domain name -> service 
declar a name srvc 

Name and resource pairs - domain nam » Resource Record 
declar a name resourc 


Parent and Child pairs parent nam » child name 
This MAY NOT be the same as the ref chain followed! 
declar a parent child 


Address and Blacklist hit pairs address-»server 
declar a address hits 


Dump interface file data 
declare -f | dot dump 
.dot dump-pend dummy # Initially a no-op 


# Data dump is enabled by setting the environment variable SPAMMER DATA 
#+ to the name of a writable file. 
declare dot file 


# Helper function for the dump-to-dot-file function 
# dump to dot «array name» «prefix» 
Cuno x9 cle) 4 

lo@eill =e eel Nd 
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Noca =. Cee ene 

local , dda, form-' '$(2)'$04u %s\n' 
local IFS-$(NO WSP) 

eval _dda_tmp=\(\ NS$N(SIN[QN]INJN V) 
_dda_cnt=$ {#_dda_tmp[@] } 

ai [ S4 gel eine? gu O | 


then 
ioe (( cla = © 2 eba « (loi. (emu P . eeu )) 
do 
[pieibguE:t S lee: eue \ 
VS ej" Wwe lee to[ Si cbai] V Z9. oko ial) 
done 
ít3 


} 


# Which will also set _dot_dump to this function 
dump_dot() { 
toeea =L (eol (cur 
echo '# Data vintage: '$(date -R) »$( dot file) 
echo '# ABS Guide: is spammer.bash; v2, 2004-msz' »»$( dot file) 
echo »»$( dot file) 
echo Velicizajoin (€ 4" E294. dor file) 


if [ ${#known_name[@]} -gt O ] 
then 
echo »»5$( dot file) 
echo '# Known domain name nodes' »»$( dot file) 
_dd_cnt=${#known_name[@] } 
ior (( de = © p del ~ cel ome p Goes )) 
do 


josie Y N$04u [label-"$s"] ;\n' \ 
"S{_dd}" "S{known_name[${_dd}]}" >>${_dot_file} 
done 
ipa 


if [ ${#known_address[@]} -gt 0 ] 

then 
echo >>${_dot_file} 
echo '# Known address nodes' >>S${_dot_file} 
_dd_cnt=${#known_address[@] } 


oner qr ox olo << lel eine. 9 da++ ))) 
do 
primei Y A%04u [label="%s"] ;\n' \ 
"$( dd)" "S{known_address[${_dd}]}" >>${_dot_file} 

done 
ira 
echo $911 (lon. rika) 
Eco ifr s>s dort rile) 
echo ' * Known relationships :: User conversion to' »»$( dot file) 
echo ' * graphic form by hand or program required.' >Si dot file) 
ela " xxv $391 clio. dle) 
abit [| Seuls _Clovaiaiio (Cl) es O | 
then 


echo >>${_dot_file} 
echo '# Authority ref. edges followed & field source.' >>${_dot_file} 
dump_to_dot auth_chain AC 
ít 


if [| S${#ref_chain[@]} -gt 0 | 
then 
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echo »»$( dot file) 
echo '# Name ref. edges followed and field source.' »»$( dot file) 
dump to dot ref chain RC 

i231 


if [ ${#name_address[@]} -gt 0 ] 

then 
echo »»5$( dot file) 
echo '# Known name-»address edges' »»$( dot file) 
dump to dot name address NA 


ita 


if [ ${#name_srvc[@]} -gt 0 ] 

then 
echo »»5$( dot file) 
echo '# Known name->servic dges' »»5$( dot file) 
dump to dot name srvc NS 


ít 


if [ ${#name_resource[@]} -gt 0 ] 

then 
echo »»$( dot file) 
echo '# Known name->resourc dges' »»5$( dot file) 
dump to dot name resource NR 


ies 


if [ ${#parent_child[@]} -gt 0 ] 

then 
echo »»$( dot file) 
echo '# Known parent-»child edges' »»$( dot file) 
dump to dot parent child PC 

ita 


iz | Seins seswerlt]i -ge © | 

then 
echo »»5$( dot file) 
echo '# Known Blacklist nodes' »»$( dot file) 
oe cine {i list Sarver [L| Ji 


ito ((( eel = (0 B. ol < <clel em p hc ») 
do 
jose v LS%04u [label-"$s"] ;\n' \ 


ws iol Ww "STIS. Serven [S 4 kl] 9 3-91 how. aii} 
done 
ipa 


unique lines address hits address hits 
if [ ${#address_hits[@]} -gt 0 ] 
then 
echo 25:9. Cor ile) 
echo '# Known address->Blacklist_hit edges' >>${_dot_file} 
echo '# CAUTION: dig warnings can trigger false hits.' »»$( dot file) 
dump to dot address hits AH 


ira 

echo »»5( dot file) 

exelmg) 9 cV S55 eeu. ira le} 

echo " = "RENE as a lor (out melleaiticmSinajes. ise] Ceinia 294541 lote ital}! 
Sela. Yo ef! >>${_dot_file} 

exco "pU SSS {clog ira he} 


return 0 


# # # "Hunt the Spammer' execution flow # # # # 
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# Execution trace is enabled by setting the 

#+ environment variable SPAMMER TRACE to the name of a writable file. 
declare -a trace log 

declare | log file 


# Function to fill the trace log 
trace_logger() { 
_trace_log[${#_trace_log[@]}]=${_pend_current_} 


# Dump trace log to file function variable. 
declare -f _log_dump 
.log dump-pend dummy # Initially a no-op. 


# Dump the trace log to a file. 
dump log() ( 
toeea = ed. GONE 
_dl_cnt=${#_trace_log[Q@]} 


fou (( gu = © ¢ oll « gU ce g dcs )) 
do 

echo $( trace log[$( d1l)]) >> S$( log file) 
done 


.dl cnt-$(4$ pending [G]) 
x | SX di em) cow © | 


then 
dil_ent=S{_ dil ent } +1 
echo '# # # Operations stack not empty # # #' >> ${_log_file} 
iue (( uL = Sif eae} p cll S= 9 ys gu ) 
do 
echo $( pending [$( dl)]) >> $( log file) 
done 
irat 


# # Utility program 'dig' wrappers # # 4 


These wrappers are derived from the 
+ examples shown in dig_wrappers.bash. 


The major difference is these return 
+ their results as a list in an array. 


See dig_wrappers.bash for details and 
+ use that script to develop any changes. 


# # 
Short form answer: 'dig' parses answer. 
Forward lookup :: Name -> Address 


short fwd «domain name» «array name» 
short. fwd() { 
local -a sf reply 
loce. =: gue xe 
lLo@ell =i _ Sit CNE 
IFS-$(NO WSP) 
exco =m "j" 
$5 exo "sites "S 
—sf-reply-( $(dig tshort S{1} -c im —-t a 2>/dev/null) ) 
Bue seg 
age [SW sse xe) e @ | 
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then 
recs leges ees log (Gl =" Lookup crror VS sf xe" ou VSQLPÀ! sU 
# [S$( sf rc) -ne 9 ] && pend drop 
rert Si Sr re) 
else 
# Some versions of 'dig' return warnings on stdout. 
_sf_cnt=${#_sf_reply[@] } 
oie (Ut mu = (0 x. se sS St ue (ew) p ar Y) 
do 
[ Vs" Sq eu ceeplwig4 etlsUs2) == Ip dq CE 
unset sf reply[$( SE] 
done 
eval $2=\( \$\{_sf_reply\[@\]\} V) 
ira 
return 0 


} 


# Reverse lookup :: Address -> Name 
# short rev «ip address» «array name» 
short revo 4 


loes Sa Ssi veegodby 
local =i Sr re 
loce. =i. mue _einic 
IFS=S {NO_WSP } 
SClae; saa Mou 
$ echo 'ssews "ST 
_sr_reply=( $(dig +short -x ${1} 2>/dev/null) ) 
_sr_rc=$? 
ie [| Sh Sie sae}! saa 0 | 
then 
_trace_log[${#_trace_log[@]}]='## Lookup error '$( sr rc)' on '$(1)' ##' 
# [S$( sr rc) -ne 9 ] && pend drop 
ieu Of Sie see} 
else 
# Some versions of 'dig' return warnings on stdout. 
_sr_cnt=${#_sr_reply[@]} 
ror (( Sie rs Sie ST ex ox) pg Be) 
do 
| Ves sche esol [Ehe set eU BA) = Sep p tate. 
unset sr reply[$( sr)] 
done 
eval $2=\( \$\{_sr_reply\[@\]\} V) 
deat 
return 0 


} 


# Special format lookup used to query blacklist servers. 
# short_text <ip_address> <array_name> 
short_text() { 
local -a _st_reply 
toee St Sit ace 
iko@el, =a er eme 
IFS-$(NO WSP) 
m exo Totari UST) 
et xeu (oue) eee SH} e se Sc qxen 27 0l/imBdLIb) )) 


jue eem p 
as ([ SM et xe) 9 © ] 
then 


_trace_log[${#_trace_log[@]}]='##Text lookup error '$( st rc]' on 'S{1}'##' 
# [ S$( st rc) -ne 9 ] && pend drop 
return $í( st rc) 
else 
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# Some versions of 'dig' return warnings on stdout. 
er quai s: su. aeeqodiyy [6 ]] } 
For (i mE ].0 7 cem «< Si ee ome} £ Gg )) 
do 
[ Ux ST s sesoly(S{_Seh] e032} ee 'xpp" T Ee 
unset st reply[$( st)] 
done 
eval SX (C NES exe caseros VENI 9) 
dea 
return 0 


The long forms, a.k.a., the parse it yourself versions 


INC ZZ Service lookups 

dig *noall +nofail tanswer  ldap. tcp.openldap.org -t srv 

«service». «protocol».«domain name» 

.ldap. tcp.openldap.org. 3600 IN SRV 0 0 389 ldap.openldap.org. 
domain TTL Class SRV Priority Weight Port Target 


Forward lookup :: Name -> poor man's zone transfer 
long fwd «domain name» «array name» 
long fwd() { 
koe =a _ hie weed 
local. =a — dL see 
lho@aidl. =a _ Jie emi 
IFS=S {NO_WSP } 
Sela; nua 
m eco dewo YS il} 
_lf_reply=( $( 
dig +noall +nofail tanswer -*authority -*additional \ 
S{ij} sc Soe Stil} se me. Sti} = amy 2o/clew/imuill)) ) 


iki 16S 2 
aar || Si BE aaey ines 1 
then 


_trace_log[${#_trace_log[@]}]='# Zone lookup err 'S${_lf_rc}' on '$(1)' #! 
i [| Sh 3E se) me 9] && xxl CroD 
returni (EREE 
else 
# Some versions of 'dig' return warnings on stdout. 
_lf_cnt=${#_lf_reply[@] } 
tore (( le — 9g Jt « Steen} g ifto y) 
do 
[ Uae Silt iceply (Step | e0g2) == Uxpg" Jg && 
unset _lf_reply[${_lf}] 
done 
eval $2=\( \$\{_lf_reply\[@\]\} V) 
ira 
return 0 


The reverse lookup domain name corresponding to the IPv6 address: 
415/211 810 8 1.828.516 218 561 23 Vell) 
would be (nibble, I.E: Hexdigit) reversed: 
lS Ao 9 ss 7 5155 Sc st 59: (9.50) 3 51059) 5(9:- 2 5(9)5 01 (3L 509 59) 519.50). 95 0) 061.25 Bott cani Gs ANA. 


Reverse lookup :: Address -> poor man's delegation chain 
long rev «rev ip address» «array name» 

long rev() { 

leves =a Je 3aeeyplby 

tocan =m, ^b aee 

lcal —3L _ Jie GwE 

Aces lr eins 
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— due eias {il}! s wmaclele «utis, " 
IFS-S(NO WSP) 
exco. ium "gv 
1 exeo "liews Ve] 
—be see S 
dig +noall +nofail tanswer -*authority -*additional \ 
S dise chs -u Soa GL lr chek -e any 2- Cev mey jy 


due reS? 
ie e ane cer I 
then 


_trace_log[${#_trace_log[@]}]='# Deleg lkp error '$( lr rc)' on '$(1)' £' 
ua | Sika jee}! ces 9 JD ie jeteiavel_icheroyo) 
return ${_lr_rc} 
else 
# Some versions of 'dig' return warnings on stdout. 
_lr_cnt=S{#_lr_reply[@] } 
tor (¢ ie = © p ise < S{_ilse em} g does jy) 
do 
[ YS (die eepolyilS {die} | eOe2) == "xep" ] && 
unset _lr_reply[${_lr}] 
done 
eval $2=\( \$\{_lr_reply\[@\]\} \) 
iE aL 
return 0 


} 
# # # Application specific functions # 4 # 


# Mung a possible name; suppresses root and TLDs. 
# name_fixup <string> 
name_fixup() { 
Joel =e gue seni) 
local ~-i _nf end 
Toce — dont eae 
lk@e@eul ITS 
imde SieicSS (o. exe SALY) 
demit gerb (6. ol S4 um etri) 
.nf end-S$(t*t nf str)-1 
ESSE ERN CI SOR NER CTO c0) 3) 0 — “Yen NE tate. 
AEE SEEEN gue Gioia A 
IFS=${ADR_IFS} 
nr deas ( Sd imde eak I) 
IFS=${WSP_IFS} 
_nf_end=${#_nf_tmp[@]} 
Case S4 mu eue am 
0) # No dots, only dots. 
echo 
return 1 


JL) x (Quaubg? si WILD), 
echo 
return 1 

, ; 

2) 4 Maybe okay. 


(eel Xo). Sf soe _ sic re)! 

return 0 

# Needs a lookup table? 

suE dp Ss cos eis} es 2 1 

then # Country coded TLD. 
echo 
return 1 

else 
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Cla, S ues wende] 
return 0 
fe 
Pr 
esac 
exhwo Si mi GE 
return 0 


# Grope and mung original input(s). 

Splat amyemei) 4 
[ ${#uc_name[@]} -gt 0 ] || return 0 
dioec. =a, Sa. Ted 
local = _si_len 
loce. -Si mus 
unique lines uc name uc name 
_si_cnt=S${#uc_name[@] } 
foe (( si = © p er < sub cnt p gud J) 
do 


_si_str=${uc_name[$_si] } 
abit A arolcheesis: Si on Shere} 


then 
uc_address[${#uc_address[@]}]=S{_si_str} 
unset uc_name[$_si] 

else 
if ! uc_name[$_si]=$(name_fixup ${_si_str}) 
then 

unset ucname[$ si] 

ira 

Ial 

done 
uc name-( ${uc_name[@]} ) 


_si_cnt=S${#uc_name[@] } 

_trace_log[${#_trace_log[@]}]='#Input '$( si cnt)' unchkd name input(s) .#!' 
_si_cnt=${#uc_address[@] } 

_trace_log[${#_trace_log[@]}]='#Input '$( si cnt)' unchkd addr input(s) .#!' 


return 0 
# # Discovery functions recursively interlocked by external data # # # 
# # The leading 'if list is empty; return 0' in each is required. # # # 


Recursion limiter 

limit chk() <next_level> 
limit chk() ( 

dJiexecdL =i de Imie 

# Check indirection limit. 


ais [| SsevBusegElR er @ 1 ii T Ste ee O 1 
then 
# The 'do-forever' choice 
echo 1 # Any value will do. 
return 0 # OK to continue. 
else 
# Limiting is in effect. 
ir || S3aehtzexem] site S1 | 
then 
echo ${1} # Whatever. 
return 1 # Stop here. 
else 
_lc_lmt=${1}+1 # Bump the given limit. 
acing S4 le lm) is WGI) Ae, 
return 0 # OK to continue. 
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For each name in uc name: 

Move name to chk name. 

Add addresses to uc address. 

Pend expand input address. 

Repeat until nothing new found. 
expand input name «indirection limit» 
expand input name() { 

[ ${#uc_name[@]} -gt O ] || return O 
local -a _ein addr 

local -a _ein_new 

loesal -3t UEN- Eme 

local -i _ein cnt 

koca MESINEESE 

_ucn_cnt=$ {#uc_name[@] } 


aie — db caue etae am Cla Stel) 
then 
return 0 
fi 
iue X a = (0 2 _ chin OAN EE A eint+ )) 
do 
if short fwd ${uc_name[${_ein}]} . ein new 
then 
toe (( -eim ome = © 9 Sim emer < Si ein mem(@]}e sm emit? J) 
do 
im ipee eim mew |S oin ent)? 
if is address $( ein tst) 
then 
ein erelebel Ss exem acile] set ess eu 
i aL 
done 
ia 
done 
unique_lines _ein_addr _ein_addr # Scrub duplicates. 
edit exact chk address _ein_addr # Scrub pending detail. 
edit exact known address ein addr # Scrub already detailed. 
if [ $(£4 ein addr[80]) -gt O ] # Anything new? 
then 
uc address-( ${uc_address[@]} ${_ein_addr[@]} ) 
pend func expand input address ${1} 
_trace_log[${#_trace_log[@]}]='#Add '$(4 ein addr[G])' unchkd addr inp.#' 
iE aL 
edit_exact chk_name uc_name # Scrub pending detail. 
edit_exact known_name uc_name # Scrub already detailed. 
if [ ${#uc_name[@]} -gt 0 ] 
then 
chk name-( ${chk_name[@]} ${uc_name[@]} ) 


pend func detail each name $(1) 
ÍE3L 
unset uc name[Q] 
return 0 


# For each address in uc address: 
# Move address to chk_address. 
d Add names to uc name. 

# Pend expand_input_name. 
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# Repeat until nothing new found. 
# expand_input_address <indirection_limit> 
expand_input_address() { 

[ S{#uc_address[@]} -gt 0 ] || return 0 

local -a -exa-addr 

local -a _eia_name 

local -a _eia_new 

ocal -r -uca-cecnt 

local -i _eia_cnt 

local _eia_tst 

unique_lines uc_address _eia_addr 

unset uc_address[@] 

dit_exact been_there_addr _eia_addr 

_uca_cnt=$ {#_eia_addr[@] } 

| Si cea cne sete O d ee 

been there addr-( ${been_there_addr[@]} S{_eia_addr[@]} ) 


fom (( ele = 0 s eg < uca cme s Giani )) 
do 
if short rev $( eia addr[$( eia)]) .eia new 
then 
one (( eila Om = 0 p xeu < Sg cake aewel E p gue ewe )) 
do 
iea jeSie=S4{_ eila inner [St eia enti i? 
if Gis tes (nane iwo $4 ala TES) 
then 
_Gié_mame(S (77 exe nansl -S1 eia tet! 
i3 
done 
Ts 
done 
unique lines ia nam ia nam # Scrub duplicates. 
edit exact chk name eia name # Scrub pending detail. 
edit exact known name eia name # Scrub already detailed. 
if [ $(£ eia name[8]) -gt 0 ] 4 Anything new? 
then 
uc name-( S{uc_name[@]} $( . eia name[Q]) ) 
pend func expand input name ${1} 
_trace_log[${#_trace_log[@]}]='#Add '${#_eia_name[@]}' unchkd name inp.#!' 
a 
edit_exact chk_address _eia_addr # Scrub pending detail. 
edit_exact known_address _eia_addr # Scrub already detailed. 
if [ S(4 eia addr[G]) -gt O ] # Anything new? 
then 
chk address-( ${chk_address[@]} S{_eia_addr[@]} ) 
pend func detail each address ${1} 
ita 


return 0 


# The parse-it-yourself zone reply. 
# The input is the chk name list. 
# detail each name «indirection limit» 
detail each name() { 
${#chk_name[@]} -gt 0 | || geitum O 
local =a CET ENK Names to check 
local -a _den_name Names found here 
local -a | den address Addresses found here 
loce =a ew pear Pairs found here 
local -a den rev Reverse pairs found here 
local -a | den tmp Line being parsed 
local -a , den auth SOA contact being parsed 
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local -a .den new The zone reply 
local -a | den pc Parent-Child gets big fast 
local -a | den ref So does reference chain 
local -a den neg Name-Resource can be big 
Joel Sa eye da Name-Address 
local =a | den ns Name-Service 
local -a | den achn Chain of Authority 
local -i “den cnt Count of names to detail 
local -i _den lmt Indirection limit 
local | den who Named being processed 
local den rec Record type being processed 
local , den cont Contact domain 
ilocal ME den neue Fixed up name string 
local _den_str2 Fixed up reverse 
local IFS-S(WSP IFS) 

Local, unique copy of names to check 


unique lines chk name | den chk 
unset chk_name[@] # Done with globals. 


# Less any names already known 
edit exact known name den chk 
_den_cnt=$ {#_den_chk[@] } 


# If anything left, add to known_name. 
[ ${_den_cnt} -gt 0 ] && 
known name-( ${known_name[@]} ${_den_chk[@]} ) 


# for the list of (previously) unknown names 
Por ufa ena. e cce cenar dent++ )) 
do 


den who-$( den chk[$( den)]) 
if long fwd $( den who) | den new 


then 
unique lines den new | den new 
if [ $(£ den new[80]) -eq O ] 
then 
_den_pair[${#_den_pair[@]}]='0.0.0.0 '$(, den who) 
irat 


# Parse each line in the reply. 
tor (( lim = 0 p lime < S44) oem mewle]|l] s -Linett )) 
do 
IFS=$ {NO_WSP}$'\x09'$'\x20!' 
_den_tmp=( ${_den_new[${_line}]} ) 
IFS-$(WSP IFS) 
4 If usable record and not a warning message 
id [ Sfr cen waelel» ge 4] ee [| "Stems seno] f= VUxpRU T 
then 
den rec-$( den tmp[3]) 
den nr[$(4 den nr[0])]-2$(. den who)' '$( den rec) 
a BEHEA aio RECVOSS (Ctt) 
case SI em mee im 


#<name> [«ttl»] [<class>] SOA «origin» <person> 
SOA) # Start Of Authority 
if _den_str=$ (name_fixup ${_den_tmp [0] }) 


then 
_den_name[${#_den_name[@] }]=${_den_str} 
Cen acim (S44) cen acan] =S ecen xe)" VS clu gem!" SOK 
# SOA origin -- domain name of master zone record 


if den str2-$ (name_fixup ${_den_tmp[4]}) 
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then 
.den name[S$(4 den name[ 
den, achn[S$(£4 den achni 
fe. 
# Responsible party e-mail address (possibly bogus). 
# Possibility of first.last@domain.name ignored. 
set -f 
if den str2-$ (name fixup $( den tmp[5])) 
then 
IFS-S(ADR IFS) 
.den auth-( $( den str2) ) 
IFS-S(WSP IFS) 
aie [| Ss ke uude JE ee 2 1 


] 
] 


@]}]=S{_den_str2} 
@]}]=S{_den_who}' 'S{_den_str2}' SOA.O' 


then 
_den_cont=S${_den_auth[1] } 
icone (( awen = 2 p cub, «SJ clam ancal C A awe 4))) 
do 
(oleo. _come=S4{_clein_come}!. SE ecen awen Ssi awena 
done 
_den_name[${#_den_name[@] }]=${_den_cont}'.' 
_den_achn[${#_den_achn[@]}]=${_den_who}' 'S${_den_cont}'. SOA.C' 
13 
itx 
set +f 


A) # IP(v4) Address Record 


if den str-$(name fixup $( den tmp[0])]) 
then 
den name[S$(£ den name[8])]-5$( den str) 
.den pair[$(4 den pair[G])]-$( den tmp[4])' '$( den str) 
den na[S$(t*t den na[G0])]-$( den str)' '$( den tmp[4]) 
clei aee [S432 clem rerlejli]= 1 oem wiol" VS gem err” AY 
else 
_den_pair[${#_den_pair[@]}]=${_den_tmp[4]}' unknown.domain' 
den na[$(4 den na[G])]-'unknown.domain '$í( den tmp[4]) 
_den_ref [${#_den_ref[@]}]=${_den_who}' unknown.domain A' 
ia 
_den_address[${#_den_address[@]}]=${_den_tmp [4] } 


den_pc[${#_den_pc[@]}]=S{_den_who}' '${_den_tmp[4] } 


vr 


NS) # Name Server Record 
# Domain name being serviced (may be other than current) 
if _den_str=$ (name_fixup ${_den_tmp[0]}) 
then 
_den_name[${#_den_name[@] }]=${_den_str} 
_den_ref [${#_den_ref [@]}]=${_den_who}' '$( den str)' NS' 


# Domain name of service provider 
if den str2-$ (name fixup $( den tmp[4])) 
then 

den name[$(4 den name[G])]-2$( den str2) 


Cem reris den seen [e] PISA chm wines}! VS clum suti2]" Iu" 
lesa am [[ S40 cen ms lall- ciem srr? NS? 
den pc[$(4 den pc[G])]-$( den str)' '$( den str2) 

iP aL 

fu 


Fr 
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MX) # Mail Server Record 


# Domain name being serviced (wildcards not handled here) 


if | den str-$(name fixup ${_den_tmp[0]}) 
then 


den name[$(4£ den name[80])]-$(. den str) 


_den_ref[${#_den_ref[@]}]=${_den_who}!' 
i3 
# Domain name of service provider 
if den str-$(name fixup $( den tmp[5])) 
then 


den nane siy den name[8])]-$(. den str) 


-Cen ref [S$(4 den ref[ 
den_ns[${#_den_ns[@ 
den_pc[${#_den_pc[@] 

dE ak 


]}]=${_den_who}' 


mr 


PTR) # Reverse address record 
# Special name 
if den str-$(name fixup ${_den_tmp[0]}) 
then 
den ref[$(4 den ref[G])]-$(. den who)' 
# Host name (not a CNAME) 
if _den_str2=S (name_fixup ${_den_tmp[4] 
then 
_den_rev[${#_den_rev[@ 
_den_ref[${#_den_ref[@ 
den pc[$(4 den pc[G])] 


] 


$( den who)' 


vr 


AAAA) # IP(v6) Address Record 
if _den_str=$ (name_fixup ${_den_tmp[0]}) 
then 


_den_name[${#_den_nam esq cem sus) 


den mals ti den salti) 


@ 
IMIeSX che strt" ie? 
e= gem wine}! "ST eem scri 


2S4 dieu s) M" 


vei clan ue] Y MBE" 


TS clea sie} V IUE 


}) 


L]=S{_clem_stee}° "St em str2] 
]}]=${_den_who}' 


"SD Clea eri) 


si cea steep}! "St cden ten LA TL } 


@ 
_den_pair[${#_den_pair[@]}]=${_den_tmp[4]}' '$( den str) 
} 


_den_ref[${#_den_ref[@ 
else 


-( neu wm" 


den pair[$(£ den pair[80])]-$(. den tmp[4])' 


"S dem guis] AAA" 


den na[$(ft den na[G])]-'unknown.domain '${_den_tmp [4] } 


den ref[$(4 den ref[80])]2$(. den who) 


dta 
# No processing for IPv6 addresses 


' unknown.domain' 


den pc[$(4 den pc[G])]-$(. den who)' '$( den tmp[4]) 


vr 


CNAME) # Alias name record 
# Nickname 
if den str-$(name fixup ${_den_tmp[0]}) 
then 
» den name[$(4 den name[GQ])]-5$( den str) 
-Cen reris cen rer [ELT ESSE cen laxo]. V 


'$(. den str)' CNAME 


TSH Cleia_siew2 7" T" 


unknown.domain' 


den pc[$(4 den pela =s den who)' “Si den str) 


DR 
# Hostname 
if den str-$(name fixup ${_den_tmp[4]}) 
then 
. den name[$(4 den name[G])]-$( den str) 
den ref[$(4 den ref[G])]-$(. den who)' 


"Sr Cem E] (Cleo 


den pels ti den pc[8])]-$(. den who)' '$( den str) 
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TI 
# TXT) 
# ri 
esac 
fi 
done 
else # Lookup error == 'A' record 'unknown address' 
_den_pair[${#_den_pair[@]}]='0.0.0.0 '$(. den who) 
ÍE3L 
done 


# Control dot array growth. 


unique lines den achn , den achn # Works best, all the same. 
edit exact auth chain | den achn 4 Works best, unique items. 
if [ $(4 den achn[G]) -gt 0 ] 

then 


IFS=S {NO_WSP } 
anca _Clialn=( Seite li _elaaaia(@] k S4_clein_zveloin |e] jy) 
IFS-S(WSP IFS) 


ia 
unique lines den ref den ref # Works best, all the same. 
edit exact ref chain den ref # Works best, unique items. 
ad [ Ss cen rerl -oe (0 T 
then 

IFS=S {NO_WSP } 

rer Chains Spese chainiit S cen rerl ) 

IFS=${WSP_IFS} 
irai 


unique lines den na | den na 

edit exact name address | den na 

if [ $(£ den na[8]) -gt 0 ] 

then 
IFS-$(NO WSP) 
name address-( ${name_address[@]} $( den na[8]) ) 
IFS=$ {WSP_IFS} 


ít 


unique lines den ns den ns 

edit exact name srvc den ns 

if [ $(£ den ns[8]) -gt 0 ] 

then 
IFS-$(NO WSP) 
name srvc-( S{name_srvc[@]} ${_den_ns[@]} ) 
IFS-S(WSP IFS) 


fea 


unique lines den nr den nr 


edit exact name resource | den nr 
if [ Sti den nr[8]) -gt O ] 
then 
IFS-$(NO WSP) 
name resource-( ${name_resource[@]} $( den nr[Q80]) ) 


IFS-S(WSP IFS) 
its 


unique lines | den pc . den pc 
edit exact parent child den pc 
xit | Sb dem pele} ge © | 
then 
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IFS-S(NO WSP) 
parent child-( ${parent_child[@]} $1 den pc[8]) ) 
IFS-S(WSP IFS) 

ipa 


# Update list known pair (Address and Name). 
unique lines den pair | den pair 
edit exact known pair | den pair 


if [ S(f£ den pair[G]) -gt 0 ] # Anything new? 
then 

IFS-$(NO WSP) 

known pair-( ${known_pair[@]} $( den pair[GQ]) ) 


IFS-S(WSP IFS) 
EI 


# Update list of reverse pairs. 
unique_lines _den_rev _den_rev 
dit_exact reverse_pair _den_rev 


iE [ Sii cden oxsew[e] ee QI # Anything new? 
then 
IFS=${NO_WSP} 
reverse pair-( ${reverse_pair[@]} ${_den_rev[@]} ) 
IFS=${WSP_IFS} 
ita 
# Check indirection limit -- give up if reached. 
aie f -een dais S (Obsbqube; elo S 1b) 
then 
return 0 
ira 


# Execution engine is LIFO. Order of pend operations is important. 
# Did we define any new addresses? 


unique lines den address | den address Scrub duplicates. 

edit exact known address | den address Scrub already processed. 

edit exact un address | den address Scrub already waiting. 

if | ${#_den_address[@]} -gt O ] Anything new? 

then 
uc address-( ${uc_address[@]} $( , den address[G]) ) 
pend func expand input address $( den ime) 
_trace_log[${#_trace_log[@]}]='# Add '$(4 den address[80])' unchkd addr. #!' 

ít 


# Did we find any new names? 


unique lines den nam den nam Scrub duplicates. 
edit exact known name den name Scrub already processed. 
edit exact uc name | den name Scrub already waiting. 
if [ ${#_den_name[@]} ct 0 ] Anything new? 
then 
uc name-( $(uc name[8]) $( den name[G]) 
pend func expand input name $( den lmt) 
_trace_log[${#_trace_log[@]}]='#Added '${#_den_name[@]}' unchkd name#' 
fa 


return 0 


# The parse-it-yourself delegation reply 
4 Input is the chk address list. 
# detail each address «indirection limit» 
detail each address() { 
[ ${#chk_address[@]} -gt 0 ] || return O 
unique lines chk address chk address 
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edit exact known address chk address 

if [ ${#chk_address[@]} -gt O ] 

then 
known, address-( ${known_address[@]} ${chk_address[@]} ) 
unset chk_address[@] 

ÍE3L 

return O0 


4? # # Application specific output functions 4 # 4 


# Pretty print the known pairs. 
report pairs() { 
echo 
echo 'Known network pairs.' 
col print known pair 2 5 30 


a || Sseuel queeuba[]] -oe O | 

then 
echo 
echo 'Known chain of authority.' 
ecol peine cuim claim 2 5 SO 55 


ít 
if [ ${#reverse_pair[@]} -gt 0 ] 
then 
echo 
echo 'Known reverse pairs.' 
G@ll_joresime eversa joes 2 5 565 
Ít3L 


return 0 


# Check an address against the list of blacklist servers. 

# A good place to capture for GraphViz: address-»status (server (reports)) 
# check lists «ip address» 

Check bises () 4 


Se emer d q JJ ecte 1 
local =a . cl, fwd addr 
local -a cl, rev addr 
local. =e -el geegyodby 
lioxeedL. st. ub aee 
toee eut Ilse eine 
loeal eldme-addr 
local. -cil wo 


Sole io Sy Wilk sevyeol-rwolohe- el rev ecb 
el cms aclis (cer Array Cl rav Aceh Y 
_ls_cnt=${#list_server[Q@]} 


echo ' Checking address '$(1) 
For AA ed Dr eme caer OTE oe CE 
do 


-el dJkugg-94 el dhas lebe] S (list: sever [8-4 elti: 
3Lit aome tex Gud. Jue) «eJ eel 


then 

if [| $(*-—cl-reply[81) -gt 0 | 

then 
echo ' Records from 'S{list_server[${_cl}]} 
exeleheexeus. leise 94 4eleueexse, atele h -S14 vefnabe eeewerlot eL 
. hs, RC-2 
scone (( eue = 0 p celle Ss el eee] p eux») 
do 
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echo ' "$4 el reply Si eier] 


done 
return 0 


# # # The usual application glue # 4 # 


# Who did it? 
credits() { 
echo 
echo 'Advanced Bash Scripting Guide: is spammer.bash, v2, 2004-msz' 


# How to use it? 
# (See also, "Quickstart" at end of script.) 
usage() { 
cat ««-' usage statement ' 
The script is spammer.bash requires either one or two arguments. 


arg May be one of: 

A domain name 

An IPv4 address 

The name of a file with any mix of names 


and addresses, one per lin 


arg 2) May be one of: 

a) A Blacklist server domain name 

b) The name of a file with Blacklist server 
domain names, one per lin 

C) If not present, a default list of (free) 
Blacklist servers is used. 

d) If a filename of an empty, readable, file 
is given, 
Blacklist server lookup is disabled. 


All script output is written to stdout. 


Rerin Cess (9 —» ub Ox, i == Serie teak, 
2 -» Something is Blacklisted. 


Requires th xternal program 'dig' from the 'bind-9' 
set of DNS programs. See: http://www.isc.org 


The domain name lookup depth limit defaults to 2 levels. 
Set the environment variable SPAMMER LIMIT to change. 
SPAMMER LIMIT-0 means 'unlimited' 


Limit may also be set on the command-line. 
If arg#l is an integer, the limit is set to that value 
and then the above argument rules are applied. 


Setting the environment variable 'SPAMMER DATA' to a filename 
will cause the script to write a GraphViz graphic file. 


For the development version; 
Setting the environment variable 'SPAMMER TRACE' to a filename 
will cause the execution engine to log a function call trace. 


cussuccsrtabenent 
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The default list of Blacklist servers: 

Many choices, see: http://www.spews.org/lists.html 
declare -a default servers 

See: http://www.spamhaus.org (Conservative, well maintained) 
default servers[0]-2'sbl-xbl.spamhaus.org' 

See: http://ordb.org (Open mail relays) 
default servers[1]-2'relays.ordb.org' 

See: http://www.spamcop.net/ (You can report spammers here) 
default servers[2]-2'bl.spamcop.net' 

See: http://www.spews.org (An 'early detect' system) 
default servers[3]-2'l2.spews.dnsbl.sorbs.net' 

See: http://www.dnsbl.us.sorbs.net/using.shtml 
default servers[4]-'dnsbl.sorbs.net' 

See: http://dsbl.org/usage (Various mail relay lists) 
default servers[5]-2'list.dsbl.org' 
default servers[6]-'multihop.dsbl.org' 
default servers[7]-'unconfirmed.dsbl.org' 


# User input argument #1 
setup input() { 
if [ -e S{l} ] && -r $(1) ] # Name of readable fil 
then 


file to array ${1} uc name 
Gielove) iUis] sesitkeinleine SUS (PY < musp sUegoXDhis " 


else 
ie aie. welches Sb # IP address? 
then 
ue subesse S11] ) 
echo Yerarrcinc wita evelelesese SUS IL yay 
else # Must be a name. 
uc_name=( ${1} ) 
echo 'Starting with domain name »'$(1)'«' 
ia 
i3 


return 0 


# User input argument #2 


setup_servers() { 
aie doe Stil} ] ee po Squ] # Name of a readable file 
then 


file to array ${1} list server 


echo 'Using filename >'S{1}'< as blacklist server list. 


else 

list server-( S{1} ) 

echo 'Using blacklist server »'$(1)'«' 
f 
return 0 


# User environment variable SPAMMER_TRACE 
live_log_die() { 


if [ S$(SPAMMER TRACE:-) ] Wants trace log? 
then 
if [ ! -e S(SPAMMER TRACE) ] 
then 
if ! touch ${SPAMMER_TRACE} 2>/dev/null 
then 


pend func echo $(printf '%Sq\n' \ 
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"Unable to create log file >'${SPAMMER_TRACE}'<') 
pend release 
ir. dL 


fea 

.log file-$(SPAMMER TRACE) 

pend hook -trace logger 

log dump-dump log 

else 

if [ ! -w ${SPAMMER TRACE} ] 

then 
pend func echo $(printf '%Sq\n' \ 
"Unable to write log file >'${SPAMMER_TRACE}'<') 
pend release 
exit 1 


irat 

_log_file=$ {SPAMMER_TRACE} 
Seha UU > Sq. dog ses bey} 
pend hook -trace logger 

log dump-dump log 


TESE 
iB aL 
return 0 


# User environment variable SPAMMER_DATA 


data_capture() { 
if [ S${SPAMMER_DATA:=} ] # Wants a data dump? 
then 
if [ ! -e ${SPAMMER_DATA} ] 
then 
if ! touch S$(SPAMMER DATA) 2>/dev/null 
then 


pend func echo $(printf '$q]n' \ 

"Unable to create data output file >'${SPAMMER_DATA}'<') 
pend release 

exit 1 


ít 
dot file-$(SPAMMER DATA) 
.dot dump-dump dot 


else 

if [ ! -w S(SPAMMER DATA) ] 

then 
pend func echo $(printf '%Sq\n' \ 
'Unable to write data output file >'S{SPAMMER_DATA}'<') 
pend release 
exit 1 

irat 


dot file-$(SPAMMER DATA) 
.dot dump-dump dot 


ial 
ÍE3L 
return 0 


# Grope user specified arguments. 
do user args() { 
aie [ Sie Soe O |] Me as wwwimdoxeac Sil 
then 
indirect=$1 
SACRE 
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# Did user treat us well? 


me | eerus Anote Sal # Needs error checking. 


then 


pend_release 
$ log dump 


xac l 
ít 


list server-( 


S{default_servers[@]} ) 


_list_cnt=${#list_server[@] } 
echo 'Using default blacklist server list.' 


chg Vfskexeuereim cera Limits WS { negli) 


vr 


if l setup-input $i # Needs error checking. 


then 


pend_release 
$ log dump 


eae dL 
Eal 


if ! setup_servers $2 # Needs error checking. 


then 


pend_release 
$ log dump 


exa dL 


cho 'Search depth limit: '$(indirect) 


pend func usage 


pend release 
$ log dump 
euo il 
Pr 

esac 

return 0 


# A general purpose debug tool. 


# list array «array name» 


Juste cwexeenv (Or 4i 


[ $4 -eq 1] || return 1 # One argument required. 


local -a _la lines 
set -f 
local IFS=${NO_WSP} 


eval _la_lines=\(\ \S\{S1\[@\]\}\ \) 


echo 
echo "Element count 


Wed ber linee (bY xucxeny US 


local | 1n cnt-$(4 la lines[Q]) 


zou (( 3 = Op al « S4 og gie nm ))) 
do 
exco Hmileneme S x" SUS Ja Mamas [Sali] pe" 
done 
set +f 


return 0 


# 4d 4$ 'Hunt the Spammer' 
pend init 
pend, func credits 


program code # # # 
# Ready stack engine. 
wr base CoN IE) JONEdLiCWE c 
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*$ 4$ # Deal with user # # # 


live_log_die # Setup debug trace log. 
data_capture # Setup data capture file. 
echo 


do_user_args $@ 


# 4$ 4 Haven't exited yet There is some hope # # # 


# Discovery group - Execution engine is LIFO - pend 
# in reverse order of execution. 
. hs, RC-0 # Hunt the Spammer return code 
pend mark 
pend func report pairs # Report name-address pairs. 


# The two detail * are mutually recursive functions. 

# They also pend expand * functions as required. 

# These two (the last of ???) exit the recursion. 

pend func detail each address # Get all resources of addresses. 
pend func detail each name # Get all resources of names. 


# The two expand * are mutually recursive functions, 

#+ which pend additional detail * functions as required. 

pend func expand input address 1 # Expand input names by address. 
pend func expand input name 1 # #xpand input addresses by name. 


# Start with a unique set of names and addresses. 
pend func unique lines uc address uc address 
pend func unique lines uc name uc name 


# Separate mixed input of names and addresses. 
pend func split input 
pend release 


# 4 # Pairs reported Unique list of IP addresses found 
echo 

.ip. ent-S$(4known address[Q]) 

if [ ${#list_server[@]} -eq O ] 


then 
echo 'Blacklist server list empty, none checked.' 
else 
ai [ S4 age cine} sag  ] 
then 
echo 'Known address list empty, none checked.' 
else 
359. resque —9 359 - (eiie |} il # Start at top. 
echo 'Checking Blacklist servers.' 
for (( 349 = ao gum p ago S= OU p ag )) 
do 
pend func check lists $( printf '%Sq\n' $(known address[S$ ip]) ) 
done 
ica 
FAN 
pend_release 
$ dot dump # Graphics file dump 
$ log dump # Execution trace 
echo 


FE E HE HE HE HE HE HE FE HE HE FE FE HE FE FE FE FE FE FE HE FE FE FE FE HE FE HE HE H 
# Example output from script # 
FE E HE E HE FE HE E HE FE HE HE HE FE FE HE FE FE FE HE FE FE FE FE FE HE FE HE HE H 
gss U hey oanien Ootes 
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./is spammer.bash 0 web4.alojamentos7.com 


Starting with domain name >web4.alojamentos7.com< 
Using default blacklist server list. 
Search depth limit: 0 


Known network pairs. 


$8 5 $8] 208i. 97 web4.alojamentos7.com. 

OG, 98. 20/9. c 9 TJ nsl.alojamentos7.com. 

68), 560.204.1487 ns2.alojamentos.ws. 

56.98.2083, 97 alojamentos7.com. 

($05 5 $8) 5 ZO}. €) 7/ web.alojamentos7.com. 

621.565.202.146 nsl.alojamentos.ws. 

8). 56.202. Lae alojamentos.ws. 

OG e235 5 190), 113 nsl.alojamentos.org. 

66,2355 US, LZ ns2.alojamentos.org. 

OE 22915 c LOQ LLS alojamentos.org. 

66, 235 5180). LS web6.alojamentos.org. 

EMG 5 ATZ SARGO nsl.theplanet.com. 

12 SKS. 160). AS ns2.theplanet.com. 

ZAG ABS 5 Lili. 52 maill.theplanet.com. 

69.56.141.4 spooling.theplanet.com. 

215 s 3195 c TE ALI s 00 theplanet.com. 

2116 s IL} e ETC 5210) www.theplanet.com. 

21.6.4 195 4 iil. 52 mail.theplanet.com. 
Checking Blacklist servers. 


Checking address 66.98.208.97 
Records from dnsbl.sorbs.net 


"Spam Received See: http://www.dnsbl.sorbs.net/lookup.shtml1?66.98.208.97" 


Checking address 69.56.202.147 

hecking address 69.56.202.146 

hecking address 66.235.180.113 
hecking address 66.235.181.192 
hecking address 216.185.111.40 
hecking address 216.234.234.30 
hecking address 12.96.160.115 

hecking address 216.185.111.52 
hecking address 69.56.141.4 


(pron or. Xo. dr 9 xm 


Advanced Bash Scripting Guide: is spammer.bash, v2, 2004-msz 


.is spammer outputs 
exar fp deus INCH 


HERE HE ETH HE EHH THEE EEE EEE EE HEHE HH EEE EH HEHE HEH EEE 
# The script ignores everything from here on down # 
#+ because of the 'exit' command, just above. # 
HERE HEHEHE EH HEE HE HEH HEE EE HEHE HE HEE EE E E E HE HE ET E 


Quickstart 


Prerequisites 
Bash version 2.05b or 3.00 (bash --version) 


A version of Bash which supports arrays. Array 
support is included by default Bash configurations. 
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'dig,' version 9.x.x (dig SHOSTNAME, see first line of output) 
A version of dig which supports the +short options. 
See: dig wrappers.bash for details. 


Optional Prerequisites 


'named,' a local DNS caching program. Any flavor will do. 
Do twice: dig S$HOSTNAME 
Check near bottom of output for: SERVER: 127.0.0.1#53 
That means you have one running. 


Optional Graphics Support 
VGletcSe, a Gieeuneleuecl usa» TEduume]. (Cers R] 


dot Program to convert graphic description file to a 

diagram. (dot -V) 

A part of the Graph-Viz set of programs. 

See: [http://www.research.att.com/sw/tools/graphviz||GraphViz] 


'dotty,' a visual editor for graphic description files. 
Also a part of the Graph-Viz set of programs. 


Quel SESTE 


In the same directory as the is spammer.bash script; 
Do: ./is spammer.bash 


Usage Details 
1. Blacklist server choices. 


(G)) WO wise Glen. Jowsuli-—aum lists We meicinaime, 


(id) WO Wise yowe owa Tiges 


i. Create a file with a single Blacklist server 
domain name per line. 


ii. Provide that filename as the last argument to 
the script. 


(c) To use a single Blacklist server: Last argument 
EO Che SCejorc 


(d) To disable Blacklist lookups: 


i. Create an empty file (touch spammer.nul) 
Your choice of filename. 


ii. Provide the filename of that empty file as the 
last argument to the script. 


2. Search depth limit. 


(a) To use the default value of 2: Do nothing. 
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(is) WO SEIS em CELERE Jabushbs 
A ime our (0) means ive) Lama 


i. export SPAMMER_LIMIT=1 
or whatever limit you want. 


ii. OR provide the desired limit as the first 
argument to the script. 


3. Optional execution trace log. 


(a) To use the default setting of no log output: Do nothing. 


(b) To write an execution trace log: 
export SPAMMER TRACE-spammer.log 
or whatever filename you want. 


4. Optional graphic description file. 


(a) To use the default setting of no graphic file: Do nothing. 


(b) To write a Graph-Viz graphic description file: 
export SPAMMER DATA-spammer.dot 
or whatever filename you want. 


5. Where to start the search. 


(a) Starting with a single domain name: 


i. Without a command-line search limit: First 
argument to script. 


ii. With a command-line search limit: Second 
argument to script. 


(b) Starting with a single IP address: 


i. Without a command-line search limit: First 
argument to script. 


ii. With a command-line search limit: Second 
argument to script. 


(c) Starting with (mixed) multiple name(s) and/or address (es): 
Create a file with one name or address per line. 
Your choice of filename. 


i. Without a command-line search limit: Filename as 
LUISE ue ibo Seuil. 


ii. With a command-line search limit: Filename as 
Second argument to script. 


6. What to do with the display output. 
(a) To view display output on screen: Do nothing. 


(b) To save display output to a file: Redirect stdout to a filename. 


(c) To discard display output: Redirect stdout to /dev/null. 
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7. Temporary end of decision making. 
press RETURN 
wait (optionally, watch the dots and colons). 


8. Optionally check the return code. 

(a) Return code 0: All OK 

(b) Return code 1: Script setup failure 

(c) Return code 2: Something was blacklisted. 
9. Where is my graph (diagram)? 
The script does not directly produce a graph (diagram). 
It only produces a graphic description file. You can 
process the graphic descriptor file that was output 
with the 'dot' program. 
Until you edit that descriptor file, to describe th 


relationships you want shown, all that you will get is 
a bunch of labeled name and address nodes. 


All of the script's discovered relationships are within 
a comment block in the graphic descriptor file, each 
with a descriptive heading. 


The editing required to draw a line between a pair of 
nodes from the information in the descriptor file may 
be done with a text editor. 


Given these lines somewhere in the descriptor file: 
# Known domain name nodes 
N0000 [label="guardproof.info."] ; 


N0002 [label="third.guardproof.info."] ; 


# Known address nodes 


A0000 lalosil=VGil IAT, 32 3:97] 


X 


# Known name-»address edges 


NAOOOO telniiecl cwBimchowo@t »atiade s Gil. vil. 397 s 3L 97 


# Known parent-»child edges 
PC0000 guardproof.info. third.guardproof.info. 
af 


Turn that into the following lines by substituting node 
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identifiers into the relationships: 
# Known domain name nodes 
N0000 [label="guardproof.info."] ; 


N0002 [label="third.guardproof.info."] ; 


# Known address nodes 


A0000 [LlkevorStL=MOil AL SZ SF | 


# PC0000 guardproof.info. third.guardproof.info. 


N0000-»N0002 ; 


i? INER(ONONOO) tiniee Ciilsiachoraeee sauer. Gil AISZ LS 


N0002-»A0000 ; 


/* 


# Known name-»address edges 


NA0000 third.guardproof.info. 61.141.32.197 


# Known parent-»child edges 
PC0000 guardproof.info. third.guardproof.info. 
ESA 


Process that with the 'dot' program, and you have your 
first network diagram. 


In addition to the conventional graphic edges, the 
descriptor file includes similar format pair-data that 
describes services, zone records (sub-graphs?), 
blacklisted addresses, and other things which might be 
interesting to include in your graph. This additional 
information could be displayed as different node 
shapes, colors, line sizes, etc. 


The descriptor file can also be read and edited by a 
Bash script (of course). You should be able to find 
most of the functions required within the 

"is spammer.bash" script. 


# End Quickstart. 
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Additional Note 


Michael Zick points out that there is a "makeviz.bash" interactive 
Web site at rediris.es. Can't give the full URL, since this is not 
a publically accessible site. 


Another anti-spam script. 


Example A-29. Spammer Hunt 


!/bin/bash 

whx.sh: "whois" spammer lookup 

Author: Walter Dnes 

Slight revisions (first section) by ABS Guide author. 
Used in ABS Guide with permission. 


Needs version 3.x or greater of Bash to run (because of =~ operator). 
Commented by script author and ABS Guide author. 


E BADARGS-85 Missing command-line arg. 

E NOHOST-86 Host not found. 

E TIMEOUT-87 Host lookup timed out. 

E UNDEF-88 Some other (undefined) ETOT. 

HOSTWAIT=10 Specify up to 10 seconds for host query reply. 
The actual wait may be a bit longer. 

OUTFILE-whois.txt Output file. 

PORT-4321 

ab. [fra WEE 4 # Check for (required) command-line arg. 

then 


echo "Usage: $0 domain name or IP address" 
exit $E BADARGS 


i3 
aie [p (SY =~ [ee ew] JI az mace imn two cule Chars? 
then It's a domain name && 


zz miet (oko) MOSE LOCK, 
IPADDR=S (host -W $HOSTWAIT $1 | awk '(print $4}') 

Doing host lookup 

+ to get IP address. 
iMEdEeeuelE drsummul 3835s 


else 
IPADDR-"S$]" Command-line arg was IP address. 
ít 


echo; echo "IP Address is: "SIPADDR""; echo 


ae [| =S VSOUMIPI T 
then 
iam E. PV SOWIE IET 
echo VWiskeeule: owrcout Pila \YSOUNTILE\ removed P. cxlo 
íi 
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# Sanity checks. 
# (This section needs more work.) 
# 


if [ -z "SIPADDR" ] 
# No response. 
then 
Seh Wisioysic MOE COn 
Seis Gu MNOUSOSI * Bail out. 
Ial 


at [pp T PADDR AEE 31 
# ;; Connection timed out; no servers could be reached. 
then 

echo "Host lookup timed out!" 


exit $E TIMEOUT s bealll Oto 
fis 
if [[ "SIPADDR" =~ [(NXDOMAIN)]S$ ]] 
# Host Xxxxxxxxx.xxx not found: 3(NXDOMAIN) 
then 
echo "Host not found!" 
exit $E NOHOST # Bail out. 
ipa 
if [[ "SIPADDR" =~ [(SERVFAIL)]$ ]] 
# Host Xxxxxxxxxx.xxx not found: 2(SERVFAIL) 
then 
echo "Host not found!" 
exit $E NOHOST s len (QURE 
ít 
# Main body of script 


AFRINICquery() { 
# Define the function that queries AFRINIC. Echo a notification to the 


ERI 


#+ screen, and then run the actual query, redirecting output to SOUTFILE. 


echo "Searching for SIPADDR in whois.afrinic.net" 
whois -h whois.afrinic.net "SIPADDR" > SOUTFILE 


# Check for presence of reference to an rwhois. 
# Warn about non-functional rwhois.infosat.net server 
#+ and attempt rwhois query. 
sut Ges -e VArenmarcksi o mnor Ns [^- Wet  USXOIDRU I IE GS: 
then 
Echo W Ww xx SOUMET LT 
GENE Werre 22 GOUE 
ECO Wenst S SOWIE IIL 
echo "Warning: rwhois.infosat.net was not working \ 
AS or 2005/027024 => SOVMNE ILIN 
echo " when this script 
exem) Versu xx GOUTE 
Xem) Viewers! x GOUNE 
echo U W >> SOUMET LT 
ROIS] Cressy Weenies saevo [L^ A "Sour | caril =a db [D 
see Ug WS ox) noka sso y) WEBS NS A A 
whois -h $(RWHOIS):$(PORT) "SIPADDR" >> SOUTFIL 
if a 


DAC ERE 


was written." >> SOUTFIL 


BJ 


(Ra c! 


BI 
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APNICquery() { 
echo "Searching for S$IPADDR in whois.apnic.net" 
whois -h whois.apnic.net "SIPADDR" > SOUTFILE 


Just about every country has its own internet registrar. 

I don't normally bother consulting them, because the regional registry 
+ usually supplies sufficient information. 

There are a few exceptions, where the regional registry simply 
+ refers to the national registry for direct data. 

These are Japan and South Korea in APNIC, and Brasil in LACNIC. 

The following if statement checks SOUTFILE (whois.txt) for the presence 
t of "KR" (South Korea) or "JP" (Japan) in the country field. 

If either is found, the query is re-run against the appropriate 
+ national registry. 


it grep) =a A Country RSS QUITE 
then 
echo "Searching for S$IPADDR in whois.krnic.net" 
whois -h whois.krnic.net "SIPADDR" >> SOUTFILE 
elmi Gaa — m YComimenys || ls Vso sci 
then 
echo "Searching for S$IPADDR in whois.nic.ad.jp" 
whois -h whois.nic.ad.jp "SIPADDR"/e >> SOUTFIL 
ipu 


pH 


ARINquery() { 
echo "Searching for SIPADDR in whois.arin.net" 
whois -h whois.arin.net "SIPADDR" > SOUTFILE 


Several large internet providers listed by ARIN have their own 
+ internal whois service, referred to as "rwhois". 
A large block of IP addresses is listed with the provider 
+ under the ARIN registry. 
To get the IP addresses of 2nd-level ISPs or other large customers, 
+ one has to refer to the rwhois server on port 4321. 
I originally started with a bunch of "if" statements checking for 
+ the larger providers. 
This approach is unwieldy, and there's always another rwhois server 
+ that I didn't know about. 
A more elegant approach is to check SOUTFILE for a reference 
+ to a whois server, parse that server name out of the comment section, 
+ and re-run the query against the appropriate rwhois server. 
The parsing looks a bit ugly, with a long continued line insid 
+ backticks. 
But it only has to be done once, and will work as new servers are added. 
ABS Guide author comment: it isn't all that ugly, and is, in fact, 
@+ an instructive use of Regular Expressions. 


(O 


ie Grao =i, YSCommlemes igloos, [^ Js USOU 
then 
INJBONLSIE- greo -6 "^(CeyuwwewuES. e: wueengNS[^ ss WOUN HWE | cad =m d [X 
sacl Vg (a \) ernas Ns [2 TEN (a9 3) 727 w^ 
echo "Searching for SIPADDR in ${RWHOIS}" 
whois -h ${RWHOIS}:${PORT} "SIPADDR" >> SOUTFIL 


pH 


LACNICquery() ( 
echo "Searching for S$IPADDR in whois.lacnic.net" 
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Gl 


whois -h whois.lacnic.net "SIPADDR" > SOUTFIL 


# The following if statement checks $OUTFILE (whois.txt) for 
#+ the presence of "BR" (Brasil) in the country field. 
# If it is found, the query is re-run against whois.registro.br. 


if grep -E 
then 
echo "Searching for SIPADDR in whois.registro.br" 
whois -h whois.registro.br "SIPADDR" >> SOUTFILE 
fur 


T 


"^country:| ]+BRS" "SOUTFILE 


RIPEquery() { 
echo "Searching for S$IPADDR in whois.ripe.net" 
whois -h whois.ripe.net "SIPADDR" > SOUTFILE 


Initialize a few variables. 

* slash8 is the most significant octet 

* slashl6 consists of the two most significant octets 
* octet2 is the second most significant octet 


de dE db dk 


slash8= echo SIPADDR | cut -d. -£ T^ 


abit | = "SslbasmS" ] se Xe enmotier Sxeusdksy Cliselk - 
then 
echo "Undefined error!" 
exit $E UNDEFE 
fL 
Silasialo= Gein Siew || Cw el =i 2^ 
# ^ Period specified as 'cut" delimiter. 
abit [| e£. US edle T 
then 
echo "Undefined error!" 
exit $E UNDEFE 
fei 
ocrer2= echo SsilasinlG@ | cuu ed =i 2 
air (pow VSqecnseZ T 
then 
echo "Undefined error!" 
exit $E UNDEF 
TE d 
# Check for various odds and ends of reserved space. 
# There is no point in querying for those addresses. 
abit Sslacsins == 0 ]g ciem 
echo SIPADDR is '"This Network"' space\; Not querying 
ear $slash8 -- 10 ]; then 
echo SIPADDR is RFC1918 space\; Not querying 
@ulauie Sslash8 == 14 ]; then 
echo SIPADDR is '"Public Data Network"' space\; Not querying 
elif Sslash8 == 127 ]; then 
echo SIPADDR is loopback space\; Not querying 
elif $slashl16 == 169.254 ]; then 
echo SIPADDR is link-local space\; Not querying 
elis $slash8 == 172 ] && [ S$octet2 -ge 16 ] && [ Soctet2 -le 31 ];then 
echo SIPADDR is RFC1918 space\; Not querying 
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elif Sela == 192,169 je ilem 

echo SIPADDR is RFC1918 space\; Not querying 
elif Salade -Ge 222 lm then 

echo $IPADDR is either Multicast or reserved space\; Not querying 
elif $slash8 -ge 200 ] && [ $slash8 -le 201 ]; then LACNICquery "SIPADDR" 
elif $slash8 -ge 202 ] ee [ $slash8 -le 203 ]; then APNICquery "S$IPADDR" 
elif $slash8 -ge 210 ] && [ $slash8 -le 211 ]; then APNICquery "SIPADDR" 
elif $slash8 -ge 218 ] && [ $slash8 -le 223 ]; then APNICquery "SIPADDR" 


# If we got this far without making a decision, query ARIN. 
ESSEN berenence mls tound bo UIBESEIBE C O ARNT sArR iN GU SSEAGNIGTISEOISSEIE] 
#+ query the appropriate whois server. 


a 


~ 


else 
ARINquery "SIPADDR" 
if grep "whois.afrinic.net" "SOUTFILE"; then 
AFRINICquery "SIPADDR" 


culis Graa =a VOreq De || jeunes USUS S enea 
RIPEquery "SIPADDR" 
elif grep -E "^OrgID:[ ]+APNICS" "SOUTFILE"; then 
APNICquery "SIPADDR" 
elif grep -E "^OrgID:[ ]+LACNICS" "SOUTFILE"; then 
LACNICquery "SIPADDR" 
EI 
ial 
@ 
mey Allsos 


wget http://logi.cc/nw/whois.php3?ACTION=doQuery&DOMAIN=$IPADDR 


We've now finished the querying. 
Echo a copy of the final result to the screen. 


cat SOUTFILE 
Or “less SOUTH ILE 


exit 0 


#@ ABS Guide author comments: 

#@ Nothing fancy here, but still a very useful tool for hunting spammers. 
#@ Sure, the script can be cleaned up some, and it's still a bit buggy, 
#@+ (exercise for reader), but all the same, it's a nice piece of coding 
#@+ by Walter Dnes. 

#@ Thank you! 


"Little Monster's" front end to wget. 


Example A-30. Making wget easier to use 


!/bin/bash 
wgetter2.bash 


Author: Little Monster [monster@monstruum.co.uk] 

==> Used in ABS Guide with permission of script author. 

==> This script still needs debugging and fixups (exercise for reader). 
==> It could also use some additional editing in the comments. 


This is wgetter2 -- 
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+ a Bash script to make wget a bit more friendly, and save typing. 


Carefully crafted by Little Monster. 
More or less complete on 02/02/2005. 
If you think this script can be improved, 
+ email me at: monster@monstruum.co.uk 
==> and cc: to the author of the ABS Guide, please. 
This script is licenced under the GPL. 
You are free to copy, alter and re-use it, 
+ but please don't try to claim you wrote it. 
Log your changes here instead. 


changelog: 


07/02/2005. Fixups by Little Monster. 

02/02/2005. Minor additions by Little Monster. 
(See after 4 +++++++++++ ) 

29/01/2005. Minor stylistic edits and cleanups by author of ABS Guide. 
Added exit error codes. 


22/11/2004. Finished initial version of second version of wgetter: 
wgetter2 is born. 
01/12/2004. Changed 'runn' function so it can be run 2 ways -- 


either ask for a file name or have one input on the CL. 
01/12/2004. Made sensible handling of no URL's given. 

01/12/2004. Made loop of main options, so you don't 

have to keep calling wgetter 2 all the time. 

Runs as a session instead. 

01712/2004 Arbes TOSTAS icio) ‘aeibuownl se UiaYe%e H9) oic 

Simplified and improved. 

01/12/2004. Added state to recursion setting. 

Enables re-use of previous value. 


05/12/2004. odified the file detection routine in the 'runn' function 
so it's not fooled by empty values, and is cleaner. 
01/02/2004. Added cookie finding routine from later version (which 


isn't ready yet), so as not to have hard-coded paths. 


Error codes for abnormal exit. 


E USAGE-67 # Usage message, then quit. 
E NO OPTS-68 o command-line args entered. 
E NO URLS-69 o URLs passed to script. 


E NO SAVEFILE-70 
E USER EXIT-71 


o save filename passed to script. 
User decides to quit. 


T 
# 
# 
# 


# Basic default wget command we want to use. 

# This is the place to change it, if required. 

# NB: if using a proxy, set http proxy = yourproxy in .wgetrc. 

# Otherwise delet proxy=on, below. 

# 

CommandA-"wget -nc -c -t 5 progress-bar random-wait proxy-on -r" 
# 

# 


# Set some other variables and explain them. 


pattern wi AEP EO c Jie wR, «ejas. S(GUDE c Imendo E SE OOE 
# wget's option to only get certain types of file. 
# comment out if not using 
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today= date +%F` Used for a filename. 
home=$HOME Set HOME to an internal variable. 

In case some other path is used, change it here. 
depthDefault=3 Set a sensible default recursion. 
Depth-$depthDefault Otherwise user feedback doesn't tie in properly. 
RefA="" Set blank referring page. 

Flag="" Default to not saving anything, 

+ or whatever else might be wanted in future. 
lister="" Used for passing a list of urls directly to wget. 
Woptions="" Used for passing wget some options for itself. 
inFile="" Used for the run function. 
newFile="" Used for the run function. 
savePath="Shome/w-save" 

Config="Shome/.wgetter2rc" 
This is where some variables can be stored, 

+ if permanently changed from within the script. 
COOkie asics" Silenus . COolkae da sre! 

So we know where the cookies are kept 
cFlag="" Part of the cookie file selection routine. 


# Define the options available. Easy to change letters here if needed. 
# These are the optional options; you don't just wait to be asked. 


save=s # Save command instead of executing it. 
cook=c # Change cookie file for this session. 
help=h # Usage guide. 
list-l # Pass wget the -i option and URL list. 
runn-r # Run saved commands as an argument to the option. 
inpu-i # Run saved commands interactively. 
wopt=w # Allow to enter options to pass directly to wget. 
# 
alae (Peg US Tus elec # Make sure we get something for wget to eat. 
echo "You must at least enter a URL or option!" 
echo "-Shelp for usage." 
exit $E NO OPTS 
PA 


E HEHEHEHEHE LEFT LEFT EFF EEFEEEFETEFEEEFELEFEEEFEEEFTEEFEEEFTE EPP E EEE E HEH 
# added added added added added added added added added added added added 


ase [| | ee “SCoimicse” Tg. Ganen See if configuration file exists. 

echo "Creating configuration file, S$Config" 

echo "# This is the configuration file for wgetter2" > "SConfig" 

echo "# Your customised settings will be saved in this file" >> "$Config" 
else 

source $Config Import variables we set outside the script. 
ít 


aie | -e "SOooskie asec ]z ilex 

Set up a list of cookie files, if there isn't one. 

Gxelmg. "ishbüewbsUNO) iON COOKIES 4 o n 

Eline meme Cookies iE => SCooleiSs bist 3 Creata iae List Oi Cookie Pilas, 
F Isolate this in its own 'if' statement, 

+ in case we got interrupted while searching. 


if -z "ScFlag" ]; then 4 If we haven't already done this 
echo # Make a nice space after the command prompt. 
echo "Looks like you haven't set up your source of cookies yet." 
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n=0 # Make sure the counter 
#+ doesn't contain random values. 
while read; do 
Cookies [S$n]=SREPLY 4 Put the cookie files we found into an array. 
echo Sin) SiC@elkies Sn] d Creatas e mento 
n=S(( mn + 1 )) # Increment the counter. 
done < SCookie_List # Feed the read statement. 
echo "Enter the number of the cookie file you want to use." 
echo "If you won't be using cookies, just press RETURN." 
echo 
echo "I won't be asking this again. Edit $Config" 
echo "If you decide to change at a later date" 
echo "or use the -$(cook) option for per session changes." 
read 
ae p | = SINE Jg ENER # User didn't just press return. 
Cookie=" load-cookies ${Cookies[S$REPLY] }" 
# Set the variable here as well as in the config file. 


echo VOoglki eU load-cookies $(Cookies[S$REPLY])N"" >> $Config 
fti 
echo "cFlag-1" >> $Config # So we know not to ask again. 
TE 


# end added section end added section end added section end added section 
do RERBA GA FLA AE F AA FF 4 .44LYAFFA4 44444. A.B BAT. A.AAA 


# Another variable. 
# This one may or may not be subject to variation. 
# A bit like the small print. 
CookiesON=SCookie 
# echo "cookie file is $CookiesON" # For debugging. 
# echo "home is ${home}" # For debugging. 
# Got caught with this one! 


wopts () 

{ 

echo "Enter options to pass to wget." 

echo "It is assumed you know what you're doing." 

echo 

echo "You can pass their arguments here too." 

That is to say, everything passed here is passed to wget. 


read Wopts 
Read in the options to be passed to wget. 


Woptions-" $Wopts" 

^ Why the leading space? 
Assign to another variable. 
Just for fun, or something 


echo "passing options $(Wopts) to wget" 
Mainly for debugging. 


TS coe. 


return 


save func() 
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{ 


echo "Settings will be saved." 


if [ ! -d $savePath ]; then # See if directory exists. 
mkdir $savePath # Create the directory to save things in 
#+ if it isn't already there. 
T 
Flag=S 


# Tell the final bit of code what to do. 
# Set a flag since stuff is done in main. 


return 


usage() # Tell them how it works. 


cho "Welcome to wgetter. This is a front end to wget." 
echo "It will always run wget with these options:" 
echo "$CommandA" 
echo "and the pattern to match: $pattern \ 
(which you can change at the top of this script)." 
echo "It will also ask you for recursion depth, \ 
and if you want to use a referring page." 
echo "Wgetter accepts the following options:" 


echo Wil 
eche WSlaveilioy s Display thie helg,” 
cho "-$save : Save the command to a file $savePath/wget-($today) \ 

LMGESAC (E xus ait, UU 

echo "-$runn : Run saved wget commands instead of starting a new one -" 

echo "Enter filename as argument to this option." 

echo "-$inpu : Run saved wget commands interactively --" 

echo "The script will ask you for the filename." 

echo "-$cook : Change the cookies file for this session." 

echo "-$1ist : Tell wget to use URL's from a list instead of \ 
from the command-line." 

echo "-$wopt : Pass any other options direct to wget." 

GamE wi 


cimo WS the wget man page for additional options \ 
you can pass to wget." 
echo 


exit $E USAGE # End here. Don't process anything else. 


list func() 4$ Gives the user the option to use the -i option to wget, 
#+ and a list of URLs. 
{ 
Goalie: || al |p ele} 
echo "Enter the name of the file containing URL's (press q to change 
WOM ambe) s 
read urlfile 
if [ ! -e "Surlfile" ] ce [ "Surlfile" != q ]; then 
# Look for a file, or the quit option. 
echo "That file does not exist!" 
elar | Ueuwselisbie = cr lg rhen i Chek (use. Gorton, 
Geloe) WINGIE USTNO c well S E 
TETUA 
else 
echo "using Surlfile." 
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echo "If you gave url's on the command-line, I'll use those first." 
# Report wget standard behaviour to the user. 


lister-" -i Surlfile" # This is what we want to pass to wget. 
recur 
Ea 
done 
} 
cookie_func() # Give the user the option to use a different cookie file. 


{ 
Wilde d ig ae 
echo "Change the cookies file. Press return if you don't want to change 


alee ae 
read Cookies 
# NB: this is not the same as Cookie, earlier. 
# There is an 's' on the end. 
# Bit like chocolate chips. 
xd [| =x” YVSCookies” ji ise # Escape clause for wusses. 
return 
eda [| | =a VSCegkies" Ip iem 
echo "File does not exist. Try again." # Keep em going 
else 
CookiesON=" load-cookies $Cookies" # File is good -- use it! 
fOeturn 
dE dL 
done 


ran fume 


{ 


if [| -z "SOPTARG" ]; then 
s^ Jussu tO s if we used the in-line option or the query one. 
ze qp o =e USeehweseEm 2 qae 4 If directory doesn't exist 


echo "SsavePath does not appear to exist." 
echo "Please supply path and filename of saved wget commands:" 
read newFile 
until [ -f "$newFile" ]; do # Keep going till we get something. 
echo "Sorry, that file does not exist. Please try again." 
# Try really hard to get something. 
read newFile 
done 


if [ -z ( grep wget S{newfile} ) ]; then 

# Assume they haven't got the right file and bail out. 

echo "Sorry, that file does not contain wget commands.  Aborting." 
exit 

ies 


This is bogus code. 
It doesn't actually work. 
If anyone wants to fix it, feel free! 


filePath="${newFile}" 
else 
echo "Save path is SsavePath" 
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echo "Pleas nter name of the file which you want to use." 
echo "You have a choice of:" 
ls SsavePath # Give them a choice. 
read inFile 
until [ -f "SsavePath/SinFile" ]; do # Keep going till 
#+ we get something. 
aie | | x "Sisewerencin}/ Sissel! e chen 4 iat ile clou i. esxisie 


Please choose from:" 
# If a mistake is made. 


echo "Sorry, that file does not exist. 
ls SsavePath 


read inFile 


iE aL 
done 
filePath="${savePath}/${inFile}" # Make one variable 

d dL 
lse filePath="${savePath}/${OPTARG}" # Which can be many things 
ies 
ai [ } es USirslesem" jp eeu # If a bogus file got through. 

echo "You did not specify a suitable file." 


echo Waun tais script vita the —SiSehve)) (siae ieiiesic ,W 
echo "Aborting." 
exit $E NO SAVEFILE 


fca 
echo "Using: $filePath 
while read; do 

eval SREPLY 

echo "Completed: $REPLY" 


done < $filePath # Feed the actual file we are using into a 'while' loop. 
exit 
j 
# Fish out any options we are using for the script. 
# This is based on the demo in "Learning The Bash Shell" (O'Reilly). 
while getopts ":$save$cook$help$list$runn:$inpu$wopt" opt 
do 
case $opt in 
Save) Sava IUIS OE E Save some wgetter sessions for later. 
Siexxolk) Cookies PUTERA Change cookie file. 
Shelp) usage;; Get help. 
SilsiGis)) igr- itunes 9 Allow wget to use a list of URLs. 
Sre PUM PUNGAS Useful if you are calling wgetter from, 
for example, a cron script. 
Samom) iwi EMER, When you don't know what your files are named. 
$wopt) wopts;; Pass options directly to wget. 
\?) echo "Not a valid option." 
echo "Use -$(wopt) to pass options directly to wget," 
echo "or -S{help} for help";; # Catch anything else. 
esac 
done 
ease S( (OPRIND = 35) Do funky magic stuff with S#. 


vister je aelovesat 
# We should be left with at least one URL 
#+ on the command-line, unless a list is 
#+ being used -- catch empty CL's. 
echo "No URL's given! You must enter them on the same lin 
echo "E.g., wgetter2 http://somesite http://anothersite." 
echo "Use $help option for more information." 


"sy" ] && [ =2 


as wgetter2." 
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fest 


URLS=" S " 


# Use this so that URL list 


while 


# 
siete 


L 3 15 


# This is where we ask for the most used options. 


, 


do 


# Bail out, 
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can b 


changed if w 


(Mostly unchanged from version 1 of wgetter) 
[ -z $curDepth ]; 
Current="" 


ls 


3E dL 


(integer: 
read Depth 
inputB="" 


Current=" 


then 


Current value is $curDepth" 


echo "How deep should I go? \ 


echo 
read 


€cno 
ecno 


read noHide 


case 


ye} 


n 


esac 


SnoHide in 
hide="";; 
) hide=" 


|N 


* 


inputB 


Enter th 


name of th 


Default is $depthDefault.$Current)" 
# Recursion -- 


referring page 
# Need this for some sites. 


(y/n, default is yes)?" 


# Now you see me, 


-b";; 


) Arden be 


sit [| -2 Sept) 


# User accepted 


3L 


# 


]; then 


Hs 


stay in the option loop. 


how far should we go? 
# Reset this to blank on each pass of the loop. 


with appropriate error code. 


(default is none)." 


now you don't. 


ither default or current depth, 
#+ in which case Depth is now empty. 
[ -z ${curDepth} 
See if a depth was set on a previous iteration. 


#+ else to use. 


ie 
i3 


NES 
i 


l; 


Depth="$curDepth" 


Recurse=" 
curDepth=$Depth 


WG 
$(Coo 
# 
# 
# 
#+ 


TE 


SLE 


aie f 


RefA=" 


iE aL 


! 


1 $Depth" 


=, Sinte Tp 


Just string the 


INTE ial 


o 


then 
referer-$inputB" 


then 


Depth="SdepthDefault" 
# Set the default recursion depth if nothing 


set the on 


W 


Do you want to have the output logged to the terminal" 


# Otherwise wget will just log it to a file. 


used befor 


# Otherwise, 


# Set how deep we want to go. 


# Remember setting for next time. 


ETTER="${CommandA}${pattern}${hide}${RefA}${Recurse}\ 


kiesON}${lister}${Woptions}${URLS}" 


whole lot together 


mbedded 


They are in the 


spaces. 
individual elements so that if any are empty, 


we don't get an extra space. 
Lex US exo: qp ge jp VeGuheg -— Wily 
echo Viiereimiliney == Can e, Elac Cookie dt be 


# This should be changed, 


] 


, 


then 


#+ in case the user has opted to not use cookies. 


I "SFlag" = "ou 


1; 


then 
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echo "SWGETTER" >> $savePath/wget-S$(today) 


# Create a unique filename for today, or append to it if it exists. 


echo "SinputB" >> $savePath/site-list-$(today) 
# Make a list, so it's easy to refer back to, 


#+ since the whole command is a bit confusing to look at. 


echo "Command saved to the file $savePath/wget-S$[(today)" 
# Tell the user. 
echo "Referring page URL saved to the fileS$ \ 
savePath/site-list-$(today)]" 
# Tell the user. 
Saver=" with save option" 


# Stick this somewhere, so it appears in the loop if set. 


else 
echo M ck C Ck ck ck ck ckckckckck kckck k k k" 


exco) Wetter sities iba me m 
echo MN KCKCkCkCk ck ck ck ck ck ck ck ck k k kk " 
echo wee 

echo "SWGETTER" 

gla oy ww 


echo "KKKKKKKKKKKKKK KKK 


eval "SWGETTER" 


dE di 
echo wee 
echo "Starting over$Saver." 
echo "If you want to stop, press q." 
echo "Otherwise, nter some URL's:" 
# Let them go again. Tell about save option being set. 
read 
case SREPLY in 
# Need to change this to a 'trap' clause. 
pO) J exit SIN USHR DOLLA i MpdeNROALGVE! Cor the acevevolsie? 
* ) URLS-" SREPLY";; 

esac 
echo wee 

done 

exit 0 


Example A-31. A podcasting script 


!/bin/bash 


bashpodder.sh: 

By Linc 10/1/2004 

Find the latest script at 
+ http://linc.homeunix.org:8080/scripts/bashpodder 

Last revision 12/14/2004 - Many Contributors! 

If you use this and have made improvements or have comments 
+ drop me an email at linc dot fessenden at gmail dot com 

I'd appreciate it! 


==> ABS Guide extra comments. 


==> Author of this script has kindly granted permission 
==>+ for inclusion in ABS Guide. 
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==> dHHHHRRREREREHOHHHHRRRRERERHHHRIHRRREREEHHHHBRBRREREHHHHHBRREERERRHHRHHHBRRREERER 
==> What is "podcasting"? 


==> It's broadcasting "radio shows" over the Internet. 
==> These shows can be played on iPods and other music file players. 


==> This script makes it possible. 
==> S documentation at the script author's site, above. 


==> HE HH HE HT EHH HH AE FE FE AE FE FE AE FE a EEE EEE EE 


Make script crontab friendly: 
eel S (obses So) 
==> Change to directory where this script lives. 


datadir is the directory you want podcasts saved to: 
datadir-$ (date +%Y-%m-%d) 
==> Will create a date-labeled directory, named: YYYY-MM-DD 


Check for and create datadir if necessary: 
qt test | -d Sdatadix 

then 

mkdir S$datadir 
P 


# Delete any temp fil 
rm —f temp.log 


# Read the bp.conf file and wget any url not already 
#+ in the podcast.log file: 
while read podcast 
do 4 ==> Main action follows. 
iile (were -p Sexelessi. O = | xus "Xue" NV |p que WU WU A 
sed =a "ey Vae (71 $9) Wc PIE V 9 
for vrl. in Side 
do 
echo Surl >> temp.log 
aie [| graa Ysurcl podeast loc > len meu. 1L 
then 
wget =e) => Sclaicachiie "Snell" 
iD 
done 
done « bp.conf 


# Move dynamically created log file to permanent log file: 
cat podcast.log »» temp.log 

SOLE cewa loe | aite; = jsocloasic. log 

rm temp.log 

# Create an m3u playlist: 

ls $datadir | grep -v m3u > $datadir/podcast.m3u 


exit 0 


FE E HE HE HE E HE E FE HE HE HE HE EERE ERE E EEE EERE EERE HERE EEE HEE HEE 
For a different scripting approach to Podcasting, 
see Phil Salkie's article, 

"Internet Radio to Podcast with Shell Tools" 

in the September, 2005 issue of LINUX JOURNAL, 
http://www.linuxjournal.com/article/8171 
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THT HE HHT EH HH EH FE FE AE HE FE AE FE FE AE a EE FE 


Example A-32. Nightly backup to a firewire HD 


!/bin/bash 

nightly-backup.sh 
http://www.richardneill.org/source.phpsnightly-backup-rsync 
Copyright (c) 2005 Richard Neill <backup@richardneill.org>. 
This is Free Software licensed under the GNU GPL. 

==> Included in ABS Guide with script author's kind permission. 


==> (Thanks!) 
This does a backup from the host computer to a locally connected 
+ firewire HDD using rsync and ssh. 
(Script should work with USB-connected device (s Lines 40-43). 
It then rotates the backups. 
Run it via cron every night at 5am. 
This only backs up the home directory. 
If ownerships (other than the user's) should be preserved, 
+ then run the rsync process as root (and re-instate th ©) a 
We save every day for 7 days, then every week for 4 weeks, 
+ then every month for 3 months. 


See: http://www.mikerubel.org/computers/rsync_snapshots/ 


+ for more explanation of the theory. 


Save as: $HOME/bin/nightly-backup firewire-hdd.sh 


Known bugs: 


i) Ideally, we want to exclude -/.tmp and the browser caches. 


ii) If the user is sitting at the computer at 5am, 


+ and files are modified while the rsync is occurring, 
Ea then the BACKUP JUSTINCASE branch gets triggered. 


To some extent, this is a 


t feature, but it also causes a "disk-space leak". 


#ttit BEGIN CONFIGURATION SECTION ####HH AE HE #4 AE FE i AE FE HE HH AE FE HH TH HTH HH EH HEH HE HER HE H 


LOCAL USER-rjn User whose home directory should be backed up. 
MOUNT POINT-/backup Mountpoint of backup drive. 

NO trailing slash! 

This must be unique (eg using a udev symlink) 
4 MOUNT POINT-/media/disk For USB-connected devic 
SOURCE DIR-/home/$LOCAL USER IM. iExceLlb3Ueve; SileiGin = ac DOTS merten CO Teya, 
BACKUP_DEST_DIR=$MOUNT_POINT/backup/`hostname -s`.${LOCAL_USER}.nightly_backup 
DRY_RUN=false JE TRUS, duse ie wita —imy ee Clo m Chio sulin. 

Comment out or set to false for normal use. 
VERBOSE-false If true, make rsync verbose. 

Comment out or set to false otherwise. 
COMPRESS-false If true, compress. 

Good for internet, bad on LAN. 

Comment out or set to false otherwise. 

## Exit Codes ### 


Ej Ej Bd 3e 


T 
VARS NOT SET-64 
COMMANDLINE-65 
MOUNT FAIL-70 
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E NOSOURCEDIR-71 

E UNMOUNTED-72 

1m JEyA(CIdOJe = 7/5) 

Hittite END CONFIGURATION SECTION #44FF4F AE dE AE AE HE AE FE AE FE FE AE FE FE AE FE AE FE FE AE FE FE AE FE FE E FE AE AE FE AE FE FE E FE AE E TE E FE HEH 


# Check that all the important variables have been set: 
abr [| =e WSOC, JSR yl} | 

pz TSSOUIRCE EV y | | 

[ ez VSmoOuiNar IPO mye! | | | 


[ -z "SBACKUP. DEST DIR" ] 


echo 'One of the variables is not set! Edit the file: $0. BACKUP FAILED.' 
exit $E VARS NOT SET 


its 
if [ "S£" != 0] # If command-line param(s) 
then # Here document (ation). 


cat ««-ENDOFTEXT 
Automatic Nightly backup run from cron. 
Read the source for more details: $0 
The backup directory is S$BACKUP DEST DIR . 
It will be created if necessary; initialisation is no longer required. 


WARNING: Contents of S$BACKUP DEST DIR are rotated. 
Directories named 'backup.\$i' will eventually be DELETED. 
We keep backups from every day for 7 days (1-8), 

then every week for 4 weeks (9-12), 

then every month for 3 months (13-15). 


MOU mev Wisi co ecel tails to yovie Ciemitcie sues Veronal Sa! 

# Back up files: $SOURCE DIR to S$BACKUP DEST DIR 

#+ every night at 3:15 am 
15 03 * * * /home/SLOCAL USER/bin/nightly-backup. firewire-hdd.sh 


Don't forget to verify the backups are working, 
especially if you don't read cron's mail!" 
ENDOFTEXT 


EJ 


exit $E COMMANDLINI 


# Parse the options. 
# 
ie | VSR RUNNY SS WewnS Tg elaeioi 
DRY RUN-"-n" 
echo "WARNING:" 
exelexo) miens. AES) zx. VIDEO RUNA 
echo "No data will actually be transferred!" 
else 
DRY RUN-"" 
iat 
if [ "SVERBOSE" == "true" ]; then 
VERBOSE-"-v" 
else 
VERBOSE-"" 
Fi 
if [ "SCOMPRESS" == "true" ]; then 


COMPRESS-"-z" 
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COMPRESS="" 


# Every week (actually of 8 days) and every month, 
#+ extra backups are preserved. 
DAY_OF_MONTH=" date -*$d' aa Deny Cie monca (Ud. 33) 5 
if [ SDAY_OF_MONTH = 01 ]; then ur Jake Oe M oonloic 
MONTHSTART-true 
elir [p SI Or MONTE = 99 Y 
-o $DAY OF MONTH Le \ 
-o SDAY_OF_MONTH = 24 ]; then 
# Day 8,16,24 (use 8, not 7 to better handle 31-day months) 
WEEKSTART=true 


T 


Check that the HDD is mounted. 

At least, check that *something* is mounted here! 

We can use something unique to the device, rather than just guessing 
+ the scsi-id by having an appropriate udev rule in 
/etc/udev/rules.d/10-rules.local 
* and by putting a relevant entry in /etc/fstab. 
Eg: this udev rule: 
BUS="scsi", KERNEL="sd*", SYSFS{vendor}="WDC WD16", 
SYSFS {model }="00JB-—00GVAO ", NAME="$k", SYMLINK-"lacie 1394d$n" 


E 


if mount | grep $MOUNT POINT >/dev/null; then 
echo "Mount point $MOUNT POINT is indeed mounted. OK" 
else 
echo -n "Attempting to mount $MOUNT POINT..." 
W^ IE Ge ciem" i wüowU ECOL, db: TO MOCNE iit. 
sudo mount $MOUNT POINT 2>/dev/null 


if mount | grep $MOUNT POINT >/dev/null; then 
UNMOUNT_LATER=TRUE 
echo "OK" 
# Note: Ensure that this is also unmounted 
#+ if w xit prematurely with failure. 

else 
echo "FAILED" 
echo -e "Nothing is mounted at $MOUNT POINT. BACKUP FAILED!" 
exit $E MOUNT FAIL 

iL 

fu 


# Check that source dir exists and is readable. 

as [ | ee SSOURCIIDIUR ] s leu 
echo "SSOURCE DIR does not exist, or cannot be read. BACKUP FAILED." 
exit $E NOSOURCEDIR 

13 


KER 


# Check that the backup directory structure is as it should be. 
#? JE depu Greate sic. 

# Create the subdirectories. 

# Note that backup.0 will be created as needed by rsync. 


iene (C(Gued edel 5s). clo 
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aie (| l eL SENG DESI IDI oaclebio., Sai Tp ileal 
if /bin/mkdir -p SBACKUP_DEST_DIR/backup.$i ; then 
# RA KRAKRAKAKRAKRAKRAKAKRAKRAKAAKAAKRAKRAKRAKRAKRAKAAKAKAAAAAN No [ ] test Brackets. 


echo "Warning: directory S$BACKUP DEST DIR/backup.$i is missing," 


echo "or was 
else 
echo "ERROR: 


MON, dueabEsLedlabexexels RS Creating slic , |! 


directory $BACKUP_DEST_DIR/backup.$i" 


echo "is missing and could not be created." 
aar [ "SUNMOUNT LATER" == "TRUE" ]; then 
# Before we exit, unmount the mount point if necessary. 


Sel 


sudo umount $MOUNT POINT && 


echo "Unmounted $MOUNT POINT again. Giving up." 


exit $E UNMOUNTED 


# Set the permission to 700 for security 


#+ on an otherwise 


permissive multi-user system. 


if ! /bin/chmod 700 SBACKUP DEST DIR p then 
echo "ERROR: Could not set permissions on S$BACKUP DEST DIR to 700." 


if [ "S$UNMOUNT LATER" == "TRUE" ]; then 


# Before we exit 


, unmount the mount point if necessary. 


cd ; sudo umount $MOUNT POINT \ 
&& echo "Unmounted $MOUNT POINT again. Giving up." 


ies 


exit $E UNMOUNTED 


fear 


# Create the symlink: current -> backup.1 if required. 
# A failure here is not critical. 
cd SBACKUP DEST DIR 


at | | um euseew 


dw depen 


te l oyitiay// lin’ -S bacao IL Ctnrenc p Chen 


echo "WARNING: 
Ei 
EI 


could not create symlink current -» backup.1" 


# Now, do the rsync. 

echo "Now doing backup with rsync..." 

echo "rene @hiies SSOQwRNCIT_ IDNR 

echo -e "Backup destination dir: $BACKUP_DEST_DIR\n" 


/usr/bin/rsync $DRY RUN SVERBOSE -a -S delet modify-window-60 \ 
--link-dest-../backup.1 $SOURCE DIR $BACKUP DEST DIR/backup.0/ 


# Only warn, rather than exit if the rsync failed, 

#+ since it may only be a minor problem. 

#  E.g., if one file is not readable, rsync will fail. 
# This shouldn't prevent the rotation. 


# Not using, e.g., “date +%a since these directories 
#+ are just full of links and don't consume *that much* space. 
aie [| S» t= © ile iem 


BACKUP_JUSTINCAS 


E-backup.' date +%F_%T° .justincase 
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echo "WARNING: the rsync process did not 
echo "Something might be wrong." 


entirely succeed." 


echo "Saving an extra copy at: SBACKUP_JUSTINCASE" 


echo "WARNING: if this occurs regularly, 
echo "even though these are just hard-li 
F 


# Save a readme in the backup parent direc 
# Save another one in the recent subdirect 
echo "Backup of $SOURCE DIR on “hostname” 

"date" > S$BACKUP DEST DIR/README.txt 
echo "This backup of $SOURCE DIR on “hostn 
^date"" > S$BACKUP DEST DIR/backup.0/README 


# If we are not in a dry run, rotate the b 
[ -z “SDRY RUN" ] && 


# Check how full the backup disk is. 

yo hamra ie QOS, aie YS (ue moce, we lili jor 
# (Note: df can output to more than one 
# We test this here, rather than before 
#+ so that rsync may possibly have a cha 


DISK FULL PERCENT-'/bin/df $BACKUP_DEST_| 


ias Nin V S" gwykk Y (joreaion $12)" | gap = 
echo "Disk space check on backup partiti 
$MOUNT POINT $DISK FULL PERCENT$ full." 
if [| $DBISK FULL PERCENT -gt 90 ]; then 
echo "Warning: Disk is greater than 90 


ít 
if [| $DISK FULL PERCENT -gt 98 ]; then 
Scho Wimseseogeg Diek te iLL! Giyime was” 
if [ "SUNMOUNT_LATER" == "TRUE" ]; 
# Before we exit, unmount the moun 
cd; sudo umount $MOUNT POINT && 


echo "Unmounted $MOUNT POINT again 


fe 
exit $E UNMOUNTED 
iE 


# Create an extra backup. 
i? Iie (elma COo Wes, Cale wigs 
sie {| aol  UegBpACHQODS- ONUISN INCASE! Lg. se lavexan 
if ! /bin/cp -al SBACKUP_DEST_DIR/backu 
SBACKUP DEST DIR/SBACKUP JUSTINCASE 
then 
echo "ERROR: Failed to create extra c 
SBACKUP DEST DIR/SBACKUP JUSTINCASE" 
if | “SUNMOUNT LATER" == "TRUE" |; € 
# Before we exit, unmount the mount 
cd ;sudo umount SMOUNT_POINT && 
echo "Unmounted $MOUNT POINT again. 


fi 
exit $E UNMOUNTED 
Haale 
ít 


# At start of month, rotate the oldest 8. 
if [ "SMONTHSTART" == "true" ]; then 

echo -e "\nStart of month. \ 

Removing oldest backup: S$BACKUP DEST DI 
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a LOT of space will be consumed," 
iade 


LOI 
ory. 
was last run on \ 


ame’ was created on \ 
aA aS 


ackups. 


obably fail, so give up. 
line.) 


nce. 
DIOR | 
OF = spe 
on \ 


co) se UL Ibo V 


then 
t point if necessary. 


CIVI iyo. 


joo \ 


opy \ 


hen 
point if necessary. 


Giving up." 


R/backup.15"  && 
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/bin/rm -rf BACKUS DEST DIR/backup.15  && 

echo "Rotating monthly,weekly backups: \ 

SBACKUP DEST DIR/backup.[8-14] -> SBACKUP DEST DIR/backup.[9-15]" && 
/bin/mv SBACKUP_DEST_DIR/backup.14 $BACKUP DEST DIR/backup.15  && 
/bin/mv SBACKUP_DEST_DIR/backup.13 $BACKUP DEST DIR/backup.14  && 
/bin/mv S$BACKUP DEST DIR/backup.12 $BACKUP DEST DIR/backup.13 SE 
/bin/mv SBACKUP DEST DIR/backup.11 $BACKUP DEST DIR/backup.12  && 
/bin/mv SBACKUP_DEST_DIR/backup.10 $BACKUP DEST DIR/backup.11  && 
/bin/mv SBACKUP_DEST_DIR/backup.9 $BACKUP DEST DIR/backup.10  && 
/bin/mv SBACKUP_DEST_DIR/backup.8 $BACKUP DEST DIR/backup.9 

# At start of week, rotate the second-oldest 4. 
elif [ "SWEEKSTART" == "true" ]; then 

echo -e "\nStart of week. \ 


Removing oldest weekly backup: S$BACKUP DEST DIR/backup.12"  && 
/bin/rm -rf $BACKUP_DEST_DIR/backup.12  && 


echo "Rotating weekly backups: \ 

SBACKUP DEST DIR/backup.[8-11] -> SBACKUP DEST DIR/backup.[9-12]" && 
/bin/mv SBACKUP_DEST_DIR/backup.11 $BACKUP DEST DIR/backup.12  && 
/bin/mv SBACKUP_DEST_DIR/backup.10 $BACKUP DEST DIR/backup.11  && 
/bin/mv $BACKUP DEST DIR/backup.9 SBACKUP DEST DIR/backup.10  && 
/bin/mv SBACKUP_DEST_DIR/backup.8 SBACKUP_DEST_DIR/backup. 9 


else 
echo -e "\nRemoving oldest daily backup: SBACKUP_DEST_DIR/backup.8"  && 
/bin/rm -rf  S$BACKUP, DEST DIR/backup.8 


$E 3L && 

# Every day, rotate the newest 8. 

echo "Rotating daily backups: \ 

SBACKUP_DEST_DIR/backup. [1-7] -» S$BACKUP DEST DIR/backup.[2-8]" Ee 
/bin/mv SBACKUP_DEST_DIR/backup.7 $BACKUP DEST DIR/backup.8  && 
/bin/mv SBACKUP DEST DIR/backup.6 $BACKUP DEST DIR/backup.7  && 
/bin/mv SBACKUP_DEST_DIR/backup.5 $BACKUP DEST DIR/backup.6  && 
/bin/mv SBACKUP DEST DIR/backup.4 $BACKUP DEST DIR/backup.5  && 
/bin/mv SBACKUP_DEST_DIR/backup.3 $BACKUP DEST DIR/backup.4  && 
/bin/mv SBACKUP DEST DIR/backup.2 S$BACKUP DEST DIR/backup.3  && 
/bin/mv SBACKUP_DEST_DIR/backup.1 $BACKUP DEST DIR/backup.2  && 
/bin/mv SBACKUP DEST DIR/backup.0 $BACKUP DEST DIR/backup.1  && 

SUCCESS-true 

if [ "SUNMOUNT LATER" == "TRUE" ]; then 


4 Unmount the mount point if it wasn't mounted to begin with. 
cd ; sudo umount $MOUNT POINT && echo "Unmounted $MOUNT POINT again." 
fi 


abis Jp VSSUCCHOSY == "ix Je ilem 
exe SUCCESS 
eai. © 

fti 


# Should have already exited if backup worked. 
echo 'BACKUP FAILED! Is this just a dry run? Is the disk full?) ' 
exit $E BACKUP 


Example A-33. An expanded cd command 
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IAHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHE 


CaN 
by Phil Braham 


FEFE HE FE HE FE HE TE AE HE FE AE FE FE TE FE HE FE HE FE FE FE FE HE FE E TE FE TE FE HE AE HE TE AE E E E E E E E E H 
Latest version of this script available from 
http://freshmeat.net/projects/cd/ 

FEFE AE FE HE FE HE TE FE FE FE AE FE FE TE HE HEE EH EH EH HE EEE EH E E E E H 


.cd new 
An enhancement of the Unix cd command 


There are unlimited stack entries and special entries. The stack 
ntries keep the last cd maxhistory 

directories that have been used. The special entries can be 
assigned to commonly used directories. 


The special entries may be pre-assigned by setting the environment 
variables CDSn or by using the -u or -U command. 


Ihe following is a suggestion for the .profile file: 


commi # Set up the cd command 
alias cd='cd_new' # Replace the cd command 
Gol —U # Upload pre-assigned entries for 
#+ the stack and special entries 
GCl =D # Set non-default mode 
alias @="cd_new Q" # Allow @ to be used to get history 


For help type: 
(Kol —Je (oe 
cou Ie 
He HE EEE RE EEE HH HE EEE EE EE HE EE EEE EE HEH HE HE EEE EE EEE EE ERE HEH HE HEH EE EE HEH 
wersaom dio 2. i 
Written by Phil Braham - Realtime Software Pty Ltd 
(realtime@mpx.com.au) 
Please send any suggestions or enhancements to the author (also at 


phil@braham.net) 


FE HE AE HTH HH EH HE EE EE EEE EEE E FE AE E FE AE FE FE FE FE Ea 


Cei iam (0) 
SADRINE Wess wesi Ine] TO Teisal les keie e \ 
=| [[-5e«m] eiel oS Ra [<ehirs||0=9)) 
esne] i-Saae] [ew] (91 [el [2 ia) [em [ew] 
«dir» Go to directory 
0n Go to previous directory (0 is previous, 1 is last but 1 etc) 
im Is Ue tO necs Mistery (ete as 50) 
@ List history and special entries 
@h List history entries 
@s List special entries 
-g [<dir>] Go to literal name (bypass special names) 
make is idee ellk access tO chiks celu "9V,V1"."—Im" Ste 
Cl Change default action verbose. (S note) 
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=D Change default action suilleing, (S note) 
-s«n» Go to the special entry <n>* 
-S«n» Go to the special entry <n> 

and replace it with the current dir* 
=—e<m> [eue] Go 9 ehueeeuguy obti 


and then put it on special entry <n>* 


Sane ekin] oO co Chimeeicory «elis. 


and put current dir on special entry <n>* 


-a«n» Alternative suggested directory. See note below. 


=i ELGA] ial METIS eer Giwiles. 

-u [<file>] Update entries from <file>. 
If no filename supplied then default file 
(S{CDPath}${2:-—"SCDFile"}) is used 
F and -U are silent versions 


=y Print version number 
zie Help 
=i Detailed help 


*The special entries (0 9) are held until log off, replaced by another 


entry or updated with the -u command 


Alternative suggested directories: 

If a directory is not found then CD will suggest any 
possibilities. These are directories starting with the same 
and if any are found they are listed prefixed with -a<n> 
where «n» is a number. 

It's possible to go to the directory by entering cd -acn» 
on the command line. 


The directory for -r«n» or -R«n» may be a number. 
For example: 
$ cd -r3 4 Go to history entry 4 and put it on special 
S Gil SIRS) | EHE. (xbeseeiswe. (liie Om tie special cmtiy 3 
and go to history entry 4 
$e m3 Go to special entry 3 


Note that commands R,r,S and s may be used without a number 
and refer to 0: 
$9 ed =g Go to special entry 0 
S eg -9 Go to special entry 0 and make special 
entry 0 current dir 
Geol cue d. Go to history entry 1 and put it on special 


cep Haeo 


& eel =x Go to history entry 0 and put it on special 
"n 
if ${TEST} "$CD MODE" = "PREV" 
then 
S(PRINTF) "$cd mnset" 
else 
S(PRINTF) "$cd mset" 
Tet 
cd hm 


S{PRINTF} "Zs" " 


letters 


entry 3 


entry 0 
entry 0 


The previous directories (0-$cd maxhistory) are stored in the 


environment variables CD[0] - CD[$cd maxhistory] 
Similarly the special directories SO - $cd maxspecial are in 
the environment variable CDS[0] - CDS[S$cd maxspecial] 


and may be accessed from the command line 
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[The default pathname for the -f and -u commands is $CDPath 
The default filename for the -f and -u commands is $CDFile 


Set the following environment variables: 

CDL PROMPTLEN .- Set to the length of prompt you require. 
Prompt string is set to the right characters of the 
current directory. 

If not set then prompt is left unchanged 

CDL PROMPT PRE - Set to the string to prefix the prompt. 

Default is: 


mom-—roors WU/NWIWWwelgs34umwWV]WS (sees colos 19-9198) s 
oO WENN IXNSelglssHmyW]WS sets Goles 19. zis 
CDL PROMPT POST = SSE OC eine EE] CO SMES eine O ANDE 


Default is: 


non-root: \"\\[\\e[00m\\]$\" 
(resets colour and displays $). 
root: \"\\ [\\e [00m\\] #\" 


(resets colour and displays #). 


CDPath - Set the default path for the -f & -u options. 


(CIDE aL IL 


cd_version 


cd_version () 


PELNE VWeies noes 


Truncate right. 


params: 
joi = Sie wali) 


CCL seiGiMe seine ( 


local tlem=S 
local jplem=3 
local stw="$ 
local his 


Default is home directory 


Set the default filename for the -f & -u options. 
Default is cdfile 


${VERSION_MAJOR}.${VERSION MINOR) Date: S$(VERSION DAT 


p2 - length to truncate to 


imeNEIUEIMS, SHENG) sli weel 


loe@all ie gd eue ew 


Xu Sirs S 
then 


pd 


tcd-"$(str 


else 


len) -le ${tlen} 


let diff- 


elen=3 


$ 


plen}-${tlen} 


iE guum) Schr) le 2 


then 


lee eler=s eb } 


ít 


tlen=-S{tlen} 


let tlen=${tlen}+S${elen} 
tcd=${filler:0:elen}${str:tlen} 
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Three versions of do history: 
cd dohistory  - packs history and specials side by side 
cd dohistoryH - Shows only hstory 
cd dohistoryS - Shows only specials 


Gel clolasksic@eiy (0 


cd getrc 

S$(PRINTF) "History:Nn" 
local -i count=${cd_histcount } 
while S(TEST) S{count} -ge 0 


do 
Gel ieli dx we V"SQD|esum:];" Sqeol chai) 
SPRUNG WESEL exse - Iesse cS dee hiehaa rks VU Counte "Sere 
(col xcabgyent, iexewuexe: "S CIDS[eexusane ] Y Sieci renar) 
SORIA WISE £L roaa Steclicdasicis ws Sicowmc} USE iy 
count=S {count }-1 
done 


Gl clolarsitezyvial (0) 
{ 
cd getrc 
S$(PRINTF) "History:Nn" 
local -i count=${cd_maxhistory} 
while S(TEST) S{count} -ge 0 
do 


S{PRINTF} "S{count} %-${cd_flchar}.${cd_flchar}s\n" ${CD[$count] } 
count=S {count }-1 
done 


QCl_ClolaigiromyS (0) 
{ 
cd getrc 
S(PRINTF) "Specials:'n" 
local -i count-$(cd maxspecial) 
while S(TEST) S{count} -ge 0 
do 


S{PRINTF} "SS{count} %-S${cd_flchar}.S${cd_flchar}s\n" S(CDS[$count]) 
count=S {count }-1 


done 
} 
Gel_ eerie W) 
{ 
CCl_irikelngie=S (Sic -a || amk =i We 
Heemwee | Tesis S2 S3 I" | aws se X "4 josie Sa p") 
if S{TEST} ${cd_flchar} -ne 0 
then 


Comlochane—o ero set relaveue JU 25; 
camekan- s rexel ie 1hredaveue ] / 2265) 
ed_fichar=S{cd_flchar}—5 
else 
cd_flchar=$ {FLCHAR:=75} 
# cd_flchar is used for for the @s & @h history 
xol heec ICI URS = 335}! 
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cd rchar-$(RCHAR:-35) 


cd doselection () 

{ 
local -i nm=0 
(ciel (elut aca RUE 


ab SUNS) VSD MODI = Wer 
then 
abis SHINES -7 USEC Ine 
then 
cd_npwd=0 
JE 


IL 

tm=$ (echo "${cd_npwd}" 
i S0IEST] Vitu)? = Tt 
then 

pm-$ (echo "${cd_npwd}" 

nm-$ (echo "${cd_npwd}" 

Gase WS {jemi aum 


petr =a L 


J etre = 2) 
| eut =el Sjom E2) 


a) cd npwd-$(cd sugg[$nm]) ;; 


S) cd_npwd="${CDS[Snm]}" 7; 
S) cd_npwd="${CDS[$nm]}" ; CDbS[$nm]- pwd'^ ;; 
r) cd npwd-"$2" cd specDir-$nm ; cd doselection 
R) cd npwd-"$2" ; CDS[$nm]-' pwd' ; cd doselection 
esac 
fi 
axi Seu MS tel wel" de 3v =e USES mowe 7 
!— ",," —-a "S{cd_npwd}" -le $(cd maxhistory) >>/dev/null 2»&1 
then 
cd, npwd-$ {CD [$cd_npwd] ) 
else 


case "$cd npwd" in 


cd doflag-"FALSE 
Codo ES mE Rem. Ge 
cd doflag-"FALSE 


Cdmisave SHOWUESZ EC cdiciodEitac S UB/ATS BITES 


el wigloso “Sisson $2 ¢ e. eorieg-"rmusm" pp 
cd fsave "NOSHOW" $2 ; cd doflag-"FALSE" ;; 
ed_upload  "NOSHOW" S2 5; cd doflag="FALSH" 5; 


@yol_Cloue lIJ KHANS EN 
ee elon Larm HAAGSE pg 
; cd_specDir=0 ; cd doselection 
; CDS[0]= pwd ; cd doselection 


ed npwd="S{CDS[0]}" ; €DS[0]= pwa ;; 


@) cd dohistory ; 
(m) eel clomistomyis p 
(às) ece Glos" oue F 
=ln)) cel lw 5. eel elo mAbs gp 
SH (xol ds -p. CCl (loi lLews mS v.p 
EE 
-u) 
-F) 
-U) 
=¢)) cael smpewol-Ue2" xg 
-zapocsendgedm Ls 
ab) eCe enoei 0; 
-r) cd npwd-"$2" 
-R) cd npwd-"$2" 
=S) CE meS TCIDSIQ gs 
-S) 
=y) eclwersiom 9 


esac 


cd chdefm () 

{ 
if ${TEST} 
then 


@yel_Cloit Jeep Ui! p p 


VE TCD MODIT = WERE yy) 


CD_MODE="" 
STIEST) Sa -eg i 


abe 
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UEAN p 
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then 
Spem, TS cel meet)” 
ít 
else 
CD MODE-"PREV" 
ai STESI} Sal eg d 
then 
S(PRINTF) "S${cd_mnset}" 
ÍE3L 
ÍE3L 
} 
cd_fsave () 


{ 
local sfile=${CDPath}${2:-"SCDFile"} 
if S(TEST) "$1" = "SHOW" 
then 


S PRINT WiSennexel tO Selim! Sisieilile 
ita 
S{RM} -f $(sfile) 
local -i count=0 


while ${TEST} ${count} ~le $(cd maxhistory) 
do 
scho "(CID) [LS coume | — NUS TID Sxexexbusne | 19V SS Sieve} 
count=S {count}+1 
done 
count=0 
while S(TEST) ${count} -le $(cd maxspecial) 
do 
Secho WOODS | Seoume ]] Nw "SOS [| Seounme ]| | WU Sse Sasical Ie) 
count=S {count}+1 
done 
} 
cd_upload () 


{ 
local sfile-S(CDPath]$(2:-"S$CDFile") 


aus Susp) Sp USE 
then 
S{PRINTF} "Loading from %s\n" S${sfile} 
TA 
S{sfile} 


} 


cd_new () 

{ 
local =i cornet 
local -i choose=0 


cd_npwd="${1}" 
cd_specDir=-1 
cdüdoseleciuo n rss ES (20m 


ie Spe] SACC cOrach = Wir 

then 
ae pase MSCS LO] EY M= wwe w 
then 


count-$cd maxhistory 
Wolke ded aet) Seewme ere (0) 
do 


CD [$count ]=${CD[$count-1] } 
count=S {count }-1 
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done 
CD[0]=* pwd' 
TESE 
command cd "$(cd npwd)" 2>/dev/null 
a Sams SA eer 
then 


S(PRINTF) "Unknown dir: %s\n" "$(cd npwd)" 
local =i ict ilec=O 
for a. aum “S| eck mpuwiel "* 


do 
abi SNESE -xeb MESS snp W 
then 
abit Spesa] Spiele Exc 0 
then 
S(PRINTF) "Suggest: n" 
ftflag-1 
ifi 
S{PRINTF} "Nt-a$[choose) %s\n" "Si" 
cd sugg[$choose]-"$(i)" 
choose=S${choose}+1 
ia 
done 
ia 
fr 


ait {TST See specu =ne =] 


then 
CDS[$(cd specDir)]-' pwd' 
feu 
if S(TEST) ! -z "S$(CDL PROMPTLEN)" 
then 
cd right trunc "${PWD}" ${CDL_PROMPTLEN} 


cd rp-$(CDL PROMPT PRE)$(tcd)$(CDL PROMPT POST) 
export PS1="$(echo -ne $(cd rp])" 


3E 
Hat Ht a a He aE aE HE HE aE HE aE EE HE aE aE EE EE HE a aE EE HE aE EE EE HE EEE HE aE aE EEE HE EEE EE aE EE aE HE EE EE EE EE 
# 
Initialisation here # 
# 


HTH HEE EH HE HET HH EH HEE EEE ee EEE 


ERS ION_MAJOR="1" 
ERS ION_MINOR="2.1" 
ERSION DATE-"24-MAY-2003" 


Mj xj < dk db dk dk dE db — 


alias cd-cd new 


Set up commands 

=/bin/rm 
HOUSES Sc 
PRINTF-printf # Use builtin printf 


" 


HEHE HE AE HE HH AE FE FE HE AE E FE AE FE FE AE FE FE Ea EEE EEE aE aE 


# 
Change this to modify the default pre- and post prompt strings. d 
These only come into effect if CDL PROMPTLEN is set. # 
LÀ 


HHEPHHEEREEEREEEEE EERE EEE EEE EEE ERE EERE EEE EEE EEE HEE HEE HEHE HERE 
aie SH Uns jy Sm) =e © 
then 
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# CDL_PROMPT_PRE=S$ {CDL_PROMPT_PRE:="SHOSTNAMEG@" } 
CDL_PROMPT_PRE=$ {CDL_PROMPT_PRE:="\\[\\e[01;31m\\] 
CDL_PROMPT_POST=$ {CDL_PROMPT_POST:="\\[\\e[00m\\]#" 


" # Root is in red 


} 
} 


else 


CDL PROMPT PRE-$(CDL PROMPT PRE:-"NV[NNe[01; 34m\\ 


] # Users in blue 
CDL PROMPT POST-$(CDL PROMPT POST:-"NNV[NNe[00mNN] $" 


} 
} 
£3 
HE HTT HHT EH HT HHH EH TAS PHT HEHE EH HT EHH TH HE HE FE HE AE FE FE FE FE EE EEE 


cd_maxhistory defines the max number of history entries allowed. 
typeset -i cd_maxhistory=50 


EHH HE HT EH HT HH EH FE FE AE FE AE E EE EE EE EEE aE 


cd_maxspecial defines the number of special entries. 
typeset -i cd_maxspecial=9 


FE HEE HT HE HH EHH HEE HH FE AE HE EE EE EEE EEE Ea 


cd_histcount defines the number of entries displayed in 
+ the history command. 
typeset -i cd_histcount=9 


FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE TE FE FE EEE FE FE FE FE FE FE FE FE FE FE FE FE FE REE EEE EEE FE FE FE FE EEE EEE EEE HEHE HEE 

export CDPath=${HOME}/ 
Change these to use a different 

+ default path and filename 

export CDFile=${CDFILE:=cdfile} # for the -u and -f commands 


HEE EH HE AE FE HH HE HE AE FE FE FE EEE EE Ea EEE 


ExpeeetE —i gel leue Co rene Cel aleea 
# This is the number of chars to allow for the 
cd_flchar=${FLCHAR:=75} #+ cd flchar is used for for the @s & @h history 


typeset -ax CD CDS 
# 
cd_mset="\n\tDefault mode is now set - entering cd with no parameters \ 
has the default action\n\tUse cd -d or -D for cd to go to \ 

previous directory with no parameters\n" 

cd_mnset="\n\tNon-default mode is now set - entering cd with no \ 
parameters is the same as entering cd 0\n\tUse cd -d or \ 

=D) zo change lese wel aie stu yos 


T # 


<<DOCUMENTATION 


Written by Phil Braham. Realtime Software Pty Ltd. 
Released under GNU license. Fr to use. Please pass any modifications 
or comments to the author Phil Braham: 


realtime@mpx.com.au 


cdll is a replacement for cd and incorporates similar functionality to 
the bash pushd and popd commands but is independent of them. 


This version of cdll has been tested on Linux using Bash. It will work 
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on most Linux versions but will probably not work on other shells without 
modification. 


Introduction 


cdll allows easy moving about between directories. When changing to a new 
directory the current one is automatically put onto a stack. By default 
50 entries are kept, but this is configurable. Special directories can be 
kept for easy access - by default up to 10, but this is configurable. The 
most recent stack entries and the special entries can be easily viewed. 


The directory stack and special entries can be saved to, and loaded from, 
a file. This allows them to be set up on login, saved before logging out 
or changed when moving project to project. 


In addition, cdll provides a flexible command prompt facility that allows, 


for example, a directory name in colour that is truncated from the left 
alié GL (yes tox. ligu. 


Setting up cdll 


Copy cdll to either your local home directory or a central directory 
such as /usr/bin (this will require root access). 


Copy the file cdfile to your home directory. It will require read and 
write access. This a default file that contains a directory stack and 
Special entries. 


To replace the cd command you must add commands to your login script. 
The login script is one or more of: 


[etie ue oit. le 

—/.bash, profile 

z .bash, login 
~/.profile 

~/.bashre 
/etc/bash.bashrc.local 


To setup your login, ~/.bashre is recommended, for global (and root) setup 
add the commands to /etc/bash.bashrc.local 


To set up on login, add the command: 


«dir»/cdll 

For example if cdll is in your local home directory: 
^/cdll 

If in /usr/bin then: 
/usr/bin/cdll 


If you want to use this instead of the buitin cd command then add: 
alias cd='cd_new' 
We would also recommend the following commands: 
alias @='cd_new Q' 
Gel =U 
Gel =D) 


If you want to use cdll's prompt facilty then add the following: 
CDL_PROMPTLEN=nn 

Where nn is a number described below. Initially 99 would be suitable 

number. 
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Thus the script looks something 1 


HERE HEE HEHE 
# CD Setup 
HERE HEE HEHE 


CDL_PROMPTLEN=21 
/usr/bin/cdll 
alias cd='cd_new' 
alias @='cd_new Q' 


Gel =U) 
(gol =D 


HTH HH HE EH HT EH EH HE EE 


HEE HEH HEE HHT 


FEAE AE HE E FE HEFE EE E 
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HEH 


Td 
All 
IDAL 
Rep 
All 
Upl 
Set 

Td 


There are a couple of caveats. If 
without calling cdll, 


side ELSE 
FE FE TE FE TE FE FE FE FE FE FE FE FE EEE EEE HE EEE EEE HHH HHH EH 


HGH HE FE FE HE E TE HE EE TE ERE E ERE E E E E E E E E E E E E EE ERE 
ow a prompt length of up to 21 characters 
cialis Ser 

lace the built in cd command 

ow @ at the prompt to display history 

oad directories 

default action to non-posix 

Hae HH HEHE HE HE ERE EERE E E E E E E E E E E E E ERE 


[The full meaning of these commands will become clear later. 


another program changes the directory 


then the directory won't be put on the stack and 


also if the prompt facility is used then this will not be updated. Two 
programs that can do this are pushd and popd. To update the prompt and 
Stack simply enter: 


cd 


Note that if the previous entry on the stack is the current directory 
then the stack is not updated. 


Usage 
ed [dir] [0-9] [@[s|h] eo <dir>] [=d] [-D] [-r<n>] 

[elt |O=S)) [mme] sche OS l-s«wm-1 l-9&m-1 
Lew] (=i) [=] el] patel] tet) [uw] 
<dir> Go to directory 
=m Goto previous directory (0 is previous, 

JL ais ieisic owe db; Site.) 

im LS wo ta nex Misco (eletti abe 50) 
@ List history and special entries (Usually available as $ @) 
@h List history entries 
@s List special entries 
-g [<dir>] Go to literal name (bypass special names) 

TALS ws Teo» mlillowy secesis to caus @alllecd "7V.V1qU,V-ImV Ste 
=E Change default action verbose. (S note) 
-D Change default action Silence (S note) 
-s«n» Go to the special entry «n» 
EOS Go to the special entry «n» 

and replace it with the current dir 
zrn [Degblue-] (€ 9 ie clhimeceoiry «ehe 
and then put it on special entry <n> 
=< [eeu] (Go o climecitomy <elilie> 
and put current dir on special entry «n» 


-a«n» 
Sie [eati] 


Alternative suggested directory. See note below. 
TN ntries to «file». 


=u [<file>] 


Update entries from <file>. 
If no filename supplied then default file (~/cdfile) is used 


D aane U due 


eu 


nt versions 


Print version number 


Help 
Detailed help 
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Examples 


These examples assume non-default mode is set (that is, cd with no 
parameters will go to the most recent stack directory), that aliases 
have been set up for cd and @ as described above and that cd's prompt 
facility is active and the prompt length is 21 characters. 


/home/phil$ Q 

List the entries with the Q9 
History: 

Output of the @ command 


Skipped thes ntries for brevity 


1 /home/phil/ummdev S1 /home/phil/perl 
Most recent two history entries 
0 /home/phil/perl/eg SO /home/phil/umm/ummdev 


and two special entries are shown 


/home/phil$ cd /home/phil/utils/Cdll 
ow change directories 
/home/phil/utils/Cdll$ @ 

Prompt reflects the directory. 
BLL GE IE S 

ew history 


1 /home/phil/perl/eg S1 /home/phil/perl 
History entry 0 has moved to 1 
0 /home/phil SO /home/phil/umm/ummdev 


and the most recent has entered 
LO GOO tO e MSL Gu 


/home/phil/utils/Cdll$ cd 1 

# Go to history entry 1. 
/home/phil/perl/eg$ 

# Current directory is now what was 1 


To go to a special entry: 


/home/phil/perl/eg$ cd -s1 
# Go to special entry 1 
/home/phil/umm/ummdev$ 
# Current directory is S1 


To go to a directory called, for example, 1: 
/home/phil$ cd -g 1 


# -g ignores the special meaning of 1 
/home/phil/1$ 


To put current directory on the special list as S1: 


Qul =ril y # OR 
@ol RISE # These have the sam ffect if the directory is 
#+ . (the current directory) 


To go to a directory and add it as a special 
The directory for -r«n» or -R«n» may be a number. 
For example: 
$ cd -r3 4 Go to history entry 4 and put it on special entry 3 
$ cd -R3 4 Put current dir on the special entry 3 and go to 
history entry 4 
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Gel —e9 Go to special entry 3 


Note that commands R,r,S and s may be used without a number and 


refer 
$ 
$ 


co Ug 
Gel cg Go to special entry 0 
Gel = Go to special entry 0 and make special entry 0 


current dir 
egi = d Go to history entry 1 and put it on special entry 0 
Qi ze Go to history entry 0 and put it on special entry 0 


Alternative suggested directories: 


If a directory is not found, then CD will suggest any 
possibilities. These are directories starting with the same letters 
and if any are found they are listed prefixed with -a«n» 


where 


«n» is a number. It's possible to go to the directory 


by entering cd -a«n» on the command line. 


Use cel =cl ue =D) to chance Glexteuult eel aciciiom., (xol Sa wallll giao 
current action. 


The history entries (0-n) are stored in the environment variables 


eoe = Dia] 
Similarly the special directories S0 9 are in th nvironment 
variable CDS[0] - CDS[9] 


and may be accessed from the command line, for exampl 


Jus =1 S{O@oS 13] } 
Cae SUCD PS] ELIS cesar 


rhe default pathname for the -f and -u commands is ~ 
rhe default filename for the -f and -u commands is cdfile 


Configuration 


The following environment variables can be set: 


CDL PROMPTLEN .- Set to the length of prompt you require. 


Prompt string is set to the right characters of the current 
directory. If not set, then prompt is left unchanged. Note 
that this is the number of characters that the directory is 
shortened to, not the total characters in the prompt. 


CDL PROMPT PRE - Set to the string to prefix the prompt. 
Default is: 


mom—aeees VV \I\ Vaile sm \l" serta colo To 91b) o 
ROOES aXX ISNWelgissmwi4  (eets colour 19 rec) 
CDL PROMPT POST => Set to the string to suffix the prompt. 
Default is: 
mom-—woors "XXIe OO y] S" 
(resets colour and displays $). 
TOOL: "NN[NNe[00mNN] #" 


(resets colour and displays #). 


Notes 


CDi JRXOMIE WIR & IPOS (xadby ic 


CDPath - Set the default path for the -f & -u options. 
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Default is home directory 
(Ber a IL Set the default filename for the -f & -u options. 
Default is cdfile 


There are three variables defined in the file cdll which control the 
number of entries stored or displayed. They are in the section labeled 
'Initialisation here' towards the end of the file. 


cd maxhistory — The number of history entries stored. 
Default is 50. 

cd maxspecial — The number of special entries allowed. 
Dertemwulic abe; Q9. 

cd histcount — The number of history and special entries 


displayed. Default is 9. 
Note that cd maxspecial should be »- cd histcount to avoid displaying 
Special entries that can't be set. 
Version: 1.2.1 Date: 24-MAY-2003 


DOCUMENTATION 


Example A-34. A soundcard setup script 


!/bin/bash 
Soundcard-on.sh 


Script author: Mkarcher 

http://www.thinkwiki.org/wiki 

/Script for configuring the CS4239 sound chip in PnP mode 

ABS Guide author made minor changes and added comments. 

Couldn't contact script author to ask for permission to use, but 
+ the script was released under the FDL, 
+ so its use here should be both legal and ethical. 


Sound-via-pnp-script for Thinkpad 600E 
+ and possibly other computers with onboard CS4239/CS4610 
that do not work with the PCI driver 
+ and are not recognized by the PnP code of snd-cs4236. 
Also for some 770-series Thinkpads, such as the 770x. 
Run as root user, of course. 


E 


These are old and very obsolete laptop computers, 
+ but this particular script is very instructive, 
+ as it shows how to set up and hack device files. 


# Search for sound card pnp device: 


for dev in /sys/bus/pnp/devices/* 

do 
grep CSC0100 Sdev/id > /dev/null && WSSDEV=Sdev 
grep CSC0110 $dev/id > /dev/null && CTLDEV=Sdev 


done 

# On 770x: 

# WSSDEV = /sys/bus/pnp/devices/00:07 
# CTLDEV = /sys/bus/pnp/devices/00:06 


# These are symbolic links to /sys/devices/pnp0/ 
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# Activate devices: 
# Thinkpad boots with devices disabled unless "fast boot" is turned off 
go. Gim B1TOS) o 


echo activate > $WSSDEV/resources 
echo activate > $CTLDEV/resources 


# Parse resource settings. 


{ read 
read 
read 
read 
read 
read 
read 
The 


+ 
then 


# PnPBIOS: 


# Discard 


bla 
bla 
bla 
bla 
bla 
bla 


"bla's" 


Hack: 


porti 
port2 
port3 
TLIC] 
dmal 
dma2 


"State = active" (s below). 


are labels an the first rreldi "Hoy, V. Uu UU vice, 
These are discarded. 


with PnPBIOS: ports are: portl: WSS, port2: 
ae (QE, jexoueie.S) 2 


sb (unneeded) 


Wiel ACPIUSPiMS SOOImeEsS cues owclse ORL, joorezs slo, Doct WSS 


^^ 


(ACPI bios seems to be wrong here, the PnP-card-code in snd-cs4236.c 
+ uses the PnPBIOS port order) 

Detect port order using the fixed OPL port as reference. 
ii [ S$eert299-")] 


0x388 ] 

^^ Strip out everything following hyphen in port address. 
SO, wit porri is (Opx5 90—(0 «5.3 7 
we're left with 0x530 -- the start address of the port. 


usual order 


port-S$[(portl$$2-*) 
oplport-$(port2$$-*) 


else 


jp ACIES 


iE at 


) « SWSSD 
to see w 


mixed-up order 
port=${port3%%-*} 
oplport=${port1%%-*} 


EV/res 
hat's 


ources 
going on here: 


State 


iL 
0 


"bla" 


read bla portl 
cport-$(portl$$-*) 


cat /sys/devices/pnp0/00:07/resources 


active 
io (0s530-0»x53 7 
io 0x388-0x38b 
ao. 05x272(00— 05x2 315) 
agp 5 
dma 
dma 


^^^ 


labels in first field (discarded). 


read # Discard first line, as above. 


# ^^^ 
4 Just want start address of port. 
) « SCTLDEV/resources 
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# Load the module: 


modprobe --ignore-install snd-cs4236 port-$port cport=S$cport\ 
fm port-$oplport irq-$irq dmal-$dmal dma2-$dma2 isapnp-0 index=0 
# See the modprobe manpage. 


exit $? 


Example A-35. Locating split paragraphs in a text file 


#!/bin/bash 

# find-splitpara.sh 

# Finds split paragraphs in a text file, 
#+ and tags the line numbers. 


ARGCOUNT=1 # Expect one arg. 
OFF=0 # Flag states. 
ON=1 


E_WRONGARGS=85 


file="S1" # Target filename. 
lineno-1 # Line number. Start at 1. 
Flag=SOFF # Blank line flag. 


aie [| See ne VSAIRE COUN? || 

then 
echo "Usage: ^basename $0° FILENAME" 
exit $E WRONGARGS 

ia 


ies ey sersievel (0) # Scan file for pattern, then print line. 


{ 


while read line 


do 
ase [[ “Silime! e ^Ilea—z] && Süd -eci SON T] 
then # Line begins with lowercase character, following blank line. 
echo -n "Slineno:: ui 
exclave "Sie 
ÍE3L 
abi {|e Webber mes T 
then # If blank line, 
Flag-$ON #+ set flag. 
else 
Flag-$OFF 
ÍE3E 
((lineno++) ) 
done 


j- «€ SEE # Redirect file into function's stdin. 


file read 
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exit $? 


his is line one of an example paragraph, bla, bla, bla. 
his is line two, and line three should follow on next line, but 


there is a blank line separating the two parts of the paragraph. 


Running this script on a file containing the above paragraph 
yields: 


AS: there is a blank line separating the two parts of the paragraph. 


There will be additional output for all the other split paragraphs 
in the target file. 


Example A-36. Insertion sort 


!/bin/bash 
insertion-sort.bash: Insertion sort implementation in Bash 
Heavy use of Bash array features: 


dr (string) slicing, merging, etc 
URL: http://www.lugmen.org.ar/-jjo/jjotip/insertion-sort.bash.d 
x /insertion-sort.bash.sh 


Author: JuanJo Ciarlante <jjo@irrigacion.gov.ar> 
Lightly reformatted by ABS Guide author. 

License: GPLv2 

Used in ABS Guide with author's permission (thanks!). 


Test with: o Lansert Lon -S0rt baci iE 
Ores IDASIN SLIMNSSiMe Ion Sor nloxeusim iE 
The following *doesn't* work: 


sh insertion-sort.bash -t 
Why not? Hint: which Bash-specific features are disabled 
+ when running a script by 'sh script.sh'? 


S(DEBUG:-0) # Debug, override with:  DEBUG-1 ./scriptname 
Parameter substitution -- set DEBUG to 0 if not previously set. 
Globalki reay a "labe 


typeset -a list 
Load whitespace-separated numbers from stdin. 


ie p oak = 7T jg then 
DEBUG=1 
read -a list < <( od -Ad -w24 -t u2 /dev/urandom ) # Random list. 
# ^ ^ process substition 
else 


redd sey abe 
Fa 
numelem=${#list[*]} 


# Shows the list, marking the element whose index is $1 
#+ by surrounding it with the two chars passed as $2. 
# Whole line prefixed with $3. 
showlist () 
{ 
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scho YSSUS (ils lA sOsSil} S250s1JSfisbene[SIEyRSIZs181] Suus [Ei S431 
} 


# Loop pivot  -- from second element to end of list. 
for(( i=l; i<numelem; i++ )) do 
(DEBUG hieashow lets i pje % w 
# From current _pivot_, back to first element. 
cee (( 3ex5 35 3-- »J elo 
Search for the lst elem. less than current "pivot" 
[p Wequseu3ed]p" Xe USquasse[adj € Il) Gum break 
done 
(( i==j )) && continue ## No insertion was needed for this element. 
W^ 3 o a Meve ias] (ivor) co tys lere @ie 35e] 
dabese (S fils He e0)8 3) Spibsbssse fall} SSE (a) i \ 
# {0, 4-1} (i) {3} 
paises HOLT adio — (aja) Seas te Glare) 
d ff jar o ac 1h} fiala dast) 
((DInBWE)) )) Geslaorplasic 3) Ws ety 
done 
echo 
SClie Wess 


CCOR SVinesiwhics Vin S I siste [LT] } 


exit $? 
Example A-37. Standard Deviation 


!/bin/bash 
sd.sh: Standard Deviation 


The Standard Deviation indicates how consistent a set of data is. 
It shows to what extent the individual data points deviate from the 
+ arithmetic mean, i.e., how much they "bounce around" (or cluster). 
It is essentially the average deviation-distance of the 
+ data points from the mean. 


To calculate the Standard Deviation: 


1 Find the arithmetic mean (average) of all the data points. 
2 Subtract each data point from the arithmetic mean, 
and square that difference. 
3 Add all of the individual difference-squares in 4 2. 
4 Divide the sum in 4 3 by the number of data points. 
This is known as the "variance." 
5 The square root of # 4 gives the Standard Deviation. 


count=0 # Number of data points; global. 
SC-9 # Scale to be used by bc. Nine decimal places. 
E DATAFILE-90 # Data file error. 


d Ser data cii 
ic [ | ez "51" j d Speciiy culemam as Cne line muc? 
then 
datat ilke =T IMEA deesse. anal. ll, 
else #+ one (numerical) data point per line! 
datafile=sample.dat 
if a # See example data file, below. 
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if [ ! -e "Sdatafile" ] 
then 
exelmo) "UU Selena le V XV Closes ioi. exile |} 
SLE SE- DATAT ILLM 
JE 
# 


arith_mean () 


{ 


local rt=0 # Running total. 
local am=0 # Arithmetic mean. 
local ct=0 # Number of data points. 
while read valu # Read one data point at a time. 
do 
we=S (ecing “SCAIle=SSCe Sui q Svale | 19e) 
(C quse ))) 
done 
ewe) "ekgkeulec-seec Sar. / Ser || exe) 
echo $am; return $ct # This function "returns" TWO values! 


i? (Calbheskong eus. iewi ierenek denbldL eoe wierd alse Scie S 255) 
# To handle a larger number of data points, 
#+ Simply comment out the "return Sct" above. 


} «"$datafile" # Feed in data file. 
sd () 
{ 
meanl=S1 # Arithmetic mean (passed to function). 
n=$2 # How many data points. 
sum2=0 # Sum of squared differences ("variance"). 
avg2=0 # Average of Ssum2. 
sdev=0 # Standard Deviation. 
while read valu # Read one line at a time. 
do 
diff=$ (echo "scale-$SC; Smeanl - $value" | bc) 
# Difference between arith. mean and data point. 
liie zx (erly "suede esc xis ** SCHERE 1^ loys) 37 SCN, 
sum2-$ (echo "scale-$SC; Ssum2 + $dif2" | bc) # Sum of squares. 
done 
avg2-$(echo "scale-$SC; $sum2 / $n" | bc) # Avg. of sum of squares. 
sdev-$(echo "scale-$SC; sqrt($avg2)" | bc) 4 Square root - 
echo $sdev # Standard Deviation. 
} «ei Sicleveeie 1.1L ey # Rewinds data file. 
d d 
mean-$(arith mean); count=$? # Two returns from function! 


std dev-$(sd $mean $count) 


echo 

echo Witivinloere mie cera jewuviatcs in WU Scirari la tA Ex fSxeXoxbhoue 
echo "Arithmetic mean (average) = Smean" 

echo "Standard Deviation = $std_dev" 

echo 

d d 
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exit 


This script could stand some drastic streamlining, 
+ but not at the cost of reduced legibility, please. 


TRÉEÉERRBBRRMRTRR ER RBREREEBBRBYREEBBEREBRBBABAAAAA E 
A sample data file (samplel.dat): 


432) 
50) 

.88 
o9 
.64 


OO OO © © CO 


$ sh sd.sh samplel.dat 


Number of data points in "samplel.dat" = 5 
Arithmetic mean (average) = 18.756000000 
Standard Deviation = .235338054 


FFFEEFTEEFTEEFTEFFE LFF H E+E + H4 44444444444 # 


Example A-38. A pad file generator for shareware authors 


!/bin/bash 
pad.sh 


TESSHRARUEERARUEEREREUEEREHEHE ERE HERE RE ERE E RE ERE EEE EEE HEHE HEH HE HHH HE HH 
PAD (xml) file creator 

+ Written by Mendel Cooper <thegrendel.abs@gmail.com>. 
+ Released to the Public Domain. 


Generates a "PAD" descriptor file for shareware 

+ packages, according to the specifications 

a ne ilove ASH. 

http://www.asp-shareware.org/pad 

FEAE FE HE TE FE FE HE E TE FE AE EE TE FE HE EEE EE EE E E E EE E E E E E E E E HE EE ER EH EE HE EEE 


Accepts (optional) save filename as a command-line argument. 
dE [ Sia) sya) tJ ] 


then 
savefile=$1 
else 
savefile=save_file.xml # Default save_file name. 
EI 
# ===== PAD file headers ===== 


HDR1="<?xml version=\"1.0\" encoding=\"Windows-1252\" ?»" 
HDR2="<XML_DIZ_INFO>" 

HDR3="<MASTER_PAD_VERSION_INFO>" 

HDR4="\t<MASTER_ PAD VERSION>1.15</MASTER_PAD_VERSION>" 
HDR5="\t<MASTER_PAD_INFO>Portable Application Description, or PAD 

for short, is a data set that is used by shareware authors to 

disseminate information to anyone interested in their software products. 
To find out more go to http://www.asp-shareware.org/pad</MASTER_PAD_INFO>" 
HDR6-"«/MASTER PAD VERSION INFO»" 

# 
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33b ste (0) 
az. (p em PQ T 
then 
echo =a UIS 4 # Get user input. 
else 
echo -n "$1 $2? " # Additional query? 
iG 
read var # May paste to fill in field. 
# This shows how flexible "read" can be. 
mae [D sz. VSieneW | 
then 
echo -e "\t\t<$1 />" >>Ssavefile # Indent with 2 tabs. 
TOLUEA 
else 
echo -e "\t\t<$1>$var</$1>" >>Ssavefile 
return S${#var} # Return length of input string. 
fed. 
eck field length () # Check length of program description fields. 


# $1 = maximum field length 
# $2 = actual field length 
ae jp UIEUL xi Up. cq 
then 
echo "Warning: Maximum field length of $1 characters exceeded!" 
ít 


clear # Clear screen. 
echo "PAD File Creator" 

(o: ho " " 

echo 

# Write File Headers to file. 

echo $HDR1 »$savefile 

echo SHDR2 >>Ssavefile 


ec 
ec 
ec 
eG 


T 

ec 
CO. 
ec 


fi 
ít 
iE 
fes 
fest 
fes 
fi 


# 


ho SHDR3 >>Ssavefile 
ho -e SHDR4 »»5$savefile 
ho -e SHDR5 >>Ssavefile 
ho SHDR6 >>Ssavefile 


Company_Info 

ho "COMPANY INFO" 

| HDR="Company_Info" 

ho "«$CO HDR»" »»$savefile 


ll in Company. Name 

ll in Address 1 

ll in Address 2 

JL sum Crey deum 

ll in State Province 
ll in Zip Postal Code 
Jt 35m. County 


If applicable: 
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# fill in ASP Member "[Y/N]" 
# fill in ASP Member Number 
# fill in ESC Member "[Y/N]" 


fill in Company WebSite URL 


clear # Clear screen between sections. 


# Contact, Info 

echo "CONTACT INFO" 

CONTACT HDR-"Contact Info" 

echo "«$CONTACT HDR»" >>Ssavefile 

fill in Author First Name 

fill in Author Last Name 

fill in Author Email 

fill in Contact First Name 

fill in Contact Last Name 

MIL sug. (Cowon. muas 

echo -e "\t</SCONTACT_HDR>" »»$savefile 
# END Contact Info 


clear 


4 Support Info 
echo "SUPPORT INFO" 
SUPPORT HDR-"Support Info" 
echo "«$SUPPORT HDR»" >>Ssavefile 
fill in Sales Email 
EALL Gua. SUJE Emas 
fill in General Email 
fill in Sales Phone 
fill in Support Phone 
fill in General Phone 
iraLIbl1L zug Wee IP NONE 
echo -e "\t</SSUPPORT_HDR>" >>Ssavefile 
# END Support_Info 


echo "</SCO_HDR>" >>Ssavefile 
# END Company_Info 


clear 


# Program_Info 

echo "PROGRAM INFO" 
PROGRAM_HDR="Program_Info" 

echo "<SPROGRAM_HDR>" >>Ssavefile 
fill_in Program_Name 

fill_in Program_Version 

fill_in Program_Release_Month 
fill_in Program_Release_Day 
fill_in Program_Release_Year 

MILL Tim Picea Cosit_IDo@JLiLaies) 
fill_in Program_Cost_Other 
fill_in Program_Type "[Shareware/Freeware/GPL]" 


fill_in Program_Release_Status "[Beta, Major Upgrade, etc. 


fill_in Program_Install_Support 
fill in Program OS Support "[Win9x/Win2k/Linux/etc.]" 
fill in Program Language "[English/Spanish/etc.]" 


echo; echo 


# File Info 
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echo "FILE INFO" 

FILEINFO HDR-"File Info" 

echo "<SFILEINFO_HDR>" >>Ssavefile 
fill_in Filename_Versioned 

fill_in Filename_Previous 


fill_in Filename_Generic 

fill_in Filename_Long 

fill in File Size Bytes 

ie LiL sug tlle (Sabe k 

ea ug. WPS IS Sabe due 

echo -e "Nt«/SFILEINFO HDR»" >>Ssavefile 
END File Info 


clear 


# Expire Info 
echo "EXPIRE INFO" 
EXPIRE HDR-"Expire Info" 
echo "«SEXPIRE HDR»" >>Ssavefile 
fill in Has Expire Info "Y/N" 
ies ILL ais) onie S COAT 
fill in Expire Based On 
fill in Expire Other Info 
fill in Expire Month 
fill in Expire Day 
fill in Expire Year 
echo -e "Nt«/SEXPIRE HDR»" >>Ssavefile 
END Expire Info 


clear 


More Program Info 

echo "ADDITIONAL PROGRAM INFO" 

fill in Program Change Info 

fill in Program Specific Category 
fill in Program Categories 

PaL ug. ECES June. WAND WY [e/g] Y 
fill in Includes VB Runtime "[Y/N]" 
eaill im taeluces Directx [M/N] Y 
END More Program Info 


echo "</SPROGRAM_HDR>" >>Ssavefile 
# END Program_Info 


clear 


# Program Description 

echo "PROGRAM DESCRIPTIONS" 
PROGDESC_HDR="Program_Descriptions" 
echo "<SPROGDESC_HDR>" >>Ssavefile 


LANG="English" 
echo "<SLANG>" >>Ssavefile 


fill_in Keywords "[comma + space separated]" 

echo 

echo "45, 80, 250, 450, 2000 word program descriptions" 
echo "(may cut and paste into field)" 

# It would be highly appropriate to compose the following 
#+ "Char Desc" fields with a text editor, 

#+ then cut-and-paste the text into the answer fields. 
echo 
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echo " | 45 characters 
eE zum. (Cimeue Desc. 45 

check field length 45 "$2?" 

echo 
wa Iklan, (Clmeus DESE 9) 

check field length 80 "$2?" 


ical Ik il um Char Dese 25/0 
Cheek se stell kanun 250 US m 


ELL sum. Cheie Dese 450 
ana aa Chera Dege ZOO) 


echo "</SLANG>" >>Ssavefile 
echo "</SPROGDESC_HDR>" »»$savefile 
# END Program Description 


clear 

echo "Done."; echo; echo 

echo "Save file is: \""Ssavefile"\"" 
exit 0 


Example A-39. A man page editor 


!/bin/bash 
maned.sh 
A rudimentary man page editor 


Version: 0.1 (Alpha, probably buggy) 

Author: Mendel Cooper <thegrendel.abs@gmail.com> 
Reldate: 16 June 2008 

License: GPL3 


savefile- # Global, used in multiple functions. 
E NOINPUT-90 # User input missing (error). May or may not be critical. 
# =========== Markup Tags ============ # 


TopHeader=".TH" 
NameHeader=".SH NAME" 
SyntaxHeader=".SH SYNTAX" 
SynopsisHeader=".SH SYNOPSIS" 
InstallationHeader=".SH INSTALLATION" 
DescHeader=".SH DESCRIPTION" 
OptHeader=".SH OPTIONS" 
FilesHeader=".SH FILES" 
EnvHeader=".SH ENVIRONMENT" 
AuthHeader=".SH AUTHOR" 
BugsHeader=".SH BUGS" 
SeeAlsoHeader=".SH SEE ALSO" 

BOLD=".B" 

# Add more tags, as needed. 

# See groff docs for markup meanings. 

# # 


Stare () 
{ 


clear # Clear screen. 
echo "ManEd" 
Slay Voss 
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echo 

echo "Simple man page creator" 
echo "Author: Mendel Cooper" 
echo "License: GPL3" 

echo; echo; echo 


} 


progname () 


{ 
echo -n "Program name? " 
read name 


echo =i WEIS ection? [sialic RETURN stoi Cefeule (UIN gp Y 
read section 


mie [| cx. VSsaecatom! | 
then 

section=1 # Most man pages are in section 1. 
ít 


if [| =n "Sname" | 


then 
savefile-""$name"."$section"" Filename suffix = section. 
echo -n "$1 " >>Ssavefile 
namel-$ (echo "$name" | tr a-z A-Z) Change to uppercase, 


+ per man page convention. 
echo -n "Snamel" >>Ssavefile 


else 
Geha "ügsaerepwel ING motte” Mandatory input. 
exit $E NOINPUT Grrtreal i 
# Exercise: The script-abort if no filename input is a bit clumsy. 
# Rewrite this section so a default filename is used 
#+ re nG imputa 
fi 
echo -n " \"Ssection\"">>Ssavefile # Append, always append. 


Seha =i Uwresceslhou E WU 

read ver 

echo -n " \"Version $ver \"">>Ssavefile 
echo >>Ssavefile 


echo =i VWSlaome cleaciciljciom lO = 5 vorde? V 
read sdesc 
echo "SNameHeader">>Ssavefile 


echo ""SBOLD" "Sname"">>Ssavefile 
Gao WUN- Useless Ux» Ssaweei lle 
} 
ea LIL aum. (0) 
{ # This function more or less copied from "pad.sh" script. 
echo sia VSZ w # Get user input. 
read var # May paste (a single line only!) to fill in field. 
ait [| Ste “YSiyeue ] 
then 
echo "S1 " S>Ssavefile 
echo -n "Svar" >>Ssavefile 
else # Don't append empty field to file. 
return $E NOINPUT # Not critical here. 
TE d 
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echo >>Ssavefile 


end () 

{ 

clear 

echo -n "Would you like to view the saved man page (y/n)? " 
read ans 


abit || “Seuss = Win gy Wiseume = WW De sclera Graney dest 
exec less "$savefile" # Exit script and hand off control to "less" 
#+ ... which formats for viewing man page source. 
} 
# # 
Sit cue) 
progname "$TopHeader" 
fill in "$SynopsisHeader" "Synopsis" 


fill in "$DescHeader" "Long description" 

# May paste in *single line* of text. 

fill in "SOptHeader" "Options" 

fill in "$FilesHeader" "Files" 

fill in "SAuthHeader" "Author" 

fill in "SBugsHeader" "Bugs" 

fill in "$SeeAlsoHeader" "S also" 

‘en il uar VSOiclveikisecleie! yos aS mecessaicy, 
end # ... exit not needed. 


Note that the generated man page will usually 
+ require manual fine-tuning with a text editor. 
However, it's a distinct improvement upon 
+ writing man source from scratch 
+ or even editing a blank man page template. 


The main deficiency of the script is that it permits 
+ pasting only a single text line into the input fields. 
This may be a long, cobbled-together line, which groff 
will automatically wrap and hyphenate. 


+ these must be inserted by manual text editing on the 
+ script-generated man page. 
lEpxereOu se (Cliseseilewulie))s walsx ideas 


This script is not nearly as elaborate as the 
+ full-featured "manedit" package 
http://freshmeat .net/projects/manedit/ 
+ but it's much easier to use. 


E 


Example A-40. Petals Around the Rose 


!/bin/bash -i 
petals.sh 


Petals Around the Rose 


Version 0.1 Created by Serghey Rodin 
Version 0.2 Modded by ABS Guide Author 
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# 
# 
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# # 
# License: GPL3 # 
# Used in ABS Guide with permission. # 
E OPRRERE EE EEE EE HE HE EERE EE HE EE EEE RE EEE HE EE ERE EE EEE RE EEERE EERE EEERE d 
hits=0 Correct guesses. 

WIN= Mastered the game. 

ALMOST=5 One short of mastery. 

EXIT-exit Give up early? 

RANDOM-$$ Seeds the random number generator from PID of script. 


# Bones (ASCII graphics for dice) 
bonel [1]=" y 

bonel 
bonel 
bonel 
bonel 
bonel 
bone2 
bone2 
bone2 
bone2 
bone2 
bone2 
bone3 
bone3 
bone3 
bone3 
bone3 
bone3 
[orgia Mp aa ae = +" 


of 
(or © 
(0y 10) (0) ©) (9) 


| 
Q 
O 


fe) 


@r Gi & VD ks (—5 ey Gi dS G iS — (ex. Gi dev ey [SS 
| 


# Functions 
LMSELUCELOMS (0) x 


clear 
echo ig MIDS) you Weel imerructiors? (y/ia)) We reac ans 
aie [| Wisin’ 3 Way) rey Seavey) = UNE "ug kolaa 

clear 

echo -e 'NE[34;47m' # Blue type. 


# "cat document" 
cat ««INSTRUCTIONSZZZ 
The name of the game is Petals Around the Rose, 
and that name is significant. 
Five dice will roll and you must guess the "answer" for each roll. 
It will be zero or an even number. 
After your guess, you will be told the answer for the roll, but 
that's ALL the information you will get. 


Six consecutive correct guesses admits you to the 
Fellowship of the Rose. 
INSTRUCTIONSZZZ 


echo -e "\033[0m" #2 tura Guide lode. 


else clear 
aL 
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fortune () 
{ 
RANGE=7 
FLOOR=0 
number=0 
while [ "$number" -le $FLOOR ] 
do 
number=$RANDOM 
let "number %= $RANGE" i; dL $5 
done 


return $number 


throw () ( 4 Calculate each individual die. 
fortune; B1-2$? 
fortune; B2-2$? 
fortune; B3-2$? 
fortune; B4-$? 
fortune; B5-2$? 


calc () ( # Function embedded within a function! 
caserne Iun 


d ) rose-2;; 
5 ) rose-4;; 
= ) rose=0;; 
esac # Simplified algorithm. 


# Doesn't really get to the heart of the matter. 
return Srose 


} 


answer=0 

calc "SB1"; answer=$ (expr Sanswer + $( y) 

calc "SB2"; answer=$ (expr Sanswer + S 2)) )) 

calc "SB3"; answer=$ (expr Sanswer + $(echo $?)) 

calc "SB4"; answer=$ (expr Sanswer + $( )) 
( S ( )) 


expr Sanswer + 


cual "BEL Suse 


game () 
( # Generate graphic display of dice throw. 

throw 

echo -e "NX033[Tm" # Bold. 

echo =e UN 
cho "Sbone\t$bone\t$bone\t$bone\t$bone" 
echo -e \ 
"S {bonel1 [$B1]}\t${bonel [$B2]}\t${bonel [$B3]}\t${bonel [$B4] }\t${bonel [$B5]}" 
echo -e \ 
"S {bone2 [$B1]}\t${bone2 [$B2] }\t$ (bone2[$B3] }\t${bone2 [$B4]}\t${bone2[$B5]}" 
echo -e \ 
"S(bone3[$B1])Nt$(bone3[$B2] }\t$ (bone3[$B3] }\t${bone3 [$B4] }\t${bone3[$B5]}" 


cho "Sbone\t$bone\tSbone\t$bone\t$bone" 
echo -e "\n\n\t\t" 
echo -e "\033[0m" sr kom ORE bolelo 
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# 


are how many petals around the rose? " 


instructions 


whil | USE 
do 
game 
read petal 
echo "Spetal" 


ais | “S20 exe O 
then 

abis Jp WSioenee uly 

echo -e " 

(C MIES 


aie {| Sima 
echo -e 
echo -e 
echo "Y 


|e "exc 3 # Main loop. 


grep [0-9] »/dev/null # Filter response for digit. 
# Otherwise just roll dice again. 
] 7 ieee Fil, 


== "Sanswer" ]; then # If-loop #2. 
\nCorrect. There are Spetal petals around the rose.\n" 
) 


) 


ts" -eq "SWIN" J; then # If-loop #3. 
Ue Sdbedbyun" se Rec (39e 
07 O33 [E Tham # Bold. 
ou have unraveled the mystery of the Rose Petals!" 


cho "Welcome to the Fellowship of the Rose!!!" 


echo "( 

echo -e 

break 
else echo 


aie |p "Se 
echo "J 
ÍE3L 
SfE 


else 


You are herewith sworn to secrecy.)"; echo 
ANOSSA (uim # Turn off red & bold. 
# Exit! 
"You have Shits correct so far."; echo 


tps exe USOS ip isle 
ust one more gets you to the heart of the mystery!"; echo 


# Close if-loop #3. 


echo -e "\nWrong. There are Sanswer petals around the rose.\n" 


hits-0 # 
fa 


eche sia Vae 
read 
RORE ENAN 
if 


TH 


exit $? 


# Resources: 


Reset number of correct guesses. 
# Close if-loop #2. 


ENTER for the next roll, or type \"exit\" to end. " 


= "SEXIT" ]; then exit 


# Close if-loop #1. 


4 End of main (while) loop. 


1) http://en.wikipedia.org/wiki/Petals Around the Rose 
(Wikipedia entry.) 
2) http://www.borrett.id.au/computing/petals-bg.htm 
(How Bill Gates coped with the Petals Around the Rose challenge.) 
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Example A-41. Quacky: a Perquackey-type word game 


!/bin/bash 
qky.sh 


HPT HE EEE HE EEE HE HE EEE EE HE EEE HE ERE EE HE EE EEE RE EH PE HE EEE EE HE ERE 
QUACKEY: a somewhat simplified version of Perquackey [TM]. 


Author: Mendel Cooper <thegrendel.abs@gmail.com> 
version 0.1.02 03 May, 2008 
License: GPL3 


# 
# 
# 
# 
# 
Har HEH EH EH HT HEH HE aE EE EEE aa EEE aE 


WLIST-/usr/share/dict/word.lst 
Quee WxeseoL iubeng de3Llkey dE(oXbUQYOL levees 
ASCII word list, one word per line, UNIX format. 
A suggested list is the script author's "yawl" word list package. 
meco: oslo deta s abi yenvl—O.. 3.2 tAr cepa 
or 
heto: // // audoyaLle ll 3:6) «(oue oy//ronóloy/ Ian beso Lios /wewil—0). 352 cee c (p 


ONCONS=0 # Word not constructable from letter set. 
CONS=1 # Constructable. 
SUCCESS=0 
G=1 
FAILURE-'' 
NULL=0 Zero out value of letter (if found). 
MINWLEN= Minimum word length. 
MAXCAT=5 Maximum number of words in a given category. 
PENALTY=200 General-purpose penalty for unacceptable words. 
total- 
E DUP-70 Duplicate word error. 
TIMEOUT-10 Time for word input. 
NVLET-10 10 letters for non-vulnerable. 
VULET-13 13 letters for vulnerable (not yet implemented!). 
declare -a Words 
declare -a Status 


declar ze necs mop vao T ep re On 


dJkewcieexser(( Gin e se qe mMm db Je 9 36 io cad sa¢gdwe wu ow i 
V ds Gen epee, sot cip opment aby id eed ere o ca Ae Cab volete Tar xb or al vel 
i gi wel Sol (or i; deb We Yo» Gb (e Jb devo) 4b p a (ep e (v x ci do 76 Sa © GL fs 
top deoab e d ww de ww Ja © Qoo ow xw x x) 


# Letter distribution table shamelessly borrowed from "Wordy" game, 
#+ ca. 1992, written by a certain fine fellow named Mendel Cooper. 


declare -a LS 


numelements=${#letters[@] } 
randseed-"$]" 


LMSC LOms (0 
{ 
clear 
echo "Welcome to QUACKEY, the anagramming word construction game."; echo 
echo -n "Do you need instructions? (y/n) "; read ans 
3LiE [ Mo omo = my —Oo M ces = Venue ] 9 then 
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clear 
echo —e "wm SLAT sr Reel sr@mecneouiel, NETSA Ame for bolus, 
cat <<INSTRUCTION1 


QUACKEY is a variant of Perquackey [TM]. 

The rules are the same, but the scoring is simplified 
and plurals of previously played words are allowed. 
"Vulnerable" play is not yet implemented, 

but it is otherwise feature-complet 


As the game begins, the player gets 10 letters. 
The object is to construct valid dictionary words 
of at least 3-letter length from the letterset. 
Each word-length category 

Seletrer, d-letter, 5-lettert, sro ~ 
fills up with the fifth word entered, 
and no further words in that category are accepted. 


The penalty for too-short (two-letter), duplicate, unconstructable, 
and invalid (not in dictionary) words is -200. The same penalty applies 
to attempts to enter a word in a filled-up category. 


INSTRUCTION1 


echo -n "Hit ENTER for next page of instructions. "; read azl 


cat ««INSTRUCTION2 


The scoring mostly corresponds to classic Perquackey: 

The first 3-letter word scores 60, plus 10 for each additional one. 
The first 4-letter word scores 1220). Dbus 20 for each additional one. 
The first 5-letter word scores 200, plus 50 for each additional one. 
The first 6-letter word scores 300, plus 100 for each additional one. 
The first 7-letter word scores 500, plus 150 for each additional one. 
The first 8-letter word scores 750, plus 250 for each additional one. 
The first 9-letter word scores 1000, plus 500 for each additional one. 
The first 10-letter word scores 2000, plus 2000 for each additional one. 


Category completion bonuses are: 

3-letter words 100 

4-letter words 200 

5-letter words 400 

6-letter words 800 

7-letter words 2000 

8-letter words 10000 

This is a simplification of the absurdly baroque Perquackey bonus 
Scoring system. 


INSTRUCTION2 


echo -n "Hit ENTER for final page of instructions. "; read azl 


Cx, S< INSTRUCCIONS 


Hitting just ENTER for a word entry ends the gam 


Individual word entry is timed to a maximum of 10 seconds. 
*** Timing out on an entry ends the game. *** 
Aside from that, the game is untimed. 
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Game statistics are automatically saved to a file. 


For competitive ("duplicate") play, a previous letterset 
may be duplicated by repeating the script's random seed, 
command-line parameter \S$1. 

For example, "qky 7633" specifies the letterset 

G m gl 3 3E © dm WS ik 


INSTRUCTION3 
echo; echo -n "Hit ENTER to begin game. "; read azl 
echo -e "\033 10m" Wr "uri Gili Tel, 
else clear 
RI 
clear 


seed_random () 


{ # Seed random number generator. 
ie [| =m “Sisevoelsvereyel” j # Can specify random seed. 
then #+ for play in competitive mode. 


# RANDOM="$randseed" 
echo "RANDOM seed set to "Srandseed"" 
else 


randseed-"$$" # Or get random seed from process ID. 
echo "RANDOM seed not specified, set to Process ID of script 


its 


RANDOM="Srandseed" 


echo 


get_letset () 
{ 
element=0 
cho -n "Letterset:" 


for lset in $(seq SNVLET) 

do # Pick random letters to fill out letterset. 
LS[element]-"$(letters[$ ((RANDOM$numelements))])" 
( (element--*)) 

done 


echo 
echo "S{LS[@]}" 


add word () 

{ 
wrd="$1" 
local idx=0 


Status[0]="" 
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Status[3]="" 
Status[4]="" 
while [ "${Words[idx]}" != '' ] 
do 
a || Sd [ab] Ww e Uewsegl" ] 
then 


Status [3]="Duplicate-word-PENALTY" 
let "Score[0]= 0 - SPENALTY" 
let "Score[1]--$PENALTY" 
return $E DUP 
fi 


Cardz) 
done 


Words [idx]="Swrd" 
ger score 


get score() 

{ 
local wlen=0 
local score=0 
local bonus=0 
local first _word=0 
local add_word=0 
local numwords=0 


wlen=S$ {#wrd} 

numwords=S {Score [wlen] } 

Score [2]=0 

Status[4]="" HTA era Pre "loy ico ©. 


case "Swlen" in 
3) first_word=60 
add, word-10;; 
4) first word-120 
add, word-20;; 
5) first word-200 
add word-50;; 
6) first word-300 
add word-100;; 
7) first word-500 
add word-150;; 
8) first word-750 
add word-250;; 
9) first word-1000 
add word-500;; 
10) first word-2000 
add. word-2000;; # This category modified from original rules! 
esac 


( (Score [wlen]++) ) 

if [ ${Score[wlen]} -eq $MAXCAT ] 

then # Category completion bonus scoring simplified! 
case $wlen in 


3 ) bonus=100;; 
4 y bonus-2007; 
5 ) bonus-400;; 
6 ) bonus-800;; 
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7 ) bonus-2000;; 

8 ) bonus-10000;; 
esac # Needn't worry about 9's and 10's. 
Status [4]="Category—Swlen-completion***BONUS***" 
Score[2]=Sbonus 


else 
Status[4]="" # Erase it. 
iE aL 
let "score = Sfirst_word + Sadd_word * Snumwords" 
if [ "Snumwords" -eq 0 ] 
then 
Score[0]=$score 
else 


Score[0]=Sadd_word 
ít # All this to distinguish last-word score 
#+ from total running score. 


let "Score[1] += ${Score[0]}" 
lert "Seesee[i] += S(Seores Tali" 
} 
get_word () 


{ 


local wrd='' 
heads t ol IME OUI wied # Timed read. 
echo $wrd 


is_constructable () 

( # This is the most complex and difficult-to-write function. 
Local -e local deis (( SiS EH gU 3) m DOCE cosy ie lerte Ser. 
local is_found=0 
local idx=0 
local pos 
local strlen 
local local word-( "$1" ) 
strlen=S {#local_word} 


wusudLle [p WSakeb< dq Weicheaeilena? T 
do 
abis; etoxbtaro ES ((exgoxc  abevoke»« USWpexereul duis] jpu WS Ibex vuewsols tob Ib] V) 
if [ "Sis found" -eq "SNONCONS" ] # Not constructable! 
then 
echo "SFAILURE"; return 
else 
(Coos = (gus roune = il) / 2)) # Compensate for spaces betw. letters! 
local LS[pos]-$NULL # Zero out used letters. 
((idx++) ) # Bump index. 
fa 
done 


echo "SSUCCESS" 
return 


aber wwedlisbel (0) 
( # Surprisingly easy to check if word in dictionary 
Eora Sep VSI USRHLILSU # ... courtesy of 'grep' 
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echo $? 


check word () 
{ 
a [D ew VSL T 
then 
return 
fest 


Status 
Status 
Status 


] 
] 
] 
Status[4] 


p 
L2 
[ES 
[4 
iscons-$(is constructable "$1") 
aie dp VSiseome! ] 
then 
Status[1]-2"constructable" 
was (ass seule SIL") 
ase [ Wy seo VSSuCCaASS” T 
then 
Status [2]="valid" 
strlen=S {#1} 


if [ ${Score[strlen]} -eq "SMAXCAT" ] # Category full! 


then 


ENALTY" 


Status[3]-»"Category-S$strlen-overflow-Pl 
return $NG 
apis 


case "Sstrlen" in 
ay {fli aS) 
Status [3]="Two-letter-word-PENALTY" 
return $NG;; 
a) 
Status[3]="" 
Maeve SSVCCHSS se 
esac 
else 
Status [3]="Not-valid—PENALTY" 
return $NG 
ít 
else 
Status [3]="Not-constructable-PENALTY" 
return $NG 


feu 


### FIXME: Streamline the above code block. 


display words () 
{ 
local idx=0 
local wlenO 


clear 

cho "Letterset: SOS [HT jo 

echo "Threes: Fours: Fives: Sixes: Sevens: miegs s" 
(ay i 
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waiile [ '""SWowcek[ssob]p" HN Uv ] 
do 
wlen0=$ {#Words [idx] } 
case "$wlenO" in 
3» Rf 
4) echo -n W TET 
S) (ele) -—w WU 
6) Gel =i 
3) eee cm UU 
$$). «exeleug) com. W 
esac 
echo "S(Words[idx])" 
((idx++) ) 
done 


### FIXME: 


play () 
{ 


word="Start game" 


, 


If player just hits return 


vanile L "Swkessel" ] # 

do #+ then game ends. 
echo "Sword: "S{Status/[@]}"" 
echo -n "Last score: [${Score[0] }] 


total=${Score[1] } 
word=S (get_word) 
check_word "Sword" 


aie di 
then 
add_word 
else 
let 
let 
iA 


"$?" -eq "SSUCCESS" ] 


" Sword" 


Secors [r0] © = Sume 
"Score[1]-=SPENALTY" 


display_words 
done # Exit game. 


### FIXME: The play () 


### This verges on "spaghetti code" 


} 


end_of_game () 
{ # Save and display stats. 


ea 


The word display is pretty crude. 


# Dummy word, to start 


(null word), 


TOTAL score: 


function calls too many other functions. 


TERETAREETAREEdESATAEEEEEEAutosavettitit EE EE E EE EEE HEHE EEE SE 


savefile-qky.save.$$ 
# ASS 12D) OE BXSIETUIONE 


echo ‘date’ >> Ssavefile 

cho "Letterset 4 Srandseed (random seed) 
cho sia Yrettersets V Se Seaverile 
echo "${LS[@]}" >> Ssavefile 

lag ">> Ssavefile 

echo "Words constructed:" >> $savefile 
echo "S${Words[@]}" >> Ssavefile 
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echo >> Ssavefile 
echo WSeewes Sterol’ >> SRaverile 


echo "Statistics for this round saved in \""Ssavefile"\"" 
FE HE E E HE E HE E HE E E E HE E HE E HE E HE E E E E HE HE E FE E HE FE E E HE E E E E E HE E HE HE HEE HEE HEHE 


EElae VSCore roa winre: AON Sico@ice IL 
echo "Words: S${Words[@]}" 


instructions 
seed random 
get letset 
play 
end of game 


1) Clean up code! 

2) Prettify the display words () function (maybe with widgets?). 

3) Improve the time-out ... maybe change to untimed entry, 
+ but with a time limit for the overall round. 

4) An on-screen countdown timer would be nice. 

5) Implement "vulnerable" mode of play for compatibility with classic 
ab version of the game. 

6) Improve save-to-file capability (and maybe make it optional). 

3) isa lores d d 


For more info, reference: 
http://bash.deta.in/qky.README.html 


Example A-42. Nim 


#!/bin/bash 
# nim.sh: Game of Nim 


# Author: Mendel Cooper 
# Reldate: 15 July 2008 


# License: GPL3 

ROWS=5 # Five rows of pegs (or matchsticks). 

WON=91 # Exit codes to keep track of wins/losses. 

LOST=92 # Possibly useful if running in batch mode. 

QUIT=99 

peg_msg= # Peg/Pegs? 

ROWO © 5 4 3 2 i } # Array holding play info. 

# S{Rows[0]} holds total number of pegs, updated after each turn. 


# Other array elements hold number of pegs in corresponding row. 


LIAS EU ome (0) 
{ 
clear 
tput bold 
cho "Welcome to the game of Nim."; echo 
echo -n "Do you need instructions? (y/n) "; read ans 
xta [po Usury = WAS sey Weenie em Wye qoas selsieum 
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cle 
ech 
cat 


gue 


oO =e UM 


<<INSE 


E[33;41m' 
RUCTIONS 
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# Yellow fg., over red bg. 


Nim is a game with roots in the distant past. 
This particular variant starts with five rows of pegs. 


Olds COR NE 


The number at th 


left identifies the row. 


[The human player moves first, 


E e c3 Ba we 


and alternates turns with the bot. 


A turn consists of removing at least one peg from a single row. 
It is permissable to remove ALL the pegs from a row. 
ple, in row 2, 


For exam 


The stra 


the next 


o exit 
INSTRUCT 


echo; ec 


Se 


the gam 
IONS 


moy =i, Wisi 


above, 


to-last peg(s), 


arly, 


ENT 


else tput sgr0; 


tally up 
{ 
Tert AX 
${Rows 


display 
{ 
index= 
echo 


while 
do 


Q 


ows[0] 


[5]}" 


0 


m) =e AOSS o" 
clear 


the player can remove 
The player who removes the last peg loses. 


tegy consists of trying to be the one who r 


d 2p Sy ue 4 1996 


leaving the loser with the 


nahi 


ENT 


AR Cleea) owe CUNE 


ER to begin game. "; read azx 


# Restore display. 


il # Start with top row. 


D Vindex" 


-le 


p=S {Rows [index] } 
-n "Sindex: 


echo 


" SROWS " 


] 


# Show row number. 


# 


# Two concurrent inner loops. 


indent-$index 


wh 
do 


rie [p “Salingksoe” pne O J 


echo -n 
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# Staggered rows. 


moves 
final peg. 


= ${Rows[1]} + ${Rows[2]} + ${Rows[3]} + ${Rows[4]} + \ 
# Add up how many pegs remaining. 


723 


( (alineleimic ==} J) 
done 


Woale I "Sow c © I 
do 
echo -n 


( (9) } 


done 
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# Spacing between pegs. 


echo 
((index++) ) 
done 


tally_up 
rp=$ {Rows [0] } 
agr |[ Sx” ee X ] 


then 


peg msg-peg 
final msg-"Game over." 


else # Game not yet over 


peg msg-pegs 


final msg-"" # So "final message" is blank. 
ia 
echo " Srp $peg msg remaining." 
echo " YS aere N 
echo 


player move () 


{ 
echo "Your move:" 


ceho sia “Wintel ion:  "U 
while read idx 


do # Validity check, etc. 
aai || t WSs! i] # Hitting return quits. 
then 
echo "Premature exit."; echo 
tput sgr0 # Restore display. 
exit SQUIT 
Pa 
aie [ VOICU cm VSROWSY =e “Sack! -le i || # Bounds check. 
then 


echo "Invalid row number!" 


echo =i "sein seen? 4 
else 

break 
ít 
* TODO: 


4 Add check for non-numeric input. 


# Also, script crashes on input outside of range of long double. 


ip Wis Tg. 
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done 


cho -n "Remove how many? " 
while read num 


do # Validity check. 
aie [| =. VO ] 
then 
echo "Premature exit."; echo 
tput sgr0 # Restore display. 
exitu SOULI 
fa 
aie [ VSinwm”! E SiiRows [ack] } so "Ssmus =l i | 
then 


echo "Cannot remove Snum!" 
cho -n "Remove how many? " 
else 
break 
ia 
done 
# TODO: 
# Add check for non-numeric input. 
# Also, script crashes on input outside of range of long double. 
# Fix this. 


let "Rows[idx] -= $num" 


display 
galliy wo 


a | SiRows (Ol } sae X ] 

then 

echo " Human wins!" 

echo " Congratulations!" 
tput sgr0 # Restore display. 
echo 

exit SWON 

EL 


if [ ${Rows[0]} -eq 0 ] 


then 4 Snatching defeat from the jaws of victory 
echo " Ig exo. WU" 
echo " You just removed the last peg!" 
echo " Bot wins!" 
tput sgr0 # Restore display. 
echo 
exit $LOST 
ít 
} 
bot_move () 
{ 
row_b=0 
while [[ $row b -eq 0 || $(Rows[row b]) -eq 0 ]] 
do 
row b-$RANDOM # Choose random row. 
let "row b %= SROWS" 
done 
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num b-0 
rO-S(Rows [row_b] } 


age (T YSie0 seep db oT 
then 

num_b=1 
else 


ler Worm lo = Su = I4 
# Leave only a single peg in the row. 
f # Not a very strong strategy, 
#+ but probably a bit better than totally random. 


let "Rows[row b] -= $num b" 
Seino ier AIOR Y 
echo "Removing from row $row b d 
au || fex do" exe, d. T 
then 
peg msg-peg 
else 
peg msg-pegs 
fees 


echo " $num b $peg msg." 


display 
ied ily tio 


if [ ${Rows[0]} -eq 1 ] 


then 
echo " Bot wins!" 
tput sgr0 # Restore display. 
exit SWON 
fi 
} 
# # 
instructions # If human player needs them 
ice Io@1Lel # Bold characters for easier viewing. 
display # Show game board. 
while [ true ] # Main loop. 
do # Alternate human and bot turns. 
player_move 
bot_move 
done 
# 
Exercise: 


Improve the bot's strategy. 
There is, in fact, a Nim strategy that can force a win. 


Recode the bot to use this strategy (rather difficult). 


Curiosities: 


Nim played a prominent role in Alain Resnais' 1961 New Wave film, 
+ Last Year at Marienbad. 
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n 1978, Leo Christopherson wrote an animated version of Nim, 


#+ Android Nim, for the TRS-80 Model I. 


Example A-43. A command-line stopwatch 


1/9 


A 


Au 


No 


CH 


expo 


ulim 
trap 
save 
SUUM 
SEE 
SETY 


cach 


in/sh 


sw.sh 


command-line Stopwatch 


thor: Padraig Brady 
http://www.pixelbeat.org/scripts/sw 
(Minor reformatting by ABS Guide author.) 
Used in ABS Guide with script author's permission. 
TSS? 
This script starts a few processes per lap, in addition to 
the shell loop processing, so the assumption is made that 
this takes an insignificant amount of time compared to 
the response time of humans (~.1s) (or the keyboard 
interrupt rate (~.05s)). 
PV düose Solies miet l6 ntered twice if characters 
(erroneously) entered before it (on the same line). 
'?' since not generating a signal may be slightly delayed 
on heavily loaded systems. 
Lap timings on ubuntu may be slightly delayed due to: 
https://bugs.launchpad.net/bugs/62511 
anges: 
V1.0, 23 Aug 2005, Initial release 


V1.1, 26 Jul 2007, Allow both splits and laps from single invocation. 


Only start timer after a key is pressed. 
Indicate lap number 
Cache programs at startup so there is less error 
due to startup delays. 
V1.2, 01 Aug 2007, Work around care commands that don't have 
nanoseconds. 
Use stty to change interrupt keys to space for 
laps etc. 
Ignore other input as it causes problems. 
V1.3, 01 Aug 2007, Testing release. 
V1.4, 02 Aug 2007, Various tweaks to get working under ubuntu 
and Mac OS X. 
V1.5, 27 Jun 2008, set LANG-C as got vague bug report about it. 


rt LANG=C 
ai =e 0 No coredumps from SIGQUIT. 
TM SINS Ignore Ctrl-Z just in case. 
| tty-'stty -g' && trap "stty $save tty" EXIT # Restore tty on exit. 
ee, V V Spacer non apsi rather tihan eis . 
Cote eee 9 dto SjOllsies recie eein Oriel, 
-echo Don't echo input. 
e progs() 


stty » /dev/null 
date » /dev/null 
grep . « /dev/null 


(echo "import time" | python) 2» /dev/null 
bc « /dev/null 
sed '' « /dev/null 


primer YI > eera 
/usr/bin/time false 2> /dev/null 
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cat « /dev/null 
} 


cache_progs # To minimise startup delay. 


date +%s.3N | grep -qF 'N' && use python-1 4 If “date lacks nanoseconds. 
now() ( 


if [ "Suse python" ]; then 
echo "import time; print time.time()" 2>/dev/null | python 
else 
oaii CUPS. Zap dets Tass N 
Fi 
i 
fmt_seconds() { 


seconds-$1 
mins= echo $seconds/60 | bc^ 


ae [D Wane de. OME Tee selexeim 
sexes scho VSssconcs = (Suons^60)" | le: 
echo "Smins:Sseconds" 
else 
echo "$seconds" 
EN 
} 
total(y 4 
end-'now' 
total= echo "Send Bess" ] lee 


fmt seconds $total 


stop() ( 
[ "Slapped" ] && lap "Slaptime" "display" 
total 
exit 
} 
lap() { 
laptime= echo "$1" | sed -n 's/.*real[*0-9.]*\(.*\)/\1/p" 


L| 2 Wsilagsesins =e USIBgesaus = VOV J se rerumn 
# Signals too frequent. 
laptotal= ‘echo Slaptime+OSlaptotal | bc^ 
if [ "$2" = "display" ]; then 
lapcount= echo 0$1apcount-*1 | bc^ 
laptime-' fmt seconds $laptotal' 
echo $laptime "($1lapcount)" 
lapped-"true" 
laptotal-"0" 


exo =m. "Seem tor Je | g itor episc | QCixl-C to stop | Space to SESEE.s" 62 


while true; do 
trap true INT QUIT # Set signal handlers. 
laptime=/usr/bin/time -p 2>&1 cat >/dev/null- 


ret=$? 

Trap "US TNTE (QUU # Ignore signals within this script. 

a || Siesie ej i -o Se ep 2 =@ Srat q 130 ]; then # SIGINT = stop 
[| 4 w"SstesipV J| & 1 echo Se2e cemaieg I 
stop 

elus | $ret er 3 —9 Sue er isi ]9 ixem # SIGQUIT = lap 
aus [P 4 WeuenseucEd ss xls 
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start= now || exit 1 
echo >&2 
continue 
ia 
lays) "Sube sages Ulis" 
else # eof = split 
[ 4 “VSetcenee” |] ge Clone sin 
total 
lap "Slaptime" 4 Update laptotal. 
ipa 
done 
exit $? 


Example A-44. An all-purpose shell scripting homework assignment solution 


!/bin/bash 

homework.sh: All-purpose homework assignment solution. 

Author: M. Leo Cooper 

If you substitute your own name as author, then it is plagiarism, 
+ possibly a lesser sin than cheating on your homework! 

License: Public Domain 


This script may be turned in to your instructor 

+ in fulfillment of ALL shell scripting homework assignments. 
It's sparsely commented, but you, the student, can easily remedy that. 
The script author repudiates all responsibility! 


DLA-1 
P1=2 
P2=4 
P3=7 
PP1=0 
PP2=8 
AXL-9 

E LZY-99 


declare -a L 

Olas 9 37 29 S Js. 3g WS) Jy 20 2 3/9 34 33 2G" 

eU 29 12 14 is 19 29 4 12 15 y © TY S9 2 © ii di 24 29 Ty 4 6 174 19v 
zu 19 7 9 39 29 8 29 7 (Q 21 4 29 is 4 6 lil 4 2 39 a Sw 

SUNO 14 29 29 wae 12 35 ida 4 39 4 29 19 7 G& 19 29v 

Sue 2 7 x4 da ii 22 34 17 309 29 © is 19 B 6 1959 12 4 15 19 26" 
sUT5 ii 40 1984 29 0 2 2 4 15 19 29 12 24 29 y 20 12 1» il 4 29» 
UA 23 2 20 1s 4 29 14 & 29 4 6 iy 4 6 89 x4 20 19 29" 

SUIS 9 25 SG. 3 4 136 39 27 

zs tS 3 29 6 ly © S 4 29 12 4 29 0 2 2 X4 spy S 9 AS 6 iX 24. 26" 
Swe y o la 19 29 Z4 14 20 26" 


Ese Esc D [Es T E d Es b SA al er 
(o) (es. = rex GIES (ev ho iS 


declare -a \ 
eoe AB CD dm qe (GS deb OE d JA des MW © RP OI Sw WW WK X 5 5 8 YY) 


poe Je.) 

{ 
echo -n "S{alph[$1]}" 
echo -n -e "Xa" 
sleep SDLA 


lg 3c (0) 
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echo -e '\E[31;48m\033[1m' 


ceho =e UND 
sleep SDLA 


restore () 
echo -e '\033[0Om' sr BOLG, ORE, 
cout sere () # Normal. 
el (y) 


for liz im Si 
do 

pe le Ugupiu 
done 


# 
Dur 


for i in $(seq 0 $MAXL) 
do 
pol eel aie 
Te pp "6x" sq" erie j] Mein Seq. "opa j "Sar eg T qu 
then 
(gue 
eus [p SRA see SEULS qd “Sak Seer WEEIEZ qj 
then 
(cic (ehe 
ít3 
done 


DOSLODe 


# 


echo 


exit SE_LZY 


# A typical example of an obfuscated script that is difficult 
#+ to understand, and frustrating to maintain. 

# In your career as a sysadmin, you'll run into these critters 
#+ all too often. 


Example A-45. The Knight's Tour 


#!/bin/bash 
# ktour.sh 


# author: mendel cooper 


# reldate: 12 Jan 2009 
# license: public domain 
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(Not much sense GPLing something that's pretty much in the common 
+ domain anyhow.) 


FE FE TE TE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE EEE FE FE FE FE FE FE FE FE FE FE FE FE HE FE FE FE FE FE FE FE EEE EH HH HEHE HF 
The Knight's Tour, a classic problem. 


The knight must move onto every square of the chess board, 
but cannot revisit any square he has already visited. 


And just why is Sir Knight unwelcome for a return visit? 

Could it be that he has a habit of partying into the wee hours 
+ of the morning? 

Possibly he leaves pizza crusts in the bed, empty beer bottles 
+ all over the floor, and clogs the plumbing. 


Usage: ktour.sh [start-square] [stupid] 


Note that start-square can be a square number 

4e ius ime wemge © = 63 sos Qu 
a square designator in conventional chess notation, 
such as al EB. I eto. 


If start-square-number not supplied, 
+ then starts on a random square somewhere on the board. 


"stupid" as second parameter sets the stupid strategy. 


Examples 
KitoUuE sem 23 Starts on square #23 (h3) 
ktour.sh g6 stupid starts on square #46, 


using "stupid" (non-Warnsdorff) strategy. 
TAE HE FE E FE HE TE FE FE FE HH HE FE FE HE FE HEHE EE EH EH EEE HH TE EH HEHE HE EEE EH EH EH EE E E E 


DEBUG= # Set this to echo debugging info to stdout. 


FAILURE=1 
LINELEN=21 # How many moves to display per line. 
# 


Board array params 
ROWS=8 # 8 x 8 board. 
COLS=8 
let "SQUARES = $ROWS * $COLS" 

let "MAX = SSQUARES - 1" 

MIN=0 

64 squares on board, indexed from 0 to 63. 


VISITED=1 
UNVISITED--1 
UNVSYM="##" 


LÀ # 

# Global variables. 

startpos= # Starting position (square #, 0 - 63). 
currpos= # Current position. 

movenum= # Move number. 


CRITPOS=37 # Have to patch for f5 starting position! 


declare -i board 
# Use a one-dimensional array to simulate a two-dimensional one. 


Appendix A. Contributed Scripts 731 


Advanced Bash-Scripting Guide 


# This can make life difficult and result in ugly kludges; see below. 


decl 


aE 


{ 


ar i moves # Offsets from current knight position. 


ialize board () 


local webz 


tO 
do 


do 


i ebs alia (05 6 GS 
board[$idx]=SUNVISITED 
ne 


ortae looaieel ()) 


{ 


local sack: 
echo " 5 
Oe xowy aue (075509 # Reverse order of rows 
do #+ so it prints in chessboard order. 
let "rownum = $row + 1" # Start numbering rows at 1. 
echo -n "Srownum |" # Mark board edge with border and 
ioe Columa a Ouo T) #+ "algebraic notation." 
do 
let "idx = SROWS*$row + $column" 
aie || S Wloyoveuerel [sich] JP exer SUNS N 1 
then 
echo -n "SUNVSYM y ## 
else # Mark square with move number. 
primer VRO VW Velboarc aeck "2 echo =m V W 
fae 
done 
echo -e -n "\b\b\b|" # Nb is a backspace. 
echo # -e enables echoing escaped chars. 
done 
echo " " 
echo " a b iS d e iE g lg 
} 
failure () 
{ # Whine, then bail out. 
echo 
print_board 
echo 
echo n Waah!!! Ran out of squares to move to!" 
echon uM Knight's Tour attempt ended" 
echo " on $(to algebraic $currpos) [square #Scurrpos]" 
echo ud after just Smovenum moves!" 
echo 
exit SFAIL 
} 
xlat_coords () # Translate x/y coordinates to board position 


{ 


#+ (board-array element #). 
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For user input of starting board position as x/y coords. 

This function not used in initial release of ktour.sh. 

# May be used in an updated version, for compatibility with 

#+ standard implementation of the Knight's Tour in C, Python, etc. 


xig p exe MSI ae =~ VEZ" | 
then 

return SFAIL 
ÍE3L 


local xc-$1 
local ywe=SZ 


ler Wioeyaiecl_aincle, = See = SROS 4e spes 


atit | board inces -lt OMIN -© Cogar stole» eye SMAK || 


then 
return S$FAIL # Strayed off the board! 
else 
return $board index 
ÍE3L 
} 
to_algebraic () # Translate board position (board-array element #) 
{ #+ to standard algebraic notation used by chess players. 
e D See edu. Y 
then 
return SFAIL 
if a 
local element_no=$1 # Numerical board position. 
local Col_guec=( m9 © cl e s ejm ) 
local rem xucceqd23245395uwi) 
lert Hrov nmo = Selen mo / Sirois 


let "col no = $element_no % $ROWS" 
ideo amr leol nolla T259 row aiee eon 309] |} 
local apos=St1$t2 # Concatenate. 

echo $apos 


from algebraic () # Translate standard algebraic chess notation 
{ #+ to numerical board position (board-array element #). 
# Or recognize numerical input & return it unchanged. 
me dp ew Ue ] 
then 
return S$FAIL 
A # If no command-line arg, then will default to random start pos. 
local ix 
local ix_count=0 
local b index # Board index [0-63] 


local alpos-"$1" 


arow-$(alpos:0:1) # position = 0, length = 1 
acol-$(alpos:1:1) 


aie [| Saucony =~ [ecliieaies |i I] # Numerical input? 
then # POSIX char class 
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if [[ Sacol =~ [[:alpha:]] ]] # Number followed by a letter? Illegal! 
then return SFAIL 
eles si | Seules - (RES | # Off board? 
then return SFAIL 
else return Salpos # Return digit(s) unchanged 
Fa #+ if within range. 
f 
Ea 
if [| Sacol -eq SMIN ||| Sacoll -gt SROWS J] 
then # Outside of range 1 - 8? 
return S$FAIL 
if 


tow asx sum a lo € ele i e m 
do # Convert column letter to column number. 


xac [| VUSeusow/ = Vrt j 
then 
break 
Ifa 
( (Gauss eom hsp) ) # Find index count. 
done 
(lace k=—)") # Decrementing converts to zero-based array. 


let "b index = S$ix count + $acol = SROWS" 


ie I S5 bee Ce SIMI | s (On boaco? 
then 

return SFAIL 
EA 


return $b_index 


generate_moves () # Calculate all valid knight moves, 
{ #+ relative to current position ($1), 
#+ and store in ${moves} array. 
local kt_hop=1 # One square :: short leg of knight move. 
local kt_skip=2 # Two squares :: long leg of knight move. 
# 


local valmov=0 Valid moves. 
local row pos; let Vrow poe = Sil $ Scous" 


let "movel = -$kt skip + SROWS" # 2 Sideways to-the-left, 1 up 
aie [|| "ego oron oos = Ske ekio -Lu SVIN TT # An ugly, ugly kludge! 
then # Can't move off board. 
movel-$BADMOVE # Not even temporarily. 
else 
( (valmov--)) 
Pi 
ler "mes = -Gw noo r Ske skip ^5 SROS% sp Ll Sicleivenys: co- the-lèefe;, 2 Tð 
ai [| epr Srov pos ~ Ske hob ~le SNN I] # Kludge continued 
then 
move2=$BADMOVE 
else 
( (valmov++)) 
fai 
let “movesi = Yke hga r E Skio ** SIONIS" s» L srdenays co- Cne=-riene; 2 wS 
ai TI er Gron pos «e Ske doy ^ (9 Xe 11 
then 
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Gl 


move 3=SBADMOV 
else 
((valmov+t+) ) 
ít 
let "move4 = 3Skt skip + SROWS" # 2 Sideways 
aii [|| gor Srov pos i Ske Skip  -ee SCOMS J] 
then 
move4-$BADMOV 
else 
((valmov+t) ) 
Jaa 
let "move5 = kr skip - SROWS" # 2 sideways 
ai [| Exo brow pOS s Ske skio see SCOLMS T] 
then 
move 5=SBADMOV 
else 
((valmov+t) ) 
ít 
let "move6 = Skt_hop - $kt skip * SROWS" # 1 sideways 
Xi [| ee bron pos x Ske hoo =e SCONS | | 
then 
move 6=SBADMOV 
else 
((valmov+t+) ) 
fai 
let "move7 = -$kt hop - $kt_skip * SROWS" # 1 sideways 
iE [|| eas prow pos — Ske nop =le GMN I 
then 
move 7=SBADMOV 
else 
((valmov+t) ) 
i631 
let "move8 = -$kt skip - SROWS" # 2 Sideways 
ii [| expor Sow jos =~ Ske skio =le SMIN J] 
then 
move8-$BADMOV 
else 
((valmov+t) ) 
iE aL # There must be a better way to do this. 


ERI 


LH 


p 


Gl 


EE 


COENE 1631 Grlmie y 


to-the-right, 


to-the-right, 


to-the-left, 


(GO elie letty 


up 


local m-( $valmov $movel $move2 Smove3 $move4 Smove5 $move6 Smove7 $move8 


4 S{moves[0]} = number of valid moves. 
# S{moves[1]} S{moves[8]} = possible moves. 
echo "S{m[*]}" # Elements of array to stdout for capture in a var. 


# Is position actually on the board? 


i LL TSI =e Coue |I V17 =g Vua J] 
then 
return SFAILURE 
else 
perta SSUCCESE 
ít 
} 
do_move () # Move the knight! 


Appendix A. Contributed Scripts 


735 


test $(( $Moves $ SLINELEN )) -eq 0 && echo 
# Print LINELEN-21 moves per line. A valid tour shows 3 complete lines. 
return $valid moves # Found a square to move to! 

} 

do move stupid() # Dingbat algorithm, 


{ 
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local valid_moves=0 
local aapos 
currposl-"$1" 
lmin-$ROWS 

iex-0 

squarel= 

mpm- 

mov= 

declare -a p moves 


HHTHEHPEEEEEE EEE HERE EEE DECIDE-MOVE fata tt ttt Hat Hat HH HH HE HE HH HE 
if [| Sstartpos -ne SCRITIPOS | 
then # CRITPOS = square #37 
decide_move 
else # Needs a special patch for startpos=37 !!! 
decide_move_patched # Why this particular move and no other ??? 
WSL 
HERE HEHE HE EEE EE EH HE EE EEE EE EE AE AE E EE EEE EE EE HE E E EEE E E EEE E E E E EEE EE HE HEE 


(( ++movenum ) # Increment move count. 
let "square = $currposl + ${moves[iex] }" 
HEHEHE HE HE HE HE H H E EEE DEBUG FEFE FE FE TE FE FE FE FE HE HE E H H H 
i le STD EU GS 

then debug # Echo debugging information. 


fi 
HHT HHH FE FE IE HE HE EHH HE HE EE TS 


if [[ "$square" -gt $MAX || "$square" -1t SMIN | | 
$(board[square]) -ne SUNVISITED ]] 
then 
(( —--movenum )) # Decrement move count, 
echo "RAN OUT OF SQUARES!!!" #+ since previous one was invalid. 
return SFAIL 
fi 


board[square]=Smovenum 

currpos=$square # Update current position. 
((valid_moves+t+) ); # moves[0]-$valid moves 
aapos-$(to algebraic $square) 

echo ia "Seer Y 


#+ courtesy of script author, *not* Warnsdorff. 
local valid_moves=0 
local movloc 
local squareloc 
local aapos 
local cposloc="$1" 


itu mmonwiloxe alin bsc 
do # Move to first-found unvisited square. 
let "squareloc = Scposloc + ${moves[movloc] }" 
is on board $squareloc 
if [ $? -eq $SUCCESS ] && I ${board[squareloc]} -eq SUNVISITED ] 
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then # Add conditions to above if-test to improve algorithm. 


ít 


done 


(( ++movenum )) 

board[squareloc]-$movenum 

currpos-$squareloc # Update current position. 
((valid moves--)); # moves[0]-$valid moves 
aapos-$(to algebraic $squareloc) 

echo -n "$aapos " 


test $(( $Moves $ SLINELEN )) -eq 0 && echo i? erint Dil movas Lines 
return $valid_moves # Found a square to move to! 


return $FAIL 


do d 
aie dE, 


f no square found in all 8 loop iterations, 
hen Knight's Tour attempt ends in failure. 


# Dingbat algorithm will typically fail after about 30 = 40 moves, 


#+ but executes much faster than Warnsdorff's in do move() function. 
} 
decide_move () # Which move will we make? 
{ # But, fails on startpos=37 !!! 
itoue noh alia fil, tf} 
do 
let "squarel = $currposl + ${moves[mov]}" 
is on board $squarel 
if [[ $? -eq $SUCCESS && $(board[squarel]) -eq SUNVISITED ]] 
then Find accessible square with least possible future moves. 


This is Warnsdorff's algorithm. 
What happens is that the knight wanders toward the outer edge 
+ of the board, then pretty much spirals inward. 
Given two or more possible moves with same value of 
+ least-possible-future-moves, this implementation chooses 
+ the first of those moves. 
This means that there is not necessarily a unique solution 
+ for any given starting position. 


possible moves $squarel 
mpm-$? 
p. moves [mov] -$mpm 


if [ $mpm -lt $1min ] 4 If less than previous minimum 
then 4 dS 
lmin-$mpm # Update minimum. 
iex=Smov # Save index. 
Pa 
f 
done 
} 
decide_move_patched () # Decide which move to make, 
{ # ERSTE #+ but only if startpos-37 !!! 
Low moy 3m [1558] 
do 
let "squarel = $currposl + ${moves[mov]}" 


is on board $squarel 


abit 


LH S? eee SSUCIOSSS se Siloyosuecl (Sees) } -exer SUNYVTS TKD J] 
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then 


P 


ossible_moves $squarel 


mpm-$? 
p. moves [mov] -$mpm 


3 


it [| smon =le Slimm || y de Ilessiiclosin—one GXenbvellL ice) Prev, mo ainim! 


then 4 2:5 


possibl 
{ 
we ([ 
then 


lmin-$mpm 
iex-$mov 


# There has to be a better way to do this. 


e moves () # Calculate number of possible moves, 
#+ given the current position. 


c TES a ] 


return SFAIL 


its 


local 
local 
local 
local 
tTocal 
decla 


eure q9XOIS— 9 1L 
valid, movl-0 
icx=0 

movl 

Sq 


te a movesloc 


loc=( $(generate_moves $curr_pos) ) 


moves 


ROTON scm Ls 49 


do 
let 


abr 


df 
the 
( 
f 
done 


retur 


"sq = $curr pos + ${movesloc[movl]}" 
on board $sq 
[ $? -eq $SUCCESS ] && [ ${board[sq]} -eq $UNVISITED ] 
n 
(6reido3uel- Su oxzdEspse)) ) 9 


n $valid movl # Found a square to move to! 


strategy () 


{ 
echo 
aie ([ 
then 


Sa "gene | 


for Moves in {1..63} 


do 


cposl-$1 
moves-( $(generate moves $currpos) ) 
do move stupid "$currpos" 


i 
[s 


t || S? eg SPA | 
hen 
failure 
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# Don't need an "else" clause here, 
#+ because Stupid Strategy will always fail and exit! 
for Moves in {1..63} 
do 

cposl-$1 

moves-( $(generate moves $currpos) ) 

do move "$currpos" 

Xi [ S92 ee SEXO | 

then 

failure 
iE aL 


done 
# Could have condensed above two do-loops into a single one, 
echo #+ but this would have slowed execution. 


print_board 

echo 

echo "Knight's Tour ends on $(to algebraic $currpos) [square #$currpos]. 
return $SUCCESS 


debug () 
{ # Enable this by setting DEBUG-1 near beginning of script. 
local n 
cho " " 
echo " At move number Smovenum:" 
echo " *** possible moves = Smpm ***" 
# echo "### square = $square ###" 
echo "lmin = $lmin" 


echo "S${moves[@]}" 


itue in. aia S159] 
do 

echo -n "(Sn):${p_moves[n] } 
done 


echo 
cho "iex = $iex :: moves[iex] = ${moves[iex]}" 
echo "square = $square" 
(ag) i 
echo 

} # Gives pretty complete status after ea. move. 


# # 
# int main () { 

Prom ule. UST 

startpos-$? 


Xi T “Ssicaicirjoos! exe VSIA! | # Okay even if no $1. 
then + REIS D CA Okay even if input le O0. 
echo "No starting square specified (or illegal input)." 
let "startpos = SRANDOM $ SSQUARES" 4 0- 63 permissable range. 
fei 
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alge, MP SES ZN cs SSRA 7] 
then 

STUPID=1 

echo =m U ### Stupid Strategy ###" 
else 

STUPID='' 

exelmg =m VY waw Wiensseseloueitit ss Algoritm 9698 
ít 


initialize board 


movenum-0 


board[startpos]=Smovenum 


currpos=$startpos 
algpos=S (to algebraic $startpos) 


echo; echo "Starting from $algpos [square #Sstartpos] ..."; echo 
echo -n "Moves:" 


strategy "Scurrpos" 


echo 

exit 0 # return 0; 
} # End of main() pseudo-function. 
Exercises: 


2) Improve 


do move . 
Hint: Prevent straying into corner squares in early moves 
(the exact opposite of Warnsdorff's algorithm!). 
3) This script could stand considerable improvement and 
streamlining, especially in the poorly-written 
generate moves() function 
and in the DECIDE-MOVE patch in the do move() function. 
Must figure out why standard algorithm fails for startpos-37 
$ but not on any other, including symmetrical startpos-26. 
Possibly, when calculating possible moves, counts the move back 
+ to the originating square. If so, it might be a relatively 


1) Extend this example to a 10 x 10 board or larger. 


the "stupid strategy" by modifying the 
stupid function. 


Example A-46. Magic Squares 


!/bin/bash 
msquare.sh 


Definition: 


Magic Square generator (odd-order squares only!) 


Author: mendel cooper 
reldate: 19 Jan. 2009 
License: Public Domain 
A C-program by th 


A "magic square" is a two-dimensional array 
of integers in which all the rows, columns, 
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and *long* diagonals add up to the same number. 

Being "square," the array has the same number 

of rows and columns. That number is the "order." 
An example of a magic square of order 3 is: 


9S i 6 
Se p» a 
29:52, 


All the rows, columns, and the two long diagonals add up to 15. 


Globals 
EVEN-2 
MAXSIZE-31 # 31 rows x 31 cols. 
E usage-90 # Invocation error. 
dimension- 


declare -i square 


usage message () 
{ 
echo "Usage: $0 order" 
echo " ... where \"order\" (square size) is an ODD integer" 
echo " in the range o omg 
# Actually works for squares up to order 159, 
#+ but large squares will not display pretty-printed in a term window. 
# Try increasing MAXSIZE, above. 


exit $E_usage 


calculate () # Here's where the actual work gets done. 
{ 

local row col index dimadj j k cell val-1 

dimension-$1 


let "dimadj = $dimension * 3"; let "dimadj /= 2" Tx Chen truncate. 
for gs0; 7 < dimension; 8:5) 
do 

iene (k07 Is < Clinisinssveie Koar) 


( 
do # Calculate indices, then convert to 1-dim. array index. 
# Bash doesn't support multidimensional arrays. Pity. 
lace "gud = Sk = Sy x Schumach, ler Viol SS Sellimeiysaeim'! 


let "row = $j * 2 - Sk + Sdimension"; let "row %= $dimension" 
let "index = Srow*(Sdimension) + Scal” 
square[S$index]-cell val; ((cell_valt++) ) 
done 
done 
} # Plain math, visualization not required. 
print_square () # Output square, one row at a time. 


{ 


local row Col ack cul 
let "dl = $dimension a # Adjust for zero-indexed array. 


for row in $(seq 0 $d1l) 
do 


ror col im See O Schl) 
do 
let "idx = $row * Sdimension + $col" 
primet Ygl US US eewieme|xebx] "s echo =a " V 
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done # Displays up to 13th order neatly in 80-column term window. 
echo # Newline after each row. 
done 


FE AE AE FE AE FE HH HE EH AE FE HE AE FE AE FE FE AE FE a EE EEE 


de [pp weru T (qp gp VETY wn AASTA j|] 
then 

usage message 
ipi 


lex Vrest evem = Sil & SENA 
a [ Sues evon ee 0) | 
then # Can't handle even-order squares. 


usage message 
f 


@alleuileice Sil 
print_square # echo "S${square[@]}" # DEBUG 


exito? 
Hat Ht ae a He aE aE HE HE aE HE a EE HE aE aE EE EE HE aE EE HE aE EE EE HE EEE HEE EE EE 


Exercises: 
1) Add a function to calculate the sum of each row, column, 
and *long* diagonal. The sums must match. 
This is the "magic constant" of that particular order square. 
2) Have the print_square function auto-calculate how much space 
to allot between square elements for optimized display. 
This might require parameterizing the "printf" line. 
3) Add appropriate functions for generating magic squares 
with an *even* number of rows/columns. 
TSAS ANON E GIV T AEE 
See the URL for Kwon Young Shin, above, for help. 


Example A-47. Fifteen Puzzle 


!/bin/bash 
fifteen.sh 


Classic "Fifteen Puzzle" 

Author: Antonio Macchi 

Lightly edited and commented by ABS Guide author. 
Used in ABS Guide with permission. (Thanks!) 


The invention of the Fifteen Puzzle is attributed to either 
+ Sam Loyd or Noyes Palmer Chapman. 
The puzzle was wildly popular in the late 19th-century. 


Object: Rearrange the numbers so they read in order, 
4s TEmowm iL = 15g 


| a 2 3 4 | 
Jg 6 7 8 | 
| ER Oe. abdo 302 | 
| Es GEM. ES | 
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Te PHT FE AE FE FE AE EH HT EH 


# Constants # 
SQUARES=16 # 
FAIL=70 # 


E PREMATURE EXIT-80 # 
FE E E HE E HE E E E HE E HE HE HE HE HE HE HHH HE HH 


Ht HH HH 
# Data 
HHH HH HH 


PumZale=( d 2 59 4 360 y 9 9 0. i 32 35. ae 3:5 Ww Wy 


Ht EHH HH HE E EE 
# Functions # 
Ht EHH HH HE EE 


function swap 


{ 
local tmp 


tmp=$ {Puzzle[$1] } 
Dyer ILS [SAL PSS Eel a US| SZ |] }} 
Puzzle[$2]=Stmp 


function Jumble 
{ # Scramble the pieces at beginning of round. 
local i posl pos2 


wore 3L aba. fil 45 LOO} 
do 
posi-$(( SRANDOM 
pos2-$(( SRANDOM $ 
swap $posl Spos2 
done 


oe 


SQUARES)) 


$ 
SSQUARES )) 


function PrintPuzzle 
{ 
local ail 3:2 jowzeos 
puzpos=0 


clear 
echo "Enter quit to exit."; echo # Better that than Ctl-C. 


emo) Ws ; " é eR # Top border. 
jee aki abay wp sp 
do 
ose 3,2 3um fils s4) 
do 
Deae | dye U^ "Seuil exero] jb! 
(( puzpost+ )) 
done 
echo "|" # Right-side border. 
esc Sil = 4b [| echo War + + + +" 
done 
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Geo. Wi ! ! ! 5" # Bottom border. 


function GetNum 


{ 


{ 


{ 


# Test for valid input. 
local puznum garbage 


while true 


do 
echo "Moves: $moves" # Also counts invalid moves. 
read -p "Number to move: " puznum garbage 
air [| Voon = Wewe je chen Scho eva Si PRIANO Jerr Ea 
test r£ Wom! =o - "Swann /LO—S/ Y Ge Coie sine 
test $puznum -gt 0 -a Spuznum -lt $SQUARES && break 
done 
return $puznum 
function GetPosFromNum 
# $1 = puzzle-number 
local puzpos 
for puzoos iim 49. 15] 
do 
test "SiPuzzle[Spugpos]|!}" = "SY && break 
done 
return $puzpos 
function Move 
$1=Puzzle-pos 
eest Sil sete y tiie Teese USUS mnpzvz Tbe ES i al = hj) gee BN 
&& swap $1 $(( $1 ~ 4 )) && return 0 
teste S(( SISA )) sas 3 && tost VSp9wezRLelS(q SE 4 L Pyre = € X 
&& swap $1 $(( $1 + 1 )) && return 0 
cei Sil cube. dX we testa essc (Ct sal de db ry qeu s E WAY 
&& swap $1 $(( $1 + 4 )) && return 0 
rese S(( Se )) sas © Ge wes: "eiewwmglelsqi Sil = 3 IPA = U V ee 
ewe SI S(¢ Si = 1 y) Ge seaicuien O 


return 1 


function Solved 


{ 


local pos 


itowe joo; aum {O. . 14} 


do 
Tast USIewAe[seoslpU"—-S esos ar it »» |) || recura SPATE 
# Check whether number in each square = square number. 
done 
return 0 # Successful solution. 


EEEEEEEEEEEEEEEEEEE MAIN () SHETHHAAAHEAAHESASHEAHSHEST 
moves=0 
Jumble 
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wh 
do 


do 
ec 
que 


ec 


ex 


Ll 


d 
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ile true # Loop continuously until puzzle solved. 


echo; echo 
PrintPuzzle 
echo 
while true 
do 
GetNum 
puznum-$? 
GetPosFromNum Spuznum 
puzpos-$? 
( (moves-t-*)) 
Move Spuzpos && break 
done 
Solved && break 
ne 


ho; echo 
intPuzzle 
ho; echo "BRAVO!"; echo 


adt 0) 
FE AE AE HH HHT HH EH HT HE AE FE FE HE EEE EE Y 


Exercise: 


Rewrite the script to display the letters A - 0, 
rather than the numbers 1 - 15. 


Example A-48. The Towers of Hanoi, graphic version 


/bin/bash 
The Towers Of Hanoi 
Original Eerie (lami soul) Copyeleiat (C) 200 Amie Sabe. 
All Rights Reserved. 
http://hanoi.kernelthread.com 


hanoi2.bash 

Version 2.00: modded for ASCII-graphic display. 
Version 2.01: fixed no command-line param bug. 
Uses code contributed by Antonio Macchi, 


+ with heavy editing by ABS Guide author. 


This variant falls under the original copyright, see above. 
Used in ABS Guide with Amit Singh's permission (thanks!). 


## Variables && sanity check ### 
E_NOPARAM=8 6 
E_BADPARAM=87 # Illegal no. of disks passed to script. 
E NOEXIT-88 
DISKS-$(1:-$E NOPARAM) # Must specify how many disks. 
oves=0 
MWIDTH=7 
MARGIN=2 
# Arbitrary "magic" constants; work okay for relatively small # of disks. 
# BASEWIDTH=51 # Original code. 
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t "basewidth = $MWIDTH * SDISKS + SMARGIN" # "Base" beneath rods. 
Above "algorithm" could likely stand improvement. 
# Display variables HHH 
Jet "guskel = SDUSIKS, = i" 
let "spacesl = $DISKS" 
Wet Spaces2. — Za SIDINSK SH 
let “lastmove t = SDISKS - I" # Final move? 


declare -a Rodl Rod2 Rod3 


HEH FEAE AE TE AE THT AE FE AE EH HT AE FE FE E HH FE F HEH 


function repeat { # $1-char $2=number of repetitions 
local n 4 Repeat-print a character. 
roe (( emp «522 s Lg cle 
echo =m US 
done 


function FromRod { 
local rod summit weight sequenc 


while true; do 


rod-$1 
test Siroo AIRS] l| comes, 
sequence-$ (echo $(seq 0 $disks1 | tac)) 


for summit in Ssequence; do 
eval weight=\${Rod${rod}[Ssummit] } 
test $weight -ne 0 && 
( echo "Srod $summit $weight"; return; } 


done 
done 


function ToRod { 4 $l=previous (FromRod) weight 
bocal nork kasie weight sequenc 


while true; do 


rod=$2 
test See [^123]3 | | Contini 
sequence-$ (echo $(seq 0 $disks1 | tac)) 


ROTET SURE in $sequence; do 
eval weight=\${Rod${rod} [$firstfree] } 
test Sweight -gt 0 && { (( firstfreet++ )); break; } 
done 
test $weight -gt $1 -o $firstfree = 0 && 
( echo “Siac Sitasesictree s rerun? } 


done 


puneti RiriimRrocs 1 
local disk rod empty fill sp sequence 
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repeat " " Sspacesl 

echo an "|" 

repeat " " $spaces2 

eonecem NM 

repeat " " Sspaces2 

@Claey Y || 

sequence-$ (echo $(seq 0 $disks1 | tac)) 


for disk in $sequence; do 
ine 3etoxol atin Fis 23] 5 clo 


eval empty-$(( SDISKS - (Rod${rod}[$disk] / 2) )) 
eval fill=\${Rod$ {rod} [$disk] } 
repeat " " Sempty 
iE Simi xeu © ee reageart, WY eraili (Dao echo -n [pw 
repeat " " Sempty 
done 
echo 
done 
repeat "=" $basewidth # Print "base" beneath rods. 
echo 
} 
display () 
{ 
echo 
PrintRods 


# Get rod-number, summit and weight 
first=( ~FromRod $1^ ) 
eval RodS${first[0]}[${first[1]}]=0 


# Get rod-number and first-free position 
SeCome=—(( ~IoiNec! Sitiiesie (Zi) 92' ) 
eval Rod${second[0]}[${second[1]}]=${first [2] } 


echo; echo; echo 
if [ "S{Rod3[lastmove_t]}" = 1 ] 
then # Last move? If yes, then display final position. 
echo "+ Final Position: $Moves moves"; echo 
PrintRods 
ÍE3L 


# From here down, almost the same as original (hanoi.bash) 
dohanoi() { # Recursive function. 

case $1 in 

0) 


PH 
8) 


Glejeveus at PSSI- H2 ma I9 


if [ "SMoves" =ne 0 ] 
then 
echo "+ Position after move $Moves" 
fa 
( (Moves++)) 
SCIO in). A Next move will be: i 
scho 9S2 Us" gg 
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display 92 S3 
clonianon WS( (SiS) jv $4 $3 $2 


esac 


setup_arrays () 


{ 


local dim n elem 


let “diml = $1 - I" 
elem=Sdiml 


for n in $(seq 0 $diml) 
do 
lec VRreclil [Seivem) = 2 7 Sum d i" 
Rod2[$n]-» 
Rod3[$n]-» 
( (elem--) 
done 


0 
0 
) 


TH Main ttt 


setup_arrays SDISKS 
exelop eho Yep Stere Ioui" 


case S# in 
1) case S((SiS0)))) 35m # Must have at least one disk. 
1) 


disks-$1 
Gkgiseumos Sil i 3 2 
# Total moves 2M 1, where n = number of disks. 
echo 
exe for 


Pr 

echo "$0: Illegal value for number of disks"; 
exit $E BADPARAM; 

Pr 


esac 


clear 

echo "usage: $0 N" 

Seha Y Where \"N\" is the number of disks." 
exit $E NOPARAM; 


Pr 
esac 


exit $E NOEXIT # Shouldn't exit here. 


# Note: 
# Redirect script output to a file, otherwise it scrolls off display. 


Example A-49. The Towers of Hanoi, alternate graphic version 
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! /bin/bash 
The Towers Of Hanoi 


All Rights Reserved. 
http://hanoi.kernelthread.com 


hanoi2.bash 
Version 2: modded for ASCII-graphic display. 
Uses code contributed by Antonio Macchi, 

+ with heavy editing by ABS Guide author. 


Variables # 
NOPARAM=8 6 
BADPARAM=87 # Illegal no. of disks passed to script. 
E NOEXIT-88 


iw) 


DISKS=$1 
Moves=0 


MWIDTH=7 
MARGIN=2 


BASEWIDTH=51 # Original code. 


Above "algorithm" could likely stand improvement. 


Display variables. 

let WVeligikeil = SDXSWS = iW 
let "spacesl = $DISKS" 

let "spaces2 = 2 * SDISKS" 


let "lastmove t = SDISKS - 1" # Final move? 


declare -a Rodl Rod2 Rod3 


HE HEH EH HEE HEE 


function repeat { # $1-char $2=number of repetitions 


locat i # Repeat-print a character. 
core (( m=O2 m<S2¢ mer )) je cle 

echo sq Ug 
done 


function FromRod _ { 
local rod summit weight sequenc 


while true; do 


rod-$1 
iussum Sues [M123] /) ||| comedians 
sequence-$ (echo $(seq 0 $disks1 | tac)) 


for summit in Ssequence; do 
eval weight=\${Rod${rod}[Ssummit] } 
test $weight -ne 0 && 
i echo WiSioyel Seummnie vwexiela vs rsrurng ji 
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(Qreiepmbmeul Serene. Miano lociSin)) Coote e) ZOOM cumiic SE 


mL # Interval, in seconds, between moves. Change, 


This variant also falls under the original copyright, see above. 
Used in ABS Guide with Amit Singh's permission (thanks!). 


if desired. 


Arbitrary "magic" constants, work okay for relatively small # of disks. 


let "basewidth = $MWIDTH * SDISKS + SMARGIN" # "Base" beneath rods. 
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function ToRod { 4 $l=previous (FromRod) weight 
Toce roe iiiesicie weight sequenc 


while true; do 


rod=$2 
test See L23] |] eese 
sequence-$ (echo $(seq 0 $disks1 | tac)) 
FOT CERES URE in $sequence; do 
eval weight=\${Rod${rod} [$firstfree] } 
tes BSwesgim e 0 ek 1 (( dxxmEExeews ))p loe l 
done 


test Sweight -gt $1 -o S$firstfree = 0 && 
1 echo "Suo Suixuriaiee 5 seurbump } 
done 


IEUINEIEILOM Pare ROGS — 1| 
local disk rod empty fill sp sequence 


cout Ctp 5 (0) 


repeat " " $spacesl 

echo. =m m 

repeat " " Sspaces2 

ceho =m MyW 

repeat " " $spaces2 

echo "|" 

sequence-$ (echo $(seq 0 $disks1 | tac)) 


for disk in $sequence; do 
Drop cee ia saak I 


eval empty=$(( SDISKS - (Rod${rod}[$disk] / 2) )) 
eval fil1=\${Rod${rod} [S$disk] } 
repeat " " Sempty 
tesi Siti gie 0 te sepe. Vaw Siem [| echo =a "JW 
repeat " " Sempty 
done 
echo 
done 
repeat "=" Sbasewidth # Print "base" beneath rods. 
echo 
} 
display () 
{ 
echo 
PrintRods 


# Get rod-number, summit and weight 
ite Ome Sil” ) 
eval RodS${first[0]}[${first[1]}]=0 


# Get rod-number and first-free position 
second-( ^ToRod ${first[2]} $2^ ) 
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eval Rod${second[0]}[${second[1]}]=${first [2] } 


aig (p USES Mas tmove iE] } Sil] 


then # Last move? If yes, then display final position. 


wowe yey (0) ©) 
echo; echo "+ Final Position: $Moves moves" 
PrintRods 

ít 


sleep SDELAY 


# From here down, almost the same as original (hanoi.bash) 


dohanoi() { # Recursive function. 
case $1 in 
0) 
m) Du 
donano “S((Si—1))" $2 $4 S3 
if [ "SMoves" -ne 0 ] 
then 
coulis Cus O (0) 
echo; echo "+ Position after move $Moves" 
fek 
( (Moves++)) 
Gxelavey cup H Next move will be: ui 
ceho S2 Vass) Bs 
display S253 
cohen US qS1—1)) Ww $4 $3 $2 
esac 


Setup arrays () 


{ 


local dim n elem 


tec "olii = SI s BU 
elem-$diml 


kor im im S (Sere; (0) Seimi) 
do 
lee “UReclil [Seivem] = 2 = Sm d i" 
Rod2[$n]-» 
Rod3[$n]-» 
( (elem--) 
done 


0 
0 
) 


TH Main HEH 


traj "wur cuum O 
coue IL WAL) 
clear 


setup_arrays SDISKS 


Tove Cuj (0 ©) 
Senior eco "3 SES Posi wem'! 
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at least one disk. 


1) case S( (SISO) )) im # Must hav 
1) 
disks-$1 
coiiamoen Sil 3 32 
d Total moves om 1, wher 
echo 
exit 0; 
tr 
"y 
echo "$0: Illegal value for 
exit $E BADPARAM; 
; , 
esac 
Lá ; 
) 
echo "usage: $0 N" 
exclave) V Where N"NN" is the 
exit $E NOPARAM; 
; , 
esac 


exit $E NO 


EXIT # Shouldn't exit here. 


S a minor bug in the script that causes the display of 


t-to-last move to be skipped. 


$ Exercise: 
# ere ey a? eae 
# There i 
#+ the nex 
wu Wale. TEM. 


Example A-50. An alternate version of the getopt-simple.sh script 


#!/bin/bas 
# UseGetOp 


# Author: 


UseGetOpt 
declare 
declare 
declare 
declare 
declare 


DoSomethin 
echo " 
# Rec 


h 
i£ o Silat 


Peggy Russell «prusselltechgr 


Q1 

inputOptions 

-r E OPTERR-85 

-r ScriptName=$ {0##*/} 
= SIiomcOjors=V ache elm. V 


-r LongOpts="aoption, debug, file:,help,log,test" 


eg (0 1 


n = # of disks. 


number of disks"; 


number of disks. 


oup@gmail.com> 


The function name is 'S{FUNCNAME}'" 


all that $FUNCNAME is an inte 


rnal variable 


#+ holding the name of the function it is in. 


inputOptions-$ (getopt -o "S$(ShortOpts)" --long \ 


ase [pp qe 
echo " 
exit $ 
ies 


eval set 


"S$ {LongOpts}" --name "${ScriptName}" -- "S{@}") 


? -ne 0) || (S# -eq 0) J]; then 


Usage: $(ScriptName) [-dhlt] 
E OPTERR 


-—- "S{inputOptions}" 
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# Only for educati 
# 


Advanced Bash-Scripting Guide 


onal purposes. Can be removed. 


echo "++ Test: Number of arguments: [S#]" 
echo '++ Test: Looping through "S$@"' 
iene mi aba WISE Ss Glo 
Scho "V ser [Sa] 
done 
# 


while true; do 
Game WEILE atin 
==Cootilom | =A 
echo "Option 


vr 


--debug | -d) 
echo "Option 


mr 


ete p 
Gage WS2 aie 
UT 


echo " 
Sma rede 
Pr 
"y Er (exe. 3t 
echo "O 
shift 
tr 
esac 


DoSomething 


vr 


=—log | =L) s 
echo "Option 


vr 


caes |) Sc) 4; 
echo "Option 


mr 


= pep || =Ini)) 
echo "Option 
break 


mr 


==) # Done! 
echo "Option 


echo "Major 
exit 8 


vr 


esac 


) # Argument found. 
ISLI 


# Enable informational messages. 
[$1] Debugging enabled" 


# Check for optional argument. 


#+ Double colon is optional argument. 


# Not there. 
Option [$1] Use default" 


1E 
peiron [SL] Wise soegexene [Del v 


Enable Logging. 


[$1] Logging enabled" 


Enable testing. 
[$1] Testing enabled" 


[$1] Display help" 


Sip ILS cuegjWEE boe tO "Ww. SA aue Wo 


[$1] Dash Dash" 


emis e mas es ott 


echo "Number of arguments: [$4]" 


shift 
done 
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shift 
# Only for educational purposes. 
# 


Can be removed. 


echo "++ Test: Number of arguments after \"--\" is [$4] They are: 
exem. Var Pests LOUN claseomein Veg 


itoue a sum "EP clo 
echo 8" ++ [salt 

done 

d 


[$e] " 


+ you can uncomment the "exit 0" 


HHFEEEREEEETEEEEEEEETEEE EE EE EEE M A IN daa att tH HH EE aE aE HH EE 
If you remove "function UseGetOpt () {" and corresponding "}", 


line below, and invoke this script 


+ with the various options from the command-line. 


esac (9 


echo "Test 1" 


echo;echo "Test 2" 
UseGetOpt -h 


cho;echo "Test 3 


cho;echo "Test 4 Long Options" 


Short Options" 
UseGetOpt -adltf myfile  anotherfile 


UseGetOpt -f myfile one "two three" four 


UseGetOpt --aoption debug log 


exit 


Example A-51. The version of the UseGetOpt.sh example used in the Tab Expansion appendix 


!/bin/bash 


UseGetOpt-2.sh 
Modified version of the script 
+ of command-line options. 


test file myfile anotherfil 


for illustrating tab-expansion 


See the "Introduction to Tab Expansion" appendix. 


iPSSilole Gjeuigisss =e =Cl —iE = 


i im 


+ --aoption, 


UseGetOpt () { 

declare inputOptions 

declare -r E OPTERR-85 

declare -r ScriptName=S$ {0##*/} 
declare -r ShortOpts-"adf:hlt" 


debug Fa log test help 


declare -r LongOpts-"aoption,debug,file:,help,log,test" 


DoSomething () ( 
echo "The function name is 'S(FUNCNAME]'" 
} 
inputOptions-$ (getopt -o "S$(ShortOpts)" --long \ 
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"S{LongOpts}" --name "${ScriptName}" -- "S{@}") 


is [[ (929 —mee ©) || (Si -ee 0) T]g then 
echo “Wsacges SiScsexolens] [eui] O90 S s JEU 
exit $E OPTERR 

if aL 


eval see == "US sse iens) 


while true; do 
case "S{1}" in 
--aoption | -a) # Argument found. 
echo "Option [$1]" 


vr 


=—Cleioue; || Gl) # Enable informational messages. 
echo "Option [$1] Debugging enabled" 


vr 


=e || =i2) # Check for optional argument. 
Geis: WSZ" dum #+ Double colon is optional argument. 
Mo) # Not there. 
echo "Option [$1] Use default" 
SALETE 


Fr 


*) # Got it 
scho WOjsicstein TSL Walia; injure TSZ] 
shift 
ri 
esac 
DoSomething 


FF 


=le || =iL)) sp moele lique 
echo "Option [$1] Logging enabled" 


mr 


--test | -t) # Enable testing. 
echo "Option [$1] Testing enabled" 


Fr 


—-—Hmedgs || =!) 
echo "Option [$1] Display help" 
break 
Pr 
==) # Done! $4 is argument number for "--", SO is "-—- 


echo "Option [$1] Dash Dash" 


echo "Major internal error!" 
exit 8 


vr 


esac 
echo "Number of arguments: [$4]" 
Sos Ee 
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exit 
Example A-52. Cycling through all the possible color backgrounds 


!/bin/bash 


show-all-colors.sh 

Displays all 256 possible background colors, using ANSI 
Author: Chetankumar Phulpagare 

Used in ABS Guide with permission. 


Scape sequences. 


T1=8 
T2=6 
T3=36 
offset=0 


ioe ma 3t AO, 47] 


gdo i 
for num2 in (0,1) 
doo 
siiomabn= Sele "Serie, 4 Swi c Seu) sb Smul || fee 
echo -en "\E[0;48;5;${shownum}m color ${shownum} \E[Om" 
} 
done 
echo 
} 
done 
offset=16 
ioe sain skin d. , Sy} 
do x 
One mA alin 0.5 55] 
eo i 
roi indo sim 406.525] 
do { 
shownum= echo "Soffset + ST2 * Sí(mum3) N 
+ Snum2 + ST3 * S{numl}" | bc^ 
echo -en "\E[0;48;5;${shownum}m color ${shownum} \E[Om" 
} 
done 
echo 
} 
done 
} 
done 
offset=232 
itoue iani sin 05523] 
do { 
shownum= expr Soffset + $numl' 
echo -en "\E[0;48;5;${shownum}m ${shownum}\E[0Om" 
} 
done 
echo 
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Example A-53. Morse Code Practice 


# 


!/bin/bash 
sam.sh, v. .01a 
Still Another Morse (code training script) 


With profuse apologies to Sam (F.B.) Morse. 
Author: Mendel Cooper 

License: GPL3 

Reldate: 05/25/11 


Morse code training script. 


Converts arguments to audible dots and dashes. 


Note: lowercase input only at this time. 


Get the wav files from the source tarball: 
http://bash.deta.in/abs-guide-latest.tar.bz2 
OT-'soundfiles/dot.wav' 
ASH-'soundfiles/dash.wav' 

Maybe move soundfiles to /usr/local/sounds? 


ETTERSPACE-300000 # Microseconds. 


WORDSPACE-980000 


# Nice and slow, for beginners. Maybe 5 wpm? 
EXIT MSG-"May the Morse be with you!" 

E NOARGS-75 # No command-line args? 
declar A mors 4 Associative array! 
d # 
morse[a]="dot; dash" 

morse[b]="dash; dot; dot; dot" 
morse[c]="dash; dot; dash; dot" 
morse[d]="dash; dot; dot" 

morse[e]="dot" 

morse[f]="dot; dot; dash; dot" 
morse[g]="dash; dash; dot" 
morse[h]="dot; dot; dot; dot" 
morse[i]J="dot; dot;" 

morse[j]="dot; dash; dash; dash" 
morse[k]="dash; dot; dash" 
morse[il]e"dot: dash: dot; dort" 
morse[m]="dash; dash" 

morse[n]="dash; dot" 

morse[o]="dash; dash; dash" 
morse[p]="dot; dash; dash; dot" 
morse[q]="dash; dash; dot; dash" 
morse[r]="dot; dash; dot" 

merselspe"dou dots der" 

morse[t]="dash" 

morse[u]="dot; dot; dash" 

morse[v]="dot; dot; dot; dash" 
morse[w]="dot; dash; dash" 
morse[x]="dash; dot; dot; dash" 
morse[y]="dash; dot; dash; dash" 
morse[z]="dash; dash; dot; dot" 
morse[0]="dash; dash; dash; dash; dash" 
morse[1]="dot; dash; dash; dash; dash" 
morse[2]="dot; dot; dash; dash; dash" 
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—-"dots dotj dot; dash; dash" 

Sens das COCA aot, ash 

mUdepe cot ott (lore cdore 

S"Gashs Coty. Bol wok sot" 

="Gash; dash; dot; dot; dot” 
="Gash? dashs Gash. dots dot" 
="dash; dash; dash; dash; dot" 

# The following must be escaped or quoted. 
morse[?]="dot; dot; dash; dash; dot; dot" 
morse[.]="dot; dash; dot; dash; dot; dash" 
morse[,]="dash; dash; dot; dot; dash; dash" 
mese / = casni Clog ek clasine clon" 

morse rel= cot; casing Casing clos Glasine olog” 
# d 


E 
[9 
H 
[0] 
oO) 
WO 00 —10Y WB Ww 


play_letter () 

{ 
eval ${morse[$1] } # Play dots, dashes from appropriate sound files. 
# Why is 'eval' necessary here? 
usleep SLETTERSPACE # Pause in between letters. 


extract_letters () 


{ # Slice string apart, letter by letter. 
local pos=0 i Seeiecsineg git Sic (xao! Oi SENE 
local len=1 # One letter at a time. 


strlen=$ {#1} 


while [ $pos -lt $strlen ] 


do 
letter-$(1:pos:len) 
+ SS A E E See Chapter 10i, 
play letter $letter 
exeo. sia Wel # Mark letter just played. 
( (post*)) 
done 


HettHett Play the sounds #4 HHH HHHH 
Clore () ( aplay "SDOT" 2&>/dev/null; ) 
dash() ( aplay "SDASH" 2&>/dev/null; ) 
FE FE TE TE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE RE HE EEE HERE FE HEHE E 


no_args () 


declar a usag 
usage=( $0 wordl word2 ... ) 


echo "Usage:"; echo 

echo $(usage[*]) 

ieee stiavekes< alin @ il 2 3 

do 
extract_letters ${usage [index] } 
usleep SWORDSPACE 
exime. ia Wu # Print space between words. 

done 

d echo. Sage M WO dM WOI CZ ERE 
echo; echo 


# int main() 
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# { 

clear # Clear the terminal screen. 
echo " SAM" 

echo "Still Another Morse code trainer" 

echo " Author: Mendel Cooper" 


echo; echo; 


alse [pov STE T 
then 
no_args 
echo; echo; echo "SEXIT_MSG"; echo 


exit $E NOARGS 
ita 
echo; echo "S*" # Print text that will be played. 
wawili f = VSI! ] 
do 
eztract ləotters Sil 
shift # On to next word. 
usleep SWORDSPACE 
Echo; sana # Print space between words. 
done 


echo; echo; echo "SEXIT_MSG"; echo 


exit 0 

# } 

# Exercises: 

# St cae oo as ee 

# 1) Have the script accept either lowercase or uppercase words 
#+ as arguments. Hint: Use 'tr' 


# 2) Have the script optionally accept input from a text file. 
Example A-54. Base64 encoding/decoding 


!/bin/bash 
base64.sh: Bash implementation of Base64 encoding and decoding. 


Copyright (c) 2011 vladz <vladz@devzero.fr> 
Used in ABSG with permission (thanks!). 


Encode or decode original Base64 (and also Base64url) 
zr room SDD To STDOUT 


Usage: 


Encode 

$ ./base64.sh « binary-file > binary-file.base64 
Decode 

$ ./base64.sh -d « binary-file.base64 » binary-file 


Reference: 


B RFC4648 - "The Basel6, Base32, and Base64 Data Encodings" 
http://tools.ietf.org/html/rfc46484section-5 


The base64 charset[] array contains entire base64 charset, 
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# and additionally the character "="... 
base64 charset-( {A..Z} {a..z} (0..9) + / = ) 
# Nice illustration of brace expansion. 


Uncomment the ### line below to use base64url encoding instead of 
+ original base64. 
su oase Cligicsec=( qQA.4) fes.zeh {0..9}) = _ = ) 
Output text width when encoding 
+ (64 characters, just like openssl output). 
text_width=64 


function display base64 char { 

Convert a 6-bit number (between 0 and 63) into its corresponding values 
+ in Base64, then display the result with the specified text width. 
priori VS foaseaodl charset 9d] Up (( sella )) 

(( width $ text width == )J te goxcakowcoE AANA 


function encode base64 { 

Encode thr 8-bit hexadecimal codes into four 6-bit numbers. 
We need two local int array variables: 

c8[]: to store the codes of the 8-bit characters to encode 
c6[]: to store the corresponding encoded values on 6-bit 
Ceeclars -a -i C8 e 


Convert hexadecimal to decimal. 
cest Sor omei VMMNoassHiloep SqisUs52)] VaS(ilsZoah wedqIe4szpWwe || eye) ) 


Let's play with bitwise operators 
+ (3x8-bit into 4x6-bits conversion). 
(( ESO = e810] -— 2 ») 
t& eer «uesmy e 3) «« 4) | (eS S 4) yj 


# The following operations depend on the c8 element number. 
eee EGS} sm 


3) (€ eSI2] = t(teS[uij] m x5 << 2) | tesla] 0)» ») 
(& G63] = e812] & 63 ») BF 
2) (¢ eor2] = (emu) & 35) < 2 ) 
(4 eeler = 94 JI pf 
1) «(4 eski = 663] = 643 ») 25 
TSA 


for char in $(c6[0]); do 
display base64 char ${char} 
done 


function decode base64 { 

# Decode four base64 characters into three hexadecimal ASCII characters. 
4$ c8[]: to store the codes of the 8-bit characters 
# c6[]: to store the corresponding Base64 values on 6-bit 
gieelaue a =i C8 C6 


# Find decimal value corresponding to the current base64 character. 
eee Current onea am SiileOsily? Sf les lk S{ileQeil} Shilessije clo 
[ "S{current_char}" = "=" ] && break 


position=0 

while [ "$(current char)" != "$(base64 charset [${position}]}" ]; do 
(position J) 

done 
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c6-( $(c6[*]) S{position} ) 
done 
# Let's play with bitwise operators 
#+ (4x8-bit into 3x6-bits conversion). 


(( eso] = (e610 «s 2» || «eSI Se 4) J) 


# The next operations depends on the c6 elements number. 


case S{#c6[*]} in 
3) «(t egi]  « «eerie 1S) << 4) | (e$9l2]. 2 2) ») 
(4 col) t= quee al & oy ease Nx unset cereal es 
4» (€ egi] = € «eoi & 415) << 4) | (eS[2] S 2) ») 
(( e9Ir2] = ¢ qQee[2] & 3) «<< 6) SOUS) 9» Fe 
esac 


foie @lagic 3um Ses lhe clo 
jorediaicie UNS (joresincie Wesel Sy elavaiie})) V 
done 


# main () 
ai | “Si = Wael jp dinem # decode 


# Reformat STDIN in pseudo 4x6-bit groups. 
content-$ (cat | tie sel “Va? |] see =e Ue (44) PML Je 


for chars in ${content}; do decode base64 ${chars}; done 


else 
# Make a hexdump of stdin and reformat in 3-byte groups. 
content=$ (cat - | xxd -ps -u | sed -r "s/(\w{6})/\1 /g" | 


SEE -d UN y 
for chars in ${content}; do encode base64 S$(chars); done 
echo 


fi 
Example A-55. Inserting text in a file using sed 


!/bin/bash 
Prepends a string at a specified line 
+ in files with names ending in "sample" 
+ in the current working directory. 
000000000000000000000000000000000000 
This script overwrites files! 
Be careful running it in a directory 
+ where you have important files!!! 
000000000000000000000000000000000000 


Create a couple of files to operate on 
Olsample 
02sample 
SG. 
These files must not b mpty, else the prepend will not work. 


lineno-1 # Append at line 1 (prepend). 
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filespec-"*sample" # Filename pattern to operate on. 


string-$ (whoami) # Will set your username as string to insert. 
# It could just as easily be any other string. 


for file in $filespec # Specify which files to alter. 


do # que 
sel =a US Ges “WSeicieinine" SELIS 
# ^^ <i (poxEdhoym Schite riles aln—jollace, 
# ^ Insert (i) command. 
echo ""Sfile" altered!" 
done 


echo "Warning: files possibly clobbered!" 


exit 0 


# Exercise: 
4 Add error checking to this script. 
# It needs it badly. 


Example A-56. The Gronsfeld Cipher 


!/bin/bash 
gronsfeld.bash 


License: GPL3 
Reldate 06/23/11 


This is an implementation of the Gronsfeld Cipher. 
It's essentially a stripped-down variant of the 
+ polyalphabetic Vigenére Tableau, but with only 10 alphabets. 
The classic Gronsfeld has a numeric sequence as the key word, 
+ but here we substitute a letter string, for ease of use. 
Allegedly, this cipher was invented by the eponymous Count Gronsfeld 
+ in the 17th Century. It was at one time considered to be unbreakabl 
Note that this is ###not### a secure cipher by modern standards. 


Global Variables 

Encesa IE SAS) S37) e) Encrypted text output with this 5-digit suffix. 
This functions as a decryption flag, 

+ and when used to generate passwords adds security. 

Default_key="gronsfeldk" 


[The script uses this if key not entered below 
(at "Keychain"). 
Change the above two values frequently 

+ for added security. 


GROUP LEN=5 Output in groups of 5 letters, per tradition. 
alphal=( abcdefghijklmnopqrstuvwxyz ) 
alpha2=( {A..Z} ) Oieee aim Guil (ees. Tex wrae mom. 

Use alpha2=( {a..z} ) for password generator. 
wraplen=26 Wrap around if past end of alphabet. 
dflag= Decrypt flag (set if $Enc_suffix present). 
E_NOARGS=76 Missing command-line args? 
DEBUG=77 Debugging flag. 
declar a offsets This array holds the numeric shift values for 


+ encryption/decryption. 


HHtHEHHHReYy Chaindteé Ht tt gd Ht 
key- ### Put key here!!! 
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# 10 characters! 
FE E E E E E HE HE HE E HE HE E E E HE HE HE HE H H HEHE 


# Function 
() 
{ # Encrypt or decrypt, depending on whether $dflag is set. 
# Why ": ()" as a function name? Just to prove that it can be done. 


local idx keydx mlen off1 shft 
local plaintext-"$1" 
local mlen=${#plaintext } 


Oe (( aCh=Oo aechke<Suplkeiag eban }) )) 
do 
let "keydx = Sidx % Skeylen" 
shft=S {offsets [keydx] } 


dae | =o Vee kewa J 


then # Decrypt! 
Jhexc "oeil = Sewgqow auae VSitailoloeil ipe] E Sitelesimeesde saleb<cgil})) = Selsurie 
Shift backward to decrypt. 
else 4 Encrypt! 


hate Westie — Expr sumere "Seules [2] 1-9 Sentent sakebeg by} )) ar Susdmurqe U 

Shift forward to encrypt. 

test $(( Sidx $ SGROUPLEN)) = 0 && echo m " " £4 Groups of 5 letters. 
Comment out above line for output as a string without whitespace, 

+ for example, if using the script as a password generator. 


fan 
((off1--)) # Normalize. Why is this necessary? 
aie [ Sorri -ie © | 
then # Catch negative indices. 
let "off1 += $wraplen" 
E 
((off1 %= Swraplen) ) # Wrap around if past end of alphabet. 


ecto =a "Sites exi] pw 
done 


dae (p x Veele T 


then 
exeo € Sume SU alse 
d echo "SEnco suffix" # For password generator. 
else 
echo 
ít 


) 4 End encrypt/decrypt function. 


# int main () { 


# Check for command-line args. 

abi [pe Wiss) | 

then 
echo "Usage: $0 TEXT TO ENCODE/DECODE" 
exit $E NOARGS 
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fi 


ai [ Sila} == "Sie suras || 
T ASAAN Valin Connew il wines ue. 
then 
dflag-ON 
exea Sm Wap # Flag decrypted text with a "+" for easy ID. 
iu 


ai [ eu "Sew" 1 
then 

key-"$Default, key" 4 "gronsfeldk" per abov 
P 


keylen=${#key} 


for (( idx=0; idx<Skeylen; idx++ )) 

do # Calculate shift values for encryption/decryption. 
offsets [idx]=$ (expr index "S{alphal[*]}" ${key:idx:1}) # Normalize. 
((offsets[idx]--)) # Necessary because "expr index" starts at 1, 


#+ whereas array count starts at 0. 
# Generate array of numerical offsets corresponding to the key. 
# There are simpler ways to accomplish this. 
done 


args=$ (echo "$*" | sed -e 's/ //g' | tr A-Z a-z | sed '"s/T0-917/7g") 
# Remove whitespace and digits from command-line args. 
# Can modify to also remove punctuation characters, if desired. 


# Debug: 
# echo "Sargs"; exit SDEBUG 


Visser i? Calil tie sEibueweTmalrewe, Name SW. 
# : is a null operator, except . . . when it's a function name! 
Sei SE # } End-of-script 
KKK ck ck ck Ck ck ck ck ck Ck ck ck Ck ck KK KKK KKK KKK KK KKK KKK KK ck Ck ck Ck KKK ck ko ck ck Ck ck ko Sk ck KKK KK kx ko ko # 


[This script can function as a password generator, 

+ with several minor mods, see above. 

That would allow an easy-to-remember password, even the word 

+ "password" itself, which encrypts to vrgfotvo29379 

+ a fairly secure password not susceptible to a dictionary attack. 
Or, you could use your own name (surely that's easy to remember!). 
For example, Bozo Bozeman encrypts to hfnbttdppkt29379. 


Ck Ck ck ck ck ck ck ck ck KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KK KKK KKK KKK KKK d 


Example A-57. Bingo Number Generator 


!/bin/bash 

bingo.sh 

Bingo number generator 

Reldate 20Aug12, License: Public Domain 


FE EE TE FE TE AE HE FE E TE HE FE FE HE FE HE FE FE FE FE HE HEH FE HE FE HE EH FE FE FE FE FE HE HEE EE HEH HE EE EH HEHE HE E E E 
This script generates bingo numbers. 

Hitting a key generates a new number. 

IsgerEabewg Wer) eeri nates jelaiS) SSSI Ore, 

In a given run of the script, there will be no duplicate numbers. 
When the script terminates, it prints a log of the numbers generated. 
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HTH HHT EH TE HHT HH AE FE HE AE FE FE FE FE FE AE FE AE FE FE FE EEE EEE S 


MIN=1 # Lowest allowable bingo number. 
MAX=75 # Highest allowable bingo number. 
COLS=15 # Numbers in each column (B I N GO). 


SINGLE_DIGIT_MAX=9 


declar a Numbers 
Prefix=(B I N G O) 


initialize_Numbers () 

(wp Aro (lee CWS TO Sare, 
# They'll be incremented if chosen. 
local index=0 


until [| "Sandex" —gt SMAX | 
do 
Numbers [index] =0 
( (index++) ) 
done 
Numbers [0]=1 # Flag zero, so it won't be selected. 


generate_number () 


{ 


local number 


amader [D 3b 
do 
let "number = $(expr SRANDOM $ SMAX 
if [ ${Numbers[number]} -eq 0 ] 
then 
let "Numbers [number]+=1" 
break 
ipa # Else if already called, loop 
done 
# Exercise: Rewrite this more elegantl 


return $number 


print numbers called () 
{ # Print out the called number log in 
# echo ${Numbers[@] } 


Number not yet called. 


Flag it in the array. 
And terminate loop. 
and generate another number. 


y as an Wide al l= IL@ es), 


neat columns. 


local pre2=0 # Prefix a zero, so columns will align 


#+ on single- 


echo "Number Stats" 


for (( index-1; index<=MAX; index+t) ) 

do 
count=$ {Numbers [index] } 
let "t = S$index qum # Normalize, 
ler Veroulininin = Ser Sie / SCOS) V 
pre-S$(Prefix[column]) 

# echo -n "${Prefix[column]} " 


if | S(expr St $ SCOLS) -eq 0 ] 
then 
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echo # Newline at end of row. 
fe 
if [| "Sindex" —gt SSINGLE DIGIT MAX | # Check for single-digit number. 
then 
cho -n "SpreSindex#$count " 
else # Prefix a zero. 
cho -n "Spre$pre2Sindex#$count " 
Ea 
done 
} 
# main () { 


RANDOM-$$ # Seed random number generator. 
initialize Numbers # Zero out the number tracking array. 


clear 
echo "Bingo Number Caller"; echo 


emule [I] "Seg" (o "ew ji # Main loop. 
do 
read -s -nl -p "Hit a key for the next number [q to exit] " key 
# Usually 'q' exits, but not always. 
W Can elwaye mie Cielo air © eub. 
echo 


generate number; new number-$? 


let "column = $(expr $new number / S$COLS)" 
echo -n "${Prefix[column]} " # B-I-N-G-O 


cho $new number 
done 


echo; echo 


# Game over 
print numbers called 
echo; echo "[#0 = not called . . . #1 = called]" 


echo 
exit 0 


LE 


# Certainly, this script could stand some improvement. 
#See also the author's Instructable: 
#www.instructables.com/id/Binguino-An-Arduino-based-Bingo-Number-Generato/ 


To end this section, a review of the basics .. . and more. 


Example A-58. Basics Reviewed 


#!/bin/bash 
# basics-reviewed.bash 
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iai l xtension == *.bash == specific to Bash 


Copyright (c) Michael S. Zick, 2003; All rights reserved. 
License: Use in any form, for any purpose. 
Revision: $ID$ 


IMohrieexe| con Jieby«owunE. low MC, 
(author of the "Advanced Bash Scripting Guide") 
Fixes and updates (04/08) by Cliff Bamford. 


This script tested under Bash versions 2.04, 2.05a and 2.05b. 
It may not work with earlier versions. 
This demonstration script generates on intentional-- 

+ "command not found" error message. S line 436. 


The current Bash maintainer, Chet Ramey, has fixed the items noted 
+ for later versions of Bash. 


TH TH 
### Pipe the output of this script to 'more' ### 
###+ else it will scroll off the page. +EH 
HHH TH 
### You may also redirect its output +EH 
###+ to a file for examination. HEH 
TH THE 


Most of the following points are described at length in 
+ the text of the foregoing "Advanced Bash Scripting Guide." 
This demonstration script is mostly just a reorganized presentation. 
= MEZ 


Variables are not typed unless otherwise specified. 


Variables are named. Names must contain a non-digit. 
File descriptor names (as in, for example: 2>&1) 
+ contain ONLY digits. 


Parameters and Bash array elements are numbered. 
(Parameters are very similar to Bash arrays.) 


A variable name may be undefined (null reference). 
unset VarNull 


A variable name may be defined but empty (null contents). 
VarEmpty-'' # Two, adjacent, single quotes. 


A variable name may be defined and non-empty. 
VarSomething-'Literal' 


A variable may contain: 
* A whole number as a signed 32-bit (or larger) integer 
5 JA SIETEILIAG) 

A variable may also be an array. 


A string may contain embedded blanks and may be treated 
+ as if it where a function name with optional arguments. 
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# The names of variables and the names of functions 
#+ are in different namespaces. 


# A variable may be defined as a Bash array either explicitly or 
#+ implicitly by the syntax of the assignment statement. 

# Explicit: 

declare -a ArrayVar 


# The echo command is a builtin. 
echo $VarSomething 


# The printf command is a builtin. 

# Translate $s as: String-Format 

printf $s $VarSomething # No linebreak specified, none output. 
echo # Default, only linebreak output. 


# The Bash parser word breaks on whitespace. 
Whitespace, or the lack of it is significant. 
# (This holds true in general; there are, of course, exceptions.) 


+ 


Translate the DOLLAR SIGN character as: Content-Of. 


Extended-Syntax way of writing Content-Of: 
echo ${VarSomething} 


The $( ... ) Extended-Syntax allows more than just the variable 
+ name to be specified. 
In general, $VarSomething can always be written as: ${VarSomething}. 


Call this script with arguments to see the following in action. 


# Outside of double-quotes, the special characters @ and * 
#+ specify identical behavior. 
# May be pronounced as: All-Elements-Of. 


# Without specification of a name, they refer to the 
#+ pre-defined parameter Bash-Array. 


# Glob-Pattern references 
echo $* # All parameters to script or function 
echo ${*} # Same 


# Bash disables filename expansion for Glob-Patterns. 
# Only character matching is active. 


# All-Elements-Of references 
echo $@ # Same as above 
echo ${@} # Same as above 
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Within double-quotes, the behavior of Glob-Pattern references 
+ depends on the setting of IFS (Input Field Separator). 
Within double-quotes, All-Elements-Of references behave the sam 


Specifying only the name of a variable holding a string refers 
+ to all elements (characters) of a string. 


To specify an element (character) of a string, 
+ the Extended-Syntax reference notation (see below) MAY be used. 


Specifying only the name of a Bash array references 
+ the subscript zero element, 
+ NOT the FIRST DEFINED nor the FIRST WITH CONTENTS element. 


Additional qualification is needed to reference other elements, 
+ which means that the reference MUST be written in Extended-Syntax. 
The general form is: S{name[subscript]}. 


The string forms may also be used: S$(name:subscript) 
+ for Bash-Arrays when referencing the subscript zero element. 


Bash-Arrays are implemented internally as linked lists, 
+ not as a fixed area of storage as in some programming languages. 


Characteristics of Bash arrays (Bash-Arrays): 


If not otherwise specified, Bash-Array subscripts begin with 
+ subscript number zero. Literally: [0] 
This is called zero-based indexing. 


If not otherwise specified, Bash-Arrays are subscript packed 
+ (sequential subscripts without subscript gaps). 


egative subscripts are not allowed. 


Elements of a Bash-Array need not all be of the same typ 


Elements of a Bash-Array may be undefined (null reference). 
That is, a Bash-Array may be "subscript sparse." 


Elements of a Bash-Array may be defined and empty (null contents). 


Elements of a Bash-Array may contain: 
* A whole number as a signed 32-bit (or larger) integer 
" oJ SHEE Lia) 
* A string formated so that it appears to be a function name 
+ with optional arguments 
## 
Defined elements of a Bash-Array may be undefined (unset). 
That is, a subscript packed Bash-Array may be changed 
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+ into a subscript sparse Bash-Array. 


Elements may be added to a Bash-Array by defining an element 


For these reasons, I have been calling them "Bash-Arrays". 
I'll return to the generic term "array" from now on. 


lao w 


# Lines 202 - 334 supplied by Cliff Bamford. (Thanks!) 
# Demo --- Interaction with Arrays, quoting, IFS, echo, * and @ 


#+ all affect how things work 


ArrayVar[0]-2'zero' 0 normal 
ArrayVar[1]=one 1 unquoted literal 
ArrayVar[2]='two' 2 normal 
ArrayVar[3]-2'three' 3 normal 
ArrayVar[4]='I am four' 4 normal with spaces 
ArrayVar[5]='five' 5 normal 
unset ArrayVar[6] 6 undefined 
ArrayValue[7]='seven' 7 normal 
ArrayValue[8]-»'' 8 defined but empty 
ArrayValue[9]='nine' 9 normal 

eis. " Here is the array we are using for this test' 

echo 

echo "ArrayVar[0]='zero' O normal" 
echo "ArrayVar[1]-one 1 unquoted literal" 
echo "ArrayVar[2]='two' 2 normal" 
echo "ArrayVar[3]='three' 3 normal" 
echo "ArrayVar[4]-'I am four' 4 normal with spaces" 
echo "ArrayVar[5]='five' 5 normal" 
echo "unset ArrayVar[6] 6 undefined" 
echo "ArrayValue[7]='seven' T mordet 
echo "ArrayValue[8]='' 8 defined but empty" 
echo "ArrayValue[9]='nine' oO normal" 
echo 
echo 
echo '---Case0: No double-quotes, Default IFS of space,tab,newlin 


IFS=$'\x20'S$'\x09'S$'\x0A' 


# In exactly this order. 


echo 'Here is: printf %q {${ArrayVar[*]}' 


printf $q ${ArrayVar[*] } 
echo 


echo 'Here is: printf %q {${ArrayVar[@]}' 


printf sq ${ArrayVar[@] } 


echo ${ArrayVar[@€] } 


echo ${ArrayVar[@] } 


ecno 


cho 'Here is: echo ${ArrayVar[*]}' 


cho 'Here is: echo {${ArrayVar[@]}' 


echo '---Casel: Within double-quotes - Default IFS of space-tab- 


new ine ===" 
IFS=$'\x20'S'\x09'S'\x0A' 


# These thr bytes, 


Sele Hers iss Princi Sey WS (Aieicanpweue [1 pv 
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printf %q "S{ArrayVar[*]}" 


ec 
ec 


no 
no 


"Here is: printf $q "{${ArrayVar[@]}"' 


printf %q "S{ArrayVar[@]}" 


ec 


NO 


no 
no 


"Here is: echo "$(ArrayVar[*])"' 
"S$ {ArrayVar[@]}" 


NO 
no 


"Here is: echo "{${ArrayVar[@]}"' 
"S{ArrayVar[@]}" 


l=——CASE22 Wl: clowole-cmocss = S is e 


Hares ies Dermei Se; WTS dp eaeseeny Wien [L5 1] pry 


[oncabieness "ep WS Ar ray Varie 


Herea siia rinci se WS weisen ene ICY 


printf %q "S{ArrayVar[@]}" 


echo 

Gio; Vise is: (xo VSiiecey were a |p 

echo "S{ArrayVar[@]}" 

cho 'Here is: echo "{S{ArrayVar[@]}"' 

echo "S${ArrayVar[@]}" 

echo 

echo '---Case3: Within double-quotes - IFS is ^' 
Té t 

ceho Visieuets, 18% joxccuonrie ee "TO {Aieicehywaue [5] JU v 


jouubewesr Cep WS puces wear [Ds 1] JW 


eX 


no 


Here is: printf $q "{${ArrayVar[@]}"' 


printf %q "S{ArrayVar[@]}" 


"esas ase Geha: "Spaces Weuc | z] V 
"S{ArrayVar[@]}" 
"Here is: echo "{${ArrayVar[@]}"' 


ec 
ec 


no 
no 


no 
no 


"S{ArrayVar[@]}" 


'---Case4: Within double-quotes - IFS is ^ followed by 


space,tab,newline' 


MESS TA SNO GT VO is? os (Qua v 


ec 


no 


Heres printi esq tio Array Vana fid] e V 


aeien Sep UMS react ware [po] FY 


ec 


NO 


Here is: printf %q "{${ArrayVar[@]}"' 


printf %q "S{ArrayVar[@]}" 


Mierea g3 GERO UH | ]| hu" 


"S{ArrayVar[@]}" 
"Here is: echo "{${ArrayVar[@]}"' 


ec 


no 


"S{ArrayVar[@]}" 


"---Case6: Within double-quotes IFS set and 


Here cles ocum Fe; WAS Aeey Vene [|] jp 


jowcabouE:t yep US ees wie [95 1| JV 


ec 
ec 


no 
no 


"Here is: printf $q "{${ArrayVar[@]}"' 


printf %q "S{ArrayVar[@]}" 


Se 


no 
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cho 'Here is: echo "$(ArrayVar[*])"' 
echo "S{ArrayVar[@]}" 
cho 'Here is: echo "{S{ArrayVar[@]}"' 


echo "S${ArrayVar[@]}" 


echo 

echo '---Case7: Within double-quotes - IFS is unset' 
unset IFS 

echo kere iek orrori Se; WS Array Weis [L1 YY 
printf $q "S{ArrayVar[*]}" 

echo 

eho Viere 3S8. joweaunicse g6 WS {Aes wae [Lg T PY v 
printf %q "S{ArrayVar[@]}" 

echo 

cho 'Here is: echo "${ArrayVar[*]}"' 

echo "S{ArrayVar[@]}" 

cho 'Here is: echo "{S{ArrayVar[@]}"' 


echo "S${ArrayVar[@]}" 


exo. ^———Hwgl gu (Ceses-—-' 
HM "na cho 


Put IFS back to the default. 
Default is exactly these thr bytes. 
JU Ses eU WRAO SY sO iS VO" # In exactly this order. 


Interpretation of the above outputs: 
A Glob-Pattern is I/O; the setting of IFS matters. 
HF 


An All-Elements-Of does not consider IFS settings. 
Tu 

Note the different output using the echo command and the 
+ quoted format operator of the printf command. 


Recall: 

Parameters are similar to arrays and have the similar behaviors. 
## 

The abov xamples demonstrate the possible variations. 

To retain the shape of a sparse array, additional script 
+ programming is required. 
Tu 

The source code of Bash has a routine to output the 
+ [subscript]-value array assignment format. 

As of version 2.05b, that routine is not used, 
+ but that might change in future releases. 


# The length of a string, measured in non-null elements (characters): 


echo 

lao Non-quoted references y 

echo 'Non-Null character count: '${#VarSomething}!' characters.' 

if dee Ib SU Weg "essel v s GU WU ats a uml (elsveueeWeltess c 
# echo ${#test} # See that? 
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The length of an array, measured in defined elements, 
* including null content elements. 


echo 

cho 'Defined content count: 'S${#ArrayVar[@]}' elements.' 
That is NOT the maximum subscript (4). 
That is NOT the range of the subscripts (1 . . 4 inclusive). 
It IS the length of the linked list. 


# 
Both the maximum subscript and the range of the subscripts may 
+ be found with additional script programming. 


The length of a string, measured in non-null elements (characters): 


echo 
CHO Quoted, Glob-Pattern references : 
echo 'Non-Null character count: '"S${#VarSomething}"' characters.' 


# The length of an array, measured in defined elements, 
#+ including null-content elements. 


echo 

cho 'Defined element count: '"${#ArrayVar[*]}"' elements." 

# Interpretation: Substitution does not effect the sir ... ) operation. 
# Suggestion: 

# Always use the All-Elements-Of character 

#+ if that is what is intended (independence from IFS). 


Define a simple function. 

I include an underscore in the nam 
+ to make it distinctive in th xamples below. 
Tu 

Bash separates variable names and function names 
+ in different namespaces. 

The Mark-On yeball isn't that advanced. 


## 
_simple() { 
echo -n 'SimpleFunc'S@ # Newlines are swallowed in 
#+ result returned in any case. 
Was ( 255 )J MONIES Vayokss El Commen ie Ic WinCE TOI c 
mie S coo )) MOEGEAOM is DOn RESH -OE s 


Invoke the function _simple 

echo 

ego '= = Qürur oi iunctio Simple = =Y 

_simple # Try passing arguments. 
echo 
# or 
(_simple) # Try passing arguments. 
echo 


cho '- Is there a variable of that name? -' 
echo $ simple not defined # No variable by that name. 


# Invoke the result of function simple (Error msg intended) 


+EH 
$( simple) # Gives an error messag 
# line 436: SimpleFunc: command not found 
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echo 
## 


The first word of the result of function _simple 
+ is neither a valid Bash command nor the name of a defined function. 
Tu 
This demonstrates that the output of simple is subject to evaluation. 
## 
Interpretation: 
A function can be used to generate in-line Bash commands. 


A simple function where the first word of result IS a bash command: 
HF 

jesus ()) 4 

echo =w  "sewe3ionpie Se S0 


Gling '= = Ourives OIE ECE LON orian = =Y 

.print parml parm2 An Output NOT A Command. 

echo 

$( print parml parm2) Executes: printf $q parml parm2 


S) above IFS examples for the 
+ various possibilities. 
echo 


$( print $VarSomething) The predictable result. 
echo 


# Function variables 
# 


echo 
Schorn = WiimeiciLem wwereielolles = =! 
# A variable may represent a signed integer, a string or an array. 


# A string may be used like a function name with optional arguments. 
# set -vx Enable if desired 

declare -f funcVar + in namespace of functions 
funcVar=_print Contains name of function. 
SfuncVar parml Seis ES  qgxueibeWr, SNE EMAILS) ISLA 
echo 

funcVar-$( print ) COMIECUILIAS: resule que i UumCl 0. 
SfuncVar No input, No output. 

SfuncVar $VarSomething The predictable result. 

echo 

funcVar-$( print $VarSomething) $VarSomething replaced HERE. 
SfuncVar The expansion is part of the 
echo + variable contents. 
funcVar-"$( print $VarSomething)" $VarSomething replaced HERE. 
SfuncVar The expansion is part of the 
echo + variable contents. 
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# The difference between the unquoted and the double-quoted versions 
#+ above can be seen in the "protect literal.sh" example. 

# The first case above is processed as two, unquoted, Bash-Words. 

# The second case above is processed as one, quoted, Bash-Word. 


# Delayed replacement 


# 

echo 

emo. " Delayed replacement ; 

funcVar-"$( print '$VarSomething')" # No replacement, single Bash-Word. 
eval $funcVar # SVarSomething replaced HERE. 

echo 


VarSomething-'NewThing' 
eval $funcVar 4 SVarSomething replaced HERE. 
ela; 


# Restore the original setting trashed above. 
VarSomething-Literal 


# There are a pair of functions demonstrated in the 

#+ "protect literal.sh" and "unprotect literal.sh" examples. 

# These are general purpose functions for delayed replacement literals 
#+ containing variables. 


REVIEW: 


A string can be considered a Classic-Array of elements (characters). 
A string operation applies to all elements (characters) of the string 
+ (in concept, anyway). 


The notation: S{array_name[@]} represents all elements of the 
+ Bash-Array: array name. 


The Extended-Syntax string operations can be applied to all 
+ elements of an array. 


Parameters are similar to an array. 
The initialization of a parameter array for a script 
+ and a parameter array for a function only differ 
+ in the initialization of ${0}, which never changes its setting. 
## 

Subscript zero of the script's parameter array contains 
+ the name of the script. 
## 

Subscript zero of a function's parameter array DOES NOT contain 
+ the name of the function. 


## 
A quick, review list follows (quick, not short). 
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echo 
colo o = Tese (dote Mor Cieee = = 
echo '- null reference -' 
echo -n ${VarNull-'NotSet'}' ' NotSet 
echo $(VarNull) NewLine only 
echo -n S$(VarNult:-'NotSet')' ' NotSet 
echo $(VarNull) Newline only 
exclog) "—. ioibilil EC Oon Ent S = 
exeo -—i Siwercinmnjory— muy" v Only the space 
echo ${VarEmpty} ewline only 
Geo a SXpWewengsiEvy "gs p V Empty 
echo ${VarEmpty} Newline only 
Glave) "— CoOimeemcs =! 
echo $(VarSomething-'Content') Literal 
echo $(VarSomething:-'Content') Literal 
(ela). "—. Sjoeiese wee =! 
echo ${ArrayVar[@]-'not set') 


ASCII-Art time 


Stat Y==Ves, Wm 

Unset Y Y S{# ... } == 0 
Empty N 3 S{# ... } == 0 
Contents N N SF a 0) 


Either the first and/or the second part of the tests 
+ may be a command or a function invocation string. 


echo 
cecho Y= = exse dL Sow underinedi= c: 
declare -i t 
-eecrQ | 
t=St-1 
} 
s INU kwetenenes, sers E == =I 
t=${#VarNull } # Results in zero. 
Si verantw l= cee y # Function executes, t now -1. 
echo $t 
s: null contents, sers ic == (y 
t=S{#VarEmpty} # Results in zero. 
S$(VarEmpty- _decT } # _decT function NOT executed. 
echo $t 
# Contents, set: t == number of non-null characters 
VarSomething-' simple' # Set to valid function name. 
t=S{#VarSomething} # non-zero length 
S{VarSomething— _decT } # Function _simple executed. 
echo $t 4 Note the Append-To action. 


# Exercise: clean up that example. 
WISSE 1E 

unset | decT 

VarSomething-Literal 


echo 

echot — IWesic «uel! Chander = =! 

echo '- Assignment if null reference -' 

echo -n $(VarNull-2'NotSet')' ' 4 NotSet NotSet 
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echo $(VarNull) 

unset VarNull 

echo '- Assignment if null reference -' 

echo -n ${VarNull:='NotSet'}' ' 4 NotSet NotSet 
echo $(VarNull) 

unset VarNull 

echo '- No assignment if null contents -' 

echo -n $(VarEmpty-'Empty')' ' # Space only 
echo ${VarEmpty} 

VarEmpty-'' 

echo '- Assignment if null contents -' 

echo n ${VarEmpty:='Empty'}' ' 4 Empty Empty 
echo $(VarEmpty] 

VarEmpty-'' 

echo '- No change if already has contents -' 

echo $(VarSomething-'Content') sr bs Gem 
echo ${VarSomething:='Content"} # Literal 


"Subscript sparse" Bash-Arrays 
Tar 

Bash-Arrays are subscript packed, beginning with 
+ subscript zero unless otherwise specified. 


## 
The initialization of ArrayVar was one way 
+ to “otherwise specify". Here is the other way: 
Tu 
echo 
declare -a ArraySparse 
ArraySparse-( [1]-on [2]='"' [4]-»'four' ) 
# [O]=null reference, [2]=null content, [3]=null referenc 
Eho | Array-Sparse List : 


4 Within double-quotes, default IFS, Glob-Pattern 


IFS=$'\x20'S'\x09'S'\x0A' 
printf $q "S{ArraySparse[*]}" 
echo 


Note that the output does not distinguish between "null content" 
+ and "null reference". 

Both print as escaped whitespac 
## 

Note also that the output does NOT contain escaped whitespac 
+ for the "null reference(s)" prior to the first defined element. 
## 

This behavior of 2.04, 2.05a and 2.05b has been reported 
+ and may change in a future version of Bash. 


To output a sparse array and maintain the [subscript]=value 
+ relationship without change requires a bit of programming. 
One possible code fragment: 


## 
local 1=${#ArraySparse[@€] } # Count of defined elements 
local f=0 # Count of found subscripts 
local i=0 # Subscript to test 
( # Anonymous in-line function 
roi (( leS(iwuccaySoarsealG| i}, ss =] gy 3s = © p sod 3) 
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do 

iv Usi Qkeuesborexel elovSials o o V 

S McicenySiorsnese) leil aval echo N [DU Stu TI VIS (Macey Soars [Sab] 2 (CU esee 9. 31 
done 


The reader coming upon the above code fragment cold 
+ might want to review "command lists" and "multiple commands on a line" 
+ in the text of the foregoing "Advanced Bash Scripting Guide." 
## 
Note: 
The "read -a array_name" version of the "read" command 
+ begins filling array_name at subscript zero. 
ArraySparse does not define a value at subscript zero. 
Tu 
The user needing to read/write a sparse array to either 
+ external storage or a communications socket must invent 
+ a read/write code pair suitable for their purpose. 
## 


Exercise: clean it up. 


unset ArraySparse 


echo 
echo '- - Conditional alternate (But not change)- -' 
Scho Y= We) alrteraars ase wll sweiceiesinee =} 


echo -n ${VarNull+'NotSet'}' ' 
echo $(VarNull) 
unset VarNull 


echo J= Ne alternare bur AWL rererere =Y 
echo -n ${VarNulil:+"NotSet'}" ' 

echo $(VarNull) 

unset VarNull 


Eling Y= NEG. alte iwi CoOmesinics =! 
echo =n S{VarEmptyt'Empty'}" t # Empty 
echo ${VarEmpty} 
VarEmpty='' 
echo '- No alternate if null contents -' 
echo -n S${VarEmpty:+'Empty'}' ' # Space only 
echo ${VarEmpty} 
VarEmpty-'' 
cho '- Alternate if already has contents -' 


# Alternate literal 
echo -n S${VarSomething+'Content'}' ' # Content Literal 
echo ${VarSomething} 


# Invoke function 


echo -n ${VarSomething:+ $( simple) }' ' # SimpleFunc Literal 

echo ${VarSomething} 

echo 

Ceo " Sideiese Abray = =! 

echo ${ArrayVar[@]+'Empty'} # An array of 'Empty' (ies) 
echo 

exeo. |= = "eer 2 ior rerio = =\ 
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giexeleuee =i r 
mem 1 
t=$t+1 


Note: 
This is the same test used in the sparse array 
+ listing code fragment. 


ull reference, set: t == -1 
t=S{#VarNull}-1 # Results in minus-one. 
SiOwaenmail ise _alseyelt’ # Does not execut 


echo $t' Null reference' 


s; INGdLIL contents, ees i == © 

t=S{#VarEmpty}-1 # Results in minus-one. 
${VarEmpty+ _incT ) # Executes. 

Scho Sie! Null comceme” 

# Contents, set: t == (number of non-null characters) 
t=${#VarSomething}-1 # non-null length minus-one 
$(VarSomething-  incT } # Executes. 

echo $t'  Contents' 


# Exercise: clean up that example. 
UDSSR E 
OSE INe 


4 S(name?err msg) S$(name:?err msg) 

# These follow the same rules but always exit afterwards 

#+ if an action is specified following the question mark. 

# The action following the question mark may be a literal 

#+ or a function result. 

HHH 

# S{name?} S{name:?} are test-only, the return can be tested. 


4 Element operations 

# 

echo 

echo '- - Trailing sub-element selection : 


# Strings, Arrays and Positional parameters 


# Call this script with multiple arguments 


#+ to s the parameter selections. 
Schodde JA =! 
echo ${VarSomething:0} # all non-null characters 
echo ${ArrayVar[@] :0} # all elements with content 
echo ${@:0} # all parameters with content; 
# ignoring parameter[0] 
echo 
echo '- All after -' 
echo ${VarSomething:1} # all non-null after character[0] 
echo ${ArrayVar[@]:1} # all after element[0] with content 
echo ${@:2} # all after param[1] with content 
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echo 
cho '- Range after -' 
echo ${VarSomething: 4:3} i eed 
# Three characters after 
ie Claeieaeiceuc L3] 
Glace) i= Sjoeiese eux Gel c 
echo ${ArrayVar[@]:1:2} # four The only element with content. 


# Two elements after (if that many exist). 


# the FIRST WITH CONTENTS 
#+ (the FIRST WITH CONTENTS is being 
#+ considered as if it 
#+ were subscript zero). 
# Executed as if Bash considers ONLY array elements with CONTENT 
# printf Sq "S${ArrayVar[@]:0:3}" # Try this one 


a In wecsilons 2.04, 2 05a cue 2 30519; 


#+ Bash does not handle sparse arrays as expected using this notation. 


# The current Bash maintainer, Chet Ramey, has corrected this. 


Chom] Nona spatsen uere —" 
echo ${@:2:2} # Two parameters following parameter[1] 


# New victims for string vector examples: 
StringZ-abcABC123ABCabc 
arrayZ-( abcabc ABCABC 123123 ABCABC abcabc ) 


sparse ([4]eV*Velesec" Is5]edEexwc" [pev IlUt231294 Jy 

echo 

Ggeao " = = Valeo GuExGUag = —"SemigU— = N 

exco | = > Waetim aiccay — —" Sf easewale]p e ! 

cmo, | Source sucus; — ='Sisocuesev |e l= = V 

Chom [0] null ref, [2]==null ref, [4]==null content - ' 

echo ' - Prjpeabcabe 1 3)=ABCABC [5]9123123 = * 

pmo." non-null-reference count: 'S{#sparseZ[@]}' elements' 

echo 

echo '- - Prefix sub-element removal i 

emo) " Glob-Pattern match must include the first character. - -' 
Cho | Glob-Pattern may be a literal or a function result. - -' 
echo 


# Function returning a simple, Literal, Glob-Pattern 
-ADE i 
Seno mini Veloen 


Glace) "— SHORTS H PRE RI 

echo ${stringZ#123} # Unchanged (not a prefix). 
echo ${stringZ#$ (_abc) } # ABC123ABCabc 

echo ${arrayZ[@]#abc} # Applied to each element. 
# echo ${sparseZ[@]#abc} # Version-2.05b core dumps. 


# Has since been fixed by Chet Ramey. 


# The -it would be nic WLS E SUBS eese —Oie 
# echo ${#sparseZ[@] #*} # This is NOT valid Bash. 


echo 
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cho '- Longest prefix -' 

echo S${stringZ##1*3} # Unchanged (not a prefix) 
echo ${stringZ##a*C} # abc 

echo S${arrayZ[@]##a*c} # ABCABC 123123 ABCABC 

# echo S${sparseZ[@]##a*c} # Version-2.05b core dumps. 


# Has since been fixed by Chet Ramey. 


echo 
echo '- - Suffix sub-element removal ! 

(laxo). ” Glob-Pattern match must include the last character. - -' 
Clavey " Glob-Pattern may be a literal or a function result. — -' 
echo 

Glo '"— SIMOTAESSE sait =" 

echo ${stringZ%1*3} # Unchanged (not a suffix). 
echo ${stringZ%$ (_abc) } # abcABC123ABC 

echo ${arrayZ[@] %abc} # Applied to each element. 

# echo ${sparseZ[@] %abc} # Version-2.05b core dumps. 


# Has since been fixed by Chet Ramey. 


# The -it would be nice- Last-Subscript-Of 


# echo ${#sparseZ[@]%*} # This is NOT valid Bash. 
echo 

SEH '"— WOMGSSi SRi =} 

echo ${stringZ%%1*3} # Unchanged (not a suffix) 
echo ${stringZ%%b*c} da 

echo S${arrayZ[@]%%b*c} # a ABCABC 123123 ABCABC a 
# echo $(sparseZ[G]$$b*c) 4 Version-2.05b core dumps. 


# Has since been fixed by Chet Ramey. 


echo 
ao ! Sub-element replacement t 

Goo; " Sub-element at any location in string. - -' 

exoimg. v= — WES fupexalitiesnEudgu. as 2 Clog- Raren = =" 

Cho |! Glob-Pattern may be a literal or Glob-Pattern function result. - -' 
echo '- - Second specification may be a literal or function result. - -' 

echo '- - Second specification may be unspecified. Pronounce that' 

echo ' as: Replace-With-Nothing (Delete) - -' 

echo 


# Function returning a simple, Literal, Glob-Pattern 
ZS) 4 
exelm =i YDS 


cho '- Replace first occurrence -' 


echo Si swicimg/S( 123)/999] # Changed (123 is a component). 
echo ${stringZ/ABC/xyz} # xyzABC123ABCabc 
echo $(arrayZ[G]/ABC/xyz) # Applied to each element. 
echo ${sparseZ[@]/ABC/xyz} # Works as expected. 
echo 
cho "= DIMES ias eeCcuiekreace =" 


echo f sex op27/ 9 (L—112:35) 7] 
echo $(stringZ/ABC/] 
echo ${arrayZ[@]/ABC/} 
echo ${sparseZ[@] /ABC/} 
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# The replacement need not be a literal, 

#+ since the result of a function invocation is allowed. 

# This is general to all forms of replacement. 

echo 

cho '- Replace first occurrence with Result-Of -' 

echo $(stringZ/$( 123)/$( simple)) # Works as expected. 

echo $(arrayZ[80]/ca/S$( simple)) # Applied to each element. 
echo ${sparseZ[@]/ca/$(_simple) } # Works as expected. 


echo 
cho '- Replace all occurrences -' 
echo $(stringZ//[Db2]/X) 

echo ${stringZ//abc/xyz} 

echo ${arrayZ[@]//abc/xyz} 

echo ${sparseZ[@]//abc/xyz} 


KONE lo"s eue Z"s 
xyZABC123ABCxyz 

Applied to each element. 
Works as expected. 


de E db HE 


echo 
cho '- Delete all occurrences -' 
echo $(stringZ//[b2]/) 

echo ${stringZ//abc/} 

echo ${arrayZ[@]//abc/} 

echo ${sparseZ[@]//abc/} 


echo 
echo '- - Prefix sub-element replacement ; 

Scao J= = Macchi misr relire cie iiss Clagucacireie, = = 
echo 


cho '- Replace prefix occurrences -' 
echo ${stringZ/#[b2]/xX} 

echo ${stringZ/#$ (_abc) /XYZ} 
echo ${arrayZ[@]/#abc/XxyYZ} 
echo ${sparseZ[@]/#abc/xXYZ} 


Unchanged (neither is a prefix). 
XYZABC123ABCabc 

Applied to each element. 

Works as expected. 


dE de db dk 


echo 
cho '- Delete prefix occurrences -' 
echo ${stringZ/#[b2]/} 

echo ${stringZ/#$ (_abc) /} 

echo ${arrayZ[@]/#abc/} 

echo ${sparseZ[@]/#abc/} 


echo 
echo '- - Suffix sub-element replacement : 

SCi. W= — Marcia met elica plex last elaaineeteie, = =! 
echo 


cho '- Replace suffix occurrences -' 
echo ${stringZ/%[b2]/X} 

echo ${stringZ/%$ (_abc) /XYZ} 
echo ${arrayZ[@]/%abc/XYZ} 
echo ${sparseZ[@]/%abc/XYZ} 


Unchanged (neither is a suffix). 
abcABC123ABCXYZ 

Applied to each element. 

Works as expected. 


de E db HE 


echo 
cla =- Delete Surti (oxe(euucieuees =! 
echo ${stringZ/%[b2]/} 

echo ${stringZ/%$ (_abc) /} 

echo ${arrayZ[@]/%abc/} 

echo ${sparseZ[@]/%abc/} 


echo 
echo '- - Special cases of null Glob-Pattern - -' 
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echo 
echo "— rgis mb =" 
# null substring pattern means 'prefix' 
echo ${stringZ/#/NEW} # NEWabcABC123ABCabc 
echo ${arrayZ[@]/#/NEW} # Applied to each element. 
echo ${sparseZ[@]/#/NEW} # Applied to null-content also. 
# That seems reasonable. 
echo 
exco. "— Stunts alll =! 
# null substring pattern means 'suffix' 
echo ${stringZ/%/NEW} # abcABC123ABCabcNEW 
echo ${arrayZ[@]/%/NEW} # Applied to each element. 
echo ${sparseZ[@]/%/NEW} # Applied to null-content also. 
# That seems reasonable. 
echo 
echo '- - Special case For-Each Glob-Pattern - -' 
eeo Y= = = = Wis Us cr Mea to ime (Glen ! 
echo 
 GenFunc() { 
echo -n ${0} s nsee som orally. 


# Actually, that would be an arbitrary computation. 


# All occurrences, matching the AnyThing pattern. 

# Currently //*/ does not match null-content nor null-reference. 
* /#/ and /%/ does match null-content but not null-reference. 
echo ${sparseZ[@]//*/S$ (_GenFunc) } 


A possible syntax would be to make 
+ the parameter notation used within this construct mean: 
$(1) The full element 
$(2) - The prefix, if any, to the matched sub-element 
${3} The matched sub-element 
$(4) - The suffix, if any, to the matched sub-element 


echo $(sparseZ[G]//*/$( GenFunc ${3}) } # Same as ${1} here. 
Perhaps it will be implemented in a future version of Bash. 


exit 0 


Example A-59. Testing execution times of various commands 


#!/bin/bash 

4 ^ test-execution-time.sh 

# Example by Erik Brandsberg, for testing execution time 

#+ of certain operations. 

# Referenced in the "Optimizations" section of "Miscellany" chapter. 


count-50000 
echo "Math tests" 
echo Mem via Weg p) Y 


Cimo 3Eue C SOR sue ACN ara) 
do 

result-$(( $i£2 )) 
done 
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echo "Math via *expr*:" 


eau: it@ne ( ates E. sies. Sieve Ra 
do 

result= expr "$i$2"^ 
done 


echo "Math via *let*:" 


calms) stone (( stes E. sb Seon alah) )) 
do 
let result=$i%2 
done 
echo 


echo "Conditional testing tests" 


echo "Test via case:" 


wane. atone (i aOR bee SCOE alse) ) 
do 

case S S12 J) um 

0) 8 BP 
1) g 5.0 

esac 
done 
Sele) reste warte Enc quee cs 
eau, dene (i UE) si Sieeibietes ab3p3)) ) 
do 

xi [ SCC 92192 ») SO Ig telnein 

else 

ít 
done 
Seo HSSE makela alic 1D] 5 Citos E 
wne atone (( ea si< ‘Sreveibinktes oa) 
do 

atas qp WIS Sape YU) sem QUE d: selsYesot 

else 

fae 
done 
exci ee mwaa ait Ply Celne exer Y 
ipae 3E(one. ( miS E aix< fexeroxbusqE Ea] 
do 

ai [ Sq Sika J)) -ee © Ie taen 

else 

fti 
done 
exit $? 


Example A-60. Associative arrays vs. conventional arrays (execution times) 


#!/bin/bash 
#  assoc-arr-test.sh 
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# Benchmark test script to compare execution times of 
#  numeric-indexed array vs. associative array. 


# Thank you, Erik Brandsberg. 
count=100000 # May take a while for some of the tests below. 
declare simple # Can change to 20000, if desired. 


declare -a arrayl 
declare -A array2 
declare -a array3 
declare -A array4 


echo "===Assignment tests===" 
echo 


echo "Assigning a simple variable:" 

# References $i twice to equalize lookup times. 

Gaus) atone (C(t aOR sb Seon aisha) )) 6 (ele) 
simple=$iSi 

done 


Gem). oW 


echo "Assigning a numeric index array entry:" 

time ror (i ase ax fSXexwDusEp 344b) Pp clo 
arrayl[$i]-$i 

done 


EEN Uoc 


echo "Overwriting a numeric index array entry:" 

tame Cor (((( aber 1< Seotimes ash) s clo 
arrayl[$i]-$i 

done 


(ela). VW 


echo "Linear reading of numeric index array:" 

timer atone (6 abe p. ak< TexexoWbuouep aise) )) f tele) 
simple-arrayl[S$i] 

done 


Sho Woos! 


echo "Assigning an associative array entry:" 

eime tor (( dne cbe Seowmes ast) jp clo 
array2[$i]-$i 

done 


exem) MWio——W 


echo "Overwriting an associative array entry:" 

cims tor  ((( 107 i< Seowines act) jp clo 
array2[$i]-$i 

done 


BG) Mese 
echo "Linear reading an associative array entry:" 
ermen Corn ( aum p sc Sieoiinigg apt) )p clo 


simple=array2 [$i] 
done 
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echo "Assigning a random number to a simple variable:" 
eamey stoic (0 SOP ste XexowDuenSA abba) np. elo 

simple=SRANDOM 
done 


Seine) Yoo! 


echo "Assign a sparse numeric index array entry randomly into 64k cells:" 
wanne dene. (i atm p sic Sieowining asp) )p clo 

array3 [SRANDOM] =$i 
done 


SCN Woo 


echo "Reading sparse numeric index array entry:" 

eme roA wallwe ain VS feucraysiel kay cle 
simple-$value 

done 


Scho 9——-W 


echo "Assigning a sparse associative array entry randomly into 64k cells:" 
Testam store (6 aum r. al< Seroiites 3:09) ).5- clo 

array4 [SRANDOM] =$i 
done 


xolaig. Mc 
echo "Reading sparse associative index array entry:" 
ipie. for valus alin “Sh eicicsny4 ep" clo 

simple-$value 


done 


exit $? 
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Appendix B. Reference Cards 


The following reference cards provide a useful summary of certain scripting concepts. The foregoing text 
treats these matters in more depth, as well as giving usage examples. 


Table B-1. Special Shell Variables 


Filename of script 
Positional parameter #1 


$ 
$ E 
52 - $9 Positional parameters #2 - #9 


{10} Positional parameter #10 
st — [Number of positional parameters 


0 
1 
# 
$ 
$ 
{ 
{ 
2 


P All the positional parameters (as a single 
word) * 

@ All the positional parameters (as separate 
strings) 


ki 
e} 


$ 
$ 
| 


$! Process ID (PID) of last job run in 
background 
* Must be quoted, otherwise it defaults to $@. 


Table B-2. TEST Operators: Binary Comparison 


\< Less than (ASCID * 
Less than orequalto | | o ooo 

Hot Greaterthan | Greater than (ASCID * 
Ege Greater than orequalto | | | 
pf string is empty 
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|o |]. 5 | [en  Btingis not empty 
Arithmetic Comparison within double parentheses (( ... )) ————À 
bo Greaterthon | | 


Greater than 


>= Greater than or equal to ey 
ko kesma | 
<= 


Less than or equal to 


* [f within a double-bracket [| ... |] test construct, then no escape \ is needed. 


Table B-3. TEST Operators: Files 


Operator |Tests Whether | = J=- Operator Tests Whether 


He Fileexiss | — |-s Bile is notizero size | 
Hf File isaregularfile | S| ooo 
za File isa directory | — |-r ile has read permission | 
EL File is a symbolic link |x ile has execute permission | 


-c Fil is a character device | Lbs | | sgid flag set 


File is a socket ——— — | — |-k ——  — 'sticky bit" set 


=S 
-t Filis associated with a terminat | | | 


Bip 
-O You own the file F1 -ot F2 |File Fl is older than F2 * 
D—m 
same file * 
PO 


1} jNOTGnvrsseneofabovetess) | | | i ġ O 


* Binary operator (requires two operands). 


Table B-4. Parameter Substitution and Expansion 


Meaning 


{var} | |Value of var (same as Svar) 


var-SDEFAULT) |If var not set, evaluate expression as SDEFAULT * 
var:—SDEFAULT} |If var not set or is empty, evaluate expression as SDEFAULT * 
S(var-SDEFAULT) |If var not set, evaluate expression as SDEFAULT * 
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var:=SDEFAULT} |If var not set or is empty, evaluate expression as DEFAULT * 


S 


var?SERI 


^ 
^ 


$ :=$DE 
${var+$OTHE If var set, evaluate expression as SOTHER, otherwise as null string 
$ 


R} 
var:+$OTHER} |If var set, evaluate expression as SOTHER, otherwise as null string 


_MSG} |If var not set, print SERR_MSG and abort script with an exit status of 1.* 


R . 
S${var: ?SERR_MSG} |If var not set, print SERR_MSG and abort script with an exit status of 1.* 


Is{!varprefix*} [Matches all previously declared variables beginning with varprefix 
S{!varprefix@} Matches all previously declared variables beginning with varprefix 


* [f var is set, evaluate the expression as Svar with no side-effects. 


# Note that some of the above behavior of operators has changed from earlier versions of Bash. 


Table B-5. String Operations 


S (string) Length of $string 


S 


g#substring} 


Extract substring from $stringat Sposition 


Extract $length characters substring from $string 
at Sposition [zero-indexed, first character is at 


Strip shortest match of Ssubst ring from front of 
Sstring 


string##substring} Strip longest match of $subst ring from front of 
Sstring 
S{string%substring} Strip shortest match of $subst ring from back of 
Sstring 
S{st g 


$$substring) 


Strip longest match of $substring from back of 
$string 


g/ / subst 


g/#subst 


tring/repl 


tring/repl 


g/%Ssubst 


Lacemeni 


Lacemeni 


tring/repl 


Lacemeni 


S{string/substring/replacement } Replace first match of Ssubst ring with 
Sreplacement 


Sreplacement 

substitute Sreplacement for Ssubstring 
If Ssubst ring matches back end of $string, 
substitute Sreplacement for Ssubstring 
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expr match "$string" '$substring'  |Length of matching $substring* at beginning of 
Sstring 


expr "$string" : '$substring' Length of matching $substring* at beginning of 
Sstring 


expr index "Sstring" Ssubstring Numerical position in $st ring of first character in 
Ssubstring* that matches [0 if no match, first 
character counts as position 1] 


expr substr $string Sposition Extract $length characters from $string starting at 
Slength Sposition [0 if no match, first character counts as 


position 1] 


expr match "$string" Extract Ssubst ring’, searching from beginning of 

'\ (Ssubstring\) ' Sstring 

expr "$string" : '\(Ssubstring\)' Extract Ssubstring* , searching from beginning of 
Sstring 


expr match "Sstring" Extract Ssubst ring*, searching from end of 
'.*\ (Ssubstring\) ' Sstring 


expr "Sstring" : Extract Ssubst ring*, searching from end of 
'.*\ (Ssubstring\) ' Sstring 
* Where Ssubst ring is a Regular Expression. 


Table B-6. Miscellaneous Constructs 


Expression Interpretation 


Re 
if [[ CONDITION |] Extended test construct | 
eG 
Curly Brackets 
${!variable} Indirect variable reference | 
{ commandl; command2; . . . commandN; } 
(stringl,string2,string3,...] Brace expansion 


Parentheses o Jo 


( commandi; command2 ) Command group executed within a subshell 
Array=(element1 element element3) Amay initialization o O 


Appendix B. Reference Cards 790 


Advanced Bash-Scripting Guide 


result=S (COMMAND) Command substitution, new style 

» (COMMAND) Process substitution 

« (COMMAND) Process substitution 

Double Parentheses p--—————Jiá 
(( var = 78 )) Integer arithmetic 


var=$(( 20 + 5 )) Integer arithmetic, with variable assignment 


C-style variable increment 


C-style variable decrement 
C- 


"gvariable" Weak" quoting 
strin Strong" quoting 


Back Quotes se 
result-' COMMAND ~ Command substitution, classic style 


= var1<9829:21 )) 
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Appendix C. A Sed and Awk Micro-Primer 


This is a very brief introduction to the sed and awk text processing utilities. We will deal with only a few 
basic commands here, but that will suffice for understanding simple sed and awk constructs within shell 
Scripts. 


sed: a non-interactive text file editor 

awk: a field-oriented pattern processing language with a C-style syntax 

For all their differences, the two utilities share a similar invocation syntax, use regular expressions , read input 
by default from st din, and output to stdout. These are well-behaved UNIX tools, and they work together 


well. The output from one can be piped to the other, and their combined capabilities give shell scripts some of 
the power of Perl. 


$^; One important difference between the utilities is that while shell scripts can easily pass arguments to sed, 
itis more cumbersome for awk (see Example 36-5 and Example 28-2). 


C.1. Sed 


Sed is a non-interactive [141] stream editor. It receives text input, whether from st din or from a file, 
performs certain operations on specified lines of the input, one line at a time, then outputs the result to 
stdout or to a file. Within a shell script, sed is usually one of several tool components in a pipe. 


Sed determines which lines of its input that it will operate on from the address range passed to it. [142] 
Specify this address range either by line number or by a pattern to match. For example, 3d signals sed to 
delete line 3 of the input, and /Windows/dtells sed that you want every line of the input containing a match 
to "Windows" deleted. 


Of all the operations in the sed toolkit, we will focus primarily on the three most commonly used ones. These 
are printing (to stdout), deletion, and substitution. 


Table C-1. Basic sed operators 


Operator Effect 
[address-range]/p Print [specified address range] 
[address-range]/d Delete [specified address range] 


s/patternl/pattern2/ substitute |Substitute pattern2 for first instance of 
pattern! in a line 


[address-range]/s/pa tern2/ substitute [Substitute pattern2 for first instance of 
patternl in a line, over address-range 


[address-range]/y/patternl/pattern2/ s any character in pattern] with the 


corresponding character in pattern2, over 
address-range (equivalent of tr) 
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[address] i pattern Filename i Insert pattern at address indicated in file 


Filename. Usually used with -i 
in-place option. 


g global Operate on every pattern match within each 
matched line of input 


$^; Unless the g (global) operator is appended to a substitute command, the substitution operates only on the 
first instance of a pattern match within each line. 
From the command-line and in a shell script, a sed operation may require quoting and certain options. 


sed -e '/^$/d' $filename 

# The -e option causes the next string to be interpreted as an editing instruction. 
# (If passing only a single instruction to sed, the "-e" is optional.) 

# The "strong" quotes ('') protect the RE characters in the instruction 

#+ from reinterpretation as special characters by the body of the script. 

# (This reserves RE expansion of the instruction for sed.) 

# 
# Operates on the text contained in file $filename. 


In certain cases, a sed editing command will not work with single quotes. 


filename=filel.txt 
pattern=BEGIN 


sed "/*Spattern/d" "Sfilename" # Works as specified. 


# sed '/*Spattern/d' "$filename" has unexpected results. 
# Ta (clas SaSiceiaeS, mita SELON CUA ( aos V» 
#+ "Spattern" will not expand to "BEGIN". 


H) Sed uses the —e option to specify that the following string is an instruction or set of instructions. If 
there is only a single instruction contained in the string, then this may be omitted. 


sed -n '/xzy/p' $filename 

# The -n option tells sed to print only those lines matching the pattern. 

# Otherwise all input lines would print. 

# The -e option not necessary here since there is only a single editing instruction. 


Table C-2. Examples of sed operators 


Notation Effect 


Bed —— 1 1 1 Delete th line of input. 
/*S/a Delete all blank lines. 


1,/^$/d Delete from beginning of input up to, and 
including first blank line. 

/Jones/p Print only lines containing "Jones" (with -n 
option). 


s/Windows/Linux/ Substitute "Linux" for first instance of 
"Windows" found in each input line. 


s/BSOD/stability/g Substitute "stability" for every instance of 
"BSOD" found in each input line. 


s/ *S// Delete all spaces at the end of every line. 
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s/00*/0/g Compress all consecutive sequences of zeroes 
into a single zero. 


echo "Working on it." | sed -e '1i How Prints "How far are you along?" as first line, 
far are you along?' "Working on it" as second. 


5i 'Linux is great.' file.txt Inserts 'Linux is great.' at line 5 of the file 
file.txt. 


/U1/d [Delete all tines containing "GUI". 


remainder of each line intact. 
Substituting a zero-length string for another is equivalent to deleting that string within a line of input. This 
leaves the remainder of the line intact. Applying s/GUI// to the line 


The most important parts of any application are its GUI and sound effects 


results in 


The most important parts of any application are its and sound effects 


A backslash forces the sed replacement command to continue on to the next line. This has the effect of using 
the newline at the end of the first line as the replacement string. 


sf EN 

/g 

This substitution replaces line-beginning spaces with a newline. The net result is to replace paragraph indents 
with a blank line between paragraphs. 


An address range followed by one or more operations may require open and closed curly brackets, with 
appropriate newlines. 


/[0-9A-Za-z]/,/^S/1 

/^$/d 

} 

This deletes only the first of each set of consecutive blank lines. That might be useful for single-spacing a text 
file, but retaining the blank line(s) between paragraphs. 


=>) The usual delimiter that sed uses is /. However, sed allows other delimiters, such as 96. This is useful 
when / is part of a replacement string, as in a file pathname. See Example 11-10 and Example 16-32. 


į ) A quick way to double-space a text file is sed G filename. 


For illustrative examples of sed within shell scripts, see: 


. Example 36-1 

. Example 36-2 
Example 16-3 

. Example A-2 

. Example 16-17 
. Example 16-27 
Example A-12 

. Example A-16 

. Example A-17 

. Example 16-32 
. Example 11-10 


— O 00-10 t B UI-— 


mÓ — 
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12. Example 16-48 
13. Example A-1 
14. Example 16-14 
15. Example 16-12 
16. Example A-10 
17. Example 19-12 
18. Example 16-19 
19. Example A-29 
20. Example A-31 
21. Example A-24 
22. Example A-43 
23. Example A-55 


For a more extensive treatment of sed, refer to the pertinent references in the Bibliography. 


C.2. Awk 


Awk [143] is a full-featured text processing language with a syntax reminiscent of C. While it possesses an 
extensive set of operators and capabilities, we will cover only a few of these here - the ones most useful in 
shell scripts. 


Awk breaks each line of input passed to it into fields. By default, a field is a string of consecutive characters 
delimited by whitespace, though there are options for changing this. Awk parses and operates on each separate 
field. This makes it ideal for handling structured text files -- especially tables -- data organized into consistent 
chunks, such as rows and columns. 


Strong quoting and curly brackets enclose blocks of awk code within a shell script. 


$1 is field #1, $2 is field #2, etc. 


echo one two | awk Horing $1)' 
one 

echo one two | awk '(print $2)' 
two 
But what is field #0 ($0)?2 

echo one two | awk '(print $0)' 
one two 


All the fields! 


awk '(print $3}' $filename 
Prints field #3 of file $filename to stdout. 


awk "V Trencabowe Sil SS) So" Siew ketone 
Prints fields #1, #5, and #6 of file $filename. 


awk '(print $0}' $filename 
Prints the entire file! 
Same effect as: cat Sfilename . . . or . . . sed '' $filename 


We have just seen the awk print command in action. The only other feature of awk we need to deal with here 
is variables. Awk handles variables similarly to shell scripts, though a bit more flexibly. 
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( total += $(column number) } 
This adds the value of co1umn number to the running total of tota». Finally, to print "total", there is an 


END command block, executed after the script has processed all its input. 


END 


{ priini corcel, } 


Corresponding to the END, there is a BEGIN, for a code block to be performed before awk starts processing 
its input. 


The following example illustrates how awk can add text-parsing tools to a shell script. 


Example C-1. Counting Letter Occurrences 


Version IL ils 


! /bin/sh 
letter-count2.sh: Counting letter occurrences in a text file. 


Sevarice, lox ayel  [iayyevil[Chyroyil Ile) iiz] 
Used in ABS Guide with permission. 
Recommented and reformatted by ABS Guide author. 
Modified to work with gawk 3.1.3. 


(Will still work with earlier versions.) 


INIT TAB AWK-"" 
# Parameter to initialize awk script. 
count case-0 


EC 


E PARSE-$1 


E PARAMERR-85 


usage () 


{ 


echo "Usage: letter-count.sh file letters" 2»&1 
# For example: ./letter-count2.sh filename.txt a b c 
exit $E PARAMERR # Too few arguments passed to script. 


Xa a 


abies EE aR MSN he trays 
echo "ST: No such file." 2>61 
usage # Print usage message and 
iE 
abs [|| eye WSU) m. Xue 
echo "$2: No letters specified." 2>&1 
usage 
ít 
Salah IEE # Letters specified. 
for letter in "echo $@° # For each one 
do 
INIT TAB AWK-"SINIT TAB AWK tab_search[${count_case}] 
XU SIEG NUS tinel calo[S{counc_case}] = Of Y 
# Pass as parameter to awk script below. 
count_case= expr $count case + 1^ 
done 
# DEBUG: 


# echo SINIT_TAB AWK; 


Cau 


SFILE PARSE | 
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# Pip 


the target fil 


following awk script. 


de de db dk 


awk \ 


"BEGIN ( SINIT TAB AWK } \ 
SONS. tala, WO") E 
hara in tab) 
(chara2 in tab_search) 
tab_search[chara2] 
for 
t tab_search[chara] 


spli 
EOP te 
for 
ai ( 
END { 
prin 


Jheuelubewue WSIS LOI OIE SOIajoie e 
awk -v tab search-0 -v final_tab=0 -v tab=0 -v \ 
nb letter-0 -v chara=0 -v chara2=0 \ 


== tablcharal) { final tcablchara?i t JP d P oP \ 
(chara in final, tab) 


MU m WU imal celo else | 


Not 


hing all that complicated, 
LOL oops iai testo andes Coup 


exit $? 


# Compare this script to letter-count.sh. 


For simpler examples of awk within shell scripts, see: 


=. = i i 
ONNDNFPWNFK TO AMON AN HWN 


. Example 15-14 
. Example 20-8 

. Example 16-32 
. Example 36-5 

. Example 28-2 

. Example 15-20 
. Example 29-3 

. Example 29-4 

. Example 11-3 

. Example 16-61 
. Example 9-16 

. Example 16-4 

. Example 10-6 

. Example 36-19 
. Example 11-9 

. Example 36-4 

. Example 16-53 
. Example T-3 


of specialized functions. 


That's all the awk we'll cover here, folks, but there's lots more to learn. See the appropriate references in the 
Bibliography. 
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Appendix D. Parsing and Managing Pathnames 


Emmanual Rouat contributed the following example of parsing and transforming filenames and, in particular, 
pathnames. It draws heavily on the functionality of sed. 


!/usr/bin/env bash 


Management of PATH, LD LIBRARY PATH, MANPATH variables... 
By Emmanuel Rouat «no-email» 

(Inspired by the bash documentation 'pathfuncs' and on 
discussions found on stackoverflow: 
http://stackoverflow.com/questions/370047/ 
http://stackoverflow.com/questions/273909/4346860 ) 

tast WOCchiELesCs Sete S69 22. 125804 555 CESE 2017 


rhe following functions handle spaces correctly. 
These functions belong in .bash profile rather than in 
.bashrc, I guess. 


[The modular aspect of these functions should make it easy 
to expand them to handle path substitutions instead 
of path removal etc.... 


See http://www.catonmat.net/blog/awk-one-liners-explained-part-two/ 
(item 43) for an explanation of the 'duplicate-entries' removal 
(tici Ss eh ianee e Ea) 


Show $80 (usually PATH) as list. 
function p show() ( local p="$@" && for p; do [[ ${!p} 1] && 
scho =€ SINo//s/Nua)bg clone } 


Filter out empty lines, multiple/trailing slashes, and duplicate entries. 
EUINCIE LOI q9y PEESO) 
eue US Mel eS taere qenme(/ X eS, WW)pgeuol/Wue; UY Re SO]is? gg 


Rebuild list of items into ':' separated word (PATH-like). 
oiee LOM 19. Jowuilel() 1 pase -Scl P) 


Clean $1 (typically PATH) and rebuild it 
function p clean() 
local p-$(1) && eval $(p)-2'$(p show $(p) | p filter | p build)' ;) 


Remove $1 from $2 (found on stackoverflow, with modifications). 
IEUINEIEILOIMN T9) 35d () 

local d-$(echo $1 | p filter) p=${2} && 

evel siol- Sta ekon Sijo} || o ciirer | eraa =a "Se" || qp onike y gj 


Same as previous, but filters on a pattern (dangerous... 
4» (kou ^i wise Vorn Or VP! As joaicieeiei!)) , 
function p_rmpat () 
local d-$(echo $1 | p filter) p-$(2) && eval S{p}='S(p_show S${p} | 
p_filter | grep -v "S{d}" | p_build)" ;} 


Delete $1 from $2 and append it cleanly. 

function p append() 

local c= (echo Si | p filter) 1959 12]- ke qum "Xe" Sipoh GE 
eval ${p}='$(p_show $(p) d | p_build)' ;} 


Delete $1 from $2 and prepend it cleanly. 
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function p prepend() 
( local d=$(echo $1 | p filter) p-$(2) && p rm "S{d}" S{p} && 
eval $(p)-2'$(p show d $(p) | p_build)' ;} 


# Some tests: 

echo 

MYPATH-"/bin:/usr/bin/:/bin://bin/" 

p append "/project//my project/bin" MYPATH 

echo "Append '/project//my project/bin' to '/bin:/usr/bin/:/bin://bin/'" 
echo "(result should be: /bin:/usr/bin:/project/my project/bin)" 

echo $MYPATH 


echo 
MYOTHERPATH-"/bin:/usr/bin/:/bin:/project//my project/bin" 

p prepend "/project//my project/bin" MYOTHERPATH 

echo "Prepend '/project//my project/bin' \ 

ito Toim / wise Moin 3 Anuas /SEOTSCE / ni TOO j ene Aoin V 

echo "(result should be: /project/my project/bin:/bin:/usr/bin)" 
echo $MYOTHERPATH 


echo 

p .prepend "/project//my project/bin" FOOPATH # FOOPATH doesn't exist. 
echo "Prepend '/project//my project/bin' to an unset variable" 

echo "(result should be: /project/my project/bin)" 

echo $FOOPATH 


echo 

BARPATH-"/a:/b/://b c://a:/my local pub" 

p_clean BARPATH 

echo "Clean BARPATH-'/a:/b/://b c://a:/my local pub'" 
Scho V Gassilic slyowillcl bss /u8/l98/19 (gw local joule) V 
echo S$BARPATH 

sek 


David Wheeler kindly permitted me to use his instructive examples. 


Doing it correctly: A quick summary 
by David Wheeler 
http://www.dwheeler.com/essays/filenames-in-shell.html 


So, how can you process filenames correctly in shell? Here's a quick 
summary about how to do it correctly, for the impatient who "just want the 


answer". In short: Double-quote to use "$variable" instead of Svariable, 
set IFS to just newline and tab, prefix all globs/filenames so they cannot 
begin with "-" when expanded, and use one of a few templates that work 


correctly. Here are some of those templates that work correctly: 


JUS SS (oren Vai ie UU 
# Remove SPACE, so filenames with spaces work well. 


# Correct glob use: 
#+ always use "for" loop, prefix glob, check for existence: 


fOr iile im .f* 2 co 1 USS UU x... INDIR donee; UU 4.5 
stam |p ter Weak M TD o bien # Make sure it isn't an empty match. 
COMMAND ieee mmo NIIT 
ia. 
done 
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# Correct glob use, but requires nonstandard bash extension. 
shopt -s nullglob # Bash extension, 
#+ so that empty glob matches will work. 


irom rile din 24/9 p Clo ur Wise Uf NER oera Wew 
COMMAND ... "Sfile" 
done 


# These handle all filenames correctly; 

#+ can be unwieldy if COMMAND is large: 

ELD goo Se COMMAND, S s 4 E 

find ... -exec COMMAND... {} \+ # If multiple files are okay for COMMAND. 


# This skips filenames with control characters 
#+ (including tab and newline). 

IPSS (Gore 9 Nia Vie, 4) 7 

Come rolelwares="S(joeimer Te [\OOL-\OST\ITT Ie!) 


iteuc rile im Simo , | -rans U' Scowucolcehsucs") P clo 
COMMAND "$file" 
done 


# Okay if filenames can't contain tabs or newlines -- 
#+ beware the assumption. 
JUS SES (jOiestioncae Cog UU 


oi PLS alin SrL 3) A clo 
COMMAND "$file" 
done 


# Requires nonstandard but common extensions in find and xargs: 
find o -printO | xargs -0 COMMAND 


# Requires nonstandard extensions to find and to shell (bash works). 
# variables might not stay set once the loop ends: 


itxüeel , -—9xe3uenE() || weüeaulie Jum S—"w seach = —cl "UV Tene p CO sos 
COMMAND "$file" # Use quoted "$file", not $file, everywhere. 
done 


# Requires nonstandard extensions to find and to shell (bash works). 
Underlying system must include named pipes (FIFOs) 

#+ or the /dev/fd mechanism. 

In this version, variables *do* stay set after the loop ends, 

and you can read from stdin. 

#+ (Change the 4 to another number if fd 4 is needed.) 


E 


se HE 


while IFS="" read -r -d "" file <&4 ; do 
COMMAND "$file" # Use quoted "$file" -- not $file, everywhere. 
Gloves AX <(lieslingl O (0) 
# Named pipe version. 
# Requires nonstandard extensions to find and to shell's read (bash ok). 
# Underlying system must include named pipes (FIFOs). 
# Again, in this version, variables *do* stay set after the loop ends, 
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# and you can read from stdin. 
# (Change the 4 to something else if fd 4 needed). 


mkfifo mypipe 


find o -printO > mypipe & 
yii le JUS SV iol =r gi WW dese «4 c clo 

COMMAND "$file" # Use quoted "$file", not S$file, everywhere. 
done 4« mypipe 
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Table E-1. Reserved Exit Codes 


Exit Code Meaning Example Comments 
Number 


Catchall for general errors — |let "varl = 1/0" Miscellaneous errors, such as "divide by 
zero" and other impermissible operations 


Misuse of shell builtins nee Missing keyword or command, or 
(according to Bash permission problem (and diff return code on 
documentation) a failed binary file comparison). 


Command invoked cannot — |/dev/null Permission problem or command is not an 
execute executable 


127  ommandnotfound' ^ |illegal command Possible problem with $PATH or a typo 


128 Invalid argument to exit exit 3.14159 exit takes only integer args in the range 0 - 
255 (see first footnote) 


Fatal error signal "n" kill-9 SPPIDof |$? returns 137 (128 + 9) 

script 
Script terminated by Ctl-C Control-C is fatal error signal 2, (130 = 128 
Control-C + 2, see above) 


255 


According to the above table, exit codes 1 - 2, 126 - 165, and 255 [144] have special meanings, and should 
therefore be avoided for user-specified exit parameters. Ending a script with exit 127 would certainly cause 
confusion when troubleshooting (is the error code a "command not found" or a user-defined one?). However, 
many scripts use an exit / as a general bailout-upon-error. Since exit code 1 signifies so many possible errors, 
it is not particularly useful in debugging. 


There has been an attempt to systematize exit status numbers (see /usr/include/sysexits.h), but this 
is intended for C and C++ programmers. A similar standard for scripting might be appropriate. The author of 
this document proposes restricting user-defined exit codes to the range 64 - 113 (in addition to 0, for success), 
to conform with the C/C++ standard. This would allot 50 valid codes, and make troubleshooting scripts more 
straightforward. [145] All user-defined exit codes in the accompanying examples to this document conform to 
this standard, except where overriding circumstances exist, as in Example 9-2. 


ə Issuing a $? from the command-line after a shell script exits gives results consistent with the table above 
only from the Bash or sh prompt. Running the C-shell or tcsh may give different values in some cases. 
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Appendix F. A Detailed Introduction to I/O and I/O 
Redirection 


written by Stéphane Chazelas, and revised by the document author 
A command expects the first three file descriptors to be available. The first, fd O (standard input, st din), is 
for reading. The other two (fd /, stdout and fd 2, stderr) are for writing. 


There is a stdin, stdout, and a stderr associated with each command. 1s 2»&1 means temporarily 
connecting the stderr of the Is command to the same "resource" as the shell's stdout. 


By convention, a command reads its input from fd 0 (st din), prints normal output to fd 1 (stdout), and 
error ouput to fd 2 (stderr). If one of those three fd's is not open, you may encounter problems: 


bash$ cat /etc/passwd »&- 


cat: standard output: Bad file descriptor 


For example, when xterm runs, it first initializes itself. Before running the user's shell, xterm opens the 
terminal device (/dev/pts/«n» or something similar) three times. 


At this point, Bash inherits these three file descriptors, and each command (child process) run by Bash inherits 
them in turn, except when you redirect the command. Redirection means reassigning one of the file 
descriptors to another file (or a pipe, or anything permissible). File descriptors may be reassigned locally (for 
a command, a command group, a subshell, a while or if or case or for loop...), or globally, for the remainder of 
the shell (using exec). 


ls > /dev/null means running Is with its fd 1 connected to /dev/nul11. 


bash$ lsof -a -p $$ -d0,1,2 


COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

bash 363 bozo Ou QE i136, il 3 /dev/pts/1 
bash 363 bozo lu (sue LIGi 3 /dev/pts/1 
bash 363 bozo 2u Cm IBS, 1 3 /dev/pts/1 


bash$ exec 2» /dev/null 
bash$ lsof -a -p $$ -d0,1,2 


COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

bash Syd 1o Ou CHR SiG al 3 /dev/pts/1 
bash STL exeo lu (sum — 1/305; 1L 3 /dev/pts/1 
bash SHA leyey72©) 2w CHR il, 120 /dev/null 


bash$ bash -c 'lsof -a -p $$ -d0,1,2' | cat 


COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
ILS@ue 379 root Ou CIR — 10905 1L 3 /dev/pts/1 
lsof SHS) WOKE lw FIFO 0,0 7118 pipe 
lsof SWS) sero 2u CHR — 1:345, il 3 /dev/pts/1 


bash$ echo "$(bash -c 'lsof -a -p $$ -d0,1,2' 2>&1)" 
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
lsof 426 root Ou Ce — 0949, 3 /dev/pts/1 
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lsof 426 root lw FIFO 0,0 7520 pipe 
lsof 426 root 2w FIFO 0,0 7520 pipe 


This works for different types of redirection. 
Exercise: Analyze the following script. 


#! /usr/bin/env bash 


mkfifo /tmp/fifol /tmp/fifo2 
Welle read cp clo scho "idsdus(OILe Salle clones < wow rriro € exe T> Jemo, Pirrol 
exec 8» » (while read a; do echo "FD8: $a, to fd7"; done >&7) 


exec 3>61 
( 
( 
( 
maile reed ap clo echo "UIS3Us(9Z 2 Salle cone < frmo riro? | reS /elw/sku y 
| tee /dev/fd/4 | tee /dev/fd/5 | tee /dev/fd/6 >&7 & exec 3» /tmp/fifo2 


host. "EG ostOout 
leep 1 

ho 2nd, to stderr >&2 
leep 1 

no oey Co trud i e 
leep 1 

Ho 4th, to tog 4$ SRA 
leep 1 
mo Selm, M apo Pars Marsa ae, 
leep 1 
sio) Gicla, chrowcoh a Tenore || Sel "mu .sB3XlSES (f, ico ih /! Ses 
leep 1 
wo Ele ice) itl (9 Se 
leep 1 
Ho SII pe Coe rary EA 
leep 1 
ho Utm sto sho S es 


0) 
Q 


Q 


Q 


Q 


Q 


Q 


Q 


t qu. tw. qu. n dq n qu I, n. qn 
Q 


0) 
Q 


) 4>&1 >&3 3>&- | while read a; do echo "FD4: $a"; done 1>&3 5>&- 6>&- 
) 5>&1 >&3 | while read a; do echo "FD5: $a"; done 1>&3 6>&- 
) Gall Ses || ami reac ap clo Gelie "IOS Sas Cons e- 
iam = eo EDL Jue dro. 
# For each command and subshell, figure out which fd points to what. 


# Good luck! 


exit 0 
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Appendix G. Command-Line Options 


Many executables, whether binaries or script files, accept options to modify their run-time behavior. For 
example: from the command-line, typing command -o would invoke command, with option o. 


G.1. Standard Command-Line Options 


Over time, there has evolved a loose standard for the meanings of command-line option flags. The GNU 
utilities conform more closely to this "standard" than older UNIX utilities. 


Traditionally, UNIX command-line options consist of a dash, followed by one or more lowercase letters. The 
GNU utilities added a double-dash, followed by a complete word or compound word. 


The two most widely-accepted options are: 
e-h 
--help 


Help: Give usage message and exit. 
e-v 


—-version 
Version: Show program version and exit. 
Other common options are: 
e-a 
= Salil 


All: show all information or operate on all arguments. 
=I 


SH1TSE 


List: list files or arguments without taking other action. 
e -o 


Output filename 
e-q 


--quiet 


Quiet: suppress stdout. 
e-r 


=R 
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--recursive 


Recursive: Operate recursively (down directory tree). 
=v 


--verbose 


Verbose: output additional information to stdout or stderr. 
qo 


--compress 
Compress: apply compression (usually gzip). 
However: 
* [n tar and gawk: 
=f 
--file 


File: filename follows. 
* [n cp, mv, rm: 


--force 


Force: force overwrite of target file(s). 


Many UNIX and Linux utilities deviate from this "standard," so it is dangerous to assume that a given 
option will behave in a standard way. Always check the man page for the command in question when in 
doubt. 


A complete table of recommended options for the GNU utilities is available at the GNU standards page. 


G.2. Bash Command-Line Options 


Bash itself has a number of command-line options. Here are some of the more useful ones. 
.e-c 
Read commands from the following string and assign any arguments to the positional parameters. 


bash$ bash -c 'set a b c d; IFS="+-;"; echo "$*"' 
atb+ct+d 


.-—r 
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--restricted 


Runs the shell, or a script, in restricted mode. 
e -—posix 


Forces Bash to conform to POSIX mode. 
e ——version 


Display Bash version information and exit. 
e —— 


End of options. Anything further on the command line is an argument, not an option. 
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startup files 
These files contain the aliases and environmental variables made available to Bash running as a user 
shell and to all Bash scripts invoked after system initialization. 

/etc/profile 

Systemwide defaults, mostly setting the environment (all Bourne-type shells, not just Bash [146]) 

/etc/bashrc 
systemwide functions and aliases for Bash 

SHOME/.bash, profile 
user-specific Bash environmental default settings, found in each user's home directory (the local 
counterpart to /etc/profile) 

SHOME/.bashrc 
user-specific Bash init file, found in each user's home directory (the local counterpart to 
/etc/bashrc). Only interactive shells and user scripts read this file. See Appendix M for a sample 
.bashrc file. 


logout file 


SHOME/.bash, logout 
user-specific instruction file, found in each user's home directory. Upon exit from a login (Bash) shell, 
the commands in this file execute. 


data files 


/etc/passwd 
A listing of all the user accounts on the system, their identities, their home directories, the groups they 
belong to, and their default shell. Note that the user passwords are not stored in this file, [147] but in 
/ etc/shadow in encrypted form. 


system configuration files 


/etc/sysconfig/hwconf 
Listing and description of attached hardware devices. This information is in text form and can be 
extracted and parsed. 


bash$ grep -A 5 AUDIO /etc/sysconfig/hwconf 
: AUDIO 
B ICI 
detached: 0 


driver: snd-intel8x0 
desc: "Intel Corporation 82801CA/CAM AC'97 Audio Controller" 
vendorId: 8086 


$^; This file is present on Red Hat and Fedora Core installations, but may be missing from 
other distros. 
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Appendix I. Important System Directories 


Sysadmins and anyone else writing administrative scripts should be intimately familiar with the following 
system directories. 


e /bin 


Binaries (executables). Basic system programs and utilities (such as bash). 


e /usr/bin L148 


More system binaries. 
e /usr/local/bin 


Miscellaneous binaries local to the particular machine. 
e /sbin 


System binaries. Basic system administrative programs and utilities (such as fsck). 
e /usr/sbin 


More system administrative programs and utilities. 
e /etc 


Et cetera. Systemwide configuration scripts. 


Of particular interest are the /etc/ fstab (filesystem table), /etc/mtab (mounted filesystem 


table), and the /etc/inittab files. 
e /etc/rc.d 


Boot scripts, on Red Hat and derivative distributions of Linux. 
e /usr/share/doc 


Documentation for installed packages. 
e /usr/man 


The systemwide manpages. 
e /dev 


Device directory. Entries (but not mount points) for physical and virtual devices. See Chapter 29. 
e /proc 


Process directory. Contains information and statistics about running processes and kernel parameters. 


See Chapter 29. 
e/sys 


Systemwide device directory. Contains information and statistics about device and device names. This 
is newly added to Linux with the 2.6.X kernels. 


e /mnt 


Mount. Directory for mounting hard drive partitions, such as /mnt / dos, and physical devices. In 
newer Linux distros, the /media directory has taken over as the preferred mount point for I/O 
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devices. 
e /media 


In newer Linux distros, the preferred mount point for I/O devices, such as CD/DVD drives or USB 
flash drives. 

e/var 
Variable (changeable) system files. This is a catchall "scratchpad" directory for data generated while 
a Linux/UNIX machine is running. 


e /var/log 


Systemwide log files. 
e /var/spool/mail 


User mail spool. 
e/lib 


Systemwide library files. 
e /usr/lib 


More systemwide library files. 
e /tmp 


System temporary files. 
e /boot 


System boot directory. The kernel, module links, system map, and boot manager reside here. 


e Altering files in this directory may result in an unbootable system. 
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Appendix J. An Introduction to Programmable 
Completion 


The programmable completion feature in Bash permits typing a partial command, then pressing the [Tab] key 
to auto-complete the command sequence. [149] If multiple completions are possible, then [Tab] lists them all. 
Let's see how it works. 


bash$ xtra[Tab] 

xXUtracerogte xtrapin xtrapproto 
xtraceroute.real xtrapinfo xtrapreset 
xtrapchar xtrapout Ni*rapsteus 


bash$ xtrac[Tab] 
AGracer ours xtraceroute.real 


bash$ xtraceroute.r[Tab] 
xtraceroute.real 


Tab completion also works for variables and path names. 


bash$ echo $BASH [Tab] 


SBASH SBASH COMPLETION SBASH SUBSHELL 
S$BASH ARGC S$BASH COMPLETION DIR  $BASH VERSINFO 
S$BASH ARGV S$BASH LINENO S$BASH VERSION 
SBASH COMMAND SBASH_ SOURCE 


bash$ echo /usr/local/ [Tab] 
bin/ etc/ include/ libexec/ sbin/ src/ 
doc/ games/ IED man/ share/ 


The Bash complete and compgen builtins make it possible for tab completion to recognize partial parameters 
and options to commands. In a very simple case, we can use complete from the command-line to specify a 
short list of acceptable parameters. 


bash$ touch sample_command 

bash$ touch filel.txt file2.txt file2.doc file30.txt file4.zzz 
bash$ chmod +x sample command 

bash$ complete -f -X '!*.txt' sample command 


bash$ ./sample [Tab] [Tab] 
sample command 
fest del este NSA, ee ales OR text 


The -f option to complete specifies filenames, and -X the filter pattern. 


For anything more complex, we could write a script that specifies a list of acceptable command-line 
parameters. The compgen builtin expands a list of arguments to generate completion matches. 
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Let us take a modified version of the UseGetOpt.sh script as an example command. This script accepts a 
number of command-line parameters, preceded by either a single or double dash. And here is the 
corresponding completion script, by convention given a filename corresponding to its associated command. 


Example J-1. Completion script for UseGetOpt.sh 


# file: UseGetOpt-2 
4 UseGetOpt-2.sh parameter-completion 


.UseGetOpt-2 () # By convention, the function name 
{ #+ starts with an underscore. 
ocell Eruz 
# Pointer to current completion word. 
# By convention, it's named "cur" but this isn't strictly necessary. 


COMPREPLY-() # Array variable storing the possible completions. 
cur-$(COMP WORDS [COMP. CWORD] } 


case "Scur" in 
—*) 
COMEREPLY=( S( eoupsem =w "=e sel =i -1 -ë m aoption --debug \ 
ELL log test help ! seme » PP 


# Generate the completion matches and load them into $COMPREPLY array. 
d xx) May add more cases here. 
So SAY) 
# ZZ) 
esac 


return 0 


} 


complet F _UseGetOpt-2 -o filenames ./UseGetOpt-2.sh 
# AV SAMNIO CAS Up Telmex IELIOICTELOM USEC COPEN 


Now, let's try it. 


bash$ source UseGetOpt-2 


bash$ ./UseGetOpt-2.sh -[Tab] 
= --aoption  --debug eal. Al help ==1L@G; --test 
-a =€l =i =A =1 =e 


bash$ ./UseGetOpt-2.sh --[Tab] 
== --aoption  --debug iE ail help ==ILOG --test 


We begin by sourcing the "completion script." This sets the command-line parameters. [150 


In the first instance, hitting [Tab] after a single dash, the output is all the possible parameters preceded by one 
or more dashes. Hitting [Tab] after two dashes gives the possible parameters preceded by two or more dashes. 


Now, just what is the point of having to jump through flaming hoops to enable command-line tab completion? 
It saves keystrokes. [151 


Resources: 
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Bash programmable completion project 


Mitch Frazier's Linux Journal article, More on Using the Bash Complete Command 


Steve's excellent two-part article, "An Introduction to Bash Completion": Part 1 and Part 2 
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Appendix K. Localization 


Localization is an undocumented Bash feature. 


A localized shell script echoes its text output in the language defined as the system's locale. A Linux user in 
Berlin, Germany, would get script output in German, whereas his cousin in Berlin, Maryland, would get 
output from the same script in English. 


To create a localized script, use the following template to write all messages to the user (error messages, 
prompts, etc.). 


#!/bin/bash 

# localized.sh 

# Script by Stéphane Chazelas, 

#+ modified by Bruno Haible, bugfixed by Alfredo Pironti. 


gettext.sh 


E CDERROR=65 
error) 


[peSumwEiE VSOU S672 
exit $E CDERROR 


ea Svar || exeo " cw garter Cant c. (o WVyyeweeg QUU 
The triple backslashes (escapes) in front of Svar needed 
+ "becaus val gettext expects a string 


+ where the variable values have not yet been substituted." 
-- per Bruno Haible 
read -p "'gettext \"Enter the value: N"^" var 


Alfredo Pironti comments: 


This script has been modified to not use the $"..." syntax in 

wp ffenwenc- gue dele. U^ gerteri Was s WU qwe 
This is ok, but with the new localized.sh program, the commands 

+ "bash -D filename" and "bash --dump-po-string filename" 

will produce no output 

* (because those command are only searching for the $"..." strings)! 
The ONLY way to extract strings from the new file is to use the 
'xgettext' program. However, the xgettext program is buggy. 


E 


Note that 'xgettext' has another bug. 


The shell fragment: 
gettext -s "I like Bash" 
will be correctly extracted, but 
xgettext -s "I like Bash" 
rallel 
'xgettext' will extract "-s" because 
+ the command only extracts the 
+ very first argument after the 'gettext' word. 
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Escape characters: 


To localize a sentence lik 
echo -e "HelloNtworld!" 
+ you must use 
cho Weise "Used Ewoselo e V 

The "double escape character" before the "t' is needed because 
+ 'gettext' will search for a string like: 'Hello\tworld' 

This is because gettext will read one literal ^V") 
+ and will output a string like "Bonjour\tmonde", 
+ so the 'echo' command will display the message correctly. 


JOU Mey mob use 
echo "'gettext Ware Io \Viewroue dol VE 
+ due to the xgettext bug explained abov 


Let's localize the following shell fragment: 
echo "-h display help and exit" 


Tester tome (cono! elo (laus E 
echa W carcer Ulm iclitsjolleny hels amc exit Y 
This way 'xgettext' will work ok, 
+ but the 'gettext' program will read "-h" as an option! 


One solution could be 


ceho V^ gaericexd == h qgusgelew; De io Anel Exite Y 
This way 'gettext' will work, 
+ but 'xgettext' will extract "--", as referred to above. 


The workaround you may use to get this string localized is 
cho Ti geveese WUNMO-m chiede hela eue exit S 
We have added a N0 (NULL) at the beginning of the sentence. 
This way 'gettext' works correctly, as does 'xgettext.' 
Moreover, the NULL character won't change the behavior 
+ of the 'echo' command. 


bash$ bash -D localized.sh 
JCrzug "15. ek Wo eio" 


Enter the value: " 


This lists all the localized text. (The -D option lists double-quoted strings prefixed by a $, without executing 
the script.) 


bash$ bash --dump-po-strings localized.sh 


pe xg 

MSCE Usu iE CCl to wg." 
mecece Wu 

ses eo 

msgid "Enter the value: " 
Ins ys 


The --dump-po-strings option to Bash resembles the —D option, but uses gettext "po" format. 


$^; Bruno Haible points out: 


Starting with gettext-0.12.2, xgettext -o - localized.sh is recommended instead of bash 
--dump-po-strings localized.sh, because xgettext . . . 
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1. understands the gettext and eval_gettext commands (whereas bash --dump-po-strings understands only 
its deprecated $"..." syntax) 


2. can extract comments placed by the programmer, intended to be read by the translator. 


This shell code is then not specific to Bash any more; it works the same way with Bash 1.x and other 
/bin/sh implementations. 


Now, build a language. po file for each language that the script will be translated into, specifying the 
msgstr. Alfredo Pironti gives the following example: 


fr.po: 


Peere 

magic Cante Ce to Sya, Y 

msgstr "Impossible de se positionner dans le repertoire $var." 
4: a:7 

msgid "Enter the value: " 

msgstr "Entrez la valeur : " 


# The string are dumped with the variable names, not with the $s syntax, 
#+ similar to C programs. 

#+ This is a very cool feature if the programmer uses 

#+ variable names that make sense! 


Then, run msgfmt. 


msgfmt -o localized.sh.mo fr.po 


Place the resulting Localized.sh.mo file in the /usr/local/share/locale/fr/LC_MESSAGE 
directory, and at the beginning of the script, insert the lines: 


n 


EXTDOMAINDIR=/usr/local/share/locale 
EXTDOMAIN=localized.sh 


If a user on a French system runs the script, she will get French messages. 


$^; With older versions of Bash or other shells, localization requires gettext, using the -s option. In this 
case, the script becomes: 


#!/bin/bash 
# localized.sh 


E CDERROR-65 


error() { 
local format=$1 
shift 
jienincie "S (exe m VSitomnael)Y VOU Se2 


exit $E CDERROR 
) 


edi Svar [|| error "Cam ed to Se." Uyar” 
read -p "S(gettext -s "Enter the value: ")" var 
# 


The TEXTDOMAIN and TEXTDOMAINDIR variables need to be set and exported to the environment. This 
should be done within the script itself. 
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This appendix written by Stéphane Chazelas, with modifications suggested by Alfredo Pironti, and by Bruno 
Haible, maintainer of GNU gettext. 
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Appendix L. History Commands 


The Bash shell provides command-line tools for editing and manipulating a user's command history. This is 
primarily a convenience, a means of saving keystrokes. 


Bash history commands: 


1. history 
2. fc 


bash$ history 
1 mount /mnt/cdrom 
2 cd /mnt/cdrom 


3 Is 


Internal variables associated with Bash history commands: 


1. SHISTCMD 
2. SHISTCONTROL 
3. SHISTIGNORE 
4. SHISTFILE 
5. SHISTFILESIZE 
6. SHISTSIZE 
7. SHISTTIMEFORMAT (Bash, ver. 3.0 or later) 
8. !! 
9. !$ 

10. !# 

11.!N 

12. !-N 

13. !STRING 

14. ?SSTRING? 

15. ^STRING^string^ 


Unfortunately, the Bash history tools find no use in scripting. 


#!/bin/bash 
# history.sh 
# A (vain) attempt to use the 'history' command in a script. 


history # No output. 

var-$(history); echo "$var" # Svar is empty. 

# History commands are, by default, disabled within a script. 
# However, as dhw points out, 

#+ set -o history 


#+ enables the history mechanism. 


Set -0 listo 
var=S (history); echo "Svar" # 1 var=S$ (history) 


bash$ ./history.sh 
(no output) 
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recusa cuc E 


The Advancing in the Bash Shell site gives a good introduction to the use of history commands in Bash. 
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Appendix M. Sample .bashrc and 
.bash profile Files 


The ~/.bashrc file determines the behavior of interactive shells. A good look at this file can lead to a 


better understanding of Bash. 


Emmanuel Rouat contributed the following very elaborate .bashrc file, written for a Linux system. He 


welcomes reader feedback on it. 


Study the file carefully, and feel free to reuse code snippets and functions from it in your own . bashrc file 
or even in your scripts. 


Example M-1. Sample . bashrc file 


PERSONAL $HOME/.bashrc FILE for bash-3.0 (or later) 
By Emmanuel Rouat [no-email] 


bast MOCE MOE New? 20) 229044 (mm 20) 77 


This file is normally read by interactive shells only. 
Here is the place to define your aliases, functions and 


dE 


other interactive features like your prompt. 


The majority of the code here assumes you are on a GNU 
System (most likely a Linux box) and is often based on code 
found on Usenet or Internet. 


See for instance: 
http://tldp.org/LDP/abs/html/index.html 
http://www.caliban.org/bash 
http://www.shelldorado.com/scripts/categories.html 
http://www.dotfiles.org 


The choice of colors was done for a shell with a dark background 
(white on black), and this is usually also suited for pure text-mode 
consoles (no X server available). If you use a white background, 
you'll have to do some other choices for readability. 


This bashrc file is a bit overcrowded. 
Remember, it is just just an example. 
Tailor it to your needs. 


--» Comments added by HOWTO author. 


If not running interactively, don't do anything 
ELS MESS  etTHSTY 


Source global definitions (if any) 
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Tf [| -£ /etc/bashre ]; then 


/etc/bashrc # --» Read /etc/bashrc, if present. 


This works for me - your mileage may vary. 


E 


+ of cases. 


Automatic setting of SDISPLAY (if not set already). 


The problem is that different types of terminals give 
+ different answers to 'who am i' (rxvt in particular can be 
troublesome) however this code seems to work in a majority 


function get xserver () 


case STERM in 
xterm ) 


XSERVER-$ (who am i | awk '(print SNF}' 
# Ane-Pieter Wieringa suggests the following alternative: 


# I AM-S$(who am i) 
# SERVER=S { I_AM#* (} 
# SERVER=S { SERVER%* 
XSERVER=S$ {XSERVER%S$%: 
Pr 

aterm | rxvt) 

# Find some code that works here. 


vr 


esac 
} 
if [ -z S{DISPLAY:=""} ]; then 
vet xserver 
if [[ -z ${XSERVER} || S{XSERVER} == $(hostname) | | 
S(XSERVER) == "unix" ]]; then 
DISPLAY=":0.0" # Display on local host. 
else 
DISPLAY=S$ {XSERVER}:0.0 # Display on remote host. 


iE aL 
ia 


export DISPLAY 


iene ol 


Ug UU (a 


# 

# Some settings 

# 

#set -o nounset # These two options are useful for debugging. 


#set -o xtrace 
alias debug="set -o nounset; set -o xtrace" 


Uline —9 =e 9 # Don't want coredumps. 


set -o notify 
set -o noclobber 
set -o ignoreeof 


4 Enable options: 
shopt -s cdspell 
shopt -s cdable vars 
shopt -s checkhash 
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shopt -s checkwinsize 

shopt -s sourcepath 

shopt -s no empty cmd completion 

shopt -s cmdhist 

shopt -s histappend histreedit histverify 

shopt -s extglob # Necessary for programmable completion. 

4 Disable options: 

shopt -u mailwarn 

unset MAILCHECK # Don't want my shell to warn me of incoming mail. 


Greeting, motd etc. 


Color definitions (taken from Color Bash Prompt HowTo). 

Some colors might look different of some terminals. 

For example, I s 'Bold Red' as 'orange' on my screen, 

hence the 'Green' 'BRed' 'Red' sequence I often use in my prompt. 


Normal Colors 


Black='\e[0;30m' Black 
Red='\e[0;31m' Red 
Gress" Ve Op 32m! Green 
Yellow='\e[0;33m' Yellow 
Blue='\e[0;34m' Blue 
Purple='\e[0;35m' Purple 
Cyan='\e[0;36m' Cyan 
White='\e[0;37m' White 
# Bold 

BBlack='\e[1;30m' Black 
BRed='\e[1;31m' Red 
Eencom- Ve | le NP Green 
BYellow='\e[1;33m' Yellow 
BBlue='\e[1;34m' Blue 
BPurple='\e[1;35m' Purple 
BCyan='\e[1;36m' Cyan 
BWhite='\e[1;37m' White 


# Background 


On_Black='\e[40m' Black 
On_Red='\e[41m' Red 
On_Green='\e[42m' Green 
On_Yellow='\e[43m' Yellow 
On_Blue='\e[44m' Blue 

On Purple-'Ne[45m' Purple 

On Cyan-'Ne[46m' Cyan 

On White-'Ne[47m' White 

NCH" ees nan Color Reset 


ALERT-S(BWhite)$(On Red) # Bold White on red background 


echo -e "$(BCyan)This is BASH S$(BRed)$(BASH VERSIONS£.*)$(BCyan]N 
— DISPLAY on ${BRed}$DISPLAYS {NC}\n" 
date 
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if [ -x /usr/games/fortune ]; then 
/usr/games/fortune -s j Makss Ote Clay Gl Die MOLE seul, 44 8-7) 
fti 
function  exit() # Function to run upon exit of shell. 
cho "S(BRed)Hasta la vista, baby${NC}" 


trap exit EXIT 


Shell Prompt - for many examples, see: 
http://www.debian-administration.org/articles/205 
http://www.askapache.com/linux/bash-power-prompt.html 
http://tldp.org/HOWTO/Bash-Prompt-HOWTO 
https://github.com/nojhan/liquidprompt 


Current Format: [TIME USER@HOST PWD] > 


alas 
Green == machine load is low 
Orange == machine load is medium 
Red == machine load is high 
ALERT == machine load is very high 
USER: 
Cyan == normal user 
Orange == SU to user 
Red == root 
IG) SETS 
Cyan == local session 
Green == secured remote connection (via ssh) 
Red == unsecured remote connection 
PWD 
Green == more than 10% free disk space 
Orange == less than 10% free disk space 
ALERT == less than 5% free disk space 
Red == current user does not have write privileges 
Cyan == current filesystem is size zero (like /proc) 
eae 
White == no background or suspended jobs in this shell 
Cyan == at least one background job in this shell 
Orang == at least one suspended job in this shell 


Command is added to the history file each time you hit enter, 
SOQ lete erycaildiole ico cub ede waskie Viulsic@my =e!) c 


Test connection type: 


a£ [nm "S{SSH_ CONNECTION} ]; then 
CNX-$ {Green} # Connected on remote machine, via ssh (good). 
elsi [np "ASTuSENSSswpu ge ww ql lem 
CNX=S (ALERT) # Connected on remote machine, not via ssh (bad). 
else 
CNX=$ {BCyan} # Connected on local machine. 
Fa 
# Test user type: 
ii [[ SquSmES]) == "Uzgeor" ile Then 
SU=$ {Red} i User als iene. 
elif [[ S(USER) != $(logname) ]]; then 
SU=S$ {BRed} # User is not login user. 
else 
SU=$ {BCyan} # User is normal (well ... most of us are). 
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NCPU-$ (grep -c 'processor' /proc/cpuinfo) 


# Number of CPUs 


SLOAD-$(( 100*S{NCPU} )) # Small load 
MLOAD-$(( 200*S{NCPU} )) # Medium load 
XLOAD-$(( 400*S{NCPU} )) # Xlarge load 
# Returns system load as percentage, i.e., '40' rather than '0.40)'. 
function load() 
{ 
local SYSLONDSS (cue C " Ww xL porte /iloackuye || er. eL "5 5j 
# System load of the current host. 
echo $((10#SSYSLOAD) ) # Convert to decimal. 
} 
# Returns a color indicating system load. 
function load_color ( 
{ 
local SYSLOAD=S (load) 
abit || SHSAZSILOWND -owe SAIOA lg Ehen 
echo -en ${ALERT} 
elif [ $(SYSLOAD) -gt S$(MLOAD) ]; then 
echo -en ${Red} 
elif [ ${SYSLOAD} -gt ${SLOAD} ]; then 
cho n S(BRed) 
else 
cho n ${Green} 
ira 
} 
# Returns a color according to free disk space in S$PWD. 
EWIACeneim Clalsl<e color) 
{ 
if [ ! E "S{PWD}" ] ; then 
echo -en ${Red} 
# No 'write' privilege in the current directory. 
elit [ —s "S(PWD)" ] ; then 
local used-$(command df -P "S$PWD" | 
aime "jm nescio SH} SoN m/w uy 
age [| Siweeel -oge 95 lp chen 
echo -en $(ALERT) # Disk almost full (>95%). 
elir || Sitieecl! -ge 90 Tg iem 
cho n ${BRed} # Free disk space almost gone. 
else 
cho n $(Green) # Free disk space is ok. 
ibat 
else 
echo -en ${Cyan} 
# Current directory is size '0' (like /proc, /sys etc). 
Pal 


} 


# Returns a color according to running/suspended jobs. 
EUMEIEMOM JOO (codo (()) 


{ 


aie [ S9(3eos -s | we =i) -ge "9" ]p then 
cho n S(BRed) 

eds | Sees se | we ~I} see Vg" | then 
echo -en ${BCyan} 

ít 
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# Adds some text in the terminal frame 


# Now we c 
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onstruct the prompt. 


PROMPT COMMAND-"history -a" 
case S{TERM} in 


*term 


PS 


DIS 


esac 


export 


PST 


£1 


ES 


ES 1E 


xev. || dieu) 

="\[\$ (load color) \] [\A\[${NC}\] " 
Time of day (with load info): 
="\[\$ (load color) \] [\A\[${NC}\] " 


User@Host 


PWD (with 'disk space' 
wicomoc (wt AJOD sumite) s 
LSS {LPS p UNIS Cete) eolon] 
Set title of current xterm: 
1=${PS1}"\[\e] 0; [\u@\h] 


> 


1="(\A \u@\h NW) 


\w\a\]" 


>\[S{NC}\] 


(with connection type info): 
=S{PSL}"\[S{SU}\] \u\[S{NC}\]@\[S{CNX}\]\B\[S{NC}\] " 
TEON 

=p ers ANS Cie color) N] NASN] V 


# --» PS1="(\A \u@\h Nw) 


(if applicable). 


Ss Ww 


# --» Shows full pathname of current dir. 


TIMEFORMAT=$'\nreal %3R\tuser $3UNtsys %3S\tpcpu %P\n' 


M:%S]$ (echo -e ${NC}) 


export HISTIGNORE-"&:bg:fg:ll:h" 

export HISTTIMEFORMAT-"$(echo -e ${BCyan}) [$d/$m %H:% 

export HISTCONTROL-ignoredups 

export HOSTFILE-$HOME/.hosts # Put a list of remote hosts in -/.hosts 
ALIASES AND FUNCTIONS 
Arguably, some functions defined here are quite big. 


LE you 


want to make this fil 


smaller, 


thes 


functions can 


+ be converted into scripts and removed from here. 


Personna 


l Aliases 


alias rm=' 
alias cp=' 


Taq al“ 
(jo al 


alias mv='mv -i' 
# -> Prevents accidentally clobbering files. 


alias mkdi 


alias h='h 
alias je'j 
alias whic 
alias 


# Pretty-print of some PATH variables: 


icc meli je)! 


abies " 
Olas} iL 
h='type -a' 
CCl rere 
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alias path-'echo -e $(PATH//:/NNn)' 


alias libpath-'echo -e S$(LD LIBRARY PATH//:/NNn)' 


alias du='du -kh' # Makes a more readable output. 
allias lege cles 


# The 'ls' family (this assumes you use a recent GNU ls). 


# Add colors for filetype and human-readable sizes by default on 'ls': 


altas diede Slay -Golgo 

alias Joe 0X8 # Sort by extension. 

ebat Je bs. 1e: # Sort by size, biggest last. 

alias It-2'Is -Itr' # Sort by date, most recent last. 

alias ieS Yili. eeu" # Sort by/show change time,most recent last. 
alias lu='ls -ltur' # Sort by/show access time,most recent last. 
# The ubiquitous 'll': directories first, with alphanumeric sorting: 
alias Miele gy group-directories-first" 

alias lm-'ll |more' # Pipe through 'more' 

Allies Jac V db aX! # Recursive ls. 

alias la='1ll -A' # Show hidden files. 

alias tree='tree -Csuh' # Nice alternative to 'recursive ls' 


# Tailoring 'less' 
# 


alias more='less' 

export PAGER=less 

export LESSCHARSET-'latinl' 

export LESSOPEN-'|/usr/bin/lesspipe.sh $s 2>&-' 

# Use this if lesspipe.sh exists. 

export LESS-'-i -N -w gu =) M = m SIR iere Y 
:stdin .?pb%pb\%:?lbLine $1b:?bbByte $bb:-...' 


# LESS man page colors (makes Man pages more readable). 
export LESS TERMCAP mb-$'NE[01;31m' 

export LESS TERMCAP md-$'NE[01;31m' 

export LESS TERMCAP me-$'NE[Om 

export LESS TERMCAP se-$'NE[Om' 

export LESS TERMCAP so-$'NE[01;44;33m' 

export LESS TERMCAP ue-$'NE[Om' 

export LESS TERMCAP us-$'NE[01;32m' 

# 

# Spelling typos - highly personnal and keyboard-dependent :-) 
# 


alias xs='cd' 
alias vf='cd' 
alias moer='more' 
alias moew='more' 
alias kk-'ll' 


# A few fun ones 
# 
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# Adds some text in the terminal frame (if applicable). 


PUCE som sxc Wit dae (0) 


{ 


Case USI au 
*term* | rxvt) 

Gxeleg. em AEO Esan RE 
D eb 


esac 


# Aliases that use xtitle 
alias top='xtitle Processes on $HOST && top' 
alias make='xtitle Making $ (basename $PWD) ; make' 


W oo ame itum oum 
function man() 
{ 
itg 3L g Clo 
xeir Ihe S(loaseineimes Sul tei -c [p scheme) manne 
command man -a "$i" 
done 


Make the following commands run in background automatically: 


function te() # wrapper around xemacs/gnuserv 
aie Jp ViSr(epelwrellikeiie oeren -ewal iE Zee) —— wie die SEI eim 
SpaedbiemwE ep Uu 
else 


( xemacs "$Q" &); 
iL 


function soffice() { command soffice "S@" & } 
RUCNO absbsetsucope()) 4 Gonen atalieeucope WIS fe. jh 
function xpdf() { command xpdf "S@" & } 


File & strings related functions: 


Find a file with a pattern in name: 
EWNCIEMOMm dede (0) 4b Jexudigl 2 eS 15 —aimeme Us UUSSUUNU Jue o JT 


Find a file with pattern $1 in name and Execute $2 on it: 
PACE seer) db Eiai 4 eye 36 Slovene Ux US Giga et N 
ee Siegel qd) We eB p 


# Find a pattern in a set of files and highlight them: 
#+ (needs a recent version of egrep). 
KUNCEN SEAN) 


{ 


OPTIND=1 
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local mycase="" 
local usage-"fstr: find string in files. 

Usages Ense [ah] \Wideterciesein\Y [| \ Wiest emnene joreliciecuain\ | 
while getopts :it opt 


do 
case "S$opt" in 
3) mnveeee-u—s Ww wp 
*) echo "Susage"; return ;; 
esac 
done 
ema S(( SOSTENDO = 1 J) 
alae [NET SHE TUI CONS M] then 
echo "Susage" 
return; 
Ti 
find . -type f -name "${2:-*}" -printO | \ 


xargs -0 egrep color-always -sn ${case} "$1" 2>&- 


function swap () 
( # Swap 2 filenames around, if they exist (from Uzi 
local TMPFILE=tmp. $$ 


[ $# -ne 2 ] && echo "swap: 2 arguments needed" 
[ ! -e $1 ] && echo "swap: $1 does not exist" && 
[ ! -e $2 ] && echo "swap: $2 does not exist" && 


mv "$1" STMPFILE 
mv "$2" "$1" 
mv S$TMPETLE "$2" 


function extract () 


{ 


# Handy Extract Program 


| more 


's bashrc). 


&& return 1 
return 1 
return 1 


ge JT xe Sl, dh B ENEN 
case $1 in 
aee olov) eee xevjde Gul Sg 
25 Ile 5 Iva) ‘cause sexa Sil BR 
25 4 loys) bunzip2 $1 "a 
*.rar) QWuaweeue Se Gul BB 
rc) gunzip $1 8$ 
E) ier ovi eub Re 
AOZA (eue xeyig Sl BS 
AECA) Gale Sayre (Sul ome 
= Wa 3197) unzip $1 BE 
EE) uncompress $1 BE 
AREZ) Jg. xe. a ES 
*) echo "'S1' cannot be extracted via >extract<" 
esac 
else 
echo WU SU ie nor a yalrei Lely 
fi 


# Creates an archive (*.tar.gz) from given directory 
muneti onimaketar Ok ee (wwe o e/h arza — UST 


7? Creearcs e ALP anehnya wie a sille (we delle s 
Punet LOM makszio() € zi =r VSP} malo VSU n p 
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# Make your directories and files access rights sane. 
function sanitize() ( chmod -R u-rwX,g-rX,o- "S@" ;} 
# 
# Process/system related functions: 
# 
function my ps() { ps $@ -u SUSER -o pid, %cpu, Smem,bsdtime, command ; 
function pp() { my-ps f | awk '!/awk/ && SO~var' var=S{l:—-".*"} ; } 
EUMACGELOMm kilos () # kill by process name 
{ 
local pid pname sig-"-TERM" # default signal 
aie E ee She X1 p qj LS —@e 2 Ie ume 
echo "Usage: killps [-SIGNAL] pattern" 
return; 
ren 
aise [b Sip SOA IR ehem tiit SAT. e s seat 
for pid in $(my ps| awk '!/awk/ && SO~pat { print $1 }' pat=S{!#} 
do 
pname=$(my_ps | awk 'Sl~var { print $5 }' var=Spid ) 
if ask "Kill process $pid <Spname> with signal $sig?" 
then kill $sig $pid 
fes 
done 


function mydf() 4 Pretty-print of 'df' 
{ x Umsjoliesel lx "Güte" wu 
Pore cs se ca 


a PY el Sues: ] 
then 

echo -e $fs" :No such file or directory" 
fi 


local info-( $(command df -P $fs | awk 


local free-( $(command df -Pkh Sfs | awk 


local mostcares=S 20 ~ Siam [il]} / Ss 
local out="[" 
for ((j=0; 3<20;j++)); do 
as [ Seah ke Siidlosicaies! Ig ile» 
out-$out"*" 
else 
out-$out"-" 
rient 
done 


Ou pul. 
JL c 


nfo[0]) )) 


CmesS abeue[2] JF" Vows] (USimee" dee gu WV Size") 


echo -e Sout 
done 


function my ip() # Get IP adress on ethernet. 
{ 


Mie ne S ((/ Sonn LeOn ecn || eis V /faliysic/ A orione SD }} 


sed -e s/addr://) 
echo $(MY IP:-"Not connected") 
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“ND dex $2,935,959 JL") 
"END xia S4 pU) j 


) 
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EUMECES SLL, (D) Get current host related info. 

{ 
echo -e "\nYou are logged on ${BRed}$HOST" 
echo -e "\n${BRed}Additionnal information:$NC " ; uname -a 
echo -e "\n${BRed}Users logged on:$NC " ; w -hs | 

eu =o VW VW mr | some | vues 
echo -e "\n${BRed}Current date :$NC " ; date 
echo -e "\nS${BRed}Machine stats :$NC " ; uptime 
echo -e "\nS${BRed}Memory stats :$NC " ; free 
echo -e "\nS{BRed}Diskspace :$NC " ; mydf / SHOME 
echo e "XAn$(BRed)Local IP Address :$NC" ; my ip 
echo -e "Xn$(BRed)Open connections :$NC "; netstat -pan inet; 
echo 
Misc utilities: 
function repeat () # Repeat n times command. 


local i mess 
max-$1; shift; 


iue (ule 2 <= mas p aster) )e Glo qj ==> Ciko Bynt 
eval U Sue 
done 
} 
function ask() # See 'killps' for example of us 
{ 
Sela =i VSG? Visum] V m read eins 


case "Sans" in 
Wee |G) eee beana (€ 27 
"JL. rE CUAN JL ps 
esac 


function corename () # Get name of app that created a corefile. 
{ 
roOie 1S p. Co 
scho =i Srila 8 P golo Cores riil batch | head -1 
done 


PROGRAMMABLE COMPLETION SECTION 

Most are taken from the bash 2.05 documentation and from Ian McDonald's 
'Bash completion' package (http://www.caliban.org/bash/#completion) 

You will in fact need bash more recent then 3.0 for some features. 


Note that most linux distributions now provide many completions 
Tobie Oi WAS lexopx ! however, you might need to make your own one day, 
so I kept those here as examples. 


aE ff WISSENS WIESO S] Xe WS OM 9 te laren 
echo "You will need to upgrade to version 3.0 for full \ 
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programmable completion features" 


TOLNEN 
Fi 
shopt -s extglob # Necessary. 
complete -A hostname rsh rcp telnet rlogin ftp ping disk 
complete -A export printenv 
complete -A variable export local readonly unset 
complete -A enabled builtin 
complete -A alias alias unalias 
complete -A function function 
complete -A user su mail finger 


complete -A helptopic help 
complete -A shopt shopt 
complete -A stopped -P '$' bg 


# Currently same as builtins. 


complete -A job -P '$' fg jobs disown 


complete -A directory mkdir rmdir 
complete -A directory -o default cd 


# Compression 


complet íi? =O CGitrawllke = V4 (wale | aug) v zip 

complet it —©  eketewdbr =x Ul a(n ||) V quais 

complet foo Ceramiki =k Ii | YS compress 

complet toco default ex sete ay uncompress 

complet i 9 diei = "sse" gzip 

complet it —9 Cleats = Uwe) ¥ gunzip 

complet ít —9 oki ke "-4-(dew2liw2)' eva 

complet if =© qckeiteawit =x V1-.3-(1922]122) " lexumvzao 

complet it —(g dokeie S V9 3r aa v63t8" | v2. || ees || (Gv lore BAA] "- -Excieresvone 


Documents i POSES Crippe [Set CNL a son 


complet i =o Cereme e Guus osIES)EEgssghosisviews2pciteps»2dscs 
complet E =© default =X y 

e (ON DVD A dvips dvipdf xdvi dviselect dvitype 

complet i? —() (eeu: =x Vl) sr (jolie || 2D)! acor Ecel joshi Zjos 

complet íi? =e deravlt =X I= .€ (A (2 (eros 2 (1) DS | joke PDE] PV 

(. 64 || e 622 [ 19242)|| 142 || 574) Civ GIONE 

complet f -o default -X '!*.texi*' makeinfo texi2dvi texi2html texi2pdf 
complet f -o default -X '!*.tex' tex latex slitex 

complet i 9 dgienseuli =k Ve lye Aye 

complet i -O Clewrawlle =< Yl pth (maar prb) V Iliad Jovem Zier) 

complet it =o detault =X \, 

Wie cee DOC e SS hape [| IE 1820 |] eos || XH Teens | CSV Or ODZ OTE ORE SOE irat ec 
# Multimedia 

complet f? =© default =X \, 


"ix + (gif |GIF|jp*g|JP*G|bmp|BMP|xpm|XPM|png|PNG)' xv gimp ee gqview 


complet i =O oieiseuwli =x VS ssh (mos: || MES) Y MOAS more. 32 I 
complet i =O Cletauilic X VU wasser Oe) eces 

complet if =0 detault =X Y 

'!* Q (mp[23] |MP [23] |ogg|OGG|wav|WAV|pl1s|\ 

wot eaae S one al ae anen aee e ae semms 

complet f -o default -X '!*.G (mp? (e) g|MP? (E) GI|wma|avi|AVI|N 


asf|vob|VOB|bin|dat|vcd|ps|pes 
QT | wmv | mp3 | MP3 | ogg | OGG | ogm | OGM 
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mp4|MP4|wav|WAV|asx|ASX)' xine 
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complet X €) giebt. =e Vs joi” josie qxei5 


# This is a 'universal' completion function - it works when commands have 


> a S@—eellikecl Lonc cocaine! moce , ses VJ eub" alingeSeicl oz "Jg =a" 
# Needs the '-o' option of grep 
#+ (try the commented-out version if not available). 


# First, remove '-' from completion word separators 


#+ (this will allow completions like 'ls color=auto' to work correctly). 


COMP_WORDBREAKS=$ { COMP_WORDBREAKS/=/ } 


_get_longopts () 
{ 


#$1 hela | ees y= gl" SVENN espace T oo 15) o7 yb" t N 
aeS “UGA” seam =U F 
Sil edmelp | gae —© e Yoo|* | sspaeSes a," | gee -e "S2" sort =u 
} 
milongopes.) 


{ 


local. ewe 
cur=$ {COMP_WORDS [COMP_CWORD] } 


Case WSiteuiegse UY atin 
ES) ii 
23) return ;; 
esac 


case "S1" in 
\~*) eval quib Gil" p< 
*) ema Su Dt af; 
esac 
COMPREPLY-( $(_get_longopts ${1} ${cur} ) ) 


} 


complet o default -F  longopts configure bash 
complet o default -F  longopts wget id info a2ps ls recode 
E) 


{ 


local cur ext regex tar untar 


COMPREPLY-() 
cur-$(COMP WORDS [COMP_CWORD] } 


# If we want an option, return the possible long options. 
case "Scur" in 

—*) COMPREPLY-( $( get longopts $1 Scur ) ); return 0;; 
esac 


aie | SCONE CWORD sec L lp chen 
COMPRIS I S xowwexew: -W Ve ross wi wz cl AY == Seur y } 
return 0 


iE aL 


case "S(COMP WORDS[1])" in 
2S) E) 
COMPREPLY-( $( compgen -f Scur ) ) 
return 0 


vr 
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sr Cat ais} Y a6) 
ext-'tar' 
regex=Sext 
eZee) 
ext-'tar.gz' 
regex='t\(ar\.\)\(gz\|2\)' 
55 pace T 28), 
ext= ti (aro) oz C2 
regex='t\(ar\.\)bz2\?' 


vr 


COMPREPLY-( $( compgen -f Scur ) ) 
return 0 


mr 


esac 
ae [p “SCOMe dígndm) ==: pee Seeey 9 jp iiem 
# Complete on files in tar file. 
d 
# Get name of tar file from command line. 
tar=$( echo "S$COMP LINE" | \ 


sacl -—-9 "m^. X^ 9 Siaagex Y) 
# Devise how to untar and list it. 
untar-t$(COMP WORDS[1]//[^Izjyf]/) 


COMPREPLY-( $( compgen -W "$( echo $( tar Suntar Star \ 


amiss Nl L^ 


Zixwekeww/ammdLl, >) 3^ == UlSremuew 3) 


return 0 


else 
# File completion on relevant files. 
COMPREPLY-( $( compgen -G $cur\*.$ext ) ) 


ita 


return 0 


complete -F tar -o default tar 


 make() 


{ 


local mdef makef makef_dir="." makef inc gcmd cur prev i; 


COMPREPLY=(); 
cur=S {COMP_WORDS [COMP_CWORD] }; 
prev-$(COMP WORDS[COMP CWORD-1]); 
case "Sprev" in 
EB) 
COMPREPLY=($(compgen -f $cur )); 
return 0 


Pr 
esac; 
case seu tim 
-*) 
COMPREPLY-($( get longopts $1 $cur )); 
return 0 


vr 


esac; 
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# make reads 

# GNUmakefile, 

d then makefile 

d then Makefile 

if [ -f ${makef_dir}/GNUmakefile ]; then 
makef-$(makef dir)/GNUmakefile 

elif | -f ${makef_dir}/makefile ]; then 
makef-$(makef dir)/makefile 

elif [ -f S${makef_dir}/Makefile ]; then 
makef-$(makef dir)/Makefile 

else 
makef=$ {makef_dir}/*.mk # Local convention. 

Fa 


# Before we scan for targets, see if a Makefile name was 


#+ specified with -f. 
for (( i-0; i < ${#COMP_WORDS[@]}; i++ )); do 
if [[ $(COMP WORDS[i]) == -f ]]; then 


# eval for tilde expansion 
eval makef=S$ {COMP_WORDS [i+1] } 


break 
fT 
done 
[ ! -f $makef 


] && return 0 


# Deal with included Makefiles. 


Bi tess 


makef inc-$( g 
S 


zep 1h 
ed -e "s, 


^ 


for file in $makef inc; 


[| em Sue 
done 


# If we have a partial word to complete, 


?include' Smakef | 
SMARS ISIN PR ue) 


do 


] && mak 


simpy prilet 


#+ to matches of that word. 


ae [p =i SOE 


COMPREPLY=( $( 


]; then g 


ENS Sle gU 


complet F mak 


eile () 

{ 
local cur prev 
COMPREPLY-() 


A Cae i 


cmd-'grep "^$cur"' ; else gcmd-cat 


, 


restrict completions 


its 


UP [emm - 20-91] [Si Ws west p SPF 5 


Solier (Sak yf Z9) eseioie Gal so Aae Apa] pv 


$makef 2>/dev/null | eval $gcmd 


.[cho])' make gmake pmake 


cur=$ {COMP_WORDS [COMP_CWORD] } 


# Get a list 
#+ (the first 
#+ takes care 
#+ takes care 
COMPREPLY-( $ ( 

sel —e Vil, 


of processes 


sed evalua 
of swapped 
of getting 
ps =w SUIS 
dol" =e. "eg 


tion 

out processes, the second 

the basename of the process). 
HX -© Comm || \ 


LU \ Coast! =e USO SET || y 
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elle VE (SO c v, Semis /)) Texeaasue SO 3) 


return O0 


complete -F  killall killall killps 


Local Variables: 
mode:shell-script 
sh-shell:bash 
End: 


And, here is a snippet from Andrzej Szelachowski's instructive .bash. profile file. 


de Se db d 


Example M-2. .bash profile file 


# From Andrzej Szelachowski's -/.bash profile: 


# Note that a variable may require special treatment 
#+ if it will be exported. 


DARKGRAY-'Ne[1;30m' 
LIGHTRED='\e[1;31m' 
GREEN='\e[32m!' 
YELLOWS! Ve [ile SS" 
LIGHTBLUE='\e[1;34m' 


NCS! Nes [pm 
RDOwS"\~ ase qp enum c 9 Jip them u-UcuuessuseSD" 7 else x-'suuesunsujm Ee 
echo NS$T V^" 


# For "literal" command substitution to be assigned to a variable, 
#+ use escapes and double quotes: 

#+ BOT eee ONU 

# Otherwise, the value of PCT variable is assigned only once, 

#+ when the variable is exported/read from .bash_profile, 

#+ and it will not change afterwards even if the user ID changes. 


PS1="\nSGREEN[\w] \nSDARKGRAY ($PCT\t$DARKGRAY) - (SPCTNu$DARKGRAY) - ($PCTN! 
SDARKGRAY) SYELLOW-> $NC" 


Escape a variables whose value changes: 
aie [ff wSXNONQHE ser O Jil, 
Otherwise the value of the EUID variable will be assigned only once, 
+ as above. 


When a variable is assigned, it should be called escaped: 
+ echo \ST, 

Otherwise the value of the T variable is taken from the moment the PCT 
+ variable is exported/read from .bash_profile. 

So, in this example it would be null. 


When a variable's value contains a semicolon it should be strong quoted: 
='SLIGHTRED', 
Otherwise, the semicolon will be interpreted as a command separator. 


Appendix M. Sample .bashrc and .bash_profile Files 


835 


Advanced Bash-Scripting Guide 
# Variables PCT and PS1 can be merged into a new PS1 variable: 


PST ake [DID CWeSNOUHEDS sexe ( qp delxexn PETE NSLS e 

else PCT='SLIGHTBLUE'; fi; 

echo '\nSGREEN[\w] \nSDARKGRAY ('\SPCT'\t$DARKGRAY) -N 
('\SPCT'\uSDARKGRAY) -('\SPCT'\!SDARKGRAY) SYELLOW-> $NC'V^" 


# The trick is to use strong quoting for parts of old PS1 variable. 
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Appendix N. Converting DOS Batch Files to Shell 
Scripts 


Quite a number of programmers learned scripting on a PC running DOS. Even the crippled DOS batch file 
language allowed writing some fairly powerful scripts and applications, though they often required extensive 
kludges and workarounds. Occasionally, the need still arises to convert an old DOS batch file to a UNIX shell 
script. This is generally not difficult, as DOS batch file operators are only a limited subset of the equivalent 
shell scripting ones. 


Table N-1. Batch file keywords / variables / operators, and their shell equivalents 


- command option flag 
= (fequalto) string comparison test 


(not equal-to) string comparison 
test 


pipe 
do not echo current command 


wort fegaefollowmgtest | 


/dev/null "black hole" for burying 
command output 


do not echo command(s) 
following 


FOR $$VAR IN (LIST) DO for var in [list]; do "for" loop 


none (unnecessary) label 


: LABEL 
GOTO none (use a function) jump to another location in the 
script 
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F EXIST FILENAME if [ -e filename ] test if file exists 


if [ -z "$N" ] if replaceable parameter "N" not 


present 


source or . (dot operator) "include" another script 


COMMAND /C source or . (dot operator) "include" another script (same 
as CALL 


agmen list 
ERR ESRB exit status 


"console" (st din) 
(generic) printer device 


PTI faeere i printer device 


ta —  — — — USt 


Batch files usually contain DOS commands. These must be translated into their UNIX equivalents in order to 
convert a batch file into a shell script. 


Table N-2. DOS commands and their UNIX equivalents 


directory 
permissions 
n e 
ELSE Ctl-C break signal) 
bu. mtr) 
"— MEC 
[univer 
——— files) _ 


exit exit current 
process 


FC pommemp  [filecompare | 
FIND find strings in files 
make directory 
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MKDIR mkdir [make directory 


T PATH path to executables 
RE E — eee im — 
Rename mv gename (move) — | 


S —À 
RMDIR rmdir remove "Ur AE 
SORT. ORT sot sort sort file — ^| 

time 

stdout 

copy 


$^; Virtually all UNIX and shell operators and commands have many more options and enhancements than 
their DOS and batch file counterparts. Many DOS batch files rely on auxiliary utilities, such as ask.com, 


a crippled counterpart to read. 


DOS supports only a very limited and incompatible subset of filename wild-card expansion, recognizing 


just the * and ? characters. 


Converting a DOS batch file into a shell script is generally straightforward, and the result ofttimes reads better 


than the original. 


Example N-1. VIEWDATA.BAT: DOS Batch File 


REM VIEWDATA 


REM INSPIRED BY AN EXAMPLE IN "DOS POWERTOOLS" 
REM BY PAUL SOMERSON 


[CS] 


ECHORORR 


IF !$1--! GOTO VIEWDATA 

RE IF NO COMMAND-LINE ARG... 
IND) ESL Cs BOZO ROOKIES, ICT 
G 

R 


OTO EXITO 
EM PRINT EINE WETH STRING MATCH, THEN EXIT. 


:VIEWDATA 
TYPE C:\BOZO\BOOKLIST.IXT | MORE 
REM SHOW ENTIRE FILE, 1 PAGE AT A TIME. 


:EXITO 
The script conversion is somewhat of an improvement. [152 
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Example N-2. viewdata.sh: Shell Script Conversion of VIEWDATA.BAT 


#!/bin/bash 
# viewdata.sh 
# Conversion of VIEWDATA.BAT to shell script. 


DATAFILE-/home/bozo/datafiles/book-collection.data 
ARGNO-1 


4 @ECHO OFF Command unnecessary here. 
Xi [ Ss he "SaZNENOM | IF !$1--! GOTO VIEWDATA 
then 

less SDATAFILE TYPE C:\MYDIR\BOOKLIST.TXT | MORE 
else 

grab WS" SOA ICD FIND "$1" C:\MYDIR\BOOKLIST.TXT 
TEL 
exit 0 :EXITO 


4  GOTOs, labels, smoke-and-mirrors, and flimflam unnecessary. 
# The converted script is short, sweet, and clean, 
#+ which is more than can be said for the original. 


Ted Davis' Shell Scripts on the PC site had a set of comprehensive tutorials on the old-fashioned art of batch 


file programming. Unfortunately the page has vanished without a trace. 
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Appendix O. Exercises 


The exercises that follow test and extend your knowledge of scripting. Think of them as a challenge, as an 
entertaining way to take you further along the stony path toward UNIX wizardry. 


On a dingy side street in a run-down section of Hoboken, New Jersey, 
there sits a nondescript squat two-story brick building with an inscripti 
incised on a marble plate in its wall: 


Bash Scripting Hall of Fame. 


Inside, among various dusty uninteresting exhibits is a corroding, 
cobweb-festooned brass plaque inscribed with a short, very short 
list of those few persons who have successfully mastered the material 
in the Advanced Bash Scripting 
Guide, as evidenced by their performance 
on the following Exercise sections. 


(Alas, the author of the ABS 
Guide is not represented among the exhibits. 

This is possibly due to malicious rumors about lack of 
credentials and 


deficient scripting skills.) 


O.1. Analyzing Scripts 


Examine the following script. Run it, then explain what it does. Annotate the script and rewrite it in a more 
compact and elegant manner. 


#!/bin/bash 

MAX=10000 
for ((nr=1; nr<SMAX; nr++) ) 
do 


Hees Weel eras 8 Seb 


mae | |p UeSHe aL saves si] 
then 

continue 
if 


let “EA = mic % 7“ 


aie [D WEZ we 4 ] 
then 

continue 
ít 


det 3 — omms OY 
ait || WSESWw me 3.1 
then 
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continue 
ica 


break # What happens when you comment out this line? Why? 
done 


echo "Number = $nr" 


exi, (9) 


Explain what the following script does. It is really just a parameterized command-line pipe. 


#!/bin/bash 


DIRNAME=/usr/bin 
FILETYPE-"shell script" 
LOGFILE=logfile 


file "SDIRNAME"/* | fgrep "SFILETYPE" | tee S$LOGFILE | wc -1 


exit 0 


Examine and explain the following script. For hints, you might refer to the listings for find and stat. 


#!/bin/bash 


# Author: Nathan Coulter 
# This code is released to the public domain. 
# The author gave permission to use this code snippet in the ABS Guide. 


find -maxdepth 1 -type f -printf '$f£N000' | { 
while read -d $'\000'; do 
mv "SREPLY" "S$(date -d "$(stat -c '$y' "SREPLY") " '+%Y%m%d%H%M%S' 
)-SREPLY" 
done 


# Warning: Test-drive this script in a "scratch" directory. 
# It will somehow affect all the files there. 


A reader sent in the following code snippet. 


while read LINE 
do 


echo S$LINE 
done < ‘tail -f /var/log/messages' 


He wished to write a script tracking changes to the system log file, /var/log/messages. Unfortunately, 
the above code block hangs and does nothing useful. Why? Fix this so it does work. (Hint: rather than 


redirecting the st din of the loop, try a pipe.) 
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Analyze the following "one-liner" (here split into two lines for clarity) contributed by Rory Winston: 


Soane SUN= Op conr EO mw (fand ere names asa 

clo ebore SUMS ((SSuM + Swe -i Sit | ew "{ print Si JL" )))5 Clomeap echo SSUM 

Hint: First, break the script up into bite-sized sections. Then, carefully examine its use of double-parentheses 
arithmetic, the export command, the find command, the wc command, and awk. 


Analyze Example A-10, and reorganize it in a simplified and more logical style. See how many of the 
variables can be eliminated, and try to optimize the script to speed up its execution time. 


Alter the script so that it accepts any ordinary ASCII text file as input for its initial "generation". The script 
will read the first SROW*SCOL characters, and set the occurrences of vowels as "living" cells. Hint: be sure to 
translate the spaces in the input file to underscore characters. 


O.2. Writing Scripts 


Write a script to carry out each of the following tasks. 
EASY 


Self-reproducing Script 
Write a script that backs itself up, that is, copies itself to a file named backup. sh. 


Hint: Use the cat command and the appropriate positional parameter. 
Home Directory Listing 
Perform a recursive directory listing on the user's home directory and save the information to a file. 
Compress the file, have the script prompt the user to insert a USB flash drive, then press ENTER. 
Finally, save the file to the flash drive after making certain the flash drive has properly mounted by 
parsing the output of df. Note that the flash drive must be unmounted before it is removed. 
Converting for loops to while and until loops 
Convert the for loops in Example 11-1 to while loops. Hint: store the data in an array and step through 
the array elements. 


Having already done the "heavy lifting," now convert the loops in the example to until loops. 
Changing the line spacing of a text file 

Write a script that reads each line of a target file, then writes the line back to stdout, but with an 

extra blank line following. This has the effect of double-spacing the file. 


Include all necessary code to check whether the script gets the necessary command-line argument (a 
filename), and whether the specified file exists. 


When the script runs correctly, modify it to triple-space the target file. 
Finally, write a script to remove all blank lines from the target file, single-spacing it. 
Backwards Listing 


Write a script that echoes itself to st dout, but backwards. 
Automatically Decompressing Files 
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Given a list of filenames as input, this script queries each target file (parsing the output of the file 
command) for the type of compression used on it. Then the script automatically invokes the 
appropriate decompression command (gunzip, bunzip2, unzip, uncompress, or whatever). If a target 
file is not compressed, the script emits a warning message, but takes no other action on that particular 
file. 

Unique System ID 
Generate a "unique" 6-digit hexadecimal identifier for your computer. Do not use the flawed hostid 
command. Hint: md5sum /etc/passwd, then select the first 6 digits of output. 

Backup 
Archive as a "tarball" (*.tar.gz file) all the files in your home directory tree 
(/home/your-name) that have been modified in the last 24 hours. Hint: use find. 


Optional: you may use this as the basis of a backup script. 

Checking whether a process is still running 
Given a process ID (PID) as an argument, this script will check, at user-specified intervals, whether 
the given process is still running. You may use the ps and sleep commands. 

Primes 
Print (to stdout) all prime numbers between 60000 and 63000. The output should be nicely 
formatted in columns (hint: use printf). 

Lottery Numbers 
One type of lottery involves picking five different numbers, in the range of 1 - 50. Write a script that 
generates five pseudorandom numbers in this range, with no duplicates. The script will give the 
option of echoing the numbers to st dout or saving them to a file, along with the date and time the 
particular number set was generated. (If your script consistently generates winning lottery numbers, 
then you can retire on the proceeds and leave shell scripting to those of us who have to work for a 
living.) 


INTERMEDIATE 


Integer or String 
Write a script function that determines if an argument passed to it is an integer or a string. The 
function will return TRUE (0) if passed an integer, and FALSE (1) if passed a string. 


Hint: What does the following expression return when $1 is not an integer? 


expr $1 + 0 

ASCII to Integer 
The atoi function in C converts a string character to an integer. Write a shell script function that 
performs the same operation. Likewise, write a shell script function that does the inverse, mirroring 
the C itoa function which converts an integer into an ASCII character. 

Managing Disk Space 
List, one at a time, all files larger than 100K in the /home/username directory tree. Give the user 
the option to delete or compress the file, then proceed to show the next one. Write to a logfile the 
names of all deleted files and the deletion times. 

Banner 
Simulate the functionality of the deprecated banner command in a script. 

Removing Inactive Accounts 
Inactive accounts on a network server waste disk space and may become a security risk. Write an 
administrative script (to be invoked by root or the cron daemon) that checks for and deletes user 
accounts that have not been accessed within the last 90 days. 

Enforcing Disk Quotas 
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Write a script for a multi-user system that checks users' disk usage. If a user surpasses a preset limit 
(500 MB, for example) in her /home/username directory, then the script automatically sends her a 
"pigout" warning e-mail. 


The script will use the du and mail commands. As an option, it will allow setting and enforcing quotas 
using the quota and setquota commands. 

Logged in User Information 
For all logged in users, show their real names and the time and date of their last login. 


Hint: use who, lastlog, and parse /etc/passwd. 

Safe Delete 
Implement, as a script, a "safe" delete command, sde1. sh. Filenames passed as command-line 
arguments to this script are not deleted, but instead gzipped if not already compressed (use file to 
check), then moved to a ~/ TRASH directory. Upon invocation, the script checks the ~/ TRASH 
directory for files older than 48 hours and permanently deletes them. (An better alternative might be 
to have a second script handle this, periodically invoked by the cron daemon.) 


Extra credit: Write the script so it can handle files and directories recursively. This would give it the 
capability of "safely deleting" entire directory structures. 

Making Change 
What is the most efficient way to make change for $1.68, using only coins in common circulations 
(up to 25c)? It's 6 quarters, 1 dime, a nickel, and three cents. 


Given any arbitrary command-line input in dollars and cents ($*.??), calculate the change, using the 
minimum number of coins. If your home country is not the United States, you may use your local 
currency units instead. The script will need to parse the command-line input, then change it to 
multiples of the smallest monetary unit (cents or whatever). Hint: look at Example 24-8. 

Quadratic Equations 
Solve a quadratic equation of the form Ax^2 + Bx + C = 0. Have a script take as arguments the 
coefficients, A, B, and C, and return the solutions to five decimal places. 


Hint: pipe the coefficients to bc, using the well-known formula, x = ( -B 4/- sqrtí( B^2 - 
4AC ) ) / 2A. 

Table of Logarithms 
Using the bc and printf commands, print out a nicely-formatted table of eight-place natural logarithms 
in the interval between 0.00 and 100.00, in steps of .01. 


Hint: bc requires the —1 option to load the math library. 
Unicode Table 
Using Example T-1 as a template, write a script that prints to a file a complete Unicode table. 


Hint: Use the -e option to echo: echo -e NuXXXX', where XXXX is the Unicode numerical character 
designation. This requires version 4.2 or later of Bash. 

Sum of Matching Numbers 
Find the sum of all five-digit numbers (in the range 10000 - 99999) containing exactly two out of the 
following set of digits: ( 4, 5, 6 }. These may repeat within the same number, and if so, they count 
once for each occurrence. 


Some examples of matching numbers are 42057, 74638, and 89515. 
Lucky Numbers 
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A lucky number is one whose individual digits add up to 7, in successive additions. For example, 


62431 is a lucky number (6 - 2-4 -34- 1 = 16, 1 +6 = 7). Find all the lucky numbers between 1000 
and 10000. 


Craps 


Borrowing the ASCII graphics from Example A-40, write a script that plays the well-known gambling 
game of craps. The script will accept bets from one or more players, roll the dice, and keep track of 
wins and losses, as well as of each player's bankroll. 

Tic-tac-toe 
Write a script that plays the child's game of tic-tac-toe against a human player. The script will let the 
human choose whether to take the first move. The script will follow an optimal strategy, and therefore 
never lose. To simplify matters, you may use ASCII graphics: 


Your move, human (row, column)? 
Alphabetizing a String 
Alphabetize (in ASCII order) an arbitrary string read from the command-line. 
Parsing 
Parse /etc/passwd, and output its contents in nice, easy-to-read tabular form. 
Logging Logins 
Parse /var/log/messages to produce a nicely formatted file of user logins and login times. The 
script may need to run as root. (Hint: Search for the string "LOGIN.") 
Pretty-Printing a Data File 
Certain database and spreadsheet packages use save-files with the fields separated by commas, 


commonly referred to as comma-separated values or CSVs. Other applications often need to parse 
these files. 


Given a data file with comma-separated fields, of the form: 


JOMES es iH 25 i. Witlbdbabewms. Sit. p Derveni: CO, 90221: (SOS) ha at qo) 
Smith,Tom,404 Polk Ave.,Los Angeles,CA,90003,(213) 879-5612 


Reformat the data and print it out to stdout in labeled, evenly-spaced columns. 

Justification 
Given ASCII text input either from st din or a file, adjust the word spacing to right-justify each line 
to a user-specified line-width, then send the output to stdout. 

Mailing List 
Using the mail command, write a script that manages a simple mailing list. The script automatically 
e-mails the monthly company newsletter, read from a specified text file, and sends it to all the 
addresses on the mailing list, which the script reads from another specified file. 

Generating Passwords 
Generate pseudorandom 8-character passwords, using characters in the ranges [0-9], [A-Z], [a-z]. 
Each password must contain at least two digits. 

Monitoring a User 


You suspect that one particular user on the network has been abusing her privileges and possibly 
attempting to hack the system. Write a script to automatically monitor and log her activities when 


she's signed on. The log file will save entries for the previous week, and delete those entries more 
than seven days old. 
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You may use last, lastlog, and lastcomm to aid your surveillance of the suspected fiend. 
Checking for Broken Links 
Using lynx with the -t raversal option, write a script that checks a Web site for broken links. 


DIFFICULT 


Testing Passwords 
Write a script to check and validate passwords. The object is to flag "weak" or easily guessed 
password candidates. 


A trial password will be input to the script as a command-line parameter. To be considered 
acceptable, a password must meet the following minimum qualifications: 


© Minimum length of 8 characters 

9 Must contain at least one numeric character 

© Must contain at least one of the following non-alphabetic characters: @, #, $, 96, &, *, +, -, = 
Optional: 


© Do a dictionary check on every sequence of at least four consecutive alphabetic characters in 
the password under test. This will eliminate passwords containing embedded "words" found 
in a standard dictionary. 
9 Enable the script to check all the passwords on your system. These do not reside in 
/ etc/passwd. 
This exercise tests mastery of Regular Expressions. 
Cross Reference 
Write a script that generates a cross-reference (concordance) on a target file. The output will be a 
listing of all word occurrences in the target file, along with the line numbers in which each word 
occurs. Traditionally, linked list constructs would be used in such applications. Therefore, you should 
investigate arrays in the course of this exercise. Example 16-12 is probably not a good place to start. 
Square Root 
Write a script to calculate square roots of numbers using Newton's Method. 


The algorithm for this, expressed as a snippet of Bash pseudo-code is: 


(Isaac) Newton's Method for speedy extraction 
+ of square roots. 


guess = Sargument 
Sargument is the number to find the square root of. 
Saguess aS sach successiva Callcmilacecl Ves! == oie rrial solreion =-= 


+ of the square root. 
Our first "guess" at a square root is the argument itself. 


oldguess = 0 
Soldguess is the previous $guess. 


tolerance = .000001 
To how close a tolerance we wish to calculate. 


loopent = 0 
Let's keep track of how many times through the loop. 
Some arguments will require more loop iterations than others. 
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while [ ABS( $guess Soldguess ) -gt $tolerance | 
# RAKRAKAAKRAKRAKAKAAKAAKAAAKAAKRAAN Fix up syntax, of Courses 
# "ABS" is a (floating point) function to find the absolute value 
#+ of the difference between the two terms. 
# So, as long as difference between current and previous 
#+ trial solution (guess) exceeds the tolerance, keep looping. 
do 

oldguess = $guess # Update $oldguess to previous $guess. 

guess = ( $oldguess + ( $argument / $oldguess ) ) / 2.0 

= 1/2 ( (Soldguess **2 + Sargument) / $oldguess ) 


equivalent to: 
= 1/2 ( Soldguess + Sargument / Soldguess ) 
ipee Lep Yenwereeicaane) (oue. deles tiie S@ilmesem erel 
+ the proportion of argument deviation 
+ (in effect, splitting the error in half). 
This converges on an accurate solution 
+ with surprisingly few loop iterations 
+ for arguments > Stolerance, of course. 


C Iko@jreiaiesrr )) )) # Update loop counter. 
done 


It's a simple enough recipe, and seems at first glance easy enough to convert into a working Bash 
script. The problem, though, is that Bash has no native support for floating point numbers. So, the 
script writer needs to use be or possibly awk to convert the numbers and do the calculations. It could 
get rather messy... 

Logging File Accesses 
Log all accesses to the files in /et c during the course of a single day. This information should 
include the filename, user name, and access time. If any alterations to the files take place, that will be 
flagged. Write this data as tabular (tab-separated) formatted records in a logfile. 

Monitoring Processes 
Write a script to continually monitor all running processes and to keep track of how many child 
processes each parent spawns. If a process spawns more than five children, then the script sends an 
e-mail to the system administrator (or root) with all relevant information, including the time, PID of 
the parent, PIDs of the children, etc. The script appends a report to a log file every ten minutes. 

Strip Comments 
Strip all comments from a shell script whose name is specified on the command-line. Note that the 
initial #! line must not be stripped out. 

Strip HTML Tags 
Strip all the HTML tags from a specified HTML file, then reformat it into lines between 60 and 75 
characters in length. Reset paragraph and block spacing, as appropriate, and convert HTML tables to 
their approximate text equivalent. 

XML Conversion 
Convert an XML file to both HTML and text format. 


Optional: A script that converts Docbook/SGML to XML. 

Chasing Spammers 
Write a script that analyzes a spam e-mail by doing DNS lookups on the IP addresses in the headers to 
identify the relay hosts as well as the originating ISP. The script will forward the unaltered spam 
message to the responsible ISPs. Of course, it will be necessary to filter out your own ISP's IP 
address, so you don't end up complaining about yourself. 
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As necessary, use the appropriate network analysis commands. 
For some ideas, see Example 16-41 and Example A-28. 


Optional: Write a script that searches through a list of e-mail messages and deletes the spam 
according to specified filters. 

Creating man pages 
Write a script that automates the process of creating man pages. 


Given a text file which contains information to be formatted into a man page, the script will read the 
file, then invoke the appropriate groff commands to output the corresponding man page to stdout. 
The text file contains blocks of information under the standard man page headings, i.e., NAME, 
SYNOPSIS, DESCRIPTION, etc. 


Example A-39 is an instructive first step. 

Hex Dump 
Do a hex(adecimal) dump on a binary file specified as an argument to the script. The output should be 
in neat tabular fields, with the first field showing the address, each of the next 8 fields a 4-byte hex 
number, and the final field the ASCII equivalent of the previous 8 fields. 


The obvious followup to this is to extend the hex dump script into a disassembler. Using a lookup 
table, or some other clever gimmick, convert the hex values into 80x86 op codes. 

Emulating a Shift Register 
Using Example 27-15 as an inspiration, write a script that emulates a 64-bit shift register as an array. 
Implement functions to load the register, shift left, shift right, and rotate it. Finally, write a function 
that interprets the register contents as eight 8-bit ASCII characters. 

Calculating Determinants 
Write a script that calculates determinants [153] by recursively expanding the minors. Usea4 x 4 
determinant as a test case. 

Hidden Words 
Write a "word-find" puzzle generator, a script that hides 10 input words in a 10 x 10 array of random 
letters. The words may be hidden across, down, or diagonally. 


Optional: Write a script that solves word-find puzzles. To keep this from becoming too difficult, the 
solution script will find only horizontal and vertical words. (Hint: Treat each row and column as a 
string, and search for substrings.) 

Anagramming 
Anagram 4-letter input. For example, the anagrams of word are: do or rod row word. You may use 
/usr/share/dict/linux.words as the reference list. 

Word Ladders 
A "word ladder" is a sequence of words, with each successive word in the sequence differing from the 
previous one by a single letter. 


For example, to "ladder" from mark to vase: 


meande ==> jock === joue —— past ——2 Welsic ==> wee 


A ^ ^ ^ ^ 


Write a script that solves word ladder puzzles. Given a starting and an ending word, the script will list 
all intermediate steps in the "ladder." Note that all words in the sequence must be legitimate 
dictionary words. 

Fog Index 
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The "fog index" of a passage of text estimates its reading difficulty, as a number corresponding 
roughly to a school grade level. For example, a passage with a fog index of 12 should be 
comprehensible to anyone with 12 years of schooling. 


The Gunning version of the fog index uses the following algorithm. 


1. Choose a section of the text at least 100 words in length. 

2. Count the number of sentences (a portion of a sentence truncated by the boundary of the text 
section counts as one). 

3. Find the average number of words per sentence. 


AVE WDS SEN - TOTAL WORDS / SENTENCES 
4. Count the number of "difficult" words in the segment -- those containing at least 3 syllables. 
Divide this quantity by total words to get the proportion of difficult words. 


PRO DIFF WORDS - LONG WORDS / TOTAL WORDS 
5. The Gunning fog index is the sum of the above two quantities, multiplied by 0.4, then 
rounded to the nearest integer. 


G FOG INDEX = int (0.4 * ( AVE WDS SEN + PRO DIFF WORDS ) ) 
Step 4 is by far the most difficult portion of the exercise. There exist various algorithms for estimating 
the syllable count of a word. A rule-of-thumb formula might consider the number of letters in a word 
and the vowel-consonant mix. 


A strict interpretation of the Gunning fog index does not count compound words and proper nouns as 
"difficult" words, but this would enormously complicate the script. 

Calculating PI using Buffon's Needle 
The Eighteenth Century French mathematician de Buffon came up with a novel experiment. 
Repeatedly drop a needle of length n onto a wooden floor composed of long and narrow parallel 
boards. The cracks separating the equal-width floorboards are a fixed distance d apart. Keep track of 
the total drops and the number of times the needle intersects a crack on the floor. The ratio of these 
two quantities turns out to be a fractional multiple of PI. 


In the spirit of Example 16-50, write a script that runs a Monte Carlo simulation of Buffon's Needle. 
To simplify matters, set the needle length equal to the distance between the cracks, n = d. 


Hint: there are actually two critical variables: the distance from the center of the needle to the nearest 

crack, and the inclination angle of the needle to that crack. You may use bc to handle the calculations. 
Playfair Cipher 

Implement the Playfair (Wheatstone) Cipher in a script. 


The Playfair Cipher encrypts text by substitution of digrams (2-letter groupings). It is traditional to 
use a 5 x 5 letter scrambled-alphabet key square for the encryption and decryption. 


(C © JD) 38, (S 
x Je JE" (G; del 
JL JE 25 N 
2 (Qi Je E dj 
WW 28 X6 a 


Each letter of the alphabet appears once, except "I" also represents 
"J". The arbitrarily chosen key word, "CODES" comes first, then all 
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the rest of the alphabet, in order from left to right, skipping letters 
already used. 


To encrypt, separate the plaintext message into digrams (2-letter 
groups). If a group has two identical letters, delete the second, and 
form a new group. If there is a single letter left over at the end, 
Insert cl WimpULib ehara cter keyp Eea l iy mue. Wc. 


THIS IS A TOP SECRET MESSAGE 


sl 30$. IS; A Ole Sikh (AR mar Mis, SyA Gis 


For each digram, there are three possibilities. 


1) Both letters will be on the same row of the key square: 
For each letter, substitute the one immediately to the right, in that 
row. If necessary, wrap around left to the beginning of the row. 


(he 


2) Both letters will be in the same column of the key square: 
For each letter, substitute the one immediately below it, in that 
row. If necessary, wrap around to the top of the column. 


3) Both letters will form the corners of a rectangle within the key square: 
For each letter, substitute the one on the other corner the rectangl 
which lies on the same row. 


The "TH" digram falls under case #3. 

GH 

MN 

TU (Rectangle with "T" and "H" at corners) 
[pU 

HE UG 

The "SE" digram falls under case #1. 

(C (Qm m $ (Row Comrasinaing, US uml VU) 

S --> C (wraps around left to beginning of row) 

3 ==> S 


To decrypt encrypted text, reverse the above procedure under cases #1 
and #2 (move in opposite direction for substitution). Under case #3, 
just take the remaining two corners of the rectangle. 


Helen Fouche Gaines' classic work, ELEMENTARY CRYPTANALYSIS (1939), gives a 
fairly detailed description of the Playfair Cipher and its solution methods. 


This script will have three main sections 


I. Generating the key square, based on a user-input keyword. 
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II. Encrypting a plaintext message. 
III. Decrypting encrypted text. 
The script will make extensive use of arrays and functions. You may use Example A-56 as an 
inspiration. 


Please do not send the author your solutions to these exercises. There are more appropriate ways to impress 
him with your cleverness, such as submitting bugfixes and suggestions for improving the book. 
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Here is the e-mail to the LDP requesting permission to submit version O.1. 


From thegrendel@theriver.com Sat Jun 10 09:05:33 2000 -0700 
Dace, Sem, 10 oum 2000 092505229 Q700 (mist) 

From: "M. Leo Cooper" <thegrendel@theriver.com> 

X-Sender: thegrendel@localhost 

dos lep-ebuseuss(l es zJ 1399/6 c uet] 

Subject: Permission to submit HOWTO 


Dear HOWTO Coordinator, 


I am working on and would like to submit to the LDP a HOWTO on the subject 
of "Bash Scripting" (shell scripting, using 'bash'). As it happens, 

I have been writing this document, off and on, for about the last eight 
monche Cie SO, anci 1 couei proteas A ciest Cheat iin ASC CEt deu 308 

a matter of just a few more days. 


I began writing this out of frustration at being unable to find a 
decent book on shell scripting. I managed to locate some pretty good 
articles on various aspects of scripting, but nothing like a complete, 
beginning-to-end tutorial. Well, in keeping with my philosophy, if all 
else fails, do it yourself. 


As it stands, this proposed "Bash-Scripting HOWTO" would serve as a 
combination tutorial and reference, with the heavier emphasis on the 
tutorial. It assumes Linux experience, but only a very basic level 

of programming skills. Interspersed with the text are 79 illustrative 
example scripts of varying complexity, all liberally commented. There 
are even exercises for the reader. 


At this stage, I'm up to 18,000+ words (124k), and that's over 50 pages of 


text (whew!). 


I haven't mentioned that I've previously authored an LDP HOWTO, the 
"Software-Building HOWTO", which I wrote in Linuxdoc/SGML. I don't know 
if I could handle Docbook/SGML, and I'm glad you have volunteers to do 
the conversion. You people seem to have gotten on a more organized basis 
these last few months. Working with Greg Hankins and Tim Bynum was nice, 
but a professional team is even nicer. 


Anyhow, please advise. 


Mendel Cooper 
thegrendel@theriver.com 
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Initial release. 

Bugs fixed, plus much additional material and more example scripts. 
Major update. 

Complete revision and expansion of the book. 

Major update: Bugfixes, material added, sections reorganized. 

Stable release: Bugfixes, reorganization, material added. 

Bugfixes, material and scripts added. 

Bugfixes, material and scripts added. 

TANGERINE release: A few bugfixes, much more material and scripts added. 
MANGO release: A number of typos fixed, more material and scripts. 
PAPAYA release: A few bugfixes, much more material and scripts added. 
POMEGRANATE telease: Bugfixes, more material, one more script. 
COCONUT release: A couple of bugfixes, more material, one more script. 
BREADFRUIT release: A number of bugfixes, more scripts and material. 
PERSIMMON release: Bugfixes, and more material. 
GOOSEBERRY release: Major update. 

HUCKLEBERRY release: Bugfixes, and more material. 
CRANBERRY release: Major update. 

STRAWBERRY release: Bugfixes and more material. 
MUSKMELON release: Bugfixes. 

STARFRUIT release: Bugfixes and more material. 

SALAL release: Minor update. 

MULBERRY release: Minor update. 

ELDERBERRY release: Minor update. 

LOGANBERRY release: Major update. 

BAYBERRY release: Bugfix update. 

BLUEBERRY release: Minor update. 

RASPBERRY release: Bugfixes, much material added. 

TEABERRY release: Bugfixes, stylistic revisions. 

BOXBERRY release: Bugfixes, some material added. 

POKEBERRY release: Bugfixes, some material added. 
WHORTLEBERRY release: Bugfixes, some material added. 
BLAEBERRY release: Bugfixes, some material added. 
SPICEBERRY release: Bugfixes, some material added. 
WINTERBERRY release: Major reorganization. 

WAXBERRY release: Minor update. 

SPARKLEBERRY release: Important update. 

INKBERRY release: Bugfixes, material added. 

SERVICEBERRY release: Major update. 

LINGONBERRY release: Minor update. 

SILVERBERRY release: Important update. 

GOLDENBERRY release: Minor update. 
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ANGLEBERRY release: Major update. 
FARKLEBERRY release: Minor update. 
WORCESTERBERRY release: Minor update. 
THIMBLEBERRY release: Major update. 
BUFFALOBERRY release: Minor update. 
ROWANBERRY release: Minor update. 
SWOZZLEBERRY release: Major update. 
VORTEXBERRY release: Minor update. 
TUNGSTENBERRY release: Minor update. 
YTTERBIUMBERRY release: Minor update. 
YTTERBIUMBERRY release: License change. 
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Appendix Q. Download and Mirror Sites 


The latest update of this document, as an archived, bzip2-ed "tarball" including both the SGML source and 
rendered HTML, may be downloaded from the author's home site). A pdf version is also available (mirror 
site). There is likewise an epub version, courtesy of Craig Barnes and Michael Satke. The change log gives a 


detailed revision history. The ABS Guide even has its own freshmeat .net/freecode page to keep 
track of major updates, user comments, and popularity ratings for the project. 


The legacy hosting site for this document is the Linux Documentation Project, which maintains many other 
Guides and HOWTOs as well. 


Many thanks to Ronny Bangsund for donating server space to host this project. 
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Appendix R. To Do List 


* A comprehensive survey of incompatibilities between Bash and the classic Bourne shell. 
e Same as above, but for the Korn shell (ksh). 
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Appendix S. Copyright 


The Advanced Bash Scripting Guide is herewith granted to the PUBLIC DOMAIN. This has the following 
implications and consequences. 


A. All previous releases of the Advanced Bash Scripting Guide 
are as well granted to the Public Domain. 


Al. All printed editions, whether authorized by the author or not, 
are as well granted to the Public Domain. This legally overrides 
any stated intention or wishes of the publishers. Any statement 
of copyright is void and invalid. 

THERE ARE NO EXCEPTIONS TO THIS. 


A2. Any release of the Advanced Bash Scripting Guide, whether in 
electronic or print form is granted to the Public Domain by the 
xpress directive of the author and previous copyright holder, Mendel 
Cooper. No other person(s) or entities hav ver held a valid copyright. 


B. As a Public Domain document, unlimited copying and distribution rights 

are granted. There can be NO restrictions. If anyone has published or will 

in the future publish an original or modified version of this document, 

then only additional original material may be copyrighted. The core 

work will remain in the Public Domain. 
By law, distributors and publishers (including on-line publishers) are prohibited from imposing any 
conditions, strictures, or provisions on this document, any previous versions, or any derivative versions. The 
author asserts that he has not entered into any contractual obligations that would alter the foregoing 


declarations. 


Essentially, you may freely distribute this book or any derivative thereof in electronic or printed form. If you 
have previously purchased or are in possession of a printed copy of a current or previous edition, you have the 
LEGAL RIGHT to copy and/or redistribute it, regardless of any copyright notice. Any copyright notice is 
void. 


Additionally, the author wishes to state his intention that: 


Jf VOU copy or CIISIErIsWES Elis look. lago DO NOW 

use the materials within, or any portion thereof, in a patent or copyright 
lawsuit against the Open Source community, its developers, its 
distributors, or against any of its associated software or documentation 
including, but not limited to, the Linux kernel, Open Office, Samba, 

and Wine. Kindly DO NOT use any of the materials within 

this book in testimony or depositions as a plaintiff's "expert witness" in 
any lawsuit against the Open Source community, any of its developers, its 
distributors, or any of its associated software or documentation. 


A Public Domain license essentially does not restrict ANY legitimate distribution or use of this book. The 
author especially encourages its (royalty-free!) use for classroom and instructional purposes. 


To date, limited print rights (Lulu edition) have been granted to one individual and to no one else. Neither that 
individual nor Lulu holds or ever has held a valid copyright. 


It has come to the attention of the author that unauthorized electronic and print editions of this book are 


being sold commercially on itunes®, amazon.com and elsewhere. These are illegal and pirated editions 
produced without the author's permission, and readers of this book are strongly urged not to purchase 
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them. In fact, these pirated editions are now legal, but necessarily fall into the Public Domain, and any 
copyright notices contained within them are invalid and void. 
The author produced this book in a manner consistent with the spirit of the LDP Manifesto. 


Linux is a trademark registered to Linus Torvalds. 


Fedora is a trademark registered to Red Hat. 


Unix and UNIX are trademarks registered to the Open Group. 


MS Windows is a trademark registered to the Microsoft Corp. 

Solaris is a trademark registered to Oracle, Inc. 

OSX is a trademark registered to Apple, Inc. 

Yahoo is a trademark registered to Yahoo, Inc. 

Pentium is a trademark registered to Intel, Inc. 

Thinkpad is a trademark registered to Lenovo, Inc. 

Scrabble is a trademark registered to Hasbro, Inc. 

Librie, PRS-500, and PRS-505 are trademarks registered to Sony, Inc. 


All other commercial trademarks mentioned in the body of this work are registered to their respective 
owners. 


Hyun Jin Cha has done a Korean translation of version 1.0.11 of this book. Spanish, Portuguese, French, 
German, Italian, Russian, Czech, Chinese, Indonesian, Dutch, Romanian, Bulgarian, and Turkish translations 
are also available or in progress. If you wish to translate this document into another language, please feel free 
to do so, subject to the terms stated above. The author wishes to be notified of such efforts. 


Those generous readers desiring to make a donation to the author may contribute a small amount via Paypal 
to my e-mail address, <thegrendel abs@gmail.com>.(AnHonor Roll of Supporters is 
given at the beginning of the Change Log.) This is not a requirement. The ABS Guide is a free and freely 
distributed document for the use and enjoyment of the Linux community. However, in these difficult times, 
showing support for voluntary projects and especially to authors of limited means is more critically 
important than ever. 
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Traditionally, a book of this sort has an ASCII Table appendix. This book does not. Instead, here are several 
short scripts, each of which generates a complete ASCII table. 


Example T-1. A script that generates an ASCII table 


#!/bin/bash 

# ascii.sh 

# ver. 0.2, reldate 26 Aug 2008 
# Patched by ABS Guide author. 


# Original script by Sebastian Arming. 
# Used with permission (thanks!). 


SEC SASSI, ise # Save stdout to file, 
#+ as in the example scripts 
#+ reassign-stdout.sh and upperconv.sh. 


MAXNUM-256 
COLUMNS-5 
Qu 


i=l # Decimal counter 
o-1 4 Octal counter 


while [ "$i" -1t "SMAXNUM" ]; do # We don't have to count past 400 octal. 


paddi=" Sai 
echo -n "$(paddi: SBIGSPACE} " # Column spacing. 
paddo="00So0" 
# echo -ne "\\S${paddo: $LITTLESPACE}" # Original. 
echo me "\\0S{paddo: $LITTLESPACE}" # Fixup. 
# ^ 
echo -n " y 
if (( i % SCOLUMNS == 0)); then # New line. 
echo 
F 
(iay OEN) 
sr de Oeral im@iceicitein eoa as di). eme (S4L cleealimeil ne 100 @ecicall, 
(( i % SOCT == 0)) && ((0*-2)) 
(( i $ SOCTSQU == 0)) && ((o*-20)) 
done 
exit $? 


# Compare this script with the "pr-asc.sh" example. 
# This one handles "unprintable" characters. 


# Exercise: 
# Rewrite this script to use decimal numbers, rather than octal. 


Example T-2. Another ASCII table script 


#!/bin/bash 
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Script author: Joseph Steinhauser 
Lightly edited by ABS Guide author, but not commented. 
Used in ABS Guide with permission. 


-- File: ascii.sh peime ASCII Chaise, basa 10/9146 ( 


ai 


TuESESZ 0E.) 


-- Usage: ascii [oct|dec|hex|help|8|10/|16] 


cc Mais Beroe joes Out Al Stinne OIE ASCL Char cYerelexs! derer Zero to 3,2] s 
-- Numeric values may be printed in Basel0, Octal, or Hex. 


-- Format Based on: /usr/share/lib/pub/ascii with base-10 as default. 
-— For more detail, man ascii 


-n "SBASH VERSION" ] && shopt -s extglob 


case "$1" in 


oe || Eol? € [Hexe 1| rE [H9 Obase-Octal;  Numy-3o;; 
hex|[Hh]?([Ee] [Xx]) | 16] [Xx]) Obase-Hex; Numy-2X;; 
inel 8 (=) [Hv] Jy eed =m "2,7^|l Sf" SUpestr5 
cocel [Cc] [Oo] [Dd] [Ee]) sed -m '/case/,S$p' SP GSGHER E 


*) Obase-Decimal 


esac 4 CODE is actually shorter than the chart! 


printf "\t\t## SObase ASCII Chart ##\n\n"; FM1="|%0S{Numy:-3d}"; LD--1 


AB="nul sohn stx etx eot ceng ack bel bs tab nl vt np cr so si dle" 
AD-"dcl dc2 dc3 dc4 nak syn etb can em sub esc fs gs rs us sp" 


for TOK in SAB SAD; do ABR[$((LD+=1))]=STOK; done; 
ABR[127]=del 


IDX-0 
while [ $IDX -le 127 ] && CHR-"SÍ[ABR[SIDX])" 
elo- ((S4 CER) \ee me" ese" iW riae C WW uwee — US Sup» 
printf "SFMI1 $FM2" "SIDX" SCHR; (( (IDX+=1)%8))||echo '|' 
done 
ezit (S 


Example T-3. A third ASCII table script, using awk 


!/bin/bash 

ASCII table script, using awk. 
Author: Joseph Steinhauser 

Used in ABS Guide with permission. 


-- File: ascii Briar ASCII Chere, bese 10/8/16 ( 


a 


ETS-2010) 


-- Usage: ascii [oct|dec|hex|help|8/|10/|16] 


-- This script prints a summary of ASCII char codes from Zero to 127. 
-- Numeric values may be printed in Basel0, Octal, or Hex (Basel6). 


-- Format Based on: /usr/share/lib/pub/ascii with base-10 as default. 
-— For more detail, man ascii 


Appendix T. ASCII Table 861 


Advanced Bash-Scripting Guide 


[ -n "SBASH VERSION" ] && shopt -s extglob 


case "$1" in 


tsp ps peer PEE Y e) Obase-Octal; Numy=30;; 
hex| [Hh]? ([Ee] [Xx]) |16| [Xx]) Obase-Hex; Numy-2X;; 
help|?(-) [h?]) sec! —m V2LZ^l S/o! SOPDckolüspg 
cocel [Cc] [00] [Dd] [Ee]) sed -n '/case/,S$p' S0 S e»x3iE ss 


*) Obase-Decimal 
esac 
export Obase # CODE is actually shorter than the chart! 


awk 'BEGIN(print "\n\t\t## "ENVIRON["Obase"]" ASCII Chart ##\n" 
ab="soh, stx,etx,eot,eng,ack,bel,bs,tab,nl,vt,np,cr,so,si,dle," 
ad-"dcl,dc2,dc3,dc4,nak,syn,etb,can,em,sub,esc,fs,gs,rs,us,sp" 
eyolhaie (alley col, abn 7. V» Pelo [L0 ]| "egi pedes [E15277/] eee V E 
ici [| SO) V US DEM S help Sos 
for (idx=0; idx<128;idx++) {fmt=fml (4*-4colz£8?"":"|Nm") 
JOIOILIME IE Kaune , akebx, (Siebx aim cox) Peloue [16b] ssyexeaitevESE (Ue, sebo) PY 


exit $? 


Index 


This index / glossary / quick-reference lists many of the important topics covered in the text. Terms are 
arranged in approximate ASCII sorting order, modified as necessary for enhanced clarity. 


Note that commands are indexed in Part 4. 
ok k k 


^ (caret) 


e Beginning-of-line, in a Regular Expression 


e^ 
AN 


Uppercase conversion in parameter substitution 


~ Tilde 


e ~ home directory, corresponds to SHOME 
e ~/ Current user's home directory 

e ~+ Current working directory 

e ~- Previous working directory 


= Equals sign 


e = Variable assignment operator 
e = String comparison operator 


== String comparison operator 
e =~ Regular Expression match operator 
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« Left angle bracket 


e [s-less-than 


String comparison 


Integer comparison within double parentheses 
e Redirection 


«stdin 
«« Here document 
««« Here string 
«» Opening a file for both reading and writing 
» Right angle bracket 
e [s-greater-than 


String comparison 


Integer comparison, within double parentheses 
e Redirection 


> Redirect stdout to a file 

>> Redirect stdout to a file, but append 

i» &j Redirect file descriptor i to file descriptor j 

>&j Redirect stdout to file descriptor j 

>&2 Redirect stdout of acommand to stderr 

2>&1 Redirect stderr to stdout 

&> Redirect both stdout and stderr of a command to a file 

:> file Truncate file to zero length 
| Pipe, a device for passing the output of a command to another command or to the shell 
I| Logical OR test operator 
- (dash) 

e Prefix to default parameter, in parameter substitution 
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* Prefix to option flag 


e Indicating redirection from st din or stdout 
e -- (double-dash) 


Prefix to Jong command options 


C-style variable decrement within double parentheses 


; (semicolon) 


* As command separator 
* S Escaped semicolon, terminates a find command 
e ;; Double-semicolon, terminator in a case option 


Required when ... 


do keyword is on the first line of loop 


terminating curly-bracketed code block 
* ;;& ;& Terminators in a case option (version 4+ of Bash). 


: Colon 


e :» filename Truncate file to zero length 
e null command, equivalent to the true Bash builtin 


* Used in an anonymous here document 


* Used in an otherwise empty function 
* Used as a function name 


! Negation operator, inverts exit status of a test or command 
* != not-equal-to String comparison operator 
? (question mark) 


e Match zero or one characters, in an Extended Regular Expression 
e Single-character wild card, in globbing 
* [n a C-style Trinary operator 


// Double forward slash, behavior of cd command toward 
. (dot / period) 


* . Load a file (into a script), equivalent to source command 
e . Match single character, in a Regular Expression 
* . Current working directory 


J Current working directory 
e .. Parent directory 


' 


-.. ' (single quotes) strong quoting 
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" 


... " (double quotes) weak quoting 


© Double-quoting the backslash (X) character 


* Comma operator 


e, 


29 


Lowercase conversion in parameter substitution 


() Parentheses 


* (...) Command group; starts a subshell 
* (...) Enclose group of Extended Regular Expressions 
e »(...) 
«( ... ) Process substitution 
e ... ) Terminates test-condition in case construct 
* (( ... )) Double parentheses, in arithmetic expansion 


[ Left bracket, test construct 


[ ]Brackets 


* Array element 
* Enclose character set to match in a Regular Expression 


* Test construct 
[[ ... ]] Double brackets, extended test construct 


$ Anchor, in a Regular Expression 


$ Prefix to a variable name 
$( ...) Command substitution, setting a variable with output of a command, using parentheses notation 
^.^ Command substitution, using backquotes notation 
$I ... ] Integer expansion (deprecated) 
${ ... } Variable manipulation / evaluation 
* $(var) Value of a variable 
e ${#var} Length of a variable 
* ${#@} 


${#*} Number of positional parameters 
e $(parameter?err msg) Parameter-unset message 
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* ${parameter-default} 
${parameter:-default} 
${parameter=default} 


${parameter:=default} Set default parameter 
* ${parameter+alt_value} 


${parameter:+alt_value} 


Alternate value of parameter, if set 


e ${!var} 


Indirect referencing of a variable, new notation 
© $(H 


Final positional parameter. (This is an indirect reference to $#.) 
e ${!varprefix*} 


${!varprefix @} 


Match names of all previously declared variables beginning with varprefix 
* ${string:position} 


${string:position:length} Substring extraction 
e ${var#Pattern} 


${var##Pattern} Substring removal 
e ${var % Pattern} 


${var % % Pattern} Substring removal 
* ${string/substring/replacement} 


${string//substring/replacement} 
${string/#substring/replacement} 


${string/% substring/replacement} Substring replacement 


$' ... ' String expansion, using escaped characters. 


V Escape the character following 


& 


* \<... v Angle brackets, escaped, word boundary in a Regular Expression 


eM NV "Curly" brackets, escaped, number of character sets to match in an Extended RE 


e S Semicolon, escaped, terminates a find command 


e \$$ Indirect reverencing of a variable, old-style notation 
* Escaping a newline, to write a multi-line command 
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© &> Redirect both stdout and stderr of a command to a file 
* >&j Redirect stdout to file descriptor j 


>&2 Redirect stdout of a command to stderr 


* i>&j Redirect file descriptor i to file descriptor j 


2>&1 Redirect stderr to stdout 


* Closing file descriptors 


n<&- Close input file descriptor n 
0<&-, «&- Close stdin 
n>&- Close output file descriptor n 
1>&-, >&- Close stdout 
* && Logical AND test operator 
* Command & Run job in background 
# Hashmark, special symbol beginning a script comment 
#! Sha-bang, special string starting a shell script 
* Asterisk 
* Wild card, in globbing 


* Any number of characters in a Regular Expression 
e ** Exponentiation, arithmetic operator 


e ** Extended globbing file-match operator 
% Percent sign 


* Modulo, division-remainder arithmetic operation 
e Substring removal (pattern matching) operator 


+ Plus sign 
© Character match, in an extended Regular Expression 


e Prefix to alternate parameter, in parameter substitution 
e ++ C-style variable increment, within double parentheses 


Shell Variables 


$ Last argument to previous command 
$- Flags passed to script, using set 


$! Process ID of last background job 
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$? Exit status of a command 

$@ All the positional parameters, as separate words 
$* AII the positional parameters, as a single word 
$$ Process ID of the script 


$# Number of arguments passed to a function, or to the script itself 


$0 Filename of the script 
$1 First argument passed to script 
$9 Ninth argument passed to script 
Table of shell variables 
Kook cK ok Ok k 
-a Logical AND compound comparison test 
Address database, script example 
Advanced Bash Scripting Guide, where to download 
Alias 

e Removing an alias, using unalias 
Anagramming 
And list 

* To supply default command-line argument 
And logical operator & & 
Angle brackets, escaped, \< ...\> word boundary in a Regular Expression 
Anonymous here document, using : 
Archiving 


e rpm 
* tar 


Arithmetic expansion 


© exit status of 
* variations of 
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Arithmetic operators 


* combination operators, C-style 


+= -= *- /= 06-2 


2^; In certain contexts, += can also function as a string concatenation operator. 


Arrays 


* Associative arrays 


more efficient than conventional arrays 
* Bracket notation 
* Concatenating, example script 
* Copying 
* Declarin 


declare -a array name 
* Embedded arrays 
e Empty arrays, empty elements, example script 
* [ndirect references 
* [nitialization 


array-( elementl element2 ... elementN) 


Example script 


Using command substitution 
* Loading a file into an array 
* Multidimensional, simulating 
* Nesting and embeddin 
* Notation and usage 
e Number of elements in 


S(farray name[G8]) 


S(farray name[*]) 
* Operations 


* Passing an array to a function 
* As return value from a function 


e Special properties, example script 


e String operations, example script 
* unset deletes array elements 


Arrow keys, detecting 


ASCII 


e Definition 
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awk field-oriented text processing language 


e rand(),random function 


e String manipulation 
* Using export to pass a variable to an embedded awk script 


ok cK ok 


Backlight, setting the brightness 


Backquotes, used in command substitution 
Base conversion, example script 


Bash 


* Bad scripting practices 
* Basics reviewed, script example 


e Command-line options 


Table 
* Features that classic Bourne shell lacks 
* [nternal variables 
* Version 2 
* Version 3 
* Version 4 


Version 4.1 
Version 4.2 
.bashrc 


BASH SUBSHELL 


Basic commands, external 
Batch files, DOS 

Batch processing 

bc, calculator utility 


* [n a here document 
* Template for calculating a script variable 


Bibliography 
Bison utility 
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Bitwise operators 
* Example script 


Block devices 


e testing for 


Blocks of code 


* [terating / looping 
* Redirection 


Script example: Redirecting output of a a code block 


Bootable flash drives, creating 


Brace expansion 


e Extended, {a..z} 


e Parameterizing 
e With increment and zero-padding (new feature in Bash, version 4) 


Brackets, [ ] 


* Array element 
* Enclose character set to match in a Regular Expression 
e Test construct 


Brackets, curly, (), used in 


* Code block 
e find 
e Extended Regular Expressions 
© Positional parameters 
* xargs 
break Joop control command 


* Parameter (optional) 


Builtins in Bash 


* Do not fork a subprocess 


case construct 


* Command-line parameters, handling 
e Globbing, filtering strings with 
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cat, concatentate file(s) 


* Abuse of 
* cat scripts 


* Less efficient than redirecting stdin 


* Piping the output of, to a read 
* Uses of 


Character devices 


e testing for 


Checksum 


Child processes 


Colon, : , equivalent to the true Bash builtin 


Colorizing scripts 


* Cycling through the background colors, example script 
* Table of color escape sequences 
* Template, colored text on colored background 


Comma operator, linking commands or operations 


Command-line options 


command not found handle () builtin error-handling function (version 4+ of Bash) 
Command substitution 


e $( ... ), preferred notation 


* Backquotes 


* Extending the Bash toolset 
* [nvokes a subshell 


* Nesting 

* Removes trailing newlines 

e Setting variable from loop output 
* Word splitting 


Comment headers, special purpose 


Commenting out blocks of code 


* Using an anonymous here document 
e Using an if-then construct 


Communications and hosts 


Compound comparison operators 


Appendix T. ASCII Table 872 


Advanced Bash-Scripting Guide 


Compression utilities 


* bzip2 
* compress 
© o7i 


e zip 
continue loop control command 
Control characters 


* Control-C, break 

* Control-D, terminate / log out / erase 
* Control-G, BEL (beep) 

* Control-H, rubout 

* Control-J, newline 

* Control-M, carriage return 


Coprocesses 
cron, scheduling daemon 


C-style syntax , for handling variables 


Crossword puzzle solver 


Cryptography 


Curly brackets {} 


e in find command 
e in an Extended Regular Expression 
* in xargs 


Daemons, in UNIX-type OS 
date 

dc, calculator utility 

dd, data duplicator command 


e Conversions 

* Copying raw data to/from devices 
e File deletion, secure 

* Keystrokes, capturing 


* Options 
* Random access on a data stream 


e Raspberry Pi, script for preparing a bootable SD card 
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e Swapfiles, initializing 
* Thread on www.linuxquestions.org 


Debugging scripts 


* Tools 
e Trapping at exit 
èe Trapping signals 


Decimal number, Bash interprets numbers as 


declare builtin 


* options 
case-modification options (version 4+ of Bash) 
Default parameters 
/dev directory 
e /dev/null pseudo-device file 


e /dev/urandom pseudo-device file, generating pseudorandom numbers with 
e / dev/zero, pseudo-device file 


Device file 


dialog, utility for generating dialog boxes in a script 


SDIRSTACK directory stack 
Disabled commands, in restricted shells 
do keyword, begins execution of commands within a loop 
done keyword, terminates a loop 
DOS batch files, converting to shell scripts 
DOS commands, UNIX equivalents of (table) 
dot files, "hidden" setup and configuration files 
Double brackets [[ ... ]] test construct 
e and evaluation of octal/hex constants 


Double parentheses (( ... )) arithmetic expansion/evaluation construct 


Double quotes " ... ' weak quoting 
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© Double-quoting the backslash (X) character 


Double-spacing a text file, using sed 


LEE ck 


-e File exists test 


echo 


* Feeding commands down a pipe 
e Setting a variable using command substitution 


e /bin/echo, external echo command 
elif, Contraction of else and if 
else 
Encrypting files, using openssl 
esac, keyword terminating case construct 


Environmental variables 


-eq , is-equal-to integer comparison test 


Eratosthenes, Sieve of, algorithm for generating prime numbers 


Escaped characters, special meanings of 


e Within $' ... ' string expansion 
* Used with Unicode characters 


/ etc/ £stab (filesystem mount) file 


etc/passwd (user account) file 


EUID, Effective user ID 


eval, Combine and evaluate expression(s), with variable expansion 


e Effects of, Example script 
* Forces reevaluation of arguments 
* And indirect references 


* Risk of using 


* Using eval to convert array elements into a command list 


* Using eval to select among variables 
Evaluation of octal/hex constants within [[ ... 
exec command, using in redirection 
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Exercises 
Exit and Exit status 


* exit command 
* Exit status (exit code, return status of a command) 


Table, Exit codes with special meanings 
Anomalous 


Out of range 


Pipe exit status 


Specified by a function return 


Successful, 0 


/usr/include/sysexits.h, system file listing C/C++ standard exit codes 


Export, to make available variables to child processes 


* Passing a variable to an embedded awk script 


expr, Expression evaluator 


e Substring extraction 
e Substring index (numerical position in string) 
e Substring matching 


Extended Regular Expressions 


e ? (question mark) Match zero / one characters 


e (...) Group of expressions 
eM NV "Curly" brackets, escaped, number of character sets to match 


* + Character match 


x k k 
factor, decomposes an integer into its prime factors 
e Application: Generating prime numbers 
false, returns unsuccessful (1) exit status 
Field, a group of characters that comprises an item of data 
Files / Archiving 


Eile descriptors 
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* Closing 
n<&- Close input file descriptor n 
0« &-, «&- Close stdin 
n>&- Close output file descriptor n 


1>&-, >&- Close stdout 
e File handles in C, similarity to 


File encryption 


find 

* {} Curly brackets 

* S Escaped semicolon 
Filter 


e Using - with file-processing utility as a filter 
* Feeding output of a filter back to same filter 


Eloating point numbers, Bash does not recognize 
fold, a filter to wrap lines of text 


Forking a child process 


for loops 


Functions 


e Arguments passed referred to by position 

* Capturing the return value of a function using echo 
* Colon as function name 

* Definition must precede first call to function 

* Exit status 

* Local variables 


and recursion 


* Passing an array to a function 
* Passing pointers to a function 


* Positional parameters 

e Recursion 

* Redirecting stdin of a function 
* return 


Multiple return values from a function, example script 
Returning an array from a function 
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Return range limits, workarounds 
e Shift arguments passed to a function 


* Unusual function names 


ok ok k 
Games and amusements 


e Anagrams 

e Anagrams, again 

* Bingo Number Generator 
* Crossword puzzle solver 
* Crypto-Quotes 


* Dealing a deck of cards 
* Fifteen Puzzle 


* Horse race 

* Knight's Tour 

* "Life" game 

* Magic Squares 

* Music-playing script 
* Nim 

* Pachinko 


* Perquackey 
* Petals Around the Rose 


* Podcasting 
* Poem 


e Speech generation 
* Towers of Hanoi 


Graphic version 
Alternate graphic version 


getopt, external command for parsing script command-line arguments 


* Emulated in a script 


getopts, Bash builtin for parsing script command-line arguments 


e SOPTIND/SOPTARG 
Global variable 


Globbing, filename expansion 


* Handling filenames correctly 
* Wild cards 
e Will not match dot files 


Golden Ratio (Phi) 
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-ge , greater-than or equal integer comparison test 
-gt , greater-than integer comparison test 

groff, text markup and formatting language 
Gronsfeld cipher 

SGROUPS, Groups user belongs to 

gzip, compression utility 


ok cK ck 


Hashing, creating lookup keys in a table 
* Example script 
head, echo to stdout lines at the beginning of a text file 
help, gives usage summary of a Bash builtin 
Here documents 


e Anonymous here documents, using : 


Commenting out blocks of code 


Self-documenting scripts 
* bc in a here document 


* cat scripts 

* Command substitution 

* ex scripts 

e Function, supplying input to 
* Here strings 


Calculating the Golden Ratio 
Prepending text 
As the st din of a loop 


Using read 
e Limit string 


! as a limit string 
Closing limit string may not be indented 


Dash option to limit string, ««-LimitString 
e Literal text output, for generating program code 
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e Parameter substitution 


Disabling parameter substitution 


* Passing parameters 
* Temporary files 
* Using vi non-interactively 


History commands 


HOME, user's home directory 


Homework assignment solver 


SHOSTNAME, system host name 


ok ck ok 


$Id parameter, in rcs (Revision Control System) 
if [ condition ]; then ... test construct 
e if-grep, if and grep in combination 


Fixup for if-grep test 


SIFS, Internal field separator variable 


* Defaults to whitespace 
Integer comparison operators 
in, keyword preceding [list] ina/for loop 
Initialization table, /etc/inittab 
Inline group, i.e., code block 


Interactive script, test for 


I/O redirection 
Indirect referencing of variables 
* New notation, introduced in version 2 of Bash ( example script) 


iptables, packet filtering and firewall utility 


* Usage example 
e Example script 


Iteration 
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x ck ck 


Job IDs, table 
jot, Emit a sequence of integers. Equivalent to seq. 


* Random sequence generation 


Just another Bash hacker! 


Keywords 
* error, if missing 
kill, terminate a process by process ID 
e Options (-1, -9) 
killall, terminate a process by name 
killall script in /etc/rc.d/init.d 
ok ck ok 
lastpipe shell option 
-le , less-than or equal integer comparison test 
let, setting and carrying out arithmetic operations on variables 


* C-style increment and decrement operators 


Limit string, in a here document 


SLINENO, variable indicating the line number where it appears in a script 


Link, file (using /n command) 


* Invoking script with multiple names, using /n 
e symbolic links, In -s 


List constructs 


e And list 
* Or list 


Local variables 
* and recursion 
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zation 


Locali 


Logical operators (&&, | |, etc.) 


Logout file, the -/.bash. logout file 


Loopback device, mounting a file on a block device 


Loops 


* break loop control command 
* continue loop control command 
* C-style loop within double parentheses 


for loop 


while loop 


* do (keyword), begins execution of commands within a loop 


* done (keyword), terminates a loop 


e for loops 


forarg in [list];do 


Command substitution to generate [1ist 

Filename expansion in [list 

Multiple parameters in each [list] element 
Omitting [list], defaults to positional parameters 


Parameterizing [list 


Redirection 
e in, (keyword) preceding [list] in a for loop 
* Nested loops 


e Running a loop in the background, script example 
e Semicolon required, when do is on first line of loop 


for loop 


while loop 
e until loop 


until [ condition-is-true ]; do 
* while loop 


while [ condition ]; do 


Function call inside test brackets 
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Multiple conditions 


Omitting fest brackets 


Redirection 


while read construct 
* Which type of loop to use 


Loopback devices 


* [n / dev directory 
* Mounting an ISO image 


-lt , less-than integer comparison test 


ok ck ok 


m4, macro processing language 


SMACHTYPE, Machine type 
Magic number, marker at the head of a file indicating the file type 
Makefile, file containing the list of dependencies used by make command 
man, manual page (lookup) 

* Man page editor (script) 
mapfile builtin, loads an array with a text file 


Math commands 


Meta-meaning 


Morse code training script 


Modulo, arithmetic remainder operator 


* Application: Generating prime numbers 
Mortgage calculations, example script 


ok ck ck 


-n String not null test 
Named pipe, a temporary FIFO buffer 
* Example script 
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nc, netcat, a network toolkit for TCP and UDP ports 
-ne, not-equal-to integer comparison test 

Negation operator, !, reverses the sense of a test 
netstat, Network statistics 

Network programming 

nl, a filter to number lines of text 


Noclobber, -C option to Bash to prevent overwriting of files 


NOT logical operator, ! 


null variable assignment, avoiding 


ok ck ck 


-0 Logical OR compound comparison test 
Obfuscation 

* Colon as function name 

e Homework assignment 

e Just another Bash hacker! 
octal, base-8 numbers 
ed, octal dump 
SOLDPWD Previous working directory 
openssl encryption utility 


Operator 


* Definition of 
* Precedence 


Options, passed to shell or script on command line or by set command 


Or list 


Or logical operator, ll 


ok cK ok 


Parameter substitution 
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© $/parameter-alt. value] 
${parameter: alt. value] 


Alternate value of parameter, if set 
© ${parameter-default} 


${parameter:-default} 
${parameter=default} 


${parameter:=default} 


Default parameters 
© ${!varprefix*} 


${!varprefix@ } 


Parameter name match 
e $/parameter?err. msg] 


Parameter-unset message 
© ${parameter} 


Value of parameter 


e Case modification (version 4+ of Bash). 


e Script example 
e Table of parameter substitution 


Parent / child process problem, a child process cannot export variables to a parent process 


Parentheses 


* Command group 
* Enclose group of Extended Regular Expressions 


* Double parentheses, in arithmetic expansion 

SPATH, the path (location of system binaries) 
* Appending directories to SPATH using the += operator. 

Pathname, a filename that incorporates the complete path of a given file. 
* Parsing pathnames 

Perl, programming language 


* Combined in the same file with a Bash script 
* Embedded in a Bash script 


Perquackey-type anagramming game (Quackey script) 


Appendix T. ASCII Table 885 


Advanced Bash-Scripting Guide 


Petals Around the Rose 
PID, Process ID, an identification number assigned to a running process. 


Pipe, | , a device for passing the output of a command to another command or to the shell 


* Avoiding unnecessary commands in a pipe 
e Comments embedded within 


* Exit status of a pipe 
* Pipefail, set -o pipefail option to indicate exit status within a pipe 
e SPIPESTATUS, exit status of last executed pipe 


* Piping output of a command to a script 
e Redirecting st din, rather than using cat in a pipe 


Pitfalls 


e - (dash) is not redirection operator 
* // (double forward slash), behavior of cd command toward 


e #!/bin/sh script header disables extended Bash features 
* Abuse of cat 

* CGI programming, using scripts for 

* Closing limit string in a here document, indenting 

e DOS-type newlines (\r\n) crash a script 

e Double-quoting the backslash (X) character 


* eval, risk of using 

* Execute permission lacking for commands within a script 

e Exit status, anomalous 

e Exit status of arithmetic expression not equivalent to an error code 
* Export problem, child process to parent process 

* Extended Bash features not available 

* Failing to quote variables within test brackets 

e GNU command set, in cross-platform scripts 


* let misuse: attempting to set string variables 
* Multiple echo statements in a function whose output is captured 
* null variable assignment 


e Numerical and string comparison operators not equivalent 


= and -eq not interchangeable 
* Omitting terminal semicolon, in a curly-bracketed code block 
e Piping 


echo to a loop 


echo to read (however, this problem can be circumvented) 


tail -£ to grep 
* Preserving whitespace within a variable, unintended consequences 
© suid commands inside a script 
* Undocumented Bash features, danger of 
* Updates to Bash breaking older scripts 
* Uninitialized variables 
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* Variable names, inappropriate 
* Variables in a subshell, scope limited 


e Subshell in while-read loop 
e Whitespace, misuse of 


Pointers 


* and file descriptors 
* and functions 


* and indirect references 


* and variables 


Portability issues in shell scripting 


e Setting path and umask 


* A test suite script (Bash versus classic Bourne shell) 


* Using whatis 


Positional parameters 
e SQ, as separate words 


e $*.asa single word 
* in functions 


POSIX, Portable Operating System Interface / UNIX 
e —posix option 
e 1003.2 standard 


* Character classes 


SPPID, process ID of parent process 


Precedence, operator 
Prepending lines at head of a file, script example 


Prime numbers 


e Generating primes using the factor command 


e Generating primes using the modulo operator 
e Sieve of Eratosthenes, example script 


printf, formatted print command 
4 proc directory 


e Running processes, files describing 
e Writing to files in /proc, warning 


Process 
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* Child process 


* Parent process 
* Process ID (PID) 


Process substitution 


* To compare contents of directories 
e To supply st din of a command 


* Template 
* while-read loop without a subshell 


Programmable completion (tab expansion) 
Prompt 


e SPS1, Main prompt, seen at command line 
e SPS2, Secondary prompt 


Pseudo-code, as problem-solving method 


SPWD, Current working directory 


LEE ck 


Quackey, a Perquackey-type anagramming game (script) 
Question mark, ? 


* Character match in an Extended Regular Expression 


e Single-character wild card, in globbing 
* [n a C-style Trinary (ternary) operator 


Quoting 


* Character string 
* Variables 


within fest brackets 
e Whitespace, using quoting to preserve 


ok cK ok 


Random numbers 


e /dev/urandom 

* rand (), random function in awk 

e SRANDOM, Bash function that returns a pseudorandom integer 
e Random sequence generation, using date command 

* Random sequence generation, using jot 

* Random string, generating 
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Raspberry Pi (single-board computer) 


e Script for preparing a bootable SD card 


ICS 
read, set value of a variable from st din 


* Detecting arrow keys 

* Options 

* Piping output of cat to read 

e "Prepending" text 

* Problems piping echo to read 
* Redirection from a file to read 
e SREPLY, default read variable 
e Timed input 

* while read construct 


readline library 
Recursion 


* Demonstration of 

* Factorial 

* Fibonacci sequence 
* Local variables 


e Script calling itself recursively 
* Towers of Hanoi 


Redirection 


* Code blocks 
e exec «filename, 


to reassign file descriptors 
* Introductory-level explanation of //O redirection 
* Open a file for both reading and writing 


<>filename 
* read input redirected from a file 
e stderr to stdout 


2>&1 
e stdin/ stdout, using - 


e stdinof a function 


e stdout to a file 


2.4.22 


e stdout to file descriptor j 
2&]j 
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i»&j 
e stdout of a command to stderr 


2&2 
e stdout and stderr of a command to a file 


&> 
* tee, redirect to a file output of command(s) partway through a pipe 


Reference Cards 


* Miscellaneous constructs 
* Parameter substitution/expansion 
e Special shell variables 


e String operations 
* Test operators 


Binary comparison 


Files 
Regular Expressions 


* ^ (caret) Beginning-of-line 
e $ (dollar sign) Anchor 
e . (dot) Match single character 


e * (asterisk) Any number of characters 
e [] (brackets) Enclose character set to match 


o \ (backslash) Escape, interpret following character literally 
* \<... V» (angle brackets, escaped) Word boundary 
* Extended REs 


+ Character match 


M \} Escaped "curly" brackets 


[: :] POSIX character classes 


SREPLY, Default value associated with read command 
Restricted shell, shell (or script) with certain commands disabled 
return, command that terminates a function 

run-parts 


e Running scripts in sequence, without user intervention 
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Scope of a variable, definition 
Script options, set at command line 


Scripting routines, library of useful definitions and functions 


Secondary prompt, $PS2 


Security issues 


© nmap, network mapper I port scanner 
* sudo 
* suid commands inside a script 


* Viruses, trojans, and worms in scripts 
* Writing secure scripts 


sed, pattern-based programming language 


* Table, basic operators 
* Table, examples of operators 


select, construct for menu building 
ein listomitted 

Semaphore 

Semicolon required, when do keyword is on first line of loop 
* When terminating curly-bracketed code block 

seg, Emit a sequence of integers. Equivalent to jot. 


set, Change value of internal script variables 


* set -u, Abort script with error message if attempting to use an undeclared variable. 
Shell script, definition of 
Shell wrapper, script embedding a command or utility 
shift, reassigning positional parameters 
SSHLVL, shell level, depth to which the shell (or script) is nested 
shopt, change shell options 
Signal, a message sent to a process 


Simulations 
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* Brownian motion 

e Galton board 

* Horserace 

e Life, game of 

e PI, approximating by firing cannonballs 
e Pushdown stack 


Single quotes (' ... ') strong quoting 
Socket, a communication node associated with an I/O port 
Sorting 


e Bubble sort 
* [nsertion sort 


Source, execute a script or, within a script, import a file 
* Passing positional parameters 
Spam, dealing with 
e Example script 
e Example script 
e Example script 
e Example script 
Special characters 
Stack 


* Definition 
* Emulating a push-down stack, example script 


Standard Deviation, example script 
Startup files, Bash 
stdin and stdout 
Stopwatch, example script 
Strings 

e =~ String match operator 

* Comparison 

* Length 

S{#string} 
* Manipulation 
* Manipulation, using awk 
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* Null string, testing for 
* Protecting strings from expansion and/or reinterpretation, script example 


Unprotecting strings, script example 
e strchr(), equivalent of 


e strlen(), equivalent of 
e strings command, find printable strings in a binary or data file 


e Substring extraction 
S string:position] 
${string:position:length} 
Using expr 
e Substring index (numerical position in string) 
e Substring matching, using expr 
e Substring removal 
${var#Pattern } 
${var##Pattern } 
${var%Pattern } 


${var%%Pattern } 


e Substring replacement 


${string/substring/replacement} 
${string//substring/replacement} 
${string/#substring/replacement} 
${string/%substring/replacement} 


Script example 
* Table of string/substring manipulation and extraction operators 


' 


Strong quoting ' ... 


Stylesheet for writing scripts 


Subshell 


* Command list within parentheses 
e Variables, SBASH_SUBSHELL and SSHLVL 


e Variables in a subshell 


scope limited, but ... 


... can be accessed outside the subshell? 
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su Substitute user, log on as a different user or as root 


suid (set user id) file flag 


© suid commands inside a script, not advisable 
Symbolic links 
Swapfiles 
ok ok ok 
Tab completion 
Table lookup, script example 
tail, echo to stdout lines at the (tail) end of a text file 
tar, archiving utility 
tee, redirect to a file output of command(s) partway through a pipe 
Terminals 

* setserial 


* setterm 
* stt 


e tput 
e wall 


test command 


* Bash builtin 


* external command, /usr/bin/test (equivalent to /usr/bin/ [) 


Test constructs 
Test operators 


* -a Logical AND compound comparison 

e -e File exists 

* -eq is-equal-to (integer comparison) 

e -f File is a regular file 

* -ge greater-than or equal (integer comparison) 
* -gt greater-than (integer comparison) 

e -le less-than or equal (integer comparison) 
e -It less-than (integer comparison) 

* -n not-zero-length (string comparison) 

* -ne not-equal-to (integer comparison) 

* -0 Logical OR compound comparison 

e -u suid flag set, file test 
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e -Z is-zero-length (string comparison) 
e = is-equal-to (string comparison) 


== is-equal-to (string comparison) 
e < less-than (string comparison) 
* « less-than, (integer comparison, within double parentheses) 
e <= less-than-or-equal, (integer comparison, within double parentheses) 
© > greater-than (string comparison) 
* > greater-than, (integer comparison, within double parentheses) 
e >= greater-than-or-equal, (integer comparison, within double parentheses) 
e Il Logical OR 
* && Logical AND 
e ! Negation operator, inverts exit status of a test 


!= not-equal-to (string comparison) 
e Tables of test operators 


Binary comparison 


File 


Text and text file processing 


Time / Date 
Timed input 


* Using read -t 

e Using stty 

* Using timing loop 
e Using STMOUT 


Tips and hints for Bash scripts 
* Array, as return value from a function 


Associative array more efficient than a numerically-indexed array 
* Capturing the return value of a function, using echo 


* CGI programming, using scripts for 
* Comment blocks 


Using anonymous here documents 


Using if-then constructs 


* Comment headers, special purpose 

* C-style syntax , for manipulating variables 
* Double-spacing a text file 

e Filenames prefixed with a dash, removing 
e Filter, feeding output back to same filter 

e Function return value workarounds 


* if-grep test fixup 
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e Library of useful definitions and functions 
e null variable assignment, avoiding 


* Passing an array to a function 

e SPATH, appending to, using the += operator. 

* Prepending lines at head of a file 

* Progress bar template 

* Pseudo-code 

* rcs 

e Redirecting a test to / dev/nul11 to suppress output 


e Running scripts in sequence without user intervention, using run-parts 
e Script as embedded command 


e Script portability 
Setting path and umask 


Using whatis 
e Setting script variable to a block of embedded sed or awk code 


e Speeding up script execution by disabling unicode 
e Subshell variable, accessing outside the subshell 

e Testing a variable to see if it contains only digits 
* Testing whether a command exists, using type 


* Tracking script usage 
* while-read loop without a subshell 


* Widgets, invoking from a script 
$ TMOUT, Timeout interval 


Token, a symbol that may expand to a keyword or command 


tput, terminal-control command 

tr, character translation filter 
e DOS to Unix text file conversion 
* Options 


e Soundex, example script 
* Variants 


Trap, specifying an action upon receipt of a signal 
Trinary (ternary) operator, C-style, var>10?88 : 99 


e in double-parentheses construct 
* in let construct 


true, returns successful (0) exit status 


typeset builtin 


* options 
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ok ck ok 


SUID, User ID number 

unalias, to remove an alias 

uname, output system information 

Unicode, encoding standard for representing letters and symbols 
* Disabling unicode to optimize script 

Uninitialized variables 

unig, filter to remove duplicate lines from a sorted file 

unset, delete a shell variable 

until loop 

until [ condition-is-true ]; do 

ok cK ok 


Variables 


e Array operations on 
* Assignment 


Script example 
Script example 


Script example 
* Bash internal variables 


* Block of sed or awk code, setting a variable to 

* C-style increment/decrement/trinary operations 

* Change value of internal script variables using set 
* declare, to modify the properties of variables 

* Deleting a shell variable using unset 

* Environmental 

* Expansion / Substring replacement operators 

* Indirect referencing 


eval variablel-V$$variable2 
Newer notation 
S{!variable} 

* Integer 

* Integer / string (variables are untyped) 
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* Length 


S{#var} 
* Lvalue 


* Manipulating and expanding 


* Name and value of a variable, distinguishing between 


* Null string, testing for 


* Null variable assignment, avoiding 
* Quoting 


within fest brackets 


to preserve whitespace 
* ryalue 


e Setting to null value 
* In subshell not visible to parent shell 


e Testing a variable if it contains only digits 

* Typing, restricting the properties of a variable 
* Undeclared, error message 

* Uninitialized 

* Unquoted variable, splitting 

e Unsetting 

* Untyped 


ait, suspend script execution 


Weak quoting " ... 


* To remedy script hang 


" 


while loop 


while [ condition ]; do 


* C-style syntax 
e Calling a function within test brackets 
* Multiple conditions 


* Omitting test brackets 
e while read construct 


Avoiding a subshell 


Whitespace, spaces, tabs, and newline characters 


e STFS defaults to 
* [nappropriate use of 


* Preceding closing limit string in a here document, error 


* Preceding script comments 


* Quoting, to preserve whitespace within strings or variables 
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e [:space:], POSIX character class 
who, information about logged on users 
ow 
* whoami 
* logname 
Widgets 


Wild card characters 


* Asterisk * 
e[n [1ist] constructs 
e Question mark ? 


e Will not match dot files 


Word splitting 


e Definition 
* Resulting from command substitution 


Wrapper, shell 
ok ok k 


xargs, Filter for grouping arguments 


e Curly brackets 

e Limiting arguments passed 

* Options 

* Processes arguments one at a time 


* Whitespace, handling 


* Emulation 


ok cK ok 

-Z String is null 

Zombie, a process that has terminated, but not yet been killed by its parent 
Notes 


L] These are referred to as builtins, features internal to the shell. 


[21 
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Although recursion is possible in a shell script, it tends to be slow and its implementation is often an 
ugly kludge. 

[3] An acronym is an ersatz word formed by pasting together the initial letters of the words into a 
tongue-tripping phrase. This morally corrupt and pernicious practice deserves appropriately severe 
punishment. Public flogging suggests itself. 


[4] Many of the features of ksh86, and even a few from the updated ksh93 have been merged into Bash. 


[3] By convention, user-written shell scripts that are Bourne shell compliant generally take a name with a 
. sh extension. System scripts, such as those found in /etc/rc.d, do not necessarily conform to this 
nomenclature. 


[6] More commonly seen in the literature as she-bang or sh-bang. This derives from the concatenation of 
the tokens sharp (#) and bang (!). 


[7] Some flavors of UNIX (those based on 4.2 BSD) allegedly take a four-byte magic number, requiring a 
blank after the ! -- #! /bin/sh. According to Sven Mascheck this is probably a myth. 


[8] The! line in a shell script will be the first thing the command interpreter (sh or bash) sees. Since this 
line begins with a #, it will be correctly interpreted as a comment when the command interpreter finally 
executes the script. The line has already served its purpose - calling the command interpreter. 


If, in fact, the script includes an extra #! line, then bash will interpret it as a comment. 


#!/bin/bash 


exco Wore L oi Geo A 
a=1 


#!/bin/bash 
# This does *not* launch a new script. 


Seine Wart 2 (oit SGED 
echo $a # Value of $a stays at 1. 


[9] This allows some cute tricks. 


#!/bin/rm 
# Self-deleting script. 


# Nothing much seems to happen when you run this... except that the file disappears. 


WHATEVER=85 


echo "This line will never print (betcha!) ." 


exit SWHATEVER # Doesn't matter. The script will not exit here. 
# Try an echo $? after script termination. 
ur Jour LLL eye. ei OW, more (eh IS. 


Also, try starting a README file with a #! /bin/more, and making it executable. The result is a 
self-listing documentation file. (A here document using cat is possibly a better alternative -- see 
Example 19-3). 

[10] Portable Operating System /nterface, an attempt to standardize UNIX-like OSes. The POSIX 
specifications are listed on the Open Group site. 


[11] To avoid this possibility, a script may begin with a #!/bin/env bash sha-bang line. This may be useful 
on UNIX machines where bash is not located in /bin 


[12] If Bash is your default shell, then the #! isn't necessary at the beginning of a script. However, if 
launching a script from a different shell, such as tcsh, then you will need the #!. 
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[13] Caution: invoking a Bash script by sh. scriptname turns off Bash-specific extensions, and the 
script may therefore fail to execute. 


[14] A script needs read, as well as execute permission for it to run, since the shell needs to be able to read 
it. 


[15] Why not simply invoke the script with scriptname? If the directory you are in (SPWD) is where 
scriptname is located, why doesn't this work? This fails because, for security reasons, the current 
directory (. /) is not by default included in a user's $PATH. It is therefore necessary to explicitly 
invoke the script in the current directory with a . /scriptname. 


[16] An operator is an agent that carries out an operation. Some examples are the common arithmetic 
operators, + - * /. In Bash, there is some overlap between the concepts of operator and keyword. 


[17] This is more commonly known as the fernary operator. Unfortunately, ternary is an ugly word. It 
doesn't roll off the tongue, and it doesn't elucidate. It obfuscates. Trinary is by far the more elegant 
usage. 

[18] 

American Standard Code for Information Interchange. This is a system for encoding text characters 
(alphabetic, numeric, and a limited set of symbols) as 7-bit numbers that can be stored and manipulated 
by computers. Many of the ASCII characters are represented on a standard keyboard. 

[19] 

A PID, or process ID, is a number assigned to a running process. The PIDs of running processes may 
be viewed with a ps command. 


Definition: A process is a currently executing command (or program), sometimes referred to as a 
job. 
[20] The shell does the brace expansion. The command itself acts upon the result of the expansion. 


[21] Exception: a code block in braces as part of a pipe may run as a subshell. 


ls | ( read firstline; read secondline; ) 

# Error. The code block in braces runs as a subshell, 

#+ so the output of "ls" cannot be passed to variables within the block. 
scho Vitsiieste line is Sitiresicllaimee Seeomel line is Ssee@oiuelilains! s Wow work. 


ur. linginks, S.C. 


[22] Even as in olden times a philtre denoted a potion alleged to have magical transformative powers, so 
does a UNIX filter transform its target in (roughly) analogous fashion. (The coder who comes up with a 
"love philtre" that runs on a Linux machine will likely win accolades and honors.) 

[23] Bash stores a list of commands previously issued from the command-line in a buffer, or memory space, 
for recall with the builtin history commands. 

[24] A linefeed (newline) is also a whitespace character. This explains why a blank line, consisting only of a 
linefeed, is considered whitespace. 

[25] Technically, the name of a variable is called an /value, meaning that it appears on the left side of an 
assignment statment, as in VARIABLE-23. A variable's value is an rvalue, meaning that it appears on 
the right side of an assignment statement, as in VAR2=$VARIABLE. 


A variable's name is, in fact, a reference, a pointer to the memory location(s) where the actual data 
associated with that variable is kept. 


[26] Note that functions also take positional parameters. 
[27 
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The process calling the script sets the $0 parameter. By convention, this parameter is the name of the 


script. See the manpage (manual page) for execv. 


From the command-line, however, $0 1s the name of the shell. 


[28] Ifthe the script is sourced or symlinked, then this will not work. It is safer to check $BASH Source. 


[29] Unless there is a file named first in the current working directory. Yet another reason to quote. 
(Thank you, Harald Koenig, for pointing this out. 


Encapsulating 


won 


within double quotes gives an error when used from the command line. This is 


interpreted as a history command. Within a script, though, this problem does not occur, since the Bash 


history mechanism is disabled then. 


Of more concern is the apparently inconsistent behavior of \ within double quotes, and especially 
following an echo -e command. 


bash$ echo 


bash$ echo 


xty 
bash$ echo 
x y 


hello\! 


"hello\!" 


UN UD 
Na 


Na 


x\ty 


"x\ty" 


-e x\ty 


-e "x\ty" 


Double quotes following an echo sometimes escape X. Moreover, the -e option to echo causes the "X" 
to be interpreted as a tab. 


(Thank you, Wayne Pollock, for pointing this out, and Geoff Lee and Daniel Barclay for explaining it.) 


[31] "Word splitting,” in this context, means dividing a character string into separate and discrete 


arguments. 


[32] Inthose instances when there is no return terminating the function. 
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[33] A token is a symbol or short string with a special meaning attached to it (a meta-meaning). In Bash, 
certain tokens, such as [ and , (dot-command), may expand to keywords and commands. 


[34] Per the 1913 edition of Webster's Dictionary: 


Deprecate 


To pray against, as an evil; 
to seek to avert by prayer; 
to desire the removal of; 

to seek deliverance from; 

to express deep regret for; 
to disapprove of strongly. 


E 


35] Be aware that suid binaries may open security holes. The suid flag has no effect on shell scripts. 


E 


36] On Linux systems, the sticky bit is no longer used for files, only on directories. 


E 


37] As S.C. points out, in a compound test, even quoting the string variable might not suffice. [ -n 
"$string" -o "Sa" = "$b" ] may cause an error with some versions of Bash if Sst ring is 
empty. The safe way is to append an extra character to possibly empty variables, [ "x$string" !- 
x -o "xSa" = "xSb" ] (the "x's" cancel out). 


[38] Ina different context, += can serve as a string concatenation operator. This can be useful for modifying 
environmental variables. 

[39] Side effects are, of course, unintended -- and usually undesirable -- consequences. 

[40] Precedence, in this context, has approximately the same meaning as priority 


[41] A stack register is a set of consecutive memory locations, such that the values stored (pushed) are 
retrieved (popped) in reverse order. The last value stored is the first retrieved. This is sometimes called 
a LIFO (last-in-first-out) or pushdown stack. 


[42] The PID of the currently running script is $$, of course. 


[43] Somewhat analogous to recursion, in this context nesting refers to a pattern embedded within a larger 
pattern. One of the definitions of nest, according to the 1913 edition of Webster's Dictionary, illustrates 
this beautifully: "A collection of boxes, cases, or the like, of graduated size, each put within the one 
next larger." 


[44] The words "argument" and "parameter" are often used interchangeably. In the context of this document, 
they have the same precise meaning: a variable passed to a script or function. 


[45] Within a script, inside a subshell, $$ returns the PID of the script, not the subshell. 


[46] In this context, typing a variable means to classify it and restrict its properties. For example, a variable 
declared or typed as an integer is no longer available for string operations. 


declara abo aene. 


intvar-23 


Scho "Saisie 4 23 
intvar=stringval 
eena WiSalinicnyee UU # 0 


[47] True "randomness," insofar as it exists at all, can only be found in certain incompletely understood 
natural phenomena, such as radioactive decay. Computers only simulate randomness, and 
computer-generated sequences of "random" numbers are therefore referred to as pseudorandom. 

[48] The seed of a computer-generated pseudorandom number series can be considered an identification 
label. For example, think of the pseudorandom series with a seed of 23 as Series #23. 
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A property of a pseurandom number series is the length of the cycle before it starts repeating itself. A 
good pseurandom generator will produce series with very long cycles. 


[49] This applies to either command-line arguments or parameters passed to a function. 


[50] Note that Ssubstringand $replacement may refer to either literal strings or variables, 
depending on context. See the first usage example. 


[51] If $parameter is null in a non-interactive script, it will terminate with a 127 exit status (the Bash error 
code for "command not found"). 


[52] Iteration: Repeated execution of a command or group of commands, usually -- but not always, while a 
given condition holds, or until a given condition is met. 


[53] These are shell builtins, whereas other loop commands, such as while and case, are keywords. 


[54] Pattern-match lines may also start with a ( left paren to give the layout a more structured appearance. 


case $( arch ) in ix Si arci ) returns machine areh tecture. 
( 1386 ) echo "80386-based machine";; 
# ^ A 
1486 echo "80486-based machine"; ; 


) 

) echo "Pentium-based machine"; ; 
i686 ) echo "Pentium2+—-based machine";; 

) echo "Other type of machine";; 


g 


55] For purposes of command substitution, a command may be an external system command, an internal 
scripting builtin, or even a script function. 


E 


56] Ina more technically correct sense, command substitution extracts the st dout of a command, then 
assigns it to a variable using the — operator. 


E 


57] In fact, nesting with backticks is also possible, but only by escaping the inner backticks, as John 
Default points out. 


wonBcdmcounss We VE V eche = || eile ELO mi S CH 


E 


As Nathan Coulter points out, "while forking a process is a low-cost operation, executing a new 
program in the newly-forked child process adds more overhead." 


E 


An exception to this is the time command, listed in the official Bash documentation as a keyword 
("reserved word"). 


Note that /et cannot be used for setting string variables. 
To Export information is to make it available in a more general context. See also scope. 


R EB 


An option is an argument that acts as a flag, switching script behaviors on or off. The argument 
associated with a particular option indicates the behavior that the option (flag) switches on or off. 


E 


Technically, an exit only terminates the process (or shell) in which it is running, not the parent process. 


F 


Unless the exec is used to reassign file descriptors. 


E 


Hashing is a method of creating lookup keys for data stored in a table. The data items themselves are 
"scrambled" to create keys, using one of a number of simple mathematical algorithms (methods, or 
recipes). 


An advantage of hashing is that it is fast. A disadvantage is that collisions -- where a single key maps to 
more than one data item -- are possible. 


For examples of hashing see Example A-20 and Example A-21. 


[66] The readline library is what Bash uses for reading input in an interactive shell. 
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[67] This only applies to child processes, of course. 


[68] The C source for a number of loadable builtins is typically found in the 
/usr/share/doc/bash-?.??/functions directory. 


Note that the -f option to enable is not portable to all systems. 
[69] The same effect as autoload can be achieved with typeset -fu. 


70] The -v option also orders the sort by upper- and lowercase prefixed filenames. 


Dotfiles are files whose names begin with a dot, such as ~/ .Xdefaults. Such filenames do not 
appear in a normal Is listing (although an Is -a will show them), and they cannot be deleted by an 
accidental rm -rf *. Dotfiles are generally used as setup and configuration files in a user's home 
directory. 


E 


72] This particular feature may not yet be implemented in the version of the ext2/ext3 filesystem installed 
on your system. Check the documentation for your Linux distro. 


E 


And even when xargs is not strictly necessary, it can speed up execution of a command involving 
batch-processing of multiple files. 


- 


This is only true of the GNU version of tr, not the generic version often found on commercial UNIX 
systems. 


E 


An archive, in the sense discussed here, is simply a set of related files stored in a single location. 


E 


Atar czvf ArchiveName.tar.gz *willinclude dotfiles in subdirectories below the current 
working directory. This is an undocumented GNU tar "feature." 


E 


The checksum may be expressed as a hexadecimal number, or to some other base. 


EE 


For even better security, use the sha256sum, sha512, and shalpass commands. 


This is a symmetric block cipher, used to encrypt files on a single system or local network, as opposed 
to the public key cipher class, of which pgp is a well-known example. 


E 


Creates a temporary directory when invoked with the -d option. 


E 


A daemon is a background process not attached to a terminal session. Daemons perform designated 
services either at specified times or explicitly triggered by certain events. 


The word "daemon" means ghost in Greek, and there is certainly something mysterious, almost 
supernatural, about the way UNIX daemons wander about behind the scenes, silently carrying out their 
appointed tasks. 


[82] This is actually a script adapted from the Debian Linux distribution. 
[83] The print queue is the group of jobs "waiting in line" to be printed. 


[84] Large mechanical /ine printers printed a single line of type at a time onto joined sheets of greenbar 
paper, to the accompaniment of a great deal of noise. The hardcopy thusly printed was referred to as a 
printout. 


[85] Foran excellent overview of this topic, see Andy Vaught's article, Introduction to Named Pipes, in the 
September, 1997 issue of Linux Journal. 


[86] EBCDIC (pronounced "ebb-sid-ick") is an acronym for Extended Binary Coded Decimal Interchange 
Code, an obsolete IBM data format. A bizarre application of the conv=ebcdic option of dd is as a 
quick 'n easy, but not very secure text file encoder. 


cat $file | dd conv=swab,ebcdic > Sfile_encrypted 
# Encode (looks like gibberish). 
# Might as well switch bytes (swab), too, for a little extra obscurity. 
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cat $file encrypted | dd conv=swab,ascii > $file plaintext 
# Decode. 


E 


A macro is a symbolic constant that expands into a command string or a set of operations on 
parameters. Simply put, it's a shortcut or abbreviation. 


E 


This is the case on a Linux machine or a UNIX system with disk quotas. 


loo 
NO 


The userdel command will fail if the particular user being deleted is still logged on. 


EE 


For more detail on burning CDRs, see Alex Withers' article, Creating CDs, in the October, 1999 issue 
of Linux Journal. 


EE 


The —c option to mke2fs also invokes a check for bad blocks. 


Since only root has write permission in the / var /lock directory, a user script cannot set a lock file 
there. 


Operators of single-user Linux systems generally prefer something simpler for backups, such as tar. 


EE 


As of the version 4 update of Bash, the -f and -c options take a block size of 512 when in POSIX 
mode. Additionally, there are two new options: —b for socket buffer size, and -T for the limit on the 
number of threads. 


E 


95] NAND is the logical not-and operator. Its effect is somewhat similar to subtraction. 


E 


96] In Bash and other Bourne shell derivatives, it is possible to set variables in a single command's 
environment. 


varl=valuel var2-value2 commandXXX 
# Svarl and $var2 set in the environment of 'commandXXX' only. 


[97] The killall system script should not be confused with the killall command in /usr/bin. 


[98] A meta-meaning is the meaning of a term or expression on a higher level of abstraction. For example, 
the literal meaning of regular expression is an ordinary expression that conforms to accepted usage. 
The meta-meaning is drastically different, as discussed at length in this chapter. 

[99] Since sed, awk, and grep process single lines, there will usually not be a newline to match. In those 
cases where there is a newline in a multiple line expression, the dot will match the newline. 


#!/bin/bash 


sed -e 'N;s/.*/[&]/' << EOF # Here Document 
linel 

line2 

EOF 

Og Tes 

[linel 

line2] 


echo 


aie “i SOSSil Win? S27 sc ((/d:599.1) dessus] p" << TOU 
line 1 

Tiya 2 

EOF 

OUSUS 

line 

il 
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exit 0 

[100] Filename expansion means expanding filename patterns or templates containing special characters. For 
example, example. ??? might expand to example.001 and/or example.txt. 

[101] A wild card character, analogous to a wild card in poker, can represent (almost) any other character. 


[102] Filename expansion can match dotfiles, but only if the pattern explicitly includes the dot as a literal 


character. 
-/[.]bashrc Will not expand to -/.bashrc 
~/?bashre Neither will this. 
Wild cards and metacharacters will NOT 
+ expand to a dot in globbing. 
~/.{blashre Will expand to -/.bashrc 
~/.ba?hre Likewise. 
~/ .bashr* Likewise. 


# Setting the "dotglob" option turns this off. 


sr idiots, SiC, 


[103] Except, as Dennis Benzinger points out, if using <<- to suppress tabs. 


[104] By convention in UNIX and Linux, data streams and peripherals (device files) are treated as files, in a 
fashion analogous to ordinary files. 

[105] A file descriptor is simply a number that the operating system assigns to an open file to keep track of it. 
Consider it a simplified type of file pointer. It is analogous to a file handle in C. 


[106] Using file descriptor 5 might cause problems. When Bash creates a child process, as with 


exec, the child inherits fd 5 (see Chet Ramey's archived e-mail, SUBJECT: RE: File descriptor 5 is 
held open). Best leave this particular fd alone. 


[107] An external command invoked with an exec does not (usually) fork off a subprocess / subshell. 


[108] This has the same effect as a named pipe (temp file), and, in fact, named pipes were at one time used in 
process substitution. 


[109] The return command is a Bash builtin. 


[110] However, as Thomas Braunberger points out, a local variable declared in a function is also visible to 
functions called by the parent function. 


#!/bin/bash 


EUREEN O) 
{ 


local funclvar=20 


echo VWijialiclaisiin icwiocrcsemil, \Sitwinciiyeie = Srinelyar,” 
function2 
} 
ituewenE3Loua2  (() 
( 
echo "natis scibiavehestemy2,, "esrb eubveue = rume yeu s 
} 
functionl 
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ekir d) 


# Output of the script: 


# Within functionl, $funclvar = 20. 
# Within function2, $funclvar 2/0). 


This is documented in the Bash manual: 


"Local can only be used within a function; it makes the variable name have a visible scope restricted to 
that function and its children." [emphasis added] The ABS Guide author considers this behavior to be a 
bug. 

Otherwise known as redundancy. 

Otherwise known as tautology. 

Otherwise known as a metaphor. 

Otherwise known as a recursive function. 


Too many levels of recursion may crash a script with a segfault. 


#!/bin/bash 


# Warning: Running this script could possibly lock up your system! 
# If you're lucky, it will segfault before using up all available memory. 


recursive_function () 


{ 


(elo) USE # Makes the function do something, and hastens the segfault. 
(( Gi « 82 JJ) ce racuresive iumction S(( Si 4 i )) S25 

# As long as 1st parameter is less than 2nd, 

#+ increment 1st and recurse. 


) 


recursive function 1 50000 # Recurse 50,000 levels! 
# Most likely segfaults (depending on stack size, set by ulimit -m). 


# Recursion this deep might cause even a C program to segfault, 
#+ by using up all the memory allotted to the stack. 


echo "This will probably not print." 
exit 0 4 This script will not exit normally. 
# Thanks, Stéphane Chazelas. 


... as the first word of a command string. Obviously, an alias is only meaningful at the beginning of a 
command. 


However, aliases do seem to expand positional parameters. 


The entries in /dev provide mount points for physical and virtual devices. These entries use very little 
drive space. 


Some devices, such as /dev/null, /dev/zero, and /dev/urandom are virtual. They are not 
actual physical devices and exist only in software. 


[119] A Plock device reads and/or writes data in chunks, or blocks, in contrast to a character device, which 


[120 


acesses data in character units. Examples of block devices are hard drives, CDROM drives, and flash 
drives. Examples of character devices are keyboards, modems, sound cards. 
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Of course, the mount point /mnt /flashdrive must exist. If not, then, as root, mkdir 
/mnt/flashdrive. 


To actually mount the drive, use the following command: mount /mnt/flashdrive 


Newer Linux distros automount flash drives in the /media directory without user intervention. 
[121] Certain system commands, such as procinfo, free, vmstat, Isdev, and uptime do this as well. 
[122] By convention, signal 0 is assigned to exit. 
[123] Setting the suid permission on the script itself has no effect in Linux and most other UNIX flavors. 


[124] In this context, "magic numbers" have an entirely different meaning than the magic numbers used to 
designate file types. 


[125] Quite a number of Linux utilities are, in fact, shell wrappers. Some examples are 
/usr/bin/pdf2ps, /usr/bin/batch, and /usr/bin/xmkmf. 


[126] ANSI is, of course, the acronym for the American National Standards Institute. This august body 
establishes and maintains various technical and industrial standards. 


[127] This usually means liberal use of functions. 

[128] See Marius van Oers' article, Unix Shell Scripting Malware, and also the Denning reference in the 
bibliography. 

[129] Or, better yet, #!/bin/env sh. 


[130] To be more specific, Bash 4+ has limited support for associative arrays. It's a bare-bones 
implementation, and it lacks the much of the functionality of such arrays in other programming 


languages. Note, however, that associative arrays in Bash seem to execute faster and more efficiently 
than numerically-indexed arrays. 
[131] Copyright 1995-2009 by Chester Ramey. 


[132] This only works with pipes and certain other special files. 
[133] But only in conjunction with readline, i.e., from the command-line. 
[134] And while you're at it, consider fixing the notorious piped read problem. 


[135] This is the notorious flog it to death technique that works so well with slow learners, eccentrics, odd 
ducks, fools and geniuses. 


[136] In fact, he has no credentials or special qualifications. He's a school dropout with no formal credentials 
or professional experience whatsoever. None. Zero. Nada. Aside from the ABS Guide, his major claim 
to fame is a First Place in the sack race at the Colfax Elementary School Field Day in June, 1958. 


[137] Those who can, do. Those who can't... get an MCSE. 


[138] Sometimes it seems as if he has spent his entire life flouting conventional wisdom and defying the 
sonorous Voice of Authority: "Hey, you can't do that!" 


[139] Well, if you absolutely insist, you can try modifying Example A-44 to suit your purposes. 


[140] It was hard to resist the obvious pun. No slight intended, since the book is a pretty decent introduction 
to the basic concepts of shell scripting. 


[141] Sed executes without user intervention. 
[142] If no address range is specified, the default is all lines. 
[143] Its name derives from the initials of its authors, Aho, Weinberg, and Kernighan. 


[144] Out of range exit values can result in unexpected exit codes. An exit value greater than 255 returns an 
exit code modulo 256. For example, exit 3509 gives an exit code of 225 (3809 % 256 = 225). 


[145] An update of /usr/include/sysexits.h allocates previously unused exit codes from 64 - 78. It 
may be anticipated that the range of unallotted exit codes will be further restricted in the future. The 
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author of this document will not do fixups on the scripting examples to conform to the changing 
standard. This should not cause any problems, since there is no overlap or conflict in usage of exit 
codes between compiled C/C++ binaries and shell scripts. 


[146] This does not apply to csh, tesh, and other shells not related to or descended from the classic Bourne 
shell (sh). 

[147] In older versions of UNIX, passwords were stored in /etc/passwd, and that explains the name of 
the file. 

[148] Some early UNIX systems had a fast, small-capacity fixed disk (containing /, the root partition), and a 
second drive which was larger, but slower (containing /usr and other partitions). The most frequently 
used programs and utilities therefore resided on the small-but-fast drive, in /bin, and the others on the 
slower drive, in /usr/bin. 


This likewise accounts for the split between / sbin and /usr/sbin,/liband /usr/lib,etc. 
[149] This works only from the command line, of course, and not within a script. 


[150] Normally the default parameter completion files reside in either the /etc/profile.d directory or 
in /etc/bash, completion. These autoload on system startup. So, after writing a useful 
completion script, you might wish to move it (as root, of course) to one of these directories. 

[151] It has been extensively documented that programmers are willing to put in long hours of effort in order 
to save ten minutes of "unnecessary" labor. This is known as optimization. 

[152] Various readers have suggested modifications of the above batch file to prettify it and make it more 
compact and efficient. In the opinion of the ABS Guide author, this is wasted effort. A Bash script can 
access a DOS filesystem, or even an NTFS partition (with the help of ntfs-3g) to do batch or scripted 
operations. 

[153] For all you clever types who failed intermediate algebra, a determinant is a numerical value associated 
with a multidimensional matrix (array of numbers). 


For the simple case of a 2 x 2 determinant: 


la b| 
lb al 


The solution is a*a - b*b, where "a" and "b" represent numbers. 
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